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Abstract: In this paper, we develop the Mickens’ methodology to construct a dynamically consistent Non-Standard Finite
Difference (NSFD) scheme for a recognized computer virus propagation model. It is proved that the constructed NSFD
scheme correctly preserves essential mathematical features of the continuous-time model, which are positivity, boundedness

and asymptotic stability. As an important consequence, we obtain an effective numerical scheme that has the ability to

provide reliable approximations, meanwhile, some typical standard finite difference schemes fail to preserve the essential

properties of the computer virus propagation model; hence, they can generate numerical approximations which are not

only negative but also unstable. Finally, a set of numerical experiments is performed to support the theoretical results as

well as to demonstrate the advantage of the NSFD scheme over standard ones. As we expected, there is a good agreement

between the numerical results and theoretical assertions.
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Title:
Abstract:

Mot phueng phép hiéu qua mé phéng s6 mé hinh lan truyén virus may tinh
Trong bai bdo nay, chiing tdi phat trién phuong phép luan ctia Mickens dé€ xdy dung lugc do sai _phén phi tiéu chuin

tuong thich dong Iyc v6i mot mo hinh lan truyén virus mdy tinh. Céc phan tich toan hoc chi ra rang luge dd sai phan
phi tidu chudn bio toan cic tinh chit quan trong ctia md hinh lién tuc, bao gdm tinh duong, tinh bi chin va tinh chit
&n dinh tiém can. Trong khi d6, mdt s& luge dd sai phan tiéu chuin khong thé bao toan cdc tinh chit quan trong cia
mo hinh lién tuc. Do dé, chiing ¢ thé sinh ra cac 10i giai xip xi 4m va khong &n dinh. Cac mo phéng sb dudc thuc
hién dé hé tr¢ va minh hoa cho cic két qua ly thuyét ciing nhur d€ chitng minh wu thé ctia lugc dd sai phan phi tiéu
chuén so véi cdc luge dd sai phan tiéu chuin. Cac md phong s chi ra ring cic két qua sb 1a tuong thich véi cac két

qua ly thuyét.
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I. INTRODUCTION

The study of numerical methods for solving differential
equations has played an important role not only in theory
but also in practice. Over the past of several decades, a
large number of numerical methods have been proposed and
developed by mathematicians and engineers (see, for exam-
ple, [1-3]). The concept of Non-Standard Finite Difference
schemes was first introduced by Mickens to overcome draw-
backs of Standard Finite Difference (SFD) schemes [4-8].
One of the main advantages of NSFD schemes is that they
can preserve essential mathematical features of differential
equations models (positivity, stability, monotonicity, peri-
odicity, physical properties, etc.) regardless of chosen step
sizes. Nowadays, NSFD schemes have been widely used
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as a powerful and effective approach to solve differential
equation models that describe important phenomena and
processes arising in science and technology. Good reviews
of NSFD schemes can be found in [7, 9, 10]. Also, we refer
the readers to [11-15] for some recent notable results on
NSFD schemes for numerical approximations of differential
equation models. Recently, we have successfully developed
the Mickens’ methodology to formulate NSFD schemes for
mathematical models arising in real-world situations [16—
22].

Nowadays, computer viruses have been one of the biggest
threats to Internet security as well as to work and daily life.
Therefore, effective strategies and measures for preventing
and controlling computer viruses are always needed. For
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this purpose, many mathematical models, based on the
high similarity between computer viruses and biological
ones, have been constructed and developed to study the
spread of computer viruses (see, for example, [23-28] and
references therein). From the analysis of these models, we
can propose effective strategies and measures for preventing
and controlling computer viruses.

Motivated by the importance of computer virus propa-
gation models and their numerical approximations, in this
work we consider a recognized computer virus propagation
model proposed by Gan et al. in a previous work [25]. The
mathematical model and its dynamics will be provided in
Section II. Although this computer virus propagation model
has many useful applications in information technology and
computer science and it has been studied and developed at
some levels (see, for example, [23, 24]), to the best of our
knowledge, dynamically consistent discrete-time models
have not been constructed yet. Therefore, our objective is to
construct a discrete-time model preserving essential qual-
itative features of the continuous-time model for all finite
step sizes. For this purpose, the Mickens’ methodology is
applied to propose an appropriate NSFD scheme for the
continuous-time model. After that, the positvity, bounded-
ness and asymptotic stability of the proposed NSFD scheme
are established. As a result, we obtain a dynamically consis-
tent NSFD scheme that is able to provide reliable numerical
approximations for the computer virus propagation model.
In addition to the theoretical results, a set of numerical
experiments is performed to support the theoretical results
and to show advantages of the NSFD scheme over some
typical SFD schemes. As will be seen in Section IV,
the standard Euler and second-order Runge-Kutta (RK2)
schemes fail to correctly preserve the dynamical properties
of the continuous model for some given step sizes. More
clearly, they generate numerical approximations that are
not only negative but also unstable. Conversely, numerical
approximations generated by the NSFD scheme faithfully
reflect the dynamics of the continuous model regardless of
chosen step sizes.

The plan of the paper is as follows:
The mathematical model of the computer virus propagation
model is provided in Section II. The NSFD scheme is pro-
posed and analyzed in Section III. Section IV reports some
numerical experiments. Some conclusions and discussions
are presented in the last section.

II. MATHEMATICAL MODEL AND ITS DYNAM-
ICS

In this section, we briefly recall from [25] the math-
ematical model of the computer virus propagation model
and its dynamics. In this model, at any time, a computer

is called internal or external depending on it is accessed
to the Internet or not. All internal computers are classified
into two compartments:

1) S compartment: The set of all uninfected internal
computers or susceptible internal computers.

2) I compartment: The set of all infected internal com-
puters.

Besides, all external computers are categorized into a single
compartment:

1) E compartment: The set of all external computers.

Let S(t), I(¢), and E(¢) be the the average numbers of
susceptible, infected and external computers at time ¢,
respectively. Based on some reasonable hypotheses (see the
hypotheses (A;) — (A7) in [25]), the following differential
equation model was proposed:

S =yl +mE — puS — BSI — 1S,
[=BSI—pul =yl =yl +nE, (1)
E=6+yS+yl - uE -mE - mE,

where all the parameters are assumed to be positive. We

refer the readers to [25] for more details of this model. It
was proved in [25] that:

1) The model (1) has no virus-free equilibrium point.
2) The model (1) possesses a unique viral equilibrium
point E}, = (8*,I*, E*), where

£ = o(p+v1)
u(p+yr+m+m)’
ZBW—(ﬂ+71+72)

1*
2
2 2
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0(y1+7v2)
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u(p+y1+m1+m2)
3) The viral equilibrium point Ej, is not only locally

asymptotically stable but globally asymptotically sta-
ble with respect to the positively invariant set

)
Q= {(S,I,E)|S,I,E >0, S+I+E < —}.
M

III. THE CONSTRUCTION OF NSFD SCHEME

Consider the continuous-time model (1) on a finite
interval [0, T'] and discretize this interval by a uniform mesh

O=ty<tfi<...<ti<...<tpy_1<tym=T,



where t,41 — At for i 0,1,...,M — 1. Let
(Sn,In,Ry) (n = 1,2,...,M) be the intended approxi-
mations for (S(¢,),(tn), R(t,)), respectively. Using the
Mickens’ methodology [4-8], we discretize the model (1)
as follows

< Sn+1 - Sn
S(ty) » ————,
(1) @(Ar)
P Liv1 — In
I(th) ¥ ————, 3
¢(Ar) ©
. En+] - En
E(ty) x ————,
@ (A1)
and
Yol (ty) + mE(ty) — uS(t,) — BS(t)1(tn) — v15(ty)
~ 721n + 772En - ,usn+l _BSn+lIn - ylSn+l,
BS(t)1(ty) — ul(tn) — y1d(tn) — y2I(ty) + ME(t) @

X BSn+tln — thnst = Vilnet = y2In + M Enp,

6 +718(tn) +y11(tn) — pE(1p) = mE(1n) — m2E(tn)

~ 0+ Y1Sn+1 + Yidnst — pEns1 = mEn —mEn,
where ¢(At) is a positive function satisfying ¢(Ar) = Ar +
O(Ar?) as At — 0. For convenience, the variable At will

be omitted in some presentations. The discretization process
(3)-(4) leads to the following NSFD scheme for the model

(D

Sn+l _Sn
2l o0 oL+ maEy — pS
cp(At) Yodn T 2Ly — HOn+1
_,BSn+lIn - 'ylSn+17
In+l _In
—— =BSu1ln — ulpny1 — 11
QD(AI) ,8 n+ldn — Ulpn+l Yiln+l (5)
—voly +mE,,
En+1 -E

o(AD) % =6+ y1Snus1 + Yilns1 — UEns1

—mEn —mE,.

We now investigate dynamical properties of the NSFD
model (5). Let us define a sequence {N,} , with

N, =S8S,+1,+R,, n=>0.

Theorem 1 (Positivity and boundedness): Let ¢(Ar)
be a function satisfying

. 1
¢(Ar) < At* := min :—

, } forall h > 0. (6)
Y2 mtn

Then, we have the following assertions:
>

1) The set R} {(S,ILR)|S,I,E > 0} is a posi-
tively invariant set of the NSFD scheme (5), i.e.,
Sn+t> In+1, Ens1 = 0 whenever S,,, I,,, E,, > 0.

2) The sequence {N,},’ , monotonically converges to
N*:=6/u as n — .
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Proof: Proof of Part 1. First, we rewrite the system
(5) in the explicit form:

Sp+oyaly + o E,

Spel = ,
T o+ Bl + 1)
_ (L =y Iy + oBSpsrln + omEy
Ins1 = , (7)
L+ @(u+y1)
PRk @Y1 (Sns1 + Lnv) + [1 = @(q1 +72) | Ey
n+l — 1+ ou .

The condition (6) implies that 1 — ¢y, > 0 and 1 — ¢(n; +
n2) > 0. So, we deduce that S,+1, I+1, Ent1 = 0 whenever
Sy, In, En > 0. The proof of this part is complete.

Proof of Part 2. Adding side-by-side the 1st, 2nd and 3rd
equations of the system (5) we obtain

Nn+1 - N

% =6 = uNpats ®)
("2

which implies that

5 1 \" 6
Np+1=|— —No +—.
U 1+pu 7

Consequently, the monotone convergence of the sequence
{N,} is proved by using the fact that 1/(1 + ¢u) € (0, 1).
The proof of this part is completed. [ ]

Next, to determine the set of equilibria of the model (5),
we need to solve the following system

Spe1 =80, Inn =1y, Euq=E,.
It is easy to verify that equilibrium points of the models
(5) and (1) are identical. Hence, the NSFD model (5) only
possesses a unique viral (positive) equilibrium point E7,,
which is given by (2).

Theorem 2 (Asymptotic stability): Let ¢ (Af) be a func-
tion satisfying the condition (6). Then, the viral equilibrium
point E7, is a locally asymptotically stable equilibrium point
of the NSFD model (5).

Proof: First, using the relation S, = N, — I, — E,, and
the equation (8) we transform the system (5) to the form

_ (1 - 9072)111 + QDIB(NnH — I — En+1)1n +§0771En

I =
" L+ @(u+y1)

_ 906"' <p71(Nn+l - En+l) + [1 - 90(771 +772)]En
n+l = ]+l,0,u

Nus1 = N+ @6 — 9Ny
)

Then, the viral equilibrium point E7, = (S*,I*, E*) of (5) is

transformed to E, = (I*, E*, §/u). We need to show that

new
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E; ... 1s a locally asymptotically stable equilibrium point of
the model (9). Indeed, let us denote

2= 1 - ¢y +¢BS*

' oBI* [ '
—_— 1+<p(u+71)]
L+@(u+y1)

_1=w(m +m) (10)

Ay = — 0 70
1+ @(u+y1)
1
Az = )
L+ou

Then, the Jacobian matrix of the system (9) at Ej},, is
given by

ol 1 « 61}1 1 *
A1 (92:, (Enew) BN-; (Enew)
J(Epew) =| 1 OEni1 po | (11)
2 ONn ( new)
0 0 A3

Consequently, A;,4, and A3 are all the eigenvalues of
J(E*). It is clear that |[13] < 1. On the other hand, the
condition (6) implies that |1;| < 1. We now show that
|[11] < 1. Indeed, it follows from (6) that A; > 0. Moreover,
from the second equation of the system (1) we obtain

HEyI+y2+ Bl —pS* BI* +mE*[I"

1-4; =
L+ @(u+vy1)+ pI*

which means that A; < 0. Therefore, 0 < 41 < 1.

*

So, all the eigenvalues of J(E},,,) are inside the unit ball.
By the Lyapunov indirect method [29, 30] we obtain the

local asymptotic stability of Ej,,, . The proof is completed.
|

Remark 1:

1) Theorems 1 and 2 mean that the NSFD scheme (5)
preserves the positvity, boundedness and asymptotic
stability of the model (1) for all finite step sizes At >
0.

2) There are many denominator functions ¢(At) satisfy-
ing the condition (6), a typical function is (see [4-8])
1= e*TAt 1
o(Ar) = — T> Ar
General families of denominator functions satisfying
(6) can be found in [18].
3) Numerical examples in Section IV show that the

NSFD scheme (5) preserves not only local asymptotic
stability but also global asymptotic stability of the
model (1).

IV. NUMERICAL EXPERIMENTS

In this section, we reports some numerical examples
to support the theoretical results as well as to show the

= o
L+@(u+y1)+epl
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advantage of the NSFD scheme over standard ones. For
this purpose, we consider the model (1) with the following
data.

Table 1
PARAMETERS USED IN NUMERICAL EXAMPLES

Case B 6 H m m Y1 Y2
1 005 08 001 075 08 06 038
2 0.05 0.02 0.01 0.8 09 06 038

Example 1: Consider the model (1) with the parameters
given by Case 1 in Table I. In this case, the viral equilibrium
point E}, = (19.56,38.36,22.08) is asymptotically stable.
Numerical approximations generated by the standard Euler
scheme, RK2 scheme and NSFD scheme are depicted in
Figures 1-4, respectively. It is clear that the Euler and RK2
schemes fail to preserve the asymptotic stability of the
continuous model, meanwhile, the NSFD scheme correctly
preserves the dynamics of the continuous model. Further-
more, the dynamics of NSFD scheme does not depend on
the chosen step sizes.

Example 2: Consider the model (1) with the parameters
given by Case 2 in Table I. In this case, the viral equilibrium
point £}, = (1.16,0.31,0.52) is asymptotically stable. As
shown in Figure 5, the Euler and RK2 schemes destroy not
only the positivity but also asymptotic stability, meanwhile,
the NSFD scheme preserve all the mathematical features of
the continuous model.

3%

Figure 1. The phase space generated by the Euler scheme for
(8(0),1(0), E(0)) = (30,45,15) and At = 0.8 after 1000 itera-
tions.



Figure 2. The phase space generated by the RK2 scheme for
(8(0),1(0), E(0)) = (30,45,15) and Ar = 0.9 after 1000 itera-
tions.

Figure 3. The phase spaces generated by the NSFD scheme for
_ ,—1.6Ar

At =1 and ¢(Ar) = after 1000 iterations. Each blue
curve represents a phase space corresponding to a specific initial
data, the red circle represents the viral equilibrium point and the
green arrows show the evolution of the model.
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Figure 4. The phase spacei gAenerated by the NSFD scheme for
_ ,—1.6At

At =2 and ¢(At) = after 1000 iterations.

1.6

Figure 5. The phase spaces generated by the Euler scheme with
h = 0.87 after 100 iterations, the RK2 scheme with 7 = 0.88 after
100 itelr%tions and the NSFD scheme with Ar = 1 and ¢(Atf) =
1 — e~ l-0At

T3 after 100 iterations.

From Examples 1 and 2, we see that the standard Euler
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and RK2 scheme cannot preserve the posivitiy and sta-
bility of the continuous model for all finite step sizes.
A similar comment for the classical Runge-Kutta schemes
can be found in some of our previous works [16-22].
Consequently, the advantage of the NSFD scheme over
the standard Euler and RK2 schemes is that they can
correctly preserve the dynamics of the continuous model
regardless of the chosen step sizes. Hence, the NSFD
scheme is appropriate and effective to simulate dynamics
of the differential equation model over long time periods.

V. CONCLUSIONS AND DISCUSSIONS

In this paper, we have successfully developed the Mick-
ens’ methodology to construct a reliable NSFD scheme for
the computer virus propagation model (1). The theoretical
assertions have been supported by a set of numerical
examples. It was proved that the constructed NSFD scheme
preserves the positivity, boundedness and asymptotic sta-
bility of the continuous model for all finite step sizes.
As a result, it provided reliable approximations, mean-
while, some typical standard schemes failed to preserve the
essential mathematical features of the continuous model;
consequently, they generated numerical solutions which are
not only unstable but also negative.

In the near future, we will extend the approach and
obtained results in this paper to construct dynamically
consistent NSFD schemes for ordinary and fractional-order
differential equation models arising in science and tech-
nology. In addition, the construction of high-order NSFD
schemes for the computer virus propagation models will be
considered.
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