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Abstract: This paper proposed two new digital 1. XAY D UNG LUQC PO CHU KY SO TAP
signature schemes has the option of using keys aBHE

follows: use a unique key; use two keys, both of

Céc krgc dd chir ky 5 dugc dé xuat & day xay

which key value does not change; use two keygjyng trén © s bai toan logaritai rac twrong tr nhu
primary key is fixed, subkey change with each timeac & chir ky &5 Elgamal [3], chén chi ky s5 DSS
to sign. The paper also offers analysis on thetgafe cua My [4], hay chdn chi ky 5 cua Lién bang Nga
of the proposed schemes, has shown the ability t&OST R34.10-94 [5]. Trondo6, roc db chix ky tip

apply it in practice.

|. PAT VAN PE

Chir ky s (Digital Signature)duoc sr dung dé
ching thrc cdc ¥in ban trong céc giao idh dién ftir,
nham dapung cAc yéu au vé: tinh xac thrc, tinh toan
ven va tinh cbng chbi bo trach nhém [1,2]. O céc
lwoc @6 chir ky s5 nhe EIGamal, Schnorr, clin chi
ky sb DSS @a My hay GOST R34.10-94ue Lién
bang Ngay,... khéa biandugc sr dung Wi muc dich:
xac thrc va clong ga mao chi ky. Do d¢6 né phi
duogc gitt ¢d dinh ddi véi moi van ban ky, nhrng viéc
phai duoc giit ¢ dinh € lam cho n6 c6 thbi bé mot
cach @ dang.bé chdng hi viéc bé khoa, cacuoc do
dang trén phi sir dung mot khda bi nit the hai, khda
nay én phii duoc thayddi theo trng viin ban ky, ton
nira gia ti caa n6 cho rdi 1an ky khéngduoc tring
VGi CAC gia tr d& sr dung & nhiing lAn ky tneéc do.
Nhu vay, c6 tié néi ring cac froc do ndi trén thiéc
dang sr dung khoéa mt 1an, treéc mbi 1an ky déu phai
sinh khéa i, trén thrc € gia ti cua khoa tit 2 tredc

mdi lan ky duoc tao ra ki mot bo sinh $ ngéu nhién.

Bai bao naydé xuit mot giai phap ma cé thdua cac
lwoc db trén & dang sr dung mbt khéa cho nléu lan
ky khac nhaudiéu do c6 tté gitp cho véc trién khai
thuc hién dugc thuan tién hon ma khéng lam gim do
an toan da cac lrgc do nay.

thé duoc phat trén tr lugc d6 chir ky co s ¢d cing
nhu sau:

1. Lwgc db chir ky co so - LD 1.01

1.1. Thuit toan hinh thanh va kém tra chi ky s

a) Hinh thanh cac thand séng khai:

+ Phéat sinh#p s nguyén é p vaq da l6n va:q|(p -
1).

+ Phét sinhg = a®™®“modp, Ia phin tr sinh c6
bic g caia nhom Zp ngha la: 1<g<p va:

g% =1modp. O day: aDZp*.

Cac gia ti (p, g, g)la cac tham&cong khai trong
qua trinh hinh thanh vaéam tra chir ky.
b) Hinh thanh khda cbng khai:

Thii tuc hinh thanh khéa céng khai badng cac
budc thec hién sau:

1- Khoa bi mit x 1a mbt gia ti dugc chon ndiu
nhién trong khéng: 1< x<q-1.

2- Khoa cbng khaituoc tinh theo cbéng tfc:

y=g “modp.

3- Cong khaly.
¢) Hinh thanh cinky $:

Thu tuc hinh thanh dinky duoc thuc hién theo cac
buéc nhr sau:

1- Chyn k thba méan:1< x < q-1.Tinhr theo céng

thac:
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r=g"“™ modp;
2- Thanh pin thi nhit e caa chir ky duoc tinh theo
cong thirc :
e=h(||M)modqg
3- Thanh pén thr hais caa chir ky duoc tinh theo
cbng thirc:
s=h(k|M)+ xemodq
4-Gp giati (€s) lachr ky vao an ban M.
Chuy:
+ h() 1a ham lam khang va cim manh. Vi di: néu
chon |g| = 160 bit thi ham #m cé tié chon la SHA-1.
+ Toan fr || 1a phép Bi xau.
d) Kiém tra chir ky s
Thi tuc kiém traduoc thrc hién qua cac bsc sau:
1- Tinh:
r'=g°.y*modp;
2- Tinh:
e=h(|M)modq
3- Kiém tra réu: e = e thi tinh hp Ié caa chir ky
va tinh toan en cia van ban cin thim traduoc cong
nhian. Naroc lai, chir ky da b gia mao haic noi dung
vin han da b sira ddi.
1.2. Tinhdng dan ciia lwec do dwoc dé xuit
Tinh dang din aia hrgc d6 duoc dé xuat o day la
su phu hyp giita thidit todn hinh thanh ¢hky véi thuat
toan xac minh oln ky. Biéu cin ching minh l&: Phu
hop Vi lugc d6 LD 1.01 Hn tai ton tai dang thic:
e€=e.
Chang minh:
Tu tinh hyp I cua chr ky (e,s)ta co:
r'=g®.y*modp
- gh kM )\Lxemodq.(g—X)e mOd p
= g "t

=g"“™ modp =T
Tur tinh toan ¥n aia vin ban M suy ra:
e€=h('||M)modq
=h(||M)modg=e
Pay ladiéu cin ching minh.

.g*%.g"** modp
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1.3. Mirc d an toan aia luwgc do méi dé xudt

O luge dd mai d& xut, co tré thiy rang cong tiic
tinh thanh phn thi hai ) caa chi ky twong tr nhu
GOST R34.10-94 hayrbc d6 chir ky Schnorr. Tuy
nhién, & lugc d6 moi dé xuit da sr dung gia ti
hk||M) thay chok nhr trong koc d6 chi ky
Schnorr hay thay ch&kh(M) trong GOST R34.10-
94. Viway, réu gia ti h(k [|[M) twong dwong Wi gia
tri k trong kroc d6 chir ky Schnorr hayuong duong
voi kh(M) trong GOST R34.10-94 thim d6 an
toan @a lroc 46 méi dé xuit 5 hoan toan uong
duong Wi 2 lugc dd chir ky kia.

Ta xét véc chpn k theo 3 plrong an nlx sau:
- Chon k = x: Trong hyp nay ta couoc do chi s
dung mot khéa \6i mot 1an chon duy nfat. D& dang
thdy rang, gia tt h(k ||[M) 1a sr két hop caa 3 yu t:
bi mat (khéa nat x), ngiu nhién (dn bin cin M) va
mot chieu (ham tm h()) nén gia tr h(x||M) hoan
toan tba man cac yéuaa thay ti¢ cho gia ti k duoc
sinh ra ling mbt thuat toan sinh & ngiu nhién. Mt
didu r6 rang la khéng ai c6 &hinh dugc gia ti nay
ngoai naroi ky (chi ngeoi ky moi biét khéa nt x),
gia ti nay thaydsi theo trng van ban ky va quan ting
nhat: n6 1a duy nht dbi voi moi van ban (mbi van ban
chi duoc ky mot 1an), hon nira Wi sb lwong van ban
can ky M khéng da 16n thi khéng th tinh dugc
(x]IM) tr h(x||M) (tin cdng ham im theo kéu
“ngay sinh” )dé tir d6 co the tinh rax.
- Chon Kk # X nhueng ding cH can chon mot lan duy
nhit va git ¢d dinh nhr x. Cach nay hoan toamdng
tu nhe cach thi nhit.
- Chon ndiu nhiénk bing cach & dung mt bo sinh $
ngiu nhién tong tr nhr trong DSS hay GOST
R34.10-94,...thi gia trh(x||[M) hoan toan uong
duong Wi k vé khia @nh an toan.

Ta thiy rang, do thanh pin r duoc tinh theo cong
thac:

r=g"“™ modp

néndé tinh h(k || M) tirr, rdi tir d6 tinh khéax, theo
cong thirc:
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s=h(k|M)+ xemodq
ké tin cong bdc phai giai bai toan logaritdi rac.

Mit khac, Wi cong thic tinh thanh pn tht hai s

cua chr ky:
s=h(k|M)+ xemodq

ké tin cong @ing khdng tk giai dugc he phurong trinh:

s, = h(k|IM,) + xe, modg

s, =hk||M,) + xe, modq
cho du gia trcia kdugc giir nguyén,dé tir 6 co tie
tinh dugc khoa bi mt x. ¢ day: (e, s,) va(e,,s,) la
chir ky teongtng Wi 2 van ban M; vaM,.

Nhu vay, dé ky vao cac n ban khac nhau ngpi
ky cin chon mot cap khoa (x,K) , trongdé khéa chinh
x duoc gitt ¢d dinh, khéa ph k c6 tré 1a & dinh haic
thay déi theo trng vin ban ky. Treong hop, réu chon
k thay doi theo ting van ban ky thi ding khéng én
thiét phai sir dung % sinh $ ngiu nhién nlr ¢ cac
lwoc d6 khéc, vi froc ¢ nay cho phépisdung cac gia
tri cia k trung nhau ma khéng lamagn d6 an toan
cia hrgc d6. Hon nira réu cton k = X thi luge d6 chi
can duy nlit 1 khoa bi rit ma khéng 1am gim mic
d6 an toan, éu so sanh & cac krgc dd nhe Schnorr
hay GOST R34.10-94.

2. Lwoc dd chix ky tap thé- LD 1.02

Gia thiét ring nhém ngoi ¢ thim quyén ky gom
n thanh viéngdé ky vao \in ban M. Can luu y ring,
trong krgc dé naydai dién nhém khéng nit thiét va
noi chung khéng ph la mét thanh vién trong nhém,
trén thrc t vai tro @iadai dién nhém c6 th do bt co
quan chuyén tracttam nhigm.

2.1. Thuit toan hinh thanh va kém tra chi ky
a) Hinh thanh céac thanb s6ng khai:

Cac gia tr (p, q, g)la cac tham&cong khaidugc
hinh thanhtong tr nhe & lwgc d6 LD 1.01
b) Hinh thanh khéa céng khapt thé:

Tha tuc hinh thanh khoéa céng khaipt thé bao
gom céc réc nhr sau:
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1- Mdi thanh vién chn khoa bi rat X, théa man:
1< x <qg-1] va tinh khéa cong khai ca nhan
teongtrng:

y, =g " modp,i=1,2,..,n.

2- Khoa cong khaiap thé dugc dai dién nhom tinh
theo cdng thc:

Y = |j y, modp.

3- Cong khai Y.
Chuay:

Pé chdng gh mao trong véc hinh thanh khéa
cong khai dp thé Y thi cac khoa cong khai ca nhan
can phii duoc coéng khai trong nhém va ginthanh
vién aia nhém kydéu phii tham gia tinh khéa céng
khai tip thé Y, chi khi nao c6 8 xac nfin aia #t ca
céac thanh vién thi Y & dugc céng b 1am khéa cong
khai tip thé caa nhom ky.

c) Hinh thanh cinky tap thé:

Tha tuc hinh thanh dh ky tip thé bao @m céc
buéc nhr sau:

1 - M&i thanh vién chn k; théa manl<k <q-1]
va tinh thanh pin th nhit caa chi ky ca nhan
theo cong thc:
rr=g"“™ modp,i=1,2 ..n.

i giri cho dai dién. O day: h() 1a ham Em duoc
chon du an toan, cing han: SHA-1 va toantt || la
phép i 2 xau.

2-Dai dién nhoém tinh:

Rzlilri modp,

roi tinh thanh phn thr nhit caa chir ky tap thé:
E =h(R||M)modq
Saudo dai dién nhom @i gia tri E cho céc thanh
vién trong nhom
3- Céc thanh vién trong nhom tinhaphtht hai dia
chir ky c& nhan theo congtth:
s =hk ||IM)+x.Emodqg, i=1,2,..,n.

S

réi gui S chodai dign nhom. Gp gia ti (r,s)la

-51 -



Ca4c cong trinh nghiénu, phat trén vaing cung CNTT-TT

chit ky c& nhanga thanh vién tii vao \an ban M.

4- Sau khi nan duoc tt ca chix ky ca nhan(r,,s)
cua cac thanh viénjai dién nhém kém tra st
hop I¢ cua cac cit ky nay king cach tinh:

rr=yF.g°modp,i=1,2,..,n.

n

R= U r, modp

Kiém tra réu: R'= R thi tinh lop 18 cAc cli ky ca
nhan d¢a cac thanh viémtugc cong nén, dai dién
nhém § tinh thanh phn tht hai dia da chir ky theo
cbng thirc:

S=>s modq
i=1
5- Phat hanh(E, S) cung n ban M.
Chuy:

+ Dé chong gh mao trong véc tinh R thi cac gia
tri I, can phii dugc coéng khai trong nhom vadin
thanh vién éa nhom kydéu phii tham gia tinh R, dh
khi ndo cé 8 xac nfin cia tit ca cac thanh vién thi R
m6i duoc sr dung dé tinh thanh pin thr nhit E aia
chit ky tap thé..

+ C6 the sr dung aip (R,S) lam chr ky cia
nhém 1én M thay choap (E,S). Tuy nhién én luu y
dén a6 dai aia chir ky trong 2 tedng hop nhr sau: Gi
sir chon |p| = 1024 bit va |q| = 160 bit, ko réu chon
cap (R,S) la chr ky thido dai aia chir ky 8 1a: |p| +
Ip| = 1024 bit + 1024 bit = 2048 bit. Coéurchon cip
(E,S) lam chr ky thi do dai aia chr ky trong trong
hop nay la: |p| + |gq] = 1024 bit + 160 bit = 1184 Bib
rang véc chon cip (E,S) lam chr ky da gitp chado
dai aia chir ky duoc rat ngin dang K.

+ Tuong tr nhu luge d6 LD 1.01, kroc d6 duoc dé
XUit & day c6 3 plrong an & dung khéa nkr sau:
- Sir dung mot khda duy nht: khi chon k, =X, i

1, 2,...,n.
- Sir dung 2 khoéa ¥i gia tri dugc clon khac nhau,
nhung déu duoc giir b dinh.
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- Sir dung 2 khoéa: trongté khoa thir nhat (x) duoc
giit ¢b dinh, con khoa th hai () thay ddi & mdi
ldn ky nhr cac lroc dd hién tai (DSS, GOST
R34.10-94,...3fang dung.

d) Kiém trada chi ky sb:
Thu tuc kiém traduoc thuc hién qua cac béc sau:
1- Tu cap (E,S)nhén duoc tinh:
R'=g°Y®modp
2- Tinh:
E'=h(R"||M)modq
3- Kiém tra réu: E'= E thi chir ky 1 hop 18 va tinh
toan en cia van ban dugc bao dam. Naroc lai, chir
ky da ki gia mao haic noi dung a@a vin ban da ki thay
doi.
2.2. Tinhdung ddin cia lwec do méi xay deng
Tinh dang din cia lroc d6 moi dé& xuat thé hién
qua tinhdingdén caa thi tuc kiém tra chir ky ca nhan
va tinhdung dan cia thi tuc kiém tra chi ky tap thé
nhu sau:
a) Tinhdungdin aia thi tuc kiém tra chi ky ca nhan
Tinhdlngdan aia thi tuc kiém tra chi ky ca nhan
la ar phu lyp gitta phrong phap hinh thanh &ty ca
nhan Wi phuong phap km tra tinh lop 18 caa chr ky
ca nhan mauloc d6 da dé xuat. Pidu cin ching minh
¢ day la:
V 6i:
n

R= U r, modp

trongdé: r. =s%.yF modp,i=1,2, .., n.

Néu: R'=R thi chir ky ca nhan ga tt ca cac
thanh vién trong nhom lagp 6. NGi cach khac la
khdng c6 Kt ky s gia mao nao trong cac éhky ca
nhan @a cac thanh vién trong nhom.

Ching minh:

That vay, theodinh nghia:

R:ﬁlri modp
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LU baodamva: R"'=R.
R'= D f, modp Xét thanh phn S @a chr ky cin thim tra, theo

Vi vay, réu R'= R thi: r'=r voiri=12,..n. dinh ngia S § co ding:

Gia sir thanh pln thi 2 dia chr ky ca nhan in S:_Zzl:ﬁ modq
thim trala:s = h(k ||[M') + x..Emod n
s (k 1IM") +x"Emodg - g 1) - Emode
. i=1
r =g%.y" modp =3 hik, 1|M)modg + > %" Emodq
— ~h&'IM)+x"Emodq ~-%.E i=1 i=1
=9 9 modp Nén:
) g hiki'IM") g %'E .g_&-E mod p
Néu: (r,'=r,) voizi=1,2,..n. thi: R*'=g°Y" modp
hk'M) y%'"E ~-%.E Zn:h & M )modq+zn:>q‘.E modq —Zn:xi modgq
g g g mOdp —_ i=1 i=1 i=1 E
~ 4" modp @) =g (9 )" modp
. h & '[M )modq % .Emodq -> x.Emodq
Tu (1) suy ra: - gZ; gZ; g Z; mod p
X'=X, Kk'=k vaM =M.
Nhu vay (r,,s) thuc ar la chi ky ca nhan ga Mit khac, thealinh ngha ta co:
thanh vién tir i, néi cach khac chky nay la lop €. " B ihoﬁ IM )modq
b) TinhdGngdan cia thi tyc kiém tra chir ky tap thé R= H ,modp=g~ modp

i=1

Tinh dingdan aia thi tuc kiém tra chir ky tap the Vi vay, réu R"= R thi:

la ar phu kyp gitta phrong phap hinh thanh atky tap

thé voi phuong phap Km tra tinh kp 1é caa chr ky ihku M )modq i’ﬂ*EmOdq ‘i’ﬂfm"dq
tap thé va tinh toan veni@ vin ban duoc ky ma lroc g~ g7 9" modp
d6 dadé xuat. Biéu cin ching minho day la: Zn:h & IM )modq
Vit =9° modg
R'=gSY® modp Tur day suy ra:
Vva: X'=x vak'=k,voi:i=12,...n.
E'=h(R"||M)modgq Nhu vay (E,S) fop 18, day ladiéu cin phai chirng
Néu: E'= E thi chi ky 1a hop I& va tinh toansn  Minh-
ciia vin bin cin tham traduoc bio dam. 2.3. Mikc dg an toan aia lwpc do méi xay deng
Chang minh: Muc do an toan aa cac froc d6 chir ky 5 duogc
Theodinh ngha ta co: danh gia Bng kha ning chdng li cac kéu tin céng
E =h(R||M)modq khac nhau:
va: - Tan cong fing cach tinh khoa fh
E'=h(R'||M)modq - Tan cbng theo Kiu gia mao chir ky.

Néu E'= E thi suy ra; "y Olkléu -ttélhnd;:.ong m‘nﬁ; ké: tént::]?n?] pIéA| gléll‘b?tl‘

" _ oan logarith &i rac ma nang thanh céng la a
h({R"||M)modqg =h(R||M)modq (2 C 4 .

RAIM) qa=h(RIIM) a@) thap réu cac tham & (p, q) duoc lya clon thich lp.

Tur (2) suy ra #n ban cin tham tra ding chinh 1a & kiéu tin cong th 2, B tai mot 5 phuong phép gi
van ban dugc ky hay tinh toanen acia van ban duoc mao nhr sau: o
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Phurong phap th nhit:
Xét tredng hop ké mao danh mén gia mao chi
ky caa thanh vién tih m trong nhém, Do khéng é&i
(X, K,) ké mao danh & phai thyc hién nhr sau:
1- Chon k; O[Lg-1] thay chok, cia thanh
vién thr mva tinh:
rr =g"“™ modp;
2- Khid6thanh pAn R $ 1a :
R=r.r,..r...r.mod p
E =h(R||M)modq
3- Ké mao danh gi thanh phn thi 2 trong cl ky
ca nhan ¢a thanh vién tih m nhu sau:

s, = h(k_ |IM)+x_.Emodq
O day X, 1a gia ti gia mao.
4- Thanh p#n S @a chr ky tip thé khi d6 < 1a:
S=g§ +S, +...+5, +...+ 5, modq
Cip (E,S) la chr ky tap thé 1én vin ban M, ma

h(kn

va E € la;

trongd6 c6 chira chir ky gia mao (r,,S. ).
Khi thim tra chi ky, tha tuc kiém tra § phat hén
S gia mao nay nlr sau:
Theodinh nghia, ta c6:
S=3"s modq = h(k, [|M) +h(k, [[M) +..

i=1
+h(k, |I[M) +(x, +X, +...+ X,).Emodqg
=Y hk [IM)+> (% +X, +...+ x,).Emodq
i=1 i=1
Nén
R'=g°Y®modp =
hig ¥ ¥hke M ¥ .+h &y IM )*---‘fh(knllM)+(X1+Xz+---+><;1+---+>‘n)-El

(=% %= %

~7)E modp =
NI W 3N K W3t Gy IM et M)

Q «Q «@

g(X1+X2+"'+ka+'"+>ﬂ1)'E 'g—(X1+X2+...+Xm+...+Xn).E modp et

= Rg*.g™ modp # R
Dodé: E'=h(R"||M)modg # h(R||M)

hay: E'#E
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Nhu vay la chir ky khdng lop 1€ va viéc gia mao
da hi tha tuc kiém tra phéat Hin. Tuy nhién, @ng Gn
phai thiy ring viéc gia mao nhr trén ch thuc hién
dugc khi ké mao danh ladai dién nhém. Trong trong
hop ké mao danh khdng ph la dai dién nhom thi
viéc gia mao S bj phat hén boi tha tuc kiém tra tinh
hop 1€ caa chir ky ca nhén nin sau:

fn = Yn-g> modp

- (g—xm)E.gh(km||M)+xm.Emodq mOdp
- g—XmE_g h(k*mllM)_

J

g€ modp
=r .g"E.g*E modp#r,

Dod6: R'= rJ r,modp #R

Viéc gia mao dd b phat hén do khéng tha man
diéu kién cia tha tuc kiém tra chit ky c& nhan.
Phurong phap th hai:

Gia s ké mao danh |a thanh vién ¢hnhit mudn
gia mao chir ky caa thanh vién tih m trong nhom. K
mao danh & thuc hién cac xgc sau:

1- Tinh khéa cbng khai c& nhan:

Y1 = Y modp

2- Tinh thanh pin thi nhit cua chir ky ca nhan:
r,=r-*modp

3- Tinh thanh pin tht 2 cia chr ky ca nhan:
s, = -s,, modq

Do do:

Y =VY,.Y5..YpeoY, modp
= YooYt Ymea---Yn Mmodp
R=r.r,..r,..r, modp
=1l g - 1, Modp
S=s +s,+...+s, +...+5, modp
=s,+..+s , +S., t...+S, modp
Chit ky (E,S)duoc tao ra hoan toan phuob voi

thi tuc kiém tra. THit vy, khi tinh R"" bing céng
thic: R"=g°YF* modp, ta $ co:
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R'= g(sz+%+---+sm-1+sm+1+---+sn)_

(Ys-Yae-Yirs- Y-, ) - Modp
= gSZ'gss."gsrnfl.gsmﬂ'”gsﬂl
(g7e.g7%..g7.g7..g7")" modp

— ~hKIIM)+x .E hKs|M)+x5.E h(Km_1/IM )+X 4 .E
oy g 2 Xy g 3 3 . g 1 1 .

X3

MKt M)+ X0 By Ky IM)+%.E =% E ~ —X.E

g
g
g

=¥ O P ¢

.g
g~ modp =g

h(km-1[IM)

g

hkIM)

g

L = h(ks[IM)

g
gkl gl od
ma-- Ty modp =R

Néu vin ban khéng b sraddi, ta co:

E'=hR"||M"')modq
=h(R|M)modg=E

Chir ky da dugc xac nln 1a hop 16. Bing cachdé
thanh vién ti nhit ¢& mao danhduoc thanh vién th
m, va noi chung 1a cé éhmao danhduoc bit ky thanh
vién nao trong nhom ky. ¢h nira, phrong phap di
mao nay c6 th &p ding cho It ky lwoc db chix ky tip
thé nao.

V& mat toan ke, phrong phap gi mao nay la
hoan toanding. Tuy nhién, ta hdy xét tinhyih tién
cia no,o day co 2 vn dé:

The nhdt, viéc tinh khéa cdng khai ca nhaiedké
mao danh: y, = y.'modp 1a khong ti thuc hi¢n
duoc néu c6 nmdt co ché kiém tra chit ché khi hinh
thanh khéa coéng khadp thé Y. Gia sir viéc tinh khoa
cong khai ca nhanua k mao danh(y;) nhe trén
khéng b phat hén thi k& mao danh éng cH c6 thé
thuc hién gia mao dugc véi thanh vién th m, ma
khong tié gia mao voi cac thanh vién khaduogc, vi
khoa cong khaiap thé Y sau khida duoc cong b thi
khéng ti¢ tuy y thayddi theo tg vian ban ky.

Thi hai, ta tHy riang didu kién tién qugt dé
phuong phap nay tic hién duoc la k mao danh phi

biét dugc chr ky c& nhan &a thanh vién ma chang

mudn gia mao chir ky. Chinhdiéu d6 d& han ché kha
nang ung ding aia phrong phap nay trong tfe tién.
Vi riang, k mao danh chco th biét duoc chir ky ca
nhan @a nhing thanh vién ma chang i gia mao
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chir ky khi ho daddng y ky vao ¥in ban va gii chir ky

cé& nhan @a minh cho nhém. Ning gia mao chir ky

cua thanh viénta ky vao vn ban la not viéc lam vo
ngHa va khéngding Wi ban chit cia sr gia mao.

Hon nira, khéng th lay chir ky ca nhan @a mjt thanh
vién 1&n vin ban naydé gia mao chi ky caa ho véi cac
vin kan khacdugc, vi thanh phn s cua chir ky ca
nhan ph thujc vao gia trbam (ban tom kroc) aia vin

ban duoc ky, khi i dung \an ban bi thaydoi thi chir

ky c& nhan ga cac thanh vién ma ching émumao

danh khéng con phiop dé tao chi ky cho win ban da

bi sraddi nira, diéu d6 ddong nghia Wi viéc ké gia mao

khéng codugc chir ky ca nhén ¢a nhirng thanh vién
ma ching mén mao danh, dat6 khong tié thyc hién

viéc gia mao theo plrong phap naguoc.

Phuwong phap tht 3:

Ta ding xét torong hop ké mao danh la thanh vién
thir nhat mudn gia mao chir ky cia thanh vién tih m
trong nhom. K mao danh & thuc hién cac lxéc sau:

1- Tinh thanh pin thi nhit caa chir ky ca nhan:
r, =g"“™ r modp

2- Tinh thanh pin tht 2 cia chi ky ca nhan:
5, = h(k, M) +x.E +s, modg

Do do:

R=rr,.r il modp

= g "lM) qhkM) o h(knM)

=g g g T,
gkl gkl g alM) g

n

= |:| r, modp

Va:
S=s +s,+...+s,, +S,.,...7S, modp
= h(k, [|M) + %.E + h(k, [[M) + %, .E +...
+h((Kyy [IM) + %1 E+ Wk [IM) + X . E +
+h(Kpy [M) + X0 E
+ h(k, [[M) + x,.Emodq
=> h(k; [I[M) +x.Emodq=>_s modg

i=1 i=1

Piéu d6 cho thy ring, nhdm ky @n tao raduoc

chir ky hop ¢ véi day di n thanh vién ma khéngin
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su cO mit cia thanh vién th m. Tuy nhién, plrong
phap gi mao nayda thrc hién khéngdung Wi yéu
cau aia lroc dbd dua ra. Xem xétdi cong thic tinh R

n
vaS @ahigcdd: R= El r, modp

va  S=) s modq
i=1

Céac cong thc trénda ch ra ndt cach rd rang
rang, chr ky tap thé phai duoc tao ra tr n chir ky ca
nhan @a cac thanh vén trong nhém va né ainpc tao
ra khi coday du s lugng chr ky ca nhan @a cac
thanh vién.0 mac thyc thi bing chrong trinh, vic
tinh R va S c6 thdugc thrc hién bing cac vongip
nhu sau:

R:=1;

Fori:=1tondo

R=R*r;
Hay:

S:=0;

i=1;

While (i <=n) do
Begin

S:=S+;§

i=i+1;
End

R® rang 1a 2 vongip trén khong té két thicduoc
néu khong codu s lugng chr ky ca nhan @a cac
thanh vién trong nhém, nghla chir ky tap thé khong
dugc tao ra réu khéngdu sb lugng thanh vién tham
gia ky. Nhr vay, réu & maic giao thirc va mirc thuc thi
(bang phin aing hay pAn mém) cé @ ché kiém soéat
t6t viéc thyc hién cac yéu au ma lrgc do da ch ra thi
phuong phap gi mao trén § khong tf¢ ap ding duoc.

Phrong phap nay caru diém la k& mao danh
khdng én phai tinh khoa céng khai ca nhagaminh

theo khoéa cdng khai c& nhamacthanh vién ma chung

mudn mao danh nkr & phrong phép t hai, diéu d6
lam cho plrong phap gi mao nay phu bp voi thuc t
hon. Tuy nhién, ¥ ban chit phwong phap nay ing
gibng nhr pheong phéap tir hai, k mao danh chthyc
hién gia mao dugc chir ky caa nhirng thanh vién trong
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nhém khi chang Bt duge chir ky c& nhan ma ching
dang mwn gia mao. Treong hop du céduoc chir ky
ca nhand nhiing lan ky tnréc d6 cia thanh vién ma
ching dang mén gia mao thi k mao danh d@ng
khong tté ap ding phrong phap gi mao nayduoc. Ta
xét mbt truong hop i thé, ma o d6 ké mao danh co
thé 1a n-1 thanh vién mn gia mao chi ky caa thanh
vién thr n trong nhém. K mao danhdugc chon la
mot thanh vién, cing han thanh vién th 1, k¥ mao
danh cln cho minh (,s) cia lan ky moi nay nhr
sau:

1- Tinh thanh pin thi nhit caa chir ky ca nhan:
r,'=(r,)* modp

2- Tinh thanh pin thr 2 aia chir ky c& nhan:
S,'=s,.r, modq

Véi luu y: & day ngeoi giag mgo chi can ldy r,, s,
ci cia lan 1 lin ky terdec @6 ma thanh vién raa ky
(c6 mang thdng tindix, ), chi khdng phi cia lan ky
nay.

Nhém n-1 ngoi thay Gp (r, , S) méi qua it
nguoi thir n, con n-1 thanh viénadhat 1, van khong
thay doi. Hé ky \én 6 ra dii n thanh vién, céisdung
khoa cong khai Ydn hpp ly, k¢ (R’,S’,Y,g) ndi van
hop ¢, tao duoc ar thuyét phuc rang m thanh viéwa
ky vao vin bin, va hiu qui nhur thé nao?

Ta biét rang, trrge khi hinh thanh dinky tap th,
thi chir ky ca nhan ga cac thanh vién ghduoc kiém
tra \é tinh hyp, trong tedng hop nay, cli ky ca nhan
cua thanh vién th n duoc kiém tra nhr sau :

1-Tinh:  r,"=g™.y" modp
2- Kiém tra réu r,"'=r," thi (r,",s,") 1a hop I¢,
ngugc lai (r,',s,") la gia mao.
Theo g thiét: 1. '=(r,)" modp
Va: s,'=s,.r,modq
O day: r,va s, la chr ky ca nhan ga thanh vién
thir n trong 1 4n ky treéc ndodd ma K mao danh §
day la thanh vién tin 1) céduoc.
Do: s, =h(k, ||[M*) +x,.E* modq
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Nén: s,'=(h(k, ||[M*) + x,.E*).r, modq
Can lvu y rAng, van ban caa kn ky hién tai [a M
va thanh phn thir nhat cia chir ky tap thé tuong tng
la E, con M* 1a vin ban aia kn ky tneéc naodo va E*
thanh pln tht nhit caa chir ky tap thé trongtng M*.
Vi vay:
r,"=g%.y; modp
= g (PCklIM ) 2 B

=9 g

- (rn)rl.gxn.E*.rl.g—Xn.E mOdp
=g

Két qua cho thiy la: r,"'# 1", nhr vay la sr gia
mao da kb phéat hén trede khi hinh thanh dh ky tap

(97")E modp

h(Kol[M*).1; X EX1y

g~ modp

Xp.E*.1y

g™*f modp

thé. Chang tadi gia s ring, sr gia mao nay khéng b

phéat hén (néu dai dién nhém éng tham gia vao ¥t
gia mao nay), khido chir ky tap thé s duoc hinh
thanh nix sau:

R=r,r,..r.,'modp =rr,...(r,)" modp

=9 g

= g h M )mOdq.gh(kn*HM*) modp

E =h(R||M)modq

S=s +s,...+s,'modq

=s +5,...+5s,.r, modq

=h(k, |IM)+x.E+hk, ||[M)+x,.E+...

+h(k,*[|[M*) +x,.E* modq

halM) ghleIM)

i g Mkn*llM*)-rl mod p

>

1
o

= (S ik [IM) + hk, *[| M=) modg

i=1

+ (E.ni X + X,.E*) modq
i=1
Ky hiéu k * dé chi rang day la gia tf caak coa
thanh vién n trongih ky treéc. Viéc kiém tra tinh kyp
[é cua chir ky va tinh toan en aia vian ban duoc thuc
hién nhr sau:
1- Tinh: R"'=g°>Y®modp
va:  E'=h(R"||M)modq
2- Kiém tra réu: E'= E thi chir ky 1a hpp 18 va tinh
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toan N aia \in ban cn thim tradwoc bao dam.
Tu (E,S) én thim tra, ta tinhR"" nhr sau:

n-1
> h IM)modg

R'=g°Y®modp=g*- g e

.g 7 g™ (g F )*modp

_ géhki M )modq.g h(k,AIM%) g % E* .g'X"'E mod D
Do do:

E'=h{R'"||M)modq =

n-1
> h M )modg

= h((g i g hlka M)
g™ modp)||M)modq
Trong khido:

E=h(R||M)modqg
h & IM )modq
~h(g™ .
g™ ™) modp)||M)modq

Nhu vay la: E'# E nén tinh bp Ié caa chr ky va
tinh todn ¥n aia vin ban cin thim trada khongduoc
cbng nlan.

C6 tht xem xét thém @t tinh hwng tng dung
phuong phap 4n cong gi mao nay. Trong vi d nay,
cac khoa cong khai yycia cac thanh vién githiét
khéng thayddi sau ndt sb 1an ky, va N-1 thanh vién
mudn qua nit thanh vién thr N, gia s 1a A, ho trao
cho ot thanh vién trong nhom, gisr 1a B, vi di
nguoi dai dién la khdng trung tic trong nhém, 4n
coéng A nhr sau:Gia s 1an ky mpi nay, van ban 1a M’
c6 gia ti ham lm H(M’)=m’, con van ban lan truéc
M c6 ham Bm H(M)=m.

Nguoi B s2 thuc hién:

a) Do g nguyéndtrat Ién, nén i xac sut hiu chic
chin, xay ra (m’, g)=1 néndn tai m"™* mod q.

b) ctpn t tly y sao cho 0< t < @ t nguyén é cung
nhau i g, p. Tir 46 k¢ pheong trinhdong dr Trung
hoa sau (i) c6 nghin:

'n= ()" mod p

y=ry. tm.m™ mod g

Tu (i2) suy ra:

@ii) rym’ =ry. t.m. mod g

(i1)
(i2)
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Chi tiét hon, ching han réu c6 % 1¢, (-1)™ mod p
=1va §P?=-1 mod p (khi p =3 mod 4), nghla
thay vao (i1) i t=(p-1)/2 € c6 ry=(ry)' = -1 mod p,
ta c6 tit lay don gian r'y = p-1 thba phrong trinh (i).

Bay giv B lay h¢ biéu dién (*):

(i)  ry=(rn)" mod p,

f=s.tmodq,
¢) Truéc hét, gia thiét truong hop don gian nhit 1a wi
hé N chir ky méi l1an nay cho &n ban M’, N-1 thanh
vién Van dugc phép & dung cac gia frci ry,..,l.1,
(chi si,...,51 & thayddi), con thanh vién th N (bi
gua nat boi N-1 thanh vién kia) bthay ki cip
(r'n,S'N) boi thanh vién B nado, khidé wi hai lAn
ky- hién tai va trede day ta co:
(iv) E' =#hrl...'n.m mod(q
va E= frh..nafv. m modq
Ta & kiém ching K thic sau ¥in thba man:
’(V) Pn=0°.W" mod p
- Trudc het, do (i) va (iv) ta co
(vi) E' =E.t mod q,
- Sr dung dang thrc nay va (iii), do
s=kn+xn.E mod q éa lan ky treéc, taduoc:
sh =St = (kyt+ Xn.E).t mod g
= k.t + x.E'' mod g ,tr d6:
Fu=(n)' =g =dn VE
=¢’n.yn" mod p, do §y yéu du (v) thva man.
-Varéu dn - tr 1 aip (I'\,S'v) nay, ngoi B di lay
tham $ chir ky khac qua rit A theo kéu tin cong thi
3, & ¢6 the lay cip ('n,s'n) khéac rira - cho cungan
ky méi nay. Tir ¢6 suy ra cach mésio van hait dong
ma khong én cé thanh vién N.

Pay ding la vi di vé& cach ap dng tin céng (kéu
thir 3) thaat dau c6 & la dangdin, tuy nhién Au xem
xét ky thi ching ta&thiy rang né cli cé y nglia toan
hoc thuan tdy. Bdi vi trong trong hop nay, plrong
phép cti thanh cénglugc v6i gia thiét: “ ... trwong
hop don gian nhit 14 véi h¢ N chir ky méi lan nay
cho vin ban M’, N-1 thanh vién vin dwec phép s
dung cac gia ti cii ry, ..., vy, (Chi s, ..., $1 1& thay
dbi),..”. Nhungday i & mot gia thiét rat khéng thrc
té. Vi rang, viéc sr dungr cii thi ding dong ngha Wi
viéc dung i gia tr cii ciak, chi cin nhr thé théi thi
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ké tin congda tim ngayduoc x rdi, ma khéng én
dungdén phrong phap naoim ci.

Tu nhitng phan tich tréday co tté thiy rang hroc
d6 méi xay drng la an toan & cac kéu tin cong gi
mao da biét trén thrc t.

. K ET LUAN

CAc lroc do chir ky s dugc dé xuat trong bai bao,
ngoai phrong an & dung 2 khéa nh cac trgc do hién
tai, con cho phép @i cd dinh gia ti cho khoa th 2
hay ch sir dung mbt khoa duy nhit khi ky vao cac &n
ban khac nhau ma tinh an toamaclroc dd van duoc
dam bao. Picu d6 rit c6 y nghia khi mdt nguoi ky
tham gia vao nkiu nhdm khac nhau vadnnhém phii
ky nhiéu van ban khac nhau. bn nira, viéc sr dung
mot khéa cho cacih ky khac nhaudcho phép vic
trién khaiwng ding lroc db trong thrc # dugc thuin
tién hon.

Bai bao d@ing dua ra nling phan tich & mac do
an toan @a cac roc dd dugc dé& xuit, cho thy kha
nang ang ding chidng la hoan toan cétién thre .
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