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Abstract: In this paper, we use the encryption éng tr cia d¥ liéu truc khi nddugc cong . Ky
technology to build a new protocol, compute the thuat thuong diing trong trong hop nay la ga doi
global support of itemsets in the horizontal distted ~ dir liéu, CSDL plii duoc sra doi sao cho khong ai
database, ensure the privacy in semi - honestcO the biét noi dung thrc sr ciia dr liéu, tuy nhién
environment and have anti - collusion capabilitgyé  Cac thit toan khai thac ¢ érit ra nfiing kit qua
running time in linear base on the number of pariie ~ gan dng trén trén @ li¢u da thayddi nay.

the system. We also improved the mining algorithpnwsi kidu dir lisu phan tan, CSDlduoc xem nhr
based on dynamic bit string structure, and combinedg@)m nhiéu CSDL con. rdi CSDL conduoc S5 hitu
with the protocol of computing global support buidt riéng tr boi mdi thanh vién trong & théng, céc
use on horizontal distributed data, ensure privaog thanh vién bip tac xt Iy dé dat duoc két qua gidng

have high level of anti-collusion. nhu khi thuc hign trén not CSDL hyp nhit, trong

Keywords Privacy - preserving, collusion, khi ddm bio tinh riéng & cho trng CSDL con. K
frequent itemset, horizontal distributed. thuat thudng diing trong tinh Hing nay la tinh toan

da bén an toan, b giao thrc tinh toan an toan i

l. GIOI THI EU m bén cho phép tinh toarmtrham bi m gia ti dau

Nhitng tri thic tiém an duoc rdt trich & qua trinh Va0 f04, X, ..., Xu), trongdo moi X; thupe sy hitu

riéng tr caa Mot bén $va mdi S khong co Bt ky
théng tin nao ta cac bén ngoai xa Kt qua cwi
cung @a giao tlic.

khai thac @ liéu c6 y nglia quan tong déi véi hé
thdng quyét dinh aia cac & chic. Tuy nhién, qué trinh
khai thac @ liéu ding c6 ti¢ lam tiét 16 nhiing thdng
tin nhay cam, bt loi cho © chac. Lo ngii nay € ngin V& oo ban c6 hai kéu phan tan d liéu:
can viéc cung @p dir li¢u aia nhirng ngroi so hitu, vi
vay can phai giai quyét vin dé dam bao riéng tr mot
cach h¢u qua.

- Phan tan ngangCac CSDL con c6 cungrdc do
va cO fip cac giao tadoc lap.

- Phéan tan dc. Cac CSDL con c6 cungp giao tac

Tuy thude vao kéu cu trac dr liéu ma co nbin
v IR ¢ g nhueng khac nhauip cac thgc tinh.

ky thuat dam bao tinh riéng t khac nhautong tng.

Hién tai co hai kéu bb tri dit ligu da vadang duoc Hau hét cac that toan khai thac lit két hop, dam
nghién ¢u: CSDL #p trung va CSDL phan tan. bio riéng tr trén dr ligu phan tan ngang én co
thuong gié dinh trong moi trong Semi-Honest (SH),
ngha la #t ca cac bén trong dithong phii thuc hign
theodldng nhirng giao thirc da dugc dinh trdc, nhrng

= \V/6i kiéu di liéu tp trung, cac CSDIduoc tp hop
vé mot CSDL duy nlt. Lac d¢6 phai dam bao tinh
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co the sir dung cac Kt qua trung gian va & qua cui
cung dé suy Iuin théng tin riéngut [5], [8], [11], [12].
Tuy nhién, ning thuit todn nay cha thrc sr ngin
chin kha nang théngdong cé tie xay ra.

Trong bai bao nay, ching tdi nghiéiucgiai phap
cho Vin dé dam bao tinh riéng & trong khai thac it
két hop trén dr lieu phan tan ngangov ky thuit tinh
toanda bén an toan.Cthé, ching t6i n dung giao

thirc tinh tich @a hai 6ng an toan (SPoS: Secure

amV-1, $ 7 (27), thang 5/2012

m

21X

o(X) =———

IU'DB|

i=1
X - duoc goi la tip phd bién ocuc bo tai S néu
o('’X) = minsupportva dugc i la phd bién toan ac

néu o(X) = minsupport(minsupporta ngrdng d6 phd
bién i thiéu dugc dinh tréc boi ngudi dung).

Tim ra #it ca cac ip phd bién la hréc quan tong

Product of Summations)ua Bin Yang trong [13] nhit caa qua trinh khai thac dtikét hop, vi Ay van dé
(2010)dé xay drng mot giao thirc msi, cho phép tinh duoc giai quyét 1a tinhdo phd bién toan b o(X) cia

do ho tro toan mc cia cac itemseidam bao riéng tr

itemsets X trong khidp mit néi dung @ia cac CSDL

va c6 kfi nang chbng thdngdong hoan toan. Chlng con ding nhr bao mat do phd bién aic bb cia X i

tbi ciing ap dng giao tlirc Moi vao thufit todn khai
thac fip phd bién dya trén chdi bit dong [1], dam bao

méi S. Cheung [4] (19964 d¢ xudt thuat toan cho
phép khai thac nhanhaukét hop trén dr ligu phan

tinh riéng tr trong mGi teong SH, trén CSDL phan tan ngang g & FDM. Tuy chra thrc ar quan tamitén

tan ngang.
Il. CAC NGHIEN C U'U LIEN QUAN
I1.1. Khai thac ludt két hep phan tan
GiasrcOmbén§S, ..., S, mdi bén & hitu
mot CSDL giao tAcDB riéng, cac CSDL'DB dugc
xem nhr phan ninh ngang, ndia la c6 cung 1Bt leoc
dd va c6 d lisu doc lap. Tap cac items: | =i, i, ...,
i} giéng nhau gia fit ca cac bén. Ni 'DB chia tip
cac giao tatT ={'t,,'t,,...,t, }, trongdé mdi giao tac
't; 1& mot tap con khacdng aia I. Mdi tap con X khac
rdng aia | duoc goi la mot Itemset. Ki hdu [X| va |X|
lan luot 1a & lugng giao tac trong CSDIDB va
CSDL DB ={'DB O°DB 0O ... 0 "DB} ¢6 chia X.

Do phd bién auc by caa X trong § ki hiéu o('X),
la ty 1 sd giao tac trong CSDIDB c6 chra X so \6i
téng $ giao tac hin c6 CSDL'DB.

)_IXI

ox DB

Do phd bién toan ac aia X, ki héu o(X) 1a ty 1¢
b giao tac ¢ trong CSDL DB 'HB O0°DB O ... O
"DB chira X so0 i tong $ giao tac trong DB.

van dé dam hao riéng tr nhung n6 céanh hrong nhéu
dén céc that toan sau nay

1.2. Mgt s6 cdng a tinh toanda bén an toan

= Pinh nghia: M¢t giao thirc dugc cho la gim mac
d6 riéng tr g dén f réu ©n tai Mot tinh toan riéng
tu g khi sr dung f. Khi d6, ta néi ing g c6 tk
giam mic do riéng tr dén f [13].

= Ppinh ly (tdng hep): Gia sir g c6 tté giam riéng tr
dén f va on tai mot giao thic tinh toan riéngut f
thi cing ©n tai Mot giao thic tinh toan riéngut g
[13].

= H¢ ma hdadang ciu (Homomorphic encryption)

Hé ma héa co tinh d&h dong ciu dugc ar dung

nhiéu trong cac giao trt tinh toanda bén an toan.

Mot hé ma hoa cong khaiov ham méa hoa fg(.) co

tinh chit ddng ciu réu v6i moi thdngdiép (ban ré) m,

m,, ta luén co:

E (m, +y m,) = E (my) +¢ E o« (m,)

Trong do: +y la phép toan hai ngatinh ngha trén
khong gian Bn rd (plaintext spacgva + la phép toan
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hai ngdidinh ngha trén khdng giandm ma €iphertext
space

Céac It ma RSA, EL Gamal, Paillierdéu co6 tinh
chit dong diu. Dva trén tinh cit ddng ciu, ta co th
thuc hién nhiing tinh toan trén cécab ré6 ma khong
can giai ma chang.
= Hé ma hoba giao hoan

Mot hé ma hoa khoda céng kh& vai khéng gian

amV-1, $ 7 (27), thang 5/2012

sau, ching tdi&van dung giao tirc naydé xay ding
giao thic tinhdo pho bién toan ac cho cac itemsets
trén dr liéu phan tan ngangam bao riéng tr.
11.3. M gt s thudt toanda co

Ky thuat sra déi dir lisu gdc theong cho Kt qua
gin dung va ap dng chi yéu trén CSDL 4p trung.
Déi v6i CSDL phan tan, tinh riéngrtthuong duoc
dam bao thdng qua k thuat tinh todnda bén an toan.

ban rd M, khong gian dn ma C va khong gian khoa K= Thuit toan SFDM [5]: Duoc @& xudt boi Murat

dugc goi 1a cé tinh giao hoanén voi moi ban ré m,
moi bo n khoa k.ks, ...k, (ki O K) va mbt hoan v bat
ky caa i, j ta luén co:

E, (-E (M..)=E_(.E ).)

Nghia la thr tv ma hoa va gi ma la khéng quan
trong.

Mot ttng dang aia tinh clit hoan v cua b8 ma
héa la tlrc hién phép kp dam bao riéng tr [5], [6],
[15], [16].

* Giao thic tinh tich aia hai t9ng an toan

Ngoai cac giao tirc tinh toanda bén an toan
nhu: tinh Bng, so sanh, phéph, tinh ke lvong aia
phan giao,...,duoc trinh bay trong [5], [6], [7], &n
dung tinh clt déng ciu cia ¢ ma hoéa, Bin Yang
cling caatong sr ¢a dé xuét giao thrc tinh tich @a hai
téng an toan SPoS [13] (2010).

Giasrcombén §S,..., S, Mii S s hitu
hai & thuc 'x,va 'x, (0<'x,,'X,<1), giao thic
SPoS cho phép dhbén tinhduoc tich:

Pzi‘xgi‘xz

i=1 i=1
Trong khi \an giit bi mit cac gia tr riéng tr moi bén.
Giao thrc nayda dugc tac ga chirng minh ladam bao
riéng tr va cé kh ning crbng théngdong hoan toan.
Tuy tac gh chura dé cap dén viéc sr dung giao thirc
nay trong khai thac At két hop, nhrng trong phn

Kantarcioglu va Chris Clifton (2004), larscai tién
cia thuit toan FDM trong [4] niim dam bio tinh
riéng tr. TAc gi da &p aing tinh clat giao hoan ¢a k¢
ma héa RSAI 4n danh ngbn gic cia cac itemsets
trong qua trinh traddi. Bé bao vé d6 phd bién cuc bd
cua itemset X, rdi S; s dung do hd trg vuot ngudng
"Xexces=| X| - s%%DB| thay chodé hd tro cuc bd. S
phét sinh & bi mit Ry, tinh v = "Xexcesd Ry VA @i V1
dén S, S tinh v = v; + XeyeessVa @i két qua dén
S,,..., sau khi tinh ¥ = Vi1 + ™Xexcess Sn thuc hién
phép so sanh riéng v, voi R; trong S. Néu v, = R,
thi X & pro bién toan @c. Thuit toan SFDM chan
toan khi khéng c6sthéngdong trong I théng, ax
thé néu S, va S théngddng Wi nhau thi cé th suy
ra gia ti riéng @a S.

» Thuat toAn CRDM [8]: Pugc d& xuit boi Urabe
(2007). Y trong chinh éa thuit toan 1a thec hign phép
tinh ©ng an toan, ing cach chia nhmbi gia tri riéng
tu dén mot s bén khac nhau trongshihong, dé tir d6
nhan dugc két qua cwi cung. TAc gi d& ching minh
rang, tinh riéng trong thit toan CRDM c6 th bi vi
pham khi c6 it nlat m-2 bén théngdng Wi nhau.

» Thuit toan dia Vladimir Estivill-Castro [11] (2007):
Tac gi chi sr dung ky thuat ma héa khéa céng khai
dé chia € dit liéu 4n danh ma khoéngaa sr dung dén
tinh chit giao hoan ¢a h¢ ma. Thit toan s dung mbt
béndic biét (S;) dé khoi tao, phat sinh va phan ph
khoa mé héa chattca cac bén coral trong ¢ thong.
S, ma héa @ liéu cia minh va gi dén S, lan luot cac
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S (i=2,3,..., m) mad héatdliéu hién c6 va tén vai
dt liéu nhan dugc tir S.1, sau khi lai bo cac 1§ thura,
g6 két qua dén S moa m KEt thlc thit toan, $ co
tap di liéu day da nhung da duoc 1am md ngubn goc
s& hitu. Do qué trinh trudn théng ch st thuc hién
trén ot vong Bp duy nhit (dé ma hoa), vic giai ma
chi thuc hién auc bd tai S; nén thi gian chay caa thut
toan nhanh &n cac that toan & dung tinh clt giao
hoan @a ¢ ma hoa khda cébng khaa co tusc do.
Tuy nhién, néc d6 dam bao riéng tr cia thuit toan
nay phu thuoc hoan toan vao bén &htao.

pit: = IPBI oo _ (1X]+)

A+e& A+e
Véi € la & thuc rit bé dugc biét trude boi tit ca cac
bén, €< 1, trong thrc € ta c6 th chon € = 1). Khido
ta co:

0< 'x<1va 0< 'y<1

M4i bén $ phéat sinh mt sb thuc ngiu nhién
'c0J(0,1). Ap ding giao tirc tinh tich éa hai 6ng dam
bao riéng tr SPoS trong [13], ta tindroc:

» Thuat toan @ia Mahmoud Hussein [12] (2008): Tac p, =(x+2x +..+"x)(*c+’c+..+"C) (3.1)

gia da i tién thuit toan trong [11] bng cAch tai &p
xép vai trd @a cac bén rim ting mic d6 an toan
ciing nhr thoi gian chay. Thuat toanda sr dung hai
béndac biét goi 1a Initiator va Combiner, Initiator cé
nhiém wu khoi tao khoa, tinh toanéd qua cui cung,
Combiner c6 nkdm wu sau tap dir liéu tir cac client,
x40 ton va traoddi véi ddi vai Initiator . Mac d6 dam
bao riéng tr cua thuit toan nay ph thuoc vao kfha
nang thong déng cé tlt xay ra gira Initator va
Combiner.

Hau hét nhitng thuit toan hén codéu chra thrc ar
an toan khi c61s théngddng xay ra trong & théng.
Van dé nay $ duoc giai quyét trong thut toan ndi
cta chang téituoc trinh bay trong pin tiép theo.

ll. GI Al THU AT KHAI THAC T AP PHO BIEN
PAM BAO RIENG TU VA CHONG THONG
PONG TREN DU LI EU PHAN TAN NGANG

lll.1. Giao thirc ddém hio tinh riéng tr trong tinh dé
phé bién toan a:c

Dé xay drng giao tiirc tinhdo phd bién toan ac,
trugc hét, chang téi gi dinh ring it ca m béndéu biét
mot sd nguyén A tlba didu kien A = max {|'DB],
‘DB, ..., 'DBJ}, viéc tiét 16 gia ti A nhu vay khéng
lam anh hrong lon dén tinh riéng , tuy nhién trong
phan sau, chang téigsdé xuat mot giao thic chpn A
an toan.

p, =Cy+’y +..+"y)(*c+’c+..+Mc) (3.2)

Chia (3.2) cho (3.1) tdwroc:

mix miX +me
&:; :él | (3.3)
RSy 1> foBj

i=1 i=1

Trong khai thac @ liéu, m ($ luong cac bén) nh
hon rit nhiéu so i sb luong giao tac trong CSDL,
hon nira € rit bé €< 1), nén thanh gim e cé thé bo
qua trong cong tkc (3.3). Do Wy ta co:

b i|‘X|+me i|‘X|
= =H____=q(X) (3.4)

|>.IDB| > DB
i=1 i=1

Cong thic (3.4) cho taid phd bién toan ac aia
itemset X.

[11.2. Cdu trdc chudi bit dgng

Theo tac gi trong [1], dr liéu lien quandén mdi
tap muc di liéu duoc luu trir boi mot chwdi bit dong
(DBS: Dynamic Bit String). Mi DBS cho nét tap
muc dir liéu duoc biéu dién bsi 2 thanh phn:

- Ppos: tru Vi tri cia byte khac khongau tién
trong chwi bit .
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- Bitlist: ddy céac bytei@ chii bit sau khida laai
bo cac byte Bng khéngs dau vas cudi chui bit.

Vi du 1: Gi sir ¢6 chii bit (duoc tinh ra gia i

thap phan) nir sau:

(ol o[aofo[o[o[o[o[o[[3[8[o]o]7]6] 3] o] e[a]3[ o[ o[ o[o[o[[] o] o] o] o] 0] 0] 0]o]]

Khi do6: pos = 10

Bitlist = {5,3,8,0,0,7,6,3,0,9,6,5}

posz1(

EZserereres o/ o[ ][] 7/6]3] o[ o o [EEEmeraterot e Tl
DBS

Hinh 1. Minh hoa & DBS

S5 lwong bit 1 trong DBS chinh 186 hd tro caa
tap muc di liéu trongtg. Viéc loai bé nhitng bit 0&
dau va cwi chubi bit 3 tiét kiém dang K bo nho dé
luu trie CSDL trén 6 nhd trong trong qua trinhixly..
Tac gi ciing d4 d¢ xuat ky thuat tinh nhanhdo
phd bién cia tip muc XY dua trén hai DBS Bu dién
trong tng cho hai4p muc X, Y. Tap ptb bién tim
duogc dugc luu trir boi cau trac cay gi la FITree, i
nat trong cay §m hai thanh pin:
- Tap muc di liéu X
- Chubi bit dong (DBS) béu dién cho &p muc
dit liéu X
111.3. Gi dgi thudt khai thac p phé bién
Pé tiét kiem bd nho va ting e do xi Iy cuc bo tai
méi S;, chlng t6i chn thuit toan khai thacap pho

bién dya trén du trac chdi bit dong [1], kKt hop Voi
giao thrc tinh do phd bién toan ac dwuoc xay drng

trong phin I11.1 dé cé th &p ding trén CSDL phan tan

ngang.dam bao riéng tr.
Mai S sir dung mbt FITreedé luu trit tap phd bién

amV-1, $ 7 (27), thang 5/2012
'LL:Tap itemset ph bién auc bo tai S trong Bn
duyet thir k.
C.. Tap g vién toan gc & lan duyét thir k.

'BT: CSDL aia S dugc nén, ndi phan tir coa'BT
gdm 4 phin: ltemsret X, DBS(X) valo phd
bién auc bd o('X) ¢ S vado phd bién toan
cuc o(X).

Céac bén §(i=1,2,.., m) cung tirc hién song song

thi tuc CREATE_FITREEduwoc md & sauday dé co
duoc FITree toanwec.

CREATE_FITREE (DB, {Sj,j=1,2,..., m})
1. Ap ding ciu tric chii bit déng, nén CSDIDB cia §
vao'BT ;
2.A = UPPER_BOUNI(|'DBJ} );
3. Phat sinh ngu nhién 8 thyc 'c/10, 1);
4. P, =SPogc, | DBI)
5.L= [J// L |a tip cac Item ph bién;
6. k=1;
7.'LL=Tdp ph bién cic b5 6 S ;
8. G=SECURE_UNIONLL,);
9. For Each X/ Cy

10. o(X) =SECURE_SUPPOR{X);
1L If o(X)= minsupthen

12. L=LO{X}

13.End for

14.Khoi tgo FITree = Empty;
15. FITree.Children=L.;
16.EXTEND _FITREE(FITree, minsup, 0);
17. ReturnFITree;
SECURE_SUPPORT(X)

18.|:>2 = SPOM )

O'(X):—

2
20. Return o(X);

toan @c, mbi mdi nit trong FITree gm cac thdng tin: EXTEND _FITREE (FITree, minsup, k).

ltemset X, DBS(X)o('X) va o(X).
Ki hiéu:

21.k=k+1;
22.For |1=1 To FITree.Children.Count-1
23. Xi = To FITree.Children(i];
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24.  'C=Tdp phy bién auc bg ¢ S phéat sinh & Sau khi cac nat comia nat gc trong FlTree (§m
FiTree; | cac 1-itemset ghbién toan ac) dugc tao (tir dong 1
25 G= SECURE_UNION'CY); dén dong 15). Th tuc EXTEND_FITREEduoc i
26. End for mot cachdé quy d¢ mé rong va hoan tiin FlTree
27. For j = I+1 to FITree.Children.Count , A, 4n A A 1A N \
_ , chra #ip diy du cac itemset ph bién toan ac (tr
28. %= FITree.Childrenl[j]; . R
| dong 20dén dong 38).
29. It ((X; OX;)0C,) then

% Ox Tu tinh chit “Mgt itemset 1a ph bién toan ac thi
. . +£ . - , ’
30. P, =SP0$|('A#,'C)i phdi phé bién auc bg it nhit tai mét bén naadd” [4],
&
chung t6i & dung phép hp an toan (SecureUnion)

3t o(% 0%, )=SECURESUPPORX, 0 X, ) trong [16]dé tim tp itemseting vién trong rai budc

32 If o(Xi L/ X)=minsupthen xir Iy (dong 8 va 25).

33. X.children. Add(X 7 X);

34, FITree.DBS=Empty; Vi du: Hinh 2 minh ba cho that todn \6i truong

35. End if hop cu thé gdm hai bén § S, nhr sau:

36. End if S1 S92

37. End for

38. EXTEND _FITREE (X;, minsup, k); Trans| ltems Trang ltems
UPPER_BOUND(DB) 1 |AB 6 | CD

39. Phat sinh 8 nguyén ngu nhiénr; 2 |AC 7 | ABD

40.1f (i=1) then //§ la master 3 A B, C 8 A B, C

41 Goivi=r,+|'DB|dén S; 4 |B,C 9 | AB

42. Nhin v, ter Sp.. 5 A C. D

43, Goi Vi dén tit ca cac $(A); MinSUpPOrt=40%

44, Else /5 khéng pli la master FlTree={}

45, Nhin v tir Saq; _ ’ FiTree={}

46.  Goi vi=max{M.y,fi + |'DBI} dén Simod my+s o

47. Nhn v, tr S; Hinh 2. Minh hoa ke thong pm 2 bén § S

48 End if , 7

49. Returnv,,; = Két qua cua hrdéc nén cac CSDLyx b) (dong 1)dé

Thii tuc SECURE_UNION thc hién phép bp an  du@ vao b nhs trong:
toandé tia ip ung vién toan ec, chang ta co thsr v Nén CSDLDB:
dung ghi thuat trong [16]dé c6 mic do dam bao riéng IBT={(A29.7), (B,22,2), (C.15.7).(D.1,2)}
tu cao, clbng kha nang théngdong. o e

. v Nén CSDL’DB:
Tha tuc SECURE_SUPPORT(X) (dong 18, 19,
20) la s caidat cua giao thirc tinhdd phd bién toan BT={(A.7,?), (B,7,?), (C,10,?),(D,12,?)}
cuc aia itemset Xdwoc xay drng trong phn 111, (sy dyng ki hiu 2dé biéu dién chodd phé bién toan
Giao thic SPoS{, 'Xz) trong [13]duoc van dung vao ¢y chra bit cia cAc itemsets).

tha tuc dé tinh gia tf trung gianp="%"*x, > *x,r0Ng  u T49 c4c nit coni@ nit g cia FiTree (@ dong 3
k1 k=3 . )

khi bao Vé riéng tr cac gia tr'xy, X,. den dong 15):

v Tapung vién toanec C, = {A, B, C}.
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v Lan luot tinh do phd bién toan ac cac itemset A,
B va C (dong 9, 15)4t ca déu codo pho bién toan

cuc lé6n hon minsupportnén L={A, B, C} la con éa

nat goc FlTreed mdi S (két qua nhe Hinh 3).

St S
/{ }\ /{ }\
A B C A B C
0.8/0.78 0.6/0.67 0.8/0.6' O.7A5/O.78 0.75/067 0.5/0.6"

.........................

Hinh 3. Két qua FITree sau khik ly nat gc
Thii tuc EXTEND_FITREE dé mé rgng va hoan thin
FITree (tir dong 20dén dong 33)
= Tao cac nat con cho nat A:
v Tapung vién toan uc: G, = {AB, AC}

v Lan luot tinh dd phd bién toan ac cho AB, AC.
Ca hai c6dd phd bién toan ac lén hon minsupport
nén déu 1a ndt con 6a nat A trong ing FiTree
trong ndi S (két qua nhe Hinh 4).
Dé tiét kiem by nho, huy DBS dia nat A sau khi
xu ly (dong 32).

/ }\
A B Cc
0.8[%0.6/0_6 0.8/.67
AB AC AB AC

0.6/0.4¢ 0_7%0.5 0.23/4¢
A e 7%

a ';

/ }\
A B C
015/0,7 0.75/06 0.5/0.6"

0.4/0.5€

Hinh 4. Két qua FITree sau khik Iy nat A

= Tao cac nut con cho nut AB:

amV-1, $ 7 (27), thang 5/2012

Do phd bién toan ac aia itemset ABC trénic
S, va S lan luot 14 0.2 va 0.25, &£ hai déu nh hon
minsupport= 40% nén &p tng vién toan ec twong
ung G= [0, khéng co6 nat coni@a nat AB.

= Tao cac nat con cho nut B:

v Tap ung vién toan ec ung Wi nat B la
C4={BC}

v Do phd bién toan ac aia BC la 0.33 <
minsuppot nén khéngdo nén nut conia B.

Két thac thit toan, Hinh 4 &ng 14 tinh tang
cudi cling dia FlTree, 4p phd bién timduoc 1a éip cac
itemsetsitong ung Wi cac nut trong FiTree.

[11.4. Panh gi4 thuit todn
a. banh gia nic do bao vé riéng tr

Vi gia dinh cac B ma héa & dung 1a an toan&
mat ngir nghia nhr hé ma Paillier [9], [13].

e Mic d0 dam bao riéng tw caa tha tuc
SUPPER_BOUND Trong thi tuc nay, nbi S déu
cong thém vaoPB| cia minh nét sb nguyén ndu
nhién t truéc khi traoddi véi bén khac, do ay
|DB| aia S dwoc dam bao riéng tr va ding chong
lai kha nang théngdong.

*  Muc djp dam hdio riéng tw cia giao thic tim @p
ing Vvién toan @c (SECURE_UNION): Chung toi
s dung phép bp dam bao riéng tr trong [16]dé
tim tip tng vién toan gc. Trong [16], tac @i da
chirng minh giao tlrc nay la an toan trongiendi
truong malicious va cé khning chbng thong
ddng.

* Muc djp dim hio riéng w cia giao thic tinh dg
phé bién toan aic cho céac itemsetTac gi trong
[13] d& chirng minh giao tifrc SPoS la an toan
theo mirc 46 an toan g¢a ¢ ma hda s dung. Hon
nira, giao tkrc SPoS c6 ric do bao Vé riéng r va
chdng théngdong hoan toan (full - private). Tuy

- 66 -



Ca4c cong trinh nghiénu, phat trén vaing cung CNTT-TT

nhién ching taan phai xem xét @ thé khi ap ding
giao thic naydé tinhdo phd bién toan ac.

Do phd bién toan ac aia itemset Xduwoc xacdinh
thdng qua cong ttc 3.4. Trongdd mic do dam bao
riéng tr trong tinh toan gia trP;, P, dugc xacdinh
theo hai giao tic SPoS va SUPPER_BOUND (full -
private)

Theodinh ly thng hop [13], @& danh gia nic do
duy tri tinh riéngtt caa toan 16 thuat toan, ta xem cac
giao thrc condam bao riéng tr d& dung nlr cac op
denva xem xét mic d6 riéng tr cia giao tlirc tinhdo
phd bién toan ac cia itemset XD phd bién toan ac
cua X dugc tinh theo cong tic .

SIX|

o(X)=-"2——

iZl‘,IiDBI
Xem xét cac wong hop c6 te xay ra sautay:
Truong hp c6 it wn m - 1 bén théngiong:
phueong trinh (3.5) luén c6 nbii hon 4 bén, do
vay do ph bién cuc by cia X trong cac bén con
lai van duoc giir bi mat.

(3.5)

S

110,

e S

(.

Truong tpp c6 m - 1 bé
dong i nhau
-Néutitca S,,S ..., S_
tinh d6 ph bién toan ac cia X Wi kich @y CSDL
ciing nhr d6 phd bién cuc bd bing 0, ta co:

thon
1

_ tham gia trong giao tic

SIxl
O(X)Ziniq:l = I|,,, Xl
S| I'DBl
Khi d6, cac S,,S,,.... S_, & biét duoc do phd

bién cuc b caa X i S

_. Tuy nhién, trong md hinh

SH, cac bén tic hién theoding giao tirc da duogc
dinh €in, do phd bién auic by caa itemset X c6 th
bing 0 ntuing $ luong giao tac trong fi CSDL
phai I6n hon (rit nhiéu) so \6i 0. Do \ay, V6i gia
dinh k& ma hoa & dung la an toan &mit ngir ngha
[9][13], viéc suy ldn chinh x&aid phd bién auc bo
cia X trong S, 1 khong ti.

amV-1, $ 7 (27), thang 5/2012

- Néu @6 phd bién cia X 16n hon 0 &i it nhat mot bén
trong m-1 bénS,S ..., S__ ,giao thic tinhdo phd

110~ 0"
bién toan ac dugc xay drng dam bao tinh riéng
hoan toan ningiao thrc SPoS.

Tém lai, giao thrc tinhdo phd bién toan ac cia
chung tdidam bao riéng tr hoan toan & maoi truong
semi-honest.

b. Panh gia chi phi trugn thong

Trong tdm @a bai bao la xaywhg giao thic tinh
do6 phd bién toan ac cia Bip muc dr liéu, dam bao
riéng tr hoan toan, thit toan khai thacap phb bién la
mot ap ding aia giao thic. Bé danh gia s phu thuse
cua chi phi trugn théng trong giao tkt, chang toi b
guaanh hroéng aia phép bp an toan.

Theo thidt toandugc xay dg, do phd bién toan
cuc cia i itemset Xduoc tinh i cong thic (3.5)

P, va gia tf A sir dung trong thdt toan ch duogc
tinh mbt 1an trong giaidoan khoi tao, do \ay ta ch can
danh gia chi phi tridn thdng phat sinhrtviéc tinh B.
Madi gia tri P, duoc tinh trong tng Wi mét lan thec
hién giao thic SPoS, & lwong thdngdiép truyén di
trong k¢ thdng 1a: 4m(m-1) ¥i m 1a & lugng céc bén.
Tuy nhién, qué trinh tradoi théngdiép xay ra song
song tréntng cip hai thanh vié@oc lap va trong [13]
da ching minh &ng thyi gian chiy caa giao thkc SPoS
chi 1a tuyén tinh theo m (O(m)), nhvay thoi gian dé
tinh B, ciing 1a O(m), du thdi gian thre hién cac xr ly
cuc bd la nhr nhau gira cac bén va khong xéén
phép lyp an toandé tia éip ung vién, éng thi gian
chay cia toan 1 thuit toan tim &p phd bién dugc xay
dung aing la O(m).

IV. TH UC NGHIEM

Khai thac It két hop gdm 2 giaidoan: i) Tim tip
pho bién. i) Phat sinh It két hop. Van dé tinh riéng
tu chi tap trungé giai doan i), khi da cé fip phd bién
thi giai doan ii) phat sinh lat, gibng nhr cac thit
toan trugn thong tnrgc day. Dodo, thut toan duoc
xay drng cH khac i cac thdt toan trugn thong
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trugc day ¢ giai doan tim #ip ptb bién, vi iy ching Thoi gian chiy caa thujt toan ph thusc vao may

t6i chi tién hanh tixc nghém trén giaidoan nay. c6 ciu hinh thp nhit, do d6 trong #t ca cac thrc
Ching ti & dung ngén ng lap trinh C# trong Nhghiém chdng toi lubns dung may 2.

Visual Studio 2010, is dung h¢ m& héaddong ciu

; Bang 1 Thoi gian chay trén CSDL Accidents
Paillier, kich & khda 1024 bittié dam bao tinh riéng

tu cho giao tirc tinhdo phd bién toan ac. Muc dich Minsupp Thoi gian Cha}’g;i}’) L L0
cua thrc nghém la danh gia thi gian chay cia thit (%) N1 | TN2 | TNG TN
toan, s phu thuc cia thyi gian chiy vao $ luong cac 2m) | B3m) | (4m) (5m)
bén. Thrc nghém duoc tién hanh trén CSDL 70 LESENsT k)

. . D ) 75 129 201 273 338
Accidents (http://fimi.cs.helsinki.fi/datpiéi 340.183 30 33 129 184 223
giao tac, 468 item (35MB) va CSDLab hiém nhan 85 64 103 | 142 207

tho voi 393.301 giao tac, 476 item (8 MB).

Dé tién hanh tiec nghém, chang toi phan amh Bang 2 Thoi gian chyy trén CSDL o hiem

(ngang) mMi CSDL trong ttng thanh 2, 3, 4 va 5 ph Thoi gian chay (gidy) theo sb
bang nhauongtng Wi thyc nghém trén 2, 3, 4va 5 Minsupport luong may
may. Gu hinh cac may is dung trong cac thc & INL | INZ | ING N

2m) | (3m) | (4m) (5m)

nghiém nhr sau:

70 186 | 268 | 363 465
May 1: 75 129 | 201 | 273 338
- CPU: Intel Core I3 M380, 2.53 GHz 30 83 129 184 223
- RAM: 3GB 85 64 103 142 207

- Card mng: Atheros AR8152 PCI-E Fast
Ethernet Controller

May 2:
- CPU: Intel Core 2 Duo T5470, 1.6GHz
- RAM: 2GB z
- Card mang: Intel 82566MM Gigabit Network E
Connection é
May 3 2
- CPU: Intel Core 13 M370 2.4GHz
- RAM: 4GB
- Card mng Atheros AR8152 PCI-E Fast ; : : . .
Ethernet Controller 56 wong méy
Mé-y 4 | —#—minsup=70% @ minsup=75% —A—minsup=B0% —x—minsup=85% |
- CPU: Intel Core 2 Duo P8600, 2.4GHz Hinh 5. Sr pha thuc thyi gian chiy vao $ luong
- RAM: 3GB may trén CSDL Accident

- Card mang: Realtek RTL8168D Family-PCI-E

Gigabit Ethemet Bang 1 ghi nlin thoi gian chay cua thut toan tim

trén CSDL Accidents va &g 2 ghi nlan thoi gian

May 5 . ) L
_CPU: Intel Core 13 M370 2.4GHz chay trén CSDL Ko hiém, cdcdo thi bieu dién trong
-RAM: 2GB tng nhr trong Hinh 5 va Hinh 6. Tt nghém da

- Card mng: Atheros AR8152 PCI-E Fastkiém ching ki Iy thuyét cho #ing thyi gian chy cia
Ethernet Controller
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thuat toan 1a tugn tinh theo & lugng cac bén tham gia

vao I¢ thong.

Thoi gian ch ay (gidy)

Sé lwgrng may

‘ —&— minsup=15% —A— Minsup=25% —>— minsup=35% ‘

Hinh 6. Sy phu thubc thoi gian chiy theo 6 luong
may trén CSDL bo hiém

V. KET LUAN

Pam bao riéng tr 1a mdt trong nhing yéu &u
qguan tpng trong qué trinh khai khai thaé déu. Voi
dir liéu phan tan, k thuat thuong dung la tinh toada
bén an toan. Tinh riéng trong nhéu thuat toan teréc
day chra thit sy dam bio khi xay ra théngddng gira
mot nhom céc bén. &a trén giao thc aia Bin Yang
trong viéc tinh tich haidng [13], ching t6ida xay
dung modt giao thrc msi, cho phép tinhio phd bién
toan ac aia itemset,dam bao riéng tr trong moi
truong SH, c6 kh ning chbng théngdong trén d ligu
phan tan ngang. Trong giaaithnay,dé phb bién auc
b6 cua itemset &ng duwoc bao V& ngay @ trong tirong
hop hé théng chH gom 2 bén. Ching toiimg da aii
tién thuat toan trong [1], &t hop voi giao thic tinhdo
hd tro duoc xay drng dé cé thé ap ding duoc trén
CSDL phan tdn ngangiam bao riéng tr va c6 khk
nang chng théngdong.

Chang t6ida tién hanh tirc nghém trén CSDL
Accidents va CSDL 4p hiém trong thrc t. Két qua
thuc nghém khing dinh ki rang, di $ luong théng
diép truyén théng trong qué trinh tindy hd tro cia
mot itemset 1a O(f), nheng thyi gian chay chi la

amV-1, $ 7 (27), thang 5/2012

Tuong lai, ching téi fip tuc nghién é¢u, ci tién

dé thuat toan c6 th thuc hién hiéu qua hon V& mat téc
d6 ciing nhr mirc d6 dam bao riéng tr. Cu thé:

Lam viéc trén cac & nguyén thay chojsthyc.

Tim hiéu cac & ma hoa Hu qua hon V& mirc 4o
an toan @ng nhr toc do thuc hién.

Nghién ¢u nhiing giao thirc hiéu qua vé tbc do xir
ly ciing nhr an toan trong tic hién phép bp dé
tia @ip ung vién.

Két hop Vi cac phrong phap khac nhan luat két
hop dé han ché tiét 16 nhing Uit nhay cam tir
CSDL, nang cao frt d6 dam bio riéng tr cho
thuat toan
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