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Xay dwng ham bam trén cac ép sd nhan cyclic

Constructing Hash Function Based on Cyclic Geometti Progressions

Ho6 Quang Biru, NgdPirc Thién, Tran Puc S

Abstract: Hash functions have an important role + Tinh ctit &€ dang tinh toan: ¥ h cho tuéc va

in modern cryptography; they are used in digital
signature; authentication... Hash function scheies

constructed on block ciphers. In this paper a new
method to implement a hash function with Matyas-

mot dau vaox, co thé dé dang tinhdugc h(x).
2. M@t sb tinh chit cia ham bim khéng khoa

Gia sr &1la mot ham m khéng c6 khoax va x'

Mayer-Oseas scheme is proposed, but the ciphekblag cacdau vao,v vay' 1a cacdiu ra trong tng. Ngoai
is constructed based on cyclic geometric progressio .. tinh clit co ban trén ta con c6 3 tinh éhsau:
Some estimation about a new hash function is also

presented.
l. MO DAU

Cum tir ham kim cé ngwn goc lich sr tir khoa
hoc may tinh, né Bu thi mot ham dungdé nén not
chudi dau vao tiy y thanh vt chubi cé do dai @ dinh
& dau ra. Ham Bm conduogc phd bién rong rai droi
céi ttnham bim mit ma.Ham bim < tao ra not két
qua & dau ra tr ban tin dau vao,dau ra nayduoc biét
dén v6i nhiéu tén khac nhau: maim, két qua bam,
gia ti bam, ma xac thic. Ham lm dungdé tinh gia ti
bam cia mbt tai lidu & (vian ban &, anh $,...). Gia ti
bam c6 t xem nhr “dai dién” cua tai léu 5 hay
“tdm lwgc” théng béo vatuwoc sr dung trong not sb
ung ding nhr: Xac thrc tinh toan en caa dr liéu; xac
thuc s, chir ky s, bao vé ban quyén tai liéu 5, nhan
dang mat khau; nhan dang ddi tuong...

1. Pinh nghia ham kim

PHinh ngha 1 Ham m h 1& mot ham c6 it nkt
hai tinh clat sau:

+ Tinh chit nén: # 8 4nh » mot dau vaox c6 do
dai bit Hru han tuy v t6i mot dau rah(x) cé do
dai bitn hiru han.

a) Tinh kho tinh toan ngth anh:

Déi véi hau hét cacdiu radugc xacdinh trée,
kho co khi ning tinh toanié tim mjt dau vao lt ky
ma khi Bim € cho radau ra trong ung (Tic 1a tim
mot nghich anh x' sao chaoh(x') = v véi v cho tréc
va khong bén doi dau vao trongiing).

b) Khé tim ngkch anh the hai:

Kho c6 khi niang tinh toanté tim mot dau vaoda
cho trgc (T 1a Wi x cho tirée phai tim x" = x sao
cho alx) = A(x")

¢) Tinh kho va clm. Kho c6 kb nang tinh toandé
tim haidau vao khac nhauab ky x va x” d&é sao cho

h(x) = h(x").

Pinh nghia 2: Ham m nvt chiéu (OWHF -
oneway hash function).
OWHF la ndt ham tam ¢ tinh cht bo sung 1a:
- Kho tim nghch anh
- Kho tim nghich anh thr hai.

binh ngha 3: Ham lam kho va cim (CRHF:
Collision Resistant HF)
CRHF la ndt ham am co tinh cht bo sung 1a:
- Kho tim nghich anh thr hai
- Khé vachm
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Il. CAC SO PO XAY DUNG HAM B AM

Phan lai cAc ham bm cho trong s d Hinh 1.
Trongdd: MAC: Message Authentication Code.
MDC: Modification Detection Code.

Khéng c6 khoa Cé6 khéa
v v v v
Céacung Céacung
MDC dung khac dung khac MAC
, 1
OWHF CRHF

Hinh 1. Phén lai cAc ham Bm

1. Cac ham am khoéng c6 khoa

Pinh ngha 4: Mat ma kibi (n,7) 1a mt ma kidi
xacdinh mjt ham kh nghich tr cac tan ré » bit sang
cac kin n bit bing cach & dung mbt khoar bit. Néu
E la mot phép ma hoa nhvay thi E.(x) ky hiéu cho
phép ma hoé& bang khoék.

Dinh ngha 5: Cho A la mjt ham tam c6 kp duoc
xay drng tir mot mat ma kii vai ham nénf thuc hién
s phép ma hoa Kh & xu ly tieng khbi ban tin n bit.
Khi d6 tbc do chahla 1/s.

a. MDC d¢ daidon

Ba v dd Hinh 2, 3 va 4 ddi day co lién quan ch
ché voi cac ham Bm d¢ dai don, xay drng trén cac
mat ma kii. Cac & do nay cé & dung cac thanh
phan dugc xacdinh trréc nhr sau:

- Mot mat ma kibi = bit khoi tao E,, duoc tham 6 hoa
bang mbt khoaddi xing k.

- Mot ham g &nh x » bit vao thanh kho& sr dung
cho E (Néu cac khoda ch& ciing c6do dain thi g cé
thé 1a hamddng nit).

amV-1, $ 7 (27), thang 5/2012

Mot gia ti bandau IV thich hyp dung i E.
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Hinh 2. Matyas-Mayer—Oseas Hinh 3. Davies-Mayer

x;

H:_1 v
E

I

ey
y

b
Va

A

H;

N

Hinh 4. So d6 Miyaguchi — Preneel

b. MDC d dai kép: MDC-2 va MDC-4

MDC-2 va MDC-4 14 cAc ma phéaténi sy sra doi
yéu déu trong tng 1a 2 va 4 phép toan ma hodkh
trén mdi khdi diu vao ham #m. Cac s d6 nay sr
dung 2 hac 4 phépdp aia & 46 M-D-O dé tao ra
ham am c6do dai kép. Khi & dung DES thi MDC-2
va MDC-4 € tao ra ma Bm 128 bit. Tuy nhién trong
cau tric Hng quat co th dung cac & mat ma kibi
khac. MDC-2 va MDC-41s dung cac thanh pim xac
dinh nhr sau:
- DESduoc dung lam rat ma kibi E, codau vao fau
ra la 64 bit va ¥i khoak 56 bit.

- Hai hamg va g anh » céc gia tr 64 bitU thanh cac
khoa DES 56 bit ninsau:
Choll = uyu, ..ug,, X0& noi bit thir 8 vadat cac
bit thir 2 va thir 3 v "10" ddi vai g, va "01"ddi véi .
gU) = uyg 10U U U U Ug Uy g ... Ugs

ﬁI?U} = Hiulu_-;'lliusu-uguiﬂ, e Uign
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Pong thyi phai ¢am bao cac khoa DES khondiy Ra n bit MAC trénx (n lado dai khoi ciaE)
hoic nra yeu vi cac khod lgi nay c6 bit th hai king
bit the ba, va d@ng dam bio yéu éu hio mit la
gUv) = givy.

(1) bon va chia kbi: Bon thém céac bit vaa néu
cAn. Chia dr liéu da don thanht khdi, mdi khdi n bit;

X4, X200, Xs.

(2) Xir ly theo cl¢ d6 CBC.

Hi_, g,_. Ky hi¢u E; 1a phép ma hok vai khoaK.
—» & —
Int3 Int4 Tinh khbi H, nhr sau:

Hy « Ey(xq)

H« K, (H_1®x) 2=i=t

(3) Xur ly thémdé tang src manh aia MAC:

Dung ndt khod bi nit the hai K = K. Tinh:
H. « E ' (H,); H,= Eg(H])

(4) Két thac: MAC 1a ki n bit H,.

1.
s

Hey g
%P
f.Ec E

H

X ly He

them |- £ |

\ H,

G, G,
Hinh 6. Thuit toan MDC-4

Hinh 7. So d6 Miyaguchi — Preneel

3. Mat sb phwong phéap toan en dit liéu va xac thrc

Cac thiét toan MDC-2 va MDC-4dugoc mo # ~ p
thdng bao

trong Hinh 5 va Hinh 6.
. i i Xac thyc thong béo la Bt thuat ngr dugc dung
2. Cac ham lim c6 khoa (MAC) A A A o ‘A
tuong duong wi xac thrc nguyén gc cia dr liéu.
Céac ham bm c6 khoaduoc sr dung dé xac thrc
théng béo va tinvng dugc goi 1a cac thdt toan to ma
xac thrc théng bado (MAC).

Co6 ba plrong phap xadinh tinh toan yn ca dr
liéu bing cach dung cac harir:

Az ok . - Chi dung MAC (Hinh 8).
MAC dua trén cac it ma kioi, thuat toan nhr
sau: - Dung MDC va ma hoa (Hinh 9).

Vaa Dit liéu x, mat ma kiéi E, khoa MAC bi mt - St dung MDC va kénh tin&y (Hinh 10)
K ciakE.
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Khoa bi nit
Théng bdo | Thuit todn MAC [¢«—
Kénh khéng
v an toan
Thoéng béao MAC Lo

Hinh 8. Toan ¥n dix liéu dung MAC

Thdéng bao ¥ Thuat toan MDC Khoa bi nat
Thdng bao MDC Thuit toan

Kénh khdéng an toan

Hinh 9. Toan n dx liéu dung MDC va ma héa

A 4

Théng bao Thuat toan MDC

v Kénh
Thong bao —» tin cay

............. » Kénh khdng an toan

Hinh 10. Toan wn di liéu dung MDC va kénh tinay

l1l. XAY D UNG HAM B AM KHONG KHOA
TREN CAC CAP 0 NHAN CYCLIC

1. Nhém nhan @a vanhda thic

binh nghia 6: Tap cacda thrc f(x) trong vanh
da thirc Z,[x]/x™ + 1 véi mot phép toan nhada thic
tao nén ndt nhém nharé.

(fx)i+) =G

Néu g(x); f(x) €G thi glx) = f(x) = d(x) €6.
Trong nhém nhandh tai phan tr don vi e(x) Véi
fx) = elx) = f(x).

Bé dé 1: Trong vanhZ,[x]/x™ + 1 v6i n = 2%,
tap cacda thic c6 tong £ 1é 5 tao nén ndt nhdm

amV-1, $ 7 (27), thang 5/2012

nhanG cécda thrc theo modulee™ + 1 [1].

Bo dé 2: Moi phan tir trong nhdm nha® cé ép
la 2* haic ¢ dp lausce aia 241].

Bo dé 3: S cac thing dr bac hai trong nhém nhan
G caa vanhdugc xacdinh nhr sau [1]:

|Q| _ z:c—:_l
Céc phin tr cip n va nhém nhan cyclicip n.

Xéta(x) € G voi al(x) € Ta,x'. Taco b d& sau:

Bé dé 4: Pa thrc a(x) 1a pHin tir cip n khi né co
chira mpt o Ié cacdon thirc ¢6 mii 1é c6 ép n va mit
s chin céacdon thirc c6 mi chén c6 dép lauéc aaan.
Sb cacda thic cip n bang 272 [1].

Vi dy 1: Véi n = 8, o it ca 2% = 64 cac pln tir
capn. Ta c6 tlé sir dung cac phn tr naydé xay ding
cac nhom nhan cyclicip n.

A; = la.(x).a?(x).af (x). ....,a? *{x).a? (x) = 1}

C6 tit ca 272 cac nhoém nhan cyclicip n va
nhém nhan | @ng thc vao bp cac nhdm nhan nay.
Ta goi | la nhdom nhan cyclidon vi.

2. Céc dp sb nhan cyclic éip n

Néu ta nhan cac gin tr cia mdt nhém nhan
cyclic cip n véi mot phan tir bat ky trong nhém nhan
G cia vanhda thrc ta § thudugc mdt cip $H nhan cé
cong i 14 phan tir sinh @ia nhdm nhan va c® ang
bandau lada thrc dem nhan.

Bo dé 5: SH cac ép 9 nhan cyclic ép n xay drng
dugc trongG dugc xacdinh nhr sau [1]:

al_ o

N = 22%-1 22
3. Xay deng ham him trén cac dp sb nhan cyclic
Trong bai bdo nay chung tdira ra nét pheong
phap xay ¢ng ham Bm 128 bit dra trén cac 4p 9
nhan cyclic éa vanhda thrc, wi nén ting l1a & d
ham lm Matyas—Mayer—Oseas wmiinh 2,diu ra 4.
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c6 d6 dai 128 bit. Kibi mat ma E trong & dd nay
dugc xay drng theo mé hinh amg hoan v thay tré
Feistel (Hinh 11).

Dit liéu kan rd 128 bi

Hoan v
IP ) bandau
A
| Lo(64) Ro(64) |
v
(M ¢
N

f
K1—1—>

| Li64) | Ri(64) |

<+
<+

| Lis(64) | Rus(64) |
) 4
G f
A
K16 ———Pp

| Lu(64) | Ruis(64) |

\
Hoan v
dao

ip?

Dt ligu ma hoa 128 bit

Hinh 11. So d6 khdi ma hoa E

Khéi E s ma héa cho chii bit c6 do dai 128.
Trong & d6 hinh 11 cac hoanivP va hoan vdao
IP~1duoc ching tdi xay dng va phat tén tr cac
bang IP valP ~*cua k¢ mit DES, cho trong Bng 1 va
Bang 2.

Ham f duoc xay drng trén ¢ s hé mat sir dung
cac ép  nhan cyclic trén vantia thrc cé hai ép ké.
Céac khoak, 1a cac phn tir trong ndt cip 5 nhan
duogc chpon nhr sau [5]:

amV-1, $ 7 (27), thang 5/2012

K, =K. Kymodx*'+1; (i=116)

Bang 1. Bing hoan vbandau (IP)
122[ 114106 98 [90[82[74[66]58]50]42]34]26]18] 10
124116 [ 108 [ 100 [ 92 [ 84 | 76 [ 68]60[ 524436 ] 28 20] 12
126118 [ 110 [ 102[ 04 [ 86 [ 78 [ 70]62[ 5446 ]38 ] 30 [ 22[ 14
128120 [112[ 104 96 [ 88 | 80 [ 72[ 64| 56 |48 40 [ 32 [ 24 [ 16
121[113[ 105 | 97 [ 80|81 [73]65]57[49[41]33]25[17] 9
123[115[ 107 [ 99 [o1[83[75|67]50]51]43]35]27{19]11
125[117[100[101[ 03[ 85|77 [69]61]53]45]37]20]21] 13
127119111 [ 103[ 05| 87| 79[ 71]63] 55 47| 30]31] 23] 15

Bang 2. Bing hoan vdao (IPY)
80[16]96]32[112]48] 128] 64
79[15]95]31[111]47] 12763
78[14]94]30[ 110{46] 126 |62
77[13] 93] 20] 100 [45] 125 61
76[12]92] 28| 108[44] 12460
75[11]01]27]107]43] 123 50
74[10]90]26[ 106 [42] 12258
73| 9 [89] 25 105]41] 12157
72| 8 [88] 24 104]40] 120 56
71| 7 [87] 23 103]30[ 11955
70 6 [86] 22 102{38] 11854
69 5 [85]21]101]37] 11753
68| 4 [84]20[100{36] 11652
67 3 [83[19] 99 [35] 11551
66| 2 [82] 18] 98 [34] 11450
65[ 1 [81]17] 97 [33]113[ 40

= IN|w|d|lO|OO]|N]| ]| ©

v6i K, la mit da thrc c6 tong $ 1é tdy ¥ sao cho:
deg K, < 61; KjJa mot phan tir nguyén tidy cia

nhém nhan cyclic coap bing 262 — 1 va ding la nét

da thic c6 tong $ 1¢ [3].

Gia srta clon khéak; =1+ x + x3,

Phan tr dau la K, = 1+ x + x2.

Phan tir dau cia éip & nhan va @éng la khéadau
tién la: K; = KoK =14 x*+ x% < (045). (Chay
gia ti (045) 1 dang biéu dién $ mii cuada thrc). S
dd khdi bo ma héaf véi khéa Ky nhu trong Hinh 12.
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64 bit 11 | 012345678DABCDEF | E1589BF99823EF04 64
! 0123456789ABCDEF | 1210020DA32B4C50
q
— (63)‘(62)‘ - | ® ‘ @ ‘ ® ‘ @ ‘ @ ‘ © 1p | 01234567898BCDEF | 1EE7BEA7AC923862 60
Ditliéu vao e 0123456789ABCDEF | 90929EA7F6E837CL
13 | 0123456789AFCDEF | BEBODO22F4ECAEA4S 78
0123456789ABCDEF | CFO98EOBICCDFICE
Ditlidura 14 | 0123456789ABBDEF | AD5COCBDOA61348B 64
R o o 0123456789ABCDEF | B96861BE92EEBBL6
Hinh 12. So d6 khoi ma hoa f ¢i khoa 15 | 0123456789ABCSEF | 7906EF1395B4DE95 64
K. =1+ x4 5 0123456789ABCDEF | 522E47E70DD5CT738
: e | 0123456789ABCDFF | FD4109489863FD3B 79
AL X A " . 0123456789ABCDEF | 4E79CA34BF8355DC
Mgt khau ma hodugc thyc hién theo quydc: 17 | 0123456789ABCDEB | CBDBEA49EL16BEDC 68
L =R._,®K 0123456789ABCDEF | 1FF11DF8F7A44A3F
i~ =1 i
: 0123456789ABCDEF | BBE4AE6094334B90
{R: =L 1®Bf(Ri-1.K)) 18 | 8123456789ABCDEF | 49D253F55195427D 70
N . _ _ 19 | 0123456789ABCDEF | BA7T9EFBLAFO77CB5 68
Khoi g trong & d6 Hinh 11 thec hién viéc trich 0323456789ABCDEF | 1988B7580AEA44CL
3 3 g , R 20 | 0123456789ABCDEF | 22C2135FCD25DB6C 66
tron cac khda cho cac vongi theo Ga qud trinh 0133456789ABCDEF | BBOCE7EDSF43BEFE
5 Ai mat ma A 4 49 o6 0123456789ABCDEF | ADFA46A0CEC37C5A
bam. Khoi mat ma £ trong & do6 sir dung cac khoa o | 21 | (157207 e0 e coer EOCS3DAR3 184558 68
do dai 61 bit. Trong 61 bit khéa budc thir i do kibi op | 0123456789ABCDEF | AOAB8DIBF147A0D7 68
. o i _ 0123056789ABCDEF | C4284C7EAF58BCLF
g taO ra th| 60 b|ﬂau tien € duo‘C tr|Ch tbn twr 128 b|t 23 0123456789ABCDEE 8DD5B3218D448641 68
o Y e 12 o , 0123416789ABCDEF | 313E52AD01747037
2a H. L Vie
cua H;_; con bit thr 61 la bit kem tra cfan [é. Viéc »a | 0123456780ABCOEF | 62Fo919FaFF1ADAE )
trich tron duoc ldy lién tuc cac bit cach nhau 2 wi 0123457789ABCDEF | 27C31BD6042FBBE04
) . o o5 | 0123456789ABCDEF | FF3D7A429626EFAE 60
trong H;_4 (trong khdng bit 1dén bit 120). Bréi day 0123456589ABCDEF | C61B8CF1325300F4
VN S . N A 0123456789ABCDEF | 48CBABA51460CEF1
la mot vai ket qua danh gia éa ham Bm xay dmg | 26 | 5153456799ABCOEF | 4ABFAGA62BAC006E 66
trén cac ép $ nhan cyclic. 7 | 0123456789ABCDEF | AG69350AB67BBCCEF 54
012345678DABCDEF | 0053037523D9343F
Bang 3 Khoang cach Hammingj, (MD,. MD,) khi cac | ,g | 0123456789ABCDEF | 36FODCFCCF106D0F 56
Khéi dit lieu khac Kii bandiu 1 bit 01234567892BCDEF | 76F938F7FBFBBEOC
0 ¢ . ,g | 0123456789ABCDEF | 4D16387FDOFASEBA 62
0123456789AACDEF | E12F2ED638A059FF
30 | 0123456789ABCDEF | 422DDC211E659AB0 62
T Ban 16 A Gi tri bim MD 0123456789AB4DEF | C3D7A66C29F82331
) d, 31 | 0123456789ABCDEF | 8353ELBFADB4264B 64
(MD,.MD,) 0123456789ABCCEF | 6D7007E1DFA73B51
| | 0123456789ABCDEF | 4771249F4ABOE564 0 32 8%322?2;38@%&,@ Egggﬁ%é%gg%gg 62
Q123150789ARCDEF | 208F14908008423) 0123456789ABCDEF | 5DA15DE212D18181
2 Siiii?g;ggﬁ%ﬁ ;%gggﬁg&%ﬁ 56 33 | 0123456789ABCDED | 4813623BOE06F874 68
3 | 0323456789ABCDEF | 995FOEF13134BFAF 62 (Cha y: Trong Bng 3 va Bng 4, cac kyt hexa in
0123456789ABCDEF | D43A47B676DFA356 am chia bit thavdai
4 | 0133456789ABCDEF | OOEEAGCB284338F5 68 dam chta bit thaydoi).
0123456789ABCDEF | 704DE9AFECBA592C . o 3 . A .
o | 012B456789ABCOEF | OBC2CE7B57041014 o Bing 3 la Kt qua tinh toan phandcaa 32 ham
0123456789ABCDEF | 0609BC377F579110 bam khi thaydoi duy nhat mat bit dir liéu trong 32
0123056789ABCDEF | E1EDDCEDO686CAF6 K a4 A 2 b
6 | 0123456789ABCDEF | ELDACEEOAA906D52 64 khoi ban tin rd so i ban tin bandau [2], de thuan
, | 0123476789ABCDEF | 09B62BF471BA9644 60 tién cho véc quan sat chdng téi thhay doi 1 bit
0123456789ABCDEF | A9CB4A47762FF6BD héi ban tin diu tién @a mot khéi
g | 0123457789ABCDEF | 0CA4992082077070 68 trong chwi ban tindau tien @ia ot khol.
0123456789ABCDEF | 73C51EA33CESDE6D e ) L L
0123456380ABCDEF | 1E25F66DCE6E2888 Moi khoi ban tin bao gm 10 kin tin, moi ban tin
9 64 L an s s ba N .
0123456789ABCDEF 44CCBDCA367DA463 co do dal 128 b|t Cac harmtn qr dung Cung mt bO
0123456799ABCDEF | 1AD3061B585D4602 . i e
10 | 0123456789ABCDEF | FBEBAG45F5000203 58 khoa K khoi tao:
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Phin tir sinh @ia khoa kidi tao lada thic:
K,=14+x% +x18 4 x77 4 ¢3¢
Phan tir dau la:K_ = 1+ x10 4 x20,
PHin tir dau cia éip $ nhan (khéatau tién) ding
la khéa kiti tao < la:
Ky=Ky =KK,=1+4+x%+x10 4 x18 4 x20
+x77 + x B+ x4+ 43 4 x

+x38 4 x4 x ¥ 4 x58
Khéi ban tin dau tiéndugc xay dmg nhr sau:

Ban tin dau tién @m 32 ky tr dang hexa (tong

ung 128 bit)duoc chon la:
M1=0123456789ABCDEF0123456789ABCDEF

Ca4c han tin tiép theo (i 2 dén 10) dugc tao mot
cach ngu nhién.

Tién hanh thayddi 1an luot tirng bit tr bit 1 dén
bit 128 @ia hin tin diu vao M,, tinh khdng céach
Hamming 4, (MD,, MD,) cia ting lan thay doi, cudi
cung tinhduwoc khaing cach Hamming trung binh
giita cac gia irbam vai gia tri bim bandau la:

| s
df‘.’"'ﬂ:'_:' = EZQHLA{DII}IDJ = 63.9?

Bang 4 1a Kt qua tinh toan phandcia b ma khi
thay ddi khéa khoi tao K, mdi khéa khac i khoadau
tién 2 bit. $ di ta phii thay ddi 2 bit (twong tng thay
dbi 2 vi tri) 1a @& dam bao da thrc sinh @a khoéa co
trong £ lé.

Ban tin dau vao m 10 kibi 128 bit dugc tao
ngau nhién [2].

Cha y, chéu dai a@ia khéa 1a 61 bit, ddé khi mé
ta khda ing 16 ky tr hexa nlrng thrc t chi ¢ 15 ky
ty dau la cing hexa, con kyut cui clng ch cé 1 bit
nén no nén gia ti “1” hoac “0”.

Chon phin tir du caa céip $ nhan 4o khéa la:

K,=1+x+x%

amV-1, $ 7 (27), thang 5/2012

Bang 4 Khaoing cAch Hamming, (M D,. MD,) gitta
cac @p gia ti bam khi cac khéa khac khéa 2 bit.

TT Khoéa k. Giatri bam mp;
s,
(MDy,MD.)
1 | 123456789ABCDEF | Sacotodod0008F9 0
2 | B23456789ABCDEF1 g%;%ggglgzcgfégg 64
3 | 173456789ABCDEF1 égﬁgggigﬁ%g;‘gg 60
4 | 126456789ABCDEFL éﬁgmsg = Eﬁg}% 78
5 | 123E56789ABCDEF1 ;gggigg‘l‘gg E%é 72
6 | 1234F6789ABCDEF1 | CD27285FFACDZERS 66
7 | 12345C789ABCDEF1 | (2FZ0CE307 752372 64
8 | 123456289ABCDEF1 | 07925970C5r0720 60
9 | 1234567D9ABCDEF1 | 2308018922 52
10 | 123456780ABCDEF1 ggégg;‘;ggggig 68
11 | 123456789FBCDEF1 gggig;ggggggégg 58
12 | 123456789AECDEF1 EZ?S;E\EEB&?E%“ASS 66
13 | 123456789AB6DEF1 %Eﬁg&fgggg@% 58
14 | 123456789ABCTEF1 égg?ﬁélc’ggégg% 74
15 | 123456789ABCDBFL | F2T5TRO0ED982208 64
16 | 123456789ABCDEAL | 473938714 14T5A0A 58

Phan tr sinh khéadau tién K 1a:

Kyrnexy = 123456789ABCDEF1 (W(K;) = 33).

Céc khéak. chi thaydbi 2 bit trong ndt sb hexa
cua khoadau tién k.

Chu y: \i tri cac bit “1” trong cac kho#; twong

rng 1a $ mii cua x trongda thic sinh ko khéa. Vi d:

L x b xT x50 T g g0

K, = (123 ..F1)pey « (1000.01000 ... 1111.1),,,

Khoang cach Hamming trung bintia cac gia ir
bam véi gia tri bim bandau:
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Pé khao sat thém tinh kiéeh tan éa ham Bm, ta Hé mat nhu dé xuét trong bai béo nay cé értugc
thay ddi ca ban tin ré va khoa nin sau: Gira nguyén sir dung dé xay drng cac ham am v6i do khuéch tan
ban tin va &n lrot thayddi tirng bit aia khéak tr bit  tét dung cho céacidh w xac thrc va chit ky 5.

1 dén bit 60, bit 61 dungié kiém tra clin 1&. Saudo
tinh khaing cach Hamming trung binhigi cac gia ir
bam véi gia tri bim bandau theo cong thc:

TAI LI EU THAM KH AO

[1]. NGUYEN BINH, Giao trinh Mit ma e, Hoc vién
1 &1 Cong ngl Buu chinh VEn théng, 2004.
Gy = z5 ) dn(MDyMD)
=

[2]. JEAN-YVES CHOUINARD, ELG 5373 Secure
Communi-cations and Data EncryptiorSchool of

Thuc hign lap lai \/’di 10 bin tin dugc @o ngiu Information Technology and Engineering, University
nhién khac nhau ta c&tkqua nhr Bang 5. of Ottawa, April 2002.

thaydéi khda K va thaﬁéi ban tin rd polynomials and algorithms for defining order of

—— polynomial over polynomial ring VICA-5, Hanoi,
Ban tin thr ¢ 1 2 3 4 5 Vietnam, 2002.
G e, 63,27 | 63,67| 64,23 64,67 64,50 L . ] .

— [4]. NGUYEN BINH, LE BPINH THICH, Cac ma cyclic &
Ban tin thi i 6 ’ 8 9 10 thong xay a&ng tr cAc ma cyclic ec bj trén vanhda
 J— 62,30 | 63,87| 6537 64,33 6397 thirc. REV'98, Ha Ni, Viét Nam, 1998.

Khoang cach Hamming trung binh tidiroc la: [51. HO QUANG BUU, TRAN PUC S, Constructing

10 Interleaved M-sequences over Polynomial Rings with
1 Two Cyclotomic CosetsTap chi Khoa hc va Céng
'dH" k) = —Z dH.‘ 3 64,02 . A
S 104 EL nghé Quéan g, 2011.

Qua céac & qua khao sat khang cach Hamming Nhan bai ngay: 14/12/2011
& trén ta thy tinh khiéch tan @a cac ham im dé
Xuit & kha t. SO LUQC VE TAC GI A

Dé tang hiéu qua ham lm ta c6 th sr dung cac
so d6 ham m kép i cach xay dng trong tr nhu
da trinh bayo trén.

HO QUANG BUU

Sinh rim 1972 &i Huyén Vu
Ban Tinh Nambinh.

IV.KET LUAN . . .
: Tot nghiép dai hoc nam 1995

tai Pai hoc Bach Khoaba
Ning, thac § nim 2007 #i Hoc

Bing viéc sr dung ciu trac nhdm nhan vép
nhan cyclic trén vankda thic dé tao khéa, ta c6 th
xay drng mdt mat ma khoi trén @ so mang hoan v vién Cébng ngh BCVT.

Feistel Wi mot sb uu diém sau: (1) \c :u’nh toan kha Céng tcdi S Théng tin Trugn
don gian, cac khoatuoc tao tir céf: @ap $ nhan cyclic théng tnh Quing Nam & nim 2005.

va chang cé ththuc hién duoc bing thiit toan nhan
va binh plrong; (2) $ luong khéa timiugc rit nhicu

dap ung yéu au ngay cang caoua ¢ thong; (3)

mach dién ma hda va gi ma khadon gian dugc thuc  Email: hoquangbuu@gmail.com
hién bai cac thanh ghith va & cong modul 2.

Linh wc nghién @u hién nay: Ly thugt ma hoa,
mat ma.
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NGO PUC THIEN TRANDPUC SU
Sinh rim 1974 i bién Bién. Sinh rim 1965 4i Nhan THing-GiaBinh-Bic Ninh.

Tt nghigp dai hoc nim 1997 Tét nghiép Pai hoc Bach KhoaHa Noi nam 1988 va
tai Pai hoc Bach Khoa Ha bao vé luan an Tén sy ky thuat nam 2004 i Vién
Noi, Thac § nim 2003 va Bo Dién tir— Tinhoc — Tu donghoa.

1 vé luan an Tén 57 ky thuat nam
' 2010 ti Hoc vién Cbéng ngh ) )
BCVT. Linh wrc nghén aru: Ly thuyet thong tin, ly thugt
ma hoéa, rit ma.

Hién la Giang vién —Hoc vién Ky thuat Mat ma.

Cong tac 4i Hoc vién Coéng ngh Buu chinh Vén
théng tr nam 1997. Email: su_attt@yahoo.com

Linh wrc nghién éu: Ly thuyét théng tin, ly thugt ma
hoa va nit ma.

Email: thienptit@yahoo.com
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