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Toi wu khong gian trang thai cia thuat toan Aho-
Corasick sr dung k¥ thuat nén dong va lang chi so

Optimizing State Space of Aho-Corasick Algorithm usig Compressed State
Storage and Index Table Techniques

Lé Pic Nhueong, Lé Piang Nguyén va Lé Tong Vinh

Abstract: The pattern matching algorithms aretrén Hu t6 va so kigp thra ) dua vao thi gian va
important roles in most applications of informatiornbd nhé.
technology. For example, Network Intrusion Detettio  Ngay nay, vic so kiep miu tré nén kho kiin hon
System looks for evidence of malicious behavioedasnhidy do s gia ting W s lugng cac ru. Ching han,
on matching packet contents with known patterngong an ninh nng $ dot tin cong, hinh thc tn
Therefore, the study of the pattern-matching akjoni  cng, cac lai virus, spam, trojan... khéng thing
is a hot topic many researchers are interestedhls nphanh ¢ s luong ma @ sr da cing dia no6. Vi iy,
paper, we propose a new method to optimize the stgfsc thu thip diy di cac niu lam cho kich théc tip
storage of the pattern matching algorithms, Ahomiy ngay canging nhanh. Do ay viéc i uu b nhy
Corasick by using compressed row and index tabjgyc thi aia cac that toan so khp miu dang At duoc

techniques. The experimental results that comgdee tguan tam bi 1& n6 quyt dinh Hc d6 va hiu ning dia
efficacy performed between the original Aho-Corasigng théng.

algorithm and the improved algorithm installed in
Snort showed that our method achieved better iesult

Keywords: Pattern Matching; Aho-Corasick;
Compressed Row Storage; Index table.

D4 cO At nhicu phrong phapduoc dé xuat trong
viéc quan ly bd nhd va truy @p bd nhd théng qua cac
bang ct phap nin cia Johnson [4], nénohdung king
dung fip da vect cia Yao [5], Yacc va Lexa cii tién
cach tim kém dya trén cac lu thic chinh qui. Cac
pheong phép 8 dung king kim, cay, anh x dia ch
dugc trinh bay bi cac tac gi trong [6-7]. Mars
A.Nortoon va cacéng sr da dé xuit phuong phéap tim
kiém da miu trong [8-9]. Branimir Z. Lambov [10}4

l. PAT VAN PE

Bai toan so kbp mau dugc md & nhr sau: Cho
mot bang chr cai'S, mot mau P (P[1..m]) do daim va
mot chubi ky tu T (T[1..n]) d6 dain (trongd6 m<<n).

Bai toandit ra 1a én tim cac v tri xuat hién caa P
trong T hoic P c6 khop v6i mot chubi con aia T hay

trinh bay plrong phapdiéu khién khéng giandu trir
trang thai & dung dinh caing dong thay th (Row-

khéng? Trong [2], Christian Charras va Therry '—elcrODispIaced Format Tét ca cac plrong phap trémugc

da gioi thiéu hon 35 thdt toan so khp khac nhau.
Céc that toan so khp déu sr dung @ ché cira 9
truot dé so sanh céac kyptcia miu trong @a  Véi
cac ky tr trong \in ban. Ung ding aia thifit toan so
khop mau trong an ninh mng dugc cac tac gi trong
[3] phan tich vatanh gia theo hai tiéu chib suong
mau (so kibp don miu, so klbp da miu), o so thiét
ké thuat toan (so khip dra trén tén 15, so kiép dra

dua radéu nhim muc dich ©i thiéu héa céach tirc biéu
dién bd nhs trong cac bng tra tang thai so ¥i cach
thirc biéu dién diy du dua trén ma #n.

Trong bai béo nay, chiang toB diép cn theo
huéng mbi dé t6i wu khong gian & nho biéu dién
trang thai @a thuit todn Aho-Corasick (AC)img ki
thuat nén dong va dng ch sb. Cac Kt qua thyc
nghiém so sénh Bu qua thuc thi gira thuit toan AC

-23 -



Ca4c cong trinh nghiénu, phat trén vaing cung CNTT-TT

gdc va thiat toan @i tién caidat trén K¢ théng phat
hién xam nlip mang Snort [9]d& cH ra phrong phap
cia chingdat hiéu qua cao tlon. PHin con hi cua bai
bao § dugc t chic nhr sau: Mic Il trinh bay céch
biéu dién khong gian tng thai @a thuit toan AC va
cac @i tién bing ky thuit nén dong va dng cH 5.

Céac Kt qua thuc nghém, phan tich vatanh gia 8

dugc trinh bay trong mc 11l. Cubi cung 1a Kt luan va
huéng phét trén.

ll. TOl UU KHONG GIAN TR ANG THAI C UA
AC BANG KY THUAT NEN DONG VA BANG
CHi SO

Thuat toan AC [11] 1a &i tién cia KMP [2] dra
trén tép can tién t6 tir tap don miu cho fp da miu ar
dung mé hinh 6tématdi su két hop aia 3 hamGoto,
Failure va Output AC c6 ti sr dung DFA
(Deterministic Finite Automajehay NFA (Non-DFA).
Khai bao 6tdmat trong Snadirgc mé & bang #p (S,
Q, I, T, B véi Sla bang chr cai, Q la tap hiru han
trang thai,| 1a trang thai kit dau, T 1a tip cAc tang thai
két thac, F 1a ham dch chugn. Viéc dich chugn
trang thai tr trang thai hén tai sang tang thai ndi phu
thuoc vao ky tr dau vao, ching ta hoan toan cé th
xay drng DFA tir NFA.

1.1 Biéu dién khong gian kru trir va t6i wu hda
bang ky thuat nén dong

M6 hinh NFA @ia AC biu dién tip mau P={hers,
she, his, heduoc cho trong Hinh 1.

R& rang, khidp mau lon v6i nhiéu méu thi $ trang
thai € ting lén At nhanh. Thém i, ching ta thy
trong ma tin trang thai @a NFA c6 t nhiéu thanh
phan c6 gia ti 0. Do \ay, y twong chinh éa chang toi
|& ar dung cac K thuit nén dong CSR: Compressed
Row Storage[10] d& giam bot khéng gian wu trir.
Vi tap mau P & trén, khong gian #ng thai éa AC
sau khi & dung k§ thuat CSR dugc trinh bay trong
Hinh 2.
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'
OLYO IOt 4
Loroo
a) Ham Goto
i 1/2 3| 4| 5] 6] 7] 8 9
f(i) 0|0|O0| 7] 0] 7] 0 1] 2
(b) Ham Failure
i 2 9 6 4
Output(i) he she, he his hers
(c) Ham Output
Trang Piu vao
thai e h i r S
0 0O|1]0]|]0]|7
1 2 0O[5]0]0
2 0 0[0| 3]0
3 0O[0|0]O0] 4
5 0|0|0|0]|6
7 0|8|]0(0]|O0
8 9/0]0|0]O0

(d) Ma trgn chuyn cho ham Goto
Hinh 1. Khéng gian tang thai a AC Wi tap mau P

Gati |1]7] 2] 5] 3] 4 6] g ¢
Cot 25| 1] 3] 4] 5] 5 2 1
Dong | 1| 1| 2| 2] 3] 4] 5] 6 17

Hinh 2. Nén ma tin chuyn ham Goto & CSR

Khéng gian ku trir ham failure Bng vect mot
chiéu trong Hinh 1b @ing c6 $ thanh phn king 0 At
lon. Bé t6i uu khodng giantu trit, chang t6i & dung
ky thuat bang ch s luu lai cac dong thra king con tb
vi tri c6 gia ti khac 0 nixr Hinh 3 i phan tr du tién
la & lwong cac mc, tiép theo in luot 1a ch s va gia
tri cAc muc twrong tng.

Gia tri 717]1] 2
Chi s 416/8]9
(@) Nén ham Failure dungdmg ch s 2 chidu
(8[al7[6] 7] 8 1] 9 34
(b) Nén ham Failure dungdmg ch' 6 1 chiéu

S6 lwpng muc | 8

Chi s bitdau | 4

Gi4 tri 7]lo]l7][o0] 1] 2

Ddi luu triz 8l4]7[0] 7] o] 1] 2

(c) Nén ham Failure dungdmg ch s luu triz

Hinh 3. Nén ham failure &a AC dung Bng cH sb
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Ching ta hoan toan coéthp dung cach tru trix
nay cho ni dong trong ma @in dé t6i vu khong gian
trang thai, ching ta Bu dién bing dch chugn hing
danh séch cac comtvect trang thai.

1.2 Cai ti én giai doan tién xir ly ciia AC

Do DFA yéu éu xacdinh duy nlit trang thai tép

theo naarng wi mdi ky tu vao nén cho Bu qua thyc

thi tot hon nén trong Snort chang téi khai bao ahu

toan AC & dung DFA. M6 & ciu trac dr liéu danh
sach lién k&t cia DFA nhr sau:

struct  DOFA{
struct State *NextState[256];
struct State *Failurelist;
struct Matched *Matchiist; }

Véi mdi trang thai ching ta c@p cac con & tro
dén trang thai tép theo fNextState ) voi sb lugng
con t t6i da la 256tng Wi tap ky tr vao 256 ky i
trong king ma. Bp cac tang thai bi dugc md & bing
danh sach condrailure va #ip cac tang thai Kt
thicduoc mé & bing danh sach condticac niu duoc
khop *Matchlist. Nhu vay véi moi trang thai éa
DFA c6 tté chra 256 tang thai tép theotng Wi ky
tu vao.

Thuét toan 1. Xay dmng ma tein chuyn trang théai
dia trén DFAZNg Wi tdp miu P s dung aiu tric
bang chi s6 Ky te.
INPUT:T apmauPconm &u.
OUTPUT:Bangchuy éntr angthdic
titc acacm AutongP.
DFA df aBui |l d(Patterns H], int n){
DFA dfa=new DFA();
Stingw;
State *state, *NextState;
IIC Zpphatr  angthdim &
state = dfa.newState();
Imhi &l aptr angthédiban
dfasetStartState(state);
for (inti=0;i<n; H+Y
w=P[; X
state = dfa.getStartState();
for (intj =0; j <w.length(); H+){
NextState =  dfagetTransiion(*state,
w()

taDFAch 4pnh an

dau

alyt  ungmauP[
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if (NextState.isValid(){

fllo aib acactr  angthéo

*NextState = dfa.newState();

IIC &pphéattr  angthdim &

I Thém lién k &tchuy éntr ang thdi cac
natv dkyt  wvaow()

dfa.addTransition(*state,w(),*NextState)

3
*state =*NextState; }
dfa.addMatchiiststate);}
retum dfa;}
Trong  dé, cac ham addMatchlist
addTransition c6 nhém wu thém cac tng thai ndi

vao danh sacNextState vaMatchlist
dang xéw(j ) cua mau P i ].
Thuat toan 2. Xay deng hing ch’ s6 con tw failure
ung Wi DFA
INPUT:DFA ungv dit
thu attoan 1.
OUTPUT: Danh sach céc tr
trong *failure.
Voi d Fai | ur eBui | d( DFA df a){
*dfaFailurelist = new Faiure();
Queue g=new Queue);
State state, nextState, s; char ch;
qadd(dfagetStartState();
*tfa Faiurelst setFaiure(cfagetStartState(), nu )}
whie (! gisEmpty(){
State =qgremove();
for (inti=0;i< 256, +H){
ch="dfaNextstate();
nextState=dfa.getTranstion(state, ch);
if (nextStateisVald()f
s=*dfa FaiureistgetFaiure(state);
whie((sl=nul)&&!dfa.getTransiion(s,ch).i
sVaid0)
s=*dfa FaiureistgetFaiure(s)}
if(s!=nul)
{dfaFailrelist setFaiure(nextState,
diagefTransiion(s,c))}
else
{dfaFailrelist setFaiure(nextState,
diagetStartStat=()}
if
(fgetFaiure(nextState) sMatchist)){
dfaaddMatchistnextState)}
gadd(nextState) i}

ung wi ky tu

apmauP duccxdyd wungtrong

Sl wt

ang thai |
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Khéng gian tru trir caa thuit toan AC @c cho &p
mau P dugc minh tva trong hinh 4adi sé lwong cac
phan tir duoc leu tri trong mdi trang thai Bing wi do
dai cac ky i trong goi tin @n kiém soat va pi thusc
vao $ trang thai. Chinhiiéu nay din dén kich thréc
khéng gianiu trir trong thidt toan AC @c rat 16n khi
kich thrdc tap mau va kich thrge gai tin &ing.

[Rytuvao T Je[ Jr[i]. . [rls]..1]

Bing | Prr o L[ Trangthaio o Jo] . JiJo] .. Jo[7][..]
chiso | Pl > Framgmaiz [0 2] J1][5] .. Jolo]. ]
trang
théi :
o [Trang thais [0 [9] - Jo0l0 ] Jolo] ]

Ptr 8

Pro [ Tangrmaio Jo Jo[. . JoJo]. . JoJo]..]

a) Khong gianiu triz cia thuit toan AC gc

Ptr(e)0

Bang | Po(w

chi sé

ky ty

Ptr() i 1{5

r
[0]7]3]4]5]¢]

Ptr(r)

Ptr(s)

Ih I

khac

b) Khéng giandu triz ciia thuit toan AC khidi wu

Hinh 4- Khéng gian tang thai aa AC trdc va saudi
uu

Véi giai phap 6i vu cachbiéu dién khéng gian
trang thai trong mc 1.1, chang taia loai bo duoc cac
trang thai bng trong khong giantl trit khi thec hién
céc thidt toan 1 va 2. Thay vi phithuoc vaodo dai goi
tin, bay giv khdng gianiu trir thuc thi cH pha thuoe
vao $ luong cac ky & khac nhau xit hién trong fp
mau do dé doc lap hoan toan & kich thusc goi tin
duoc kiém soat khi tixc thi (xem trong hinh 4b)

11.3 Cai ti én giai doan tim kiém caa thuat toan AC

Trong thiit toan AC gc, qua trinh tim Km miu
dugc thrc hién bing cach & dung bing ch s trang
thai. Viéc xacdinh cac tang thai tép theo ph thusc
vao tang thai hén thoi va ky tr vao trong Bng trang
thai. Sauday |a thit toan tim kém cii tién dra trén

dmV-1, $ 9 (29), thang 6/2013

bang ch s5 ky tu, trang thai tép theodugc xacdinh
bang hing cH s cac ky tr.

Thuét toan 3. Tim kiém miu trén hing ch s ky
INPUT: T apmauPconm anki émsodt
M.
OUTPUT: Danh sach c&c m  4u trong P xu
frongn aidunggditinM
Results Search(Patterns P, Message M{
DFA dfa=dfaBuid(P, ),
FailreBuid(DFA dfa)
State state, nextState; char ch;
Resultsr=new Resuts();
state = dfa.getStartState();
whie ( M.eof(){

ch=MgetChar(;

nextState = dfa.getTransiion(state,ch);

if (NextState jsVald(){

nextState =
*dfa Failrelstgetralure(state);
whie((nextStatel=nul)&&
|

dfagefTransiion(nextState,ch)isVald()

au. Gaitinc

& hi én

{rextState="dfa.FailurelistgetFaiure(nextState);}

if (nextState ! = null) {
nextState = diagefTransiion(sch)}
eise{
nextState = dfa.getStartState();}
}
if (nextState. isMatchist()) {

r.add(M.getPosition(), ‘dfaMatchlist)}
state = *dfa Next S at e[ stat e. get Char] ; }
reumr,  }

[I.4 Panh giado phic tap caa thuat toan

DPanh gia that toan 1 khi xay dng ma tén chuyn
trang thai dra trén DFAGNg Wi tap mau P s dung
Cau trac king ch s ky ty ta c6do phic tap tinh toan
la O()=n*k. Trongdd: n 1a & lugng miu conk la do
dai I6n nhit cua cac ru trong fip mau P. Nhung do
d6 dai cac rhu nay ét nho so Wi s luong nu trong
tap mau P, tc la k<<n nén ta co t& coi k nhue mot
hing $. Vay d¢ phic tap cia thijt toan 1 1a Qf)=n
va doc lap vi kich thréc chibi vao nén chodc do
thuc thi $t v6i tap nhidu mau.

b6 phirc tap tinh todn ga thiuit toan 2 khi xay
dung bing cH sb con t® failure tng Wi DFA cia
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thuat toan 1 sinh ra la @) = 256*(0 trang thai aia
DFA) thay vi |& Of)=m*(s5 trang thai aia DFA) cia
thuat toan AC @c. O day m la d6 dai aa chdi dix
liéu vao throng m1a rat Ion. Bo phic tap tinh toan ga
thuat toan 3 khi tim Kim mau trén ng ch sb ky ty
O(n) = 256*(s5 trang thai aia DFA) thay vi lam*(sé
trang thai aia DFA) cua thuit toan AC gc.

Nhu viy, quadanh gia trén cé thnhan thiy thuit
toan ma chang taié xuit cho $ lwong khéng gian
trang thai @ia DFA nt hon so i thuat toan AC dc.

lll. TH UC NGHIEM VA DPANH GIA

bé¢ danh gia hju qua vé khdng gian B nhs thuc
thi, ching t6ida khai bao va caiat ther nghigm trén
hé thong Snort 2.4.2 & thuat todn AC gc, thifit todn
AC-OPT [8], thdit toan AC & dung ding dinh cang
dong thay th (AC-RDF) [10], va that toan AC sau
khi ¢ nén khong gianrl trir cac tang thai. $ luong
mau thyc nghém la Bn heot tir 10 dén 1000 rAu,
chiéu dai cac riu tir 8 dén 30 ky tr trén king chir cai
|[9=256.

Két qua danh gia khong giandbnhd cua thuat toan
AC chuin so i cac thit todn AC di tién da co va
thuat toan ma ching taté xuat sir dung ky thuat nén
khéng giantku trix tir bang ch sb trang thai sang 4ng

chi sb ky tw dwgc cho trong Hinh 5.

10 300 1000
$6 lwong mau

Hinh 5- So sanh khoéng giardmhg caa thiit toan AC
vé6i cac cach fip ain luu trit trang thai khac nhau.

9000

8000

7000 +

= AC ding bang chi s6 ky twva nén dai luu triy
#AC-OPT
1 AC-RDF

nhe (Kb)

H

Kich thwec khang gian b
g B
g =

g

H

Két qua théng ké thrc nghém so sanh that toan
cai tién cia ching téi i thuat toan AC @c trén cac
tap luat chuin cia Snort 2.4.2tugc cho trong Bng 1

dmV-1, $ 9 (29), thang 6/2013

Vv6i 2 tiéu chi 1a & 1an chuyn trang théai va éng
trang thai.

Qua thrc nghém ta & nhan thiy s5 luong céc
trang thai duoc giam di phu thwc rit nhidu vao $
lwong mau va $ luong céc ky ¢. Khi sb lvong miu
cang bn va tng $ ky tw cang nhiu thi hiu qua toi
uu cang on.

IV. KET LUAN

Trong bai bao nay, ching t8a phan tich k thuat
néndé ti uu khong gian tmg thai cac thit toan so
khép chwbi AC diing king ch s thay cho Bng ch s5
trang thai va tir nghiém trén & thong phat hin xam
nhap mang Snort 2.4.2. Cacék qua thyc nghém cho
thdy thuat toan ma ching taté xuit cho Kt qua bang
va 1t hon thuit toan AC @c va nt sd thuat toan AC
da dugc cii tién AC-OPT [8] va AC-RDF [10]. \dc
hiéu rd cu trac béu dién khéng gian tmg thai ca
thuat toan § gilp ching ta xayyhg cac B théng an
ninh mang dat hiéu qua cao trong thc &€ dap tng
dugc ar phéat trén nhanh vada cing aia cac riu
virus.

Cac hrong tiép cin moi hién naydugc trinh bay
trong [12-20]. Sau khiéi vu cac that toan ngoi ta
con chugn cac that toan thanh shg kién trac B nho
duoc thiét ké sin cho phép tirc thi qué trinh so kip
mot cach nhanh rit sir dung thém éu trdc king bim
da hya chon. Khi két hop sr dung nhéu ham Bm <
lam ting kha nang tim kém va tc do so sanh gia éip
mau v6i ndi dung goi tin &n kiém soét. Véc xay drng
moé hinh &nh x dia ch bd nhd trong king kim dea
trén cac thong tin tomit dwoc tich hyp trén thét bj
phan arng hay tép cin song song héa céc #iutoan
ciing 1a nhing hréng diy hea hen vaday la hréng
tiép can nghién &u cia ching téi tronguong lai.

LOI CAM ON

Bai b4o nayduoc thuc hién do st hd tro mot phan
kinh phi tr dé tai QG.12.21Pai hoc Quic gia Ha Ni.
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