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Abstract: Besides RSA algorithms are widely usedié giam thoi gian tinh toan, phong tranh cémtcéng

elliptic curve cryptography (ECC) has been currgntlvé phia kénh, do tim khoa ma ECC. Trong [3], Yan

studied and just applied in security with outstangdi

Hu, Yan-yan Cui va Tong Ld& trinh bay thét toan

advantages of shorter key length. To enhance thbon diém o s5 G dé &p ding cho duong cong
safety in using ECC, a list of domain parameters ha&lliptic. Bén @nh d6, viéc ar dung cang khong k can

been applied for minimizing attack possibilities this
paper, we

(NAF) va phrong phap ¢a 9 truot dé cai tién toc do

introduce algorithm creating domaircaa phép nhan trong EC@a dugc trinh bay i cac

parameters and elliptic curves that meet securitthc gi Shouzhi Xu, Chengxia Li, Fengjie Li va

requirements,

preventing scan-based attacks @huibao Zhang[4]. \&c cii tién, don gian hod céac

elliptic curve cryptography for application in DNSthuit toan ho khod, traodéi khod, ma hoa, gi ma

system'’s security.
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l. GIOI THI EU

Sau khi Neal Koblitz va Victor Milledua ra nliing
céng B vé hé mat dwa trén duong cong Elliptic
(Elliptic Curve Cryptography ECC) vao im1985,
ECC déa dugc cac nha khoadt quan tdm nghiénac
va hroc dau trién khaitng ding thrc t, dic biét 1a
trén céac tht bi di dong. V6i cung mdt mic do6 bao
mat nhu nhau so ¥i RSA nhrng ECC yéu &u do dai
khéa ngn hon nhiéu [1]. Ngoai cac & thong didong,
viéc nghién éu my rong ttng duing ECC trong cacéh
thong khac va trong ¥t xay drng cac roc d6 chir ky
sb ciing dang duoc tién hanh song song. Mim dap
rng cac nhu &u mo rong ung cuing ECC néu trén,
hang lat cac nghién ¢u, ci tién & mat dya trén
duong cong Ellipticd duoc trién khai trong thi gian
vua qua.

Trong [2,14], cac tac gida trinh bay nling ci
tién thuit toan & phép ngith dao va nhan vé hong

Elliptic Curve Cryptography, ECC,

trén ECC @ng da duoc d& cap trong [5]dé lam giam
s6 bugc tinh toan, ang e do ky xac thrc, ma hoa,
giai ma ma vin daping cac yéu au vé mirc bao mit.

Tuy nhién, ngoai cacék qua nghién &u da néuo
trén, dé lam ting kha nang bio mat caa ECC thi Bn
than véc chpn dugc mdt dudng cong bt voi mién cac
tham $ phu hp da dam bao loai trir duoc phan 16n
nhitng nguy © bi tin céng c6 th xay ra. Va thrc &,
budc diu tién trong véc tng ding K& mat dya trén
duong cong Elliptic cho @i hé théng bao gb ciing la
viéc hai bén @i, nhan phii théng nHit dwoc duong
cong Elliptic § sir dung, c6 ngka 1a én phai xac dinh
cac tham & phu lyp aia duong cong, sadé moi dén
tao duong cong Ellipticdat mic bao mat xacdinh.

C6 hai lai mién tham § khac nhau, @t loai gin
véi duong cong Koblitz, con kg kia chon c6 tte kiém
tra ngiu nhién. Trong [7], cac tac giiing da dua ra
mot sd khuyén ngh vé Iya chon cac tham & cu thé
cho duong cong Koblitz. Theo cac cong leia Vién
Tiéu chun quc gia Hoa K [9], mién tham $é cia
duong cong Elliptic c6 th kiém tradwoc voi cacdic
diém vé kha ning tr bao vé, cac tham & co th chon
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theo ANSIX962. IEEE iing da dua ra lan nhép tiéu o)
chuin |IEEE1363 & mién tham $ Elliptic sir dung X, =(MJ X%
trong Internet[8]. \# co ban, cac cachua chon mién %X
tham $ choduong cong Elliptic hgn tai dangdugc ap Y, =V
P x a 2 . —| Y2 1 _ _

dung theo plrong phap dp ndiu nhién vadém Ys —(fj(xl %)~ %
diém trénduong cong trong tng chodén khi timduoc %A
cac tham & thich hop [7,8]. 4. Nhandoi diem:

Bai bao nay ching téiua ra thit toan clon mién  Gia st P= (x, y1) 0 E(k), ¢ day P# -P thi
tham $ duong cong Elliptic va xay ehg duong cong 2p= (%, V), VOi:
Elliptic trén tardng $ nguyén & hiru han, khic phuc

2 2
viéc dém & trén ma ¥n dam hio mic bio mat da cho X, = (3)9 * aJ - 2%,
dong thyi han cké duoc cac nguy ¢ bi tin congda 2y,
duoc I‘iét ké, 4p dng vao véc bao mat trong qua trinh 3)(12 +a
traoddi dit liéu tén mén (zone transfer) §a may ch Y3 :[ 2y j(xl_ %)~ Y

tén mén DNS chinh (Primary DNS) va cac mayich

DNS phy (secondary DNS) trongghihéng DNS. 1.2. buong cong Elliptic trong trwong nhi phan
Cac i dung tép theo éa bai b&o: Pin 2 ching E(F2")

toi trinh bay phat B bai toan vaté xudt thuit toan Puong cong Elliptic trong trong nh phandugc bieu

cai tién chon mién tham é choduong cong Ellitic va  dién dudi dang:

tao duong cong Elliptic trén trong $ nguyén 6. yV+xy=xX+adt+b (2)

Phin 3 trinh bay kt qui thec nghém ap ding Cac  {rongs:

thuat todn @i tién da dé xuat vao qua trinh ma ho4,

giai ma trén céc file @ lisu t&n mén trén may ch )

DNS dip quéc gia “vn”. Cibi cling, plin 4 1a mpt 5 2- Neu  P= (x, )0 E(R") thi (x, y)+(x, x+y)=co.

1.Dong nhit: P +o0 =o0 + P = P %i OP 0 E(R,")

Két luan. Diém (x, x+y) ky héu l1a —P va gi la diém am aa P.
IIl. PHAT BI EU BAI TOAN 3. Gyngdiém:
1. Pwong cong Elliptic Gia sr P=(x, y1) 0 E(R")
1.1. Pwong cong Elliptic (E) trong trwang nguyén va Q= (% y)UE(R"),
té hiru han & day Pz + Q thi P + Q = (x ys) Voi:
buong conngIIiptic trong trong nguyén é hiru han Xe= N2 +A+X + X +a
E(F,) duoc biéu dién duéi dang:
(Fo) dur o Ya= A(X1 + Xg) + X + Y1
y=xX+ax+b 1)
.. Nty
trongdo: A==—==
. . _ X+ X%
1.Pdng nhit: P +o = o0 + P = P ¢i OP 0 E(K) o
2. Néu P= (x, y)0 ECK) thi (x, ) + (x, ) 4. Nhéandoi diem:
. Neu P= (x, (X, Y)+ (X, -y)=e
b V)= =9 TG Y T Y Gia st P= (x, y) 0 E(R™, & day P# -P thi: 2P=
biém (x, -y) ky héu la -P @i la diém am @a P.
” (X3, ¥3), VOI:
3. Gngdiem:
3 5 =A%+ A+a= X+ b
Néu P= (x, y2) 0 E(k) va Q= (%, y2) 0 E(K), %= =X

o day P£+Qthi P+ Q = (¥ ys) Voi:
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V3= X HAX+ X
=Xt
%,

1.3. Mién tham sb ciia dwong cong Elliptic
Mién tham 6 cua dudng cong Elliptic [6]duoc xac
dinh boi:
D=(q, FR, S, a,b, P, n, h) 3)
V 6i:
e latic aia tnrong.
« FR: béu dién tredng maduong cong Eluoc
xacdinh tréndo.
« S:tham & phu hyp v6i thuat toan clon ngiu
nhiénduong cong E.
« a, b la cac & 5 cua phrong trinh duong
cong (1).
* P =0% yp) OE(R) trong bad Affine.
P con gi la diém oo .

n la bic cia P
« h: ke sdh=#E(F,)/n

Trong plam vi caa bai bdo, ching tégdap trung
vao xétduong cong Elliptic trong trong $ nguyén
t6. Theodd, cac tham & moé & duong cong Eduoc
xac dinh trén toong hiu han K, véi diém o ¥ PO
E(F,) va tic aia no la n.

2. Phrong phap chpn dwong cong Elliptic ngiu
nhién - Neal Koblitz [15]

D¢ xacdinh dugc duong cong Elliptic & dung lam
ma ko mit, Neal Koblitzda dva ra thiét toan lra
chon duong cong phu &p véi phuong trinh duong
congda néud trén. Theo Neal Koblitz, ¥t chon ndiu
nhiénduong cong Elliptic trén trong K, (véi q lon)
duoc thyc hién nhr sau:

1. Chon ngiu nhién 3 phn tir tr Fy 12 x, y, a.

2. Tinhb =¥ - (¢ + ax).

3. Kiém tra 48 + 279 # 0 & dam bao phrong
trinh X + ax + b = 0 khdng c6 nghm kép.

dmV-1, $ 9 (29), thang 6/2013

4. Néu diéu kien trén khéng thd man thi quay
lai buéc 1.

5. Con hi, dat P = (x,y) vaduong cong y=

x* + ax + b laduong cong én chon.

3. Yéu du chen cac tham $ cho dwong cong
Elliptic

Mic du phlrong phap chn ngiu nhién néus trén
dam biao la clon dugc mot duong cong Elliptic va &
dung chinh tinh ngu nhién 1a Mt yéu t bao mit. Tuy
nhién \6i cac yéu éu cao lon, ta § phai chon céc
tham $ sao cho ECDLP (Elliptic Curve Discrete

Logarithm Problem) 4n ché duoc cac én cong thong

thuong da biét [10]. Cac tham &bao @m mdt nhém

céc thrc thé, trir mot SO truong hop dic bist méi nguoi
dung c6 th xacdinh riéng. Theo [10] thi cAc yédLwc
dé han ché nhitng tin congda duoc liét ké nhr sau:

« Dé trdnh dng tin cdng Pohlig- Hellman vair
céng Pollard’s rhodbi vsi ECDLP dn chon
#E(F,) c0 tré chia Fét dugc cho nét sb nguyén é
n da Ion, %i thiéu ding thva man n >2'° Vi
truong F, ¢ dinh, & han ché d¢én mic cao nit
cac tin cong Pohlig- Hellman va Pollard’s rho thi
phai chon E sao cho & #E(F,) chia tét cho mt
sd nguyén & lon, #E(F)) = hnvéi n la $ nguyén
t6 Ion vah la nho (h= 1, 2, 3 hac 4).

« D¢ tranh &n congddi véi cacduong cong K di
caa trong $ nguyén &, ngroi ta chon #E(F)#
q.

« Dé tranh fn céng @p Weil va Tate thi phi dam
bao ring n khéng chia Bt cho ¢-1 woi 1<k<c
trong d6 ¢ la mt sd du I6n sao cho DLP trong
F.c c6 thé coi 1a kho ghi; néu n> 2% thic= 20
la du.

«  Dé ching ki cac céc tin congddi vai mot sd
l6p duong congdic bigt thi nén chn ndiu nhién
E vai diéu kién #E(F,) co té chia Iét cho ndt s
nguyén & lon.

Mic du iy, cac yéu &u néu trén chméi la nhiing
khuyén cédo chi #t cho tham & cin chon lva, chra
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phai & thuat toan clon tham $ hay clon mién tham
s6 chodudng cong Elliptic.

Ngoai phrong phap chn duong cong Elliptic da
Neal Koblitz (nguyén én nim 1985 va phiéndm mai
nam 2008 theo tai éu [15]), rim 2003 cac tac gi
Yasuyuki Nogami, Yoshitaka Morikawadindé cap
dén viéc tao duong cong elliptic trén trong Fd"véi sd

dmV-1, $ 9 (29), thang 6/2013

4. Kiém tra n# g-1 (@ d¢am bao ring n khéng chia Bt
cho d -1 wi 1< k< 20 (tranh trong hyp dac biét khi
muc bio mat t=2, k=1 din dén n=N=g-1)).

Néu diéu kién khong tlba man thi quayal budc 1.

5. Kiém tra n# g. Néu khong thi quayal buéc 1.
6.bath — N/n.

mi bac cin [16], mim 2004 c6 thém cac tacagi /- Cfon diém bit ky P’ 0 E(R,) vadit P=h. P’, #ip lai
Mykola Karpynskyy, lhor Vasyltsov, lhor Yakymenkochoden khi P co.

va Andrij Honcharyk trinh bayévcach 4o tham $
cho duong cong Elliptic da tréndac trang Jacobi va
phép binh pliong [17], nhing chra c6 ndt phueong an
chon mién tham & cho duong cong K thira toan b
cac Kt qua nghién &u phrong thic chbng tn céng
thuong gip d& néud trén. Trong [5], chang taia dé
cap mot sb cai tién trong cac thit toan ho khoa, trao
dbi khoa, ma hod va #ji ma tréndudng cong Elliptic,
tuy nhién in chradé cap dén cac Ixéc lra clon mién
tham $, tao duong cong Elliptic ma hai bért ghong
nhat 4p ding cho céac thit toan ho khod, traoddi
khoa, ma hod va @i ma nay. Sautay chung toi trinh
bay cac thét toan @i tién chon mién tham é cho
duong cong Elliptic & dung lam m& bo mat, thoa
man cac yéuau chon tham 6 noi trén.

4. Thuat toan 1: Chon mién tham sb cho dwong
cong Elliptic

Piu vao: Bac aia trong g, FR i F,, mic bao mat L
théa mandong thyi 2 >4/q va 160<L<| logq|
(dé dam bao rang n>2%° 2'<q).

Pau ra: Mién tham 6 D=(q, FR, S, a, b, P, n, h)

1. Chon a, b0 F, (c6 tre kiém tra ngu nhién ing
cach & dung thuit toan 24 cip bén aéi).

2. Tinh

«  N=#E(F) = g+1-t; tla nic bao mat yéu du.

e Hoic N=#E(Fd"= q" +1-V,, trong Fd' Om=2;
trong d6 Vo=2, Vi= t, Vi=ViVim1- QVm2 dugc
xacdinh wi m=2.

3. Kiém tra N c6 th chia It cho $ nguyén é 16n n
khéng (\6i n > 2). Néu khong, quayai buéc 1.

8.buara(q,FR, S, a, b, P, n, h).

Tiép theo, ching tdidva ra thidt toan ho duong
cong E trén rong $ nguyén é.
5. Thuat toan 2: Tao dwong cong Elliptic trén
tr wong $ nguyén %
Piu vao: S5 nguyén é p > 3, ham bm H-1 bit.
Piura: S, a, b F, = xacdinhdudong cong E

y=x+ax+b

1.Ditt —[log,p|, s« |(t-1)/1, V< t-d

2. Chpn chibi bit bt ky S c6do dai g= 1 bit.
3. Tinh h= H(S) Vadit r, 1 chii bit dai v bit bing
céach fiy v bit tin cung bén pii cua h.
4.Pit Ry la day bit caiuge bing cachdy bit tan cung
bén trai tr ry d&én 0.
5. Pt z 14 $ nguyén ma lu dién nhi phan da né la
S.
6. Voi i tir 1dén s, thre hién:
a.bit S la biéu dién nhi phan bit g éa $ nguyén
(z+i)mod 2
b. Tinh R=H (s)
7.P3t R = RIIR,T1... (IR,
8. bt r 1a $ nguyén ma Bu dién nh phan @a no 1a
R.
9. Néu r= 0 hac réu 4r + 27= 0 (mod p) thi @ lai
budc 2.
10. Chyn a, b Fb kit ky, khéngdong thyi bang 0 sao
chor. 6 =& (mod p).
11.buvara (S, a, b).

=42 -



Ca4c cong trinh nghiénu, phat trén vaing cung CNTT-TT

Nhan xét: \Gi cac thit toAnda dé xuat, cach 4o
mién tham $, tao duong congdd néud tréndap ang
yéu du cac tham & duoc tao ra 1a ndu nhién,dam
bao tinh bi nat. So i cac plrong phapda co
[15,16,17] thi prong phap naytd dugc i tién bing
cachdua thém véc kiém tra, lai trir cac mén tham 8
c6 khi ning din dén & bi tin congddi véi hé mat dua
trén duong cong Elliptic va khic phic viéc phii dém
s6 diém trénduong cong nr ¢4 néu trong [7], [8]
bang cach chtinh not lan duy nfat tong $ diém trén
duong cong elliptic thdng qua cénguth da xacdinh
trugc. Bang cach km tra, lai trir nhitng mién tham
s6 khéng phu bp, chon ra cac thamdésthoa man yéu
cau chbng #n coéng nix d& néi ¢ muc 3, K& mat dua
trén duong cong Elliptic chn dugc khéng nirng han
ché dugc tn coéng @p Weil va Tate ma conah ché
dugc cac dng tn cong Pohlig- Hellman,ih céng
Pollard’s rho, 4n congddi véi mot sb 1op duong cong
dic bist va wi céac duong cong K di cua twong
nguyén é.

. K ET QUA THU'C NGHIEM

Trén @ s5 nhiing aii tién theo cac that toan 1 va
thuat toan 2da @& xuit, chang t6i & dung ngén ng
lap trinh Javalé caidat chrong trinh clon mién tham
6, tao duong cong Elliptic sauté 4p ding vao quéa
trinh tao khoa va ma hoa, 4ji ma da dugc dé cap
trong [5]. Chrong trinhdugc chay thir nghiém trén cac
dit liéu tén mén ".vn" lay truc tiép Vé tir hé thbng may
chi DSN quic gia (cac zone fileuu gitr nhitng hin
ghi tén mén ".vn"). Bong thyi, ching t6i éing caidat
thém thdt toan clin duong cong Elliptic theo
phuong phap ndu nhién @éa Neal Koblitz va tén
khai céc that toan to khoa, ma hod, gima trong [5]
trénduong cong chn dugc theo plrong phap nay trén
cung I di liéu tén mén da duoc dem ra thir nghiém
theo thit todn @i tién néu trén, so sanhdigian thrc
hién d& thudugc bing @ hai phrong phéap. Mc tiéu
cia thyc nghém nhim danh gia tinh ki thi vé thoi
gian xr ly thuc cia ghi phap ndi 14 c6 thé chip nhin
dugc hay khoéngié ap ding vao qué trinh traddi dix
liéu tén mén (zone transfer) ga may cli DNS chinh

dmV-1, $ 9 (29), thang 6/2013

(Primary DNS) va cac may ¢iDNS phu (secondary
DNS).

Chuong trinh dugc thyc hién trén may tinh
Intel(R) Core (TM) i5, 3.10 GHz, 3.2 GB RAM, ©h
hé diéu hanh Window 7.0, 32 bit.iliéu thi nghiém
trén 16 lai zone file tén nén thyc #, dugc liy vé tir
hé thong may cli DNS quc gia “.vn” Wi cac kich
thuéc khac nhaubd dai khoa ma tih nghiém cho @
hai phrong phapduoc chon 1a 224 bit. Kt qua chi tiét
dugc so sanh trong &g 1, theodd tong thdi gian
thuc hién bing phrong phéap & dung thiuit toan ECC
cai tién chénhgch lau fon khéngdang K so wi thuat
toan d@i. Po tré nay la cp nhin duoc khi ddi lai 1a
viéc dap ung duoc yéu @u ting mic do bao mat cho
hé mat dua trénduong cong Ellitic, cbng cac 4n
cbng do tim khoa.

D¢ danh gia, so sanhong thé véi cac ghi phap
biao mat hién c6 dang dugc &p ding trén & thong
DNS, chung t6i th nghém thém qua trinh ma hoa4,
giai mad king ma ko mit RSA trong céng ngh
DNSSEC hgn tai, d6 dai ma khda tih nghiém dugc
dat 1& 2048 bit chatam bao c6 cung rat mac bao mat
véi ECC-224 bit (ECC-224 va RSA-2048 c6 cungtm
muac do bao mat [6]). Két qua thoi gian ma héa, gi
ma king RSA-2048 thuluoc dugc dem so sanh di
tong thoi gian thrc hién ¢ qua trinh chn mién tham
sb cho dén tao duong cong, ma hod, &ji ma hking
thuat toan ECC i tién da thr nghiém & trén. Chi tét
néu trong Bng 1.

Téng hop két qua thuc nghém V@ thoi gian ma
hoé, gii ma king thuit toan ECC i tién (IMP-ECC-
224 bit) va ma hoa, &ji ma bing ECC-224 sau khi
chay chrong trinh trén ning zone file c6 k&n dong
kich thréc duoc ldy trén may ch DNS quc gia lién
tiép Vi tan suit 02 kn/ngay trong 30 ngay liénd
duogc thé hién chi tiét trén cac bu dd trong Hinh 1 va
Hinh 2. So sanh #i gian ma hoa, gi ma bhing ECC
cii tién (IMP- ECC-224 bit) va ing RSA-2048 bit
cung mirc 46 bao mat duoc thé hién trén cac kiu do
trong Hinh 3 va Hinh 4.
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Bang 1.Tong hyp $ ligu so sanhdng troi gian thrc hién ma hoa va gi ma cac zone file tén ien .VN hing
ECC-224 bit, ECC4i tién (IMP-ECC-224 bit) va ling RSA-2048 bit.

Kich thwéc Thoi gian ma hoa (ms) Thi gian giai ma (ms)
Zone File Z(ct’)nfefs")e ECC IMP-ECC | RSA- 2048 | ECC IMP-ECC | RSA-2048
y 224 bit 224 bit bit 224 bit 224 bit bit

.int.vn 2948 2 4 10 4 130
.vinhlong.vn 3521 3 5 20 159
.danang.vn 3 59§ 3 6 24 6 170
.health.vn 5 356 4 8 37 10 13 230
.ac.vn 9 867 7 10 40 13 17 420
.hanoi.vn 13 628 8 13 63 16 21 570
.biz.vn 26 280 9 15 70 17 26 1080
.pro.vn 30 263 10 16 70 19 30 1270
.info.vn 37 757 11 17 90 27 41 1570
.gov.vn 175 234 45 50 420 54 79 7 461
.org.vn 204 457 57 62 480 62 86 8 761
.net.vn 268 804 71 80 630 77 95 11 750
.name.vn 594 41§ 158 183 1 390 167 193 29 560
.edu.vn 605 695 160 204 1400 184 215 30 200
.com.vn 5423 158 1290 1 463 12 481 1 553 1603 1 035 543
vn.root 6 208 944 1483 1621 14 20( 1679 1726 1 446 35]

1800 2000

1600 /l 1800

. e

1400 ,’ - 1600 ’,—
E / o £ 1400 /
— 1200 vl = /
3 / e £ 1200 Ad
;: 1000 .l = //
£ // =@ 1000 s
£ 80 - 8 g0 A
) // —— IMP-ECC-224 = /4 ——IMP-ECC-224
5 600 //. ———-ECC(224) "_‘EJ 600 ’,' ———-ECC(224)
T aw 2 400 ',"

200 ./ 200 Zd

0 0
0 1000 2000 3000 4000 5000 6000 7000 0 1000 2000 3000 4000 5000 6000 7000
Kich thuérc zone file (KBs) Kich thuréc zone file (kBs)

Hinh 1. So s&nh i gian ma hod theo tiit toan ECc  HINh 2. So sanh @i giangiai ma theo thét toan ECC

cai tién (IMP-ECC224 bit) va theo cach on duong
cong @ia Neal-Koblitz (ECC224 bit) trén cac zor

file tén mén ".vn".
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9000 / = ~
T o0 / IV. KET LUAN
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6000 .. < . .. N 2 A
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2000
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