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M ot thuat toan giau tin trong anh cé bing mau

A New Data Hiding Algorithm in Palette Images
D5 Vin Tuan va Pham Vin At

Abstract: This paper proposes a new algorithm tajidu, tinh kk nhang va tinh & mat. Theodinh cang
embed data in palette image. In each image block aih, cac k thuit giau dugc chia thanh hai kb chinh.
original image, this algorithm can hide a bit bylLoai thir nhat, gdm cac K thuit gidu tin trénanh
modifying at most one pixel of block. New color dthdng c6 Bng mau [2,9,10]Anh khéng c6 ing mau
modified pixel resembles the color of its som#wong la nliinganh cé $ luong mau &n, di liéu anh
neighborhood pixels, so the image after hiding vemhinh la cac gia imau @adiém anh. Loi dung sr han
close to the original image. The experimental resulché caa he thong th giac khéng phéat B ra s thay
showed that the invisible of proposed algorithm i€i nho vé mau éc, cac that toan giu tin trén dng

better than algorithms Fridrich and Ez Stego.

anh nay @ dang c&dugc tinh che diu cao ling cach

Keywords: data hiding, steganography, securitythaydoi mot luong nto gid ti mau trong ving @ ligu

watermarking, Palette images

l. GIOI THI EU

Ngay nay, mng Internetddng vai trd quan tng
trong viéc traodoi dir li¢u giira nhirng ngroi dang.
Bén anh nhing thuin loi, vin d& bao mat théng tin
trén Internet luén |& img thach tirc ddi vési cac ép
guan ly va cac nha nghiénra. Truedc day, cac phong
phép ma hda ludn lardya cton dé bao mit thdng tin
va ¢4 mang 4i nhiing thanh céng rit dinh. Tuy
nhién, véc truyén tai cong khai cac 4n ma § tao ra
su chu vy, thach tic dbi voi cacddi thu, nhitng ngroi
mudn kham pha @ dung @ia bin ma nét cach tréi
phép. Gn day, bén enh cac phong phap rat ma
truyén thong, k§ thuat gidu tin git vai trd quan tsng
trong cac bai toanab mat théng tin, Ao vé ban
quyén, xac thrc di liéu.

Gidu tin 14 k§ thuat nhang thém thong tin vao cac

dir liéu da phrong tién. Théng tindugc nhang c6 th

la cac théngtiép bi mit can traoddi, hoic 1a cac thong

tin v& sain phim. Di liéu dungdé mang théng tin
nhiang throng 1a nhiing dang di liéu phd bién trén
Internet nhr: anh, a&m thanh, video. Theo [1]y khuat

giau tin éin c6 ndt s tinh chit co ban nhr: tinh che

anh. Laai tha 2, gom cac K thuat gidu tin trénanh co
bang mau [3]-[8].Ddi véi anh ¢ ing mau, @ liéu
anh la ch s mau @a diém anh. Hai ch sb gin nhau
c6 thé tham chéu i hai mau it khac nhau. Do 4y,
cac thdt toan giu tin trén dng anh nay gp phai
nhitng khé khin nhit dinh, boi vi chi can cé thaydoi
nho vé& chi s5 mau cé th s5 dan dén ar khac bét Ion
vé mau dc ciadiém anh trrée va sau khi thagtdi.

Véi anh c6 ing mau,dé nang cao tinh che i,
cac I thuat gidu tin throng tim cach thay thmot
mau c6 chsb chin bing mau gn nhit ¢ ch 5 1¢
hoac ngroc lai [3,4,7,8]. Dya trén y tong nay,
phuong phap Ez Stego [7EB xép lai cAc mau trong
bang mau theo wyng d6 sang. @ong d6 sang éa
mau ¢ Wi cac thanh pin R, G, B, duoc tinh theo
cong thirc:

I, = 0.299R, + 0.587G, + 0.144B,

Sau khi &p xép lai bang mau, cac mau @ig nhau
8 ¢c6 ci 5 mau d@n nhau. Tuy nhién, theo
Fridrich[3,4], hai mau khac nhaidv co thé cé arong
d6 sang Bng nhau, vi §y tac gi da sr dung khaing
cach Eucliddé danh gia s khac bt vé mauung wi
cac chsb mauiva jtheo cong fle:

d= /(R —R)?+ (B, - B)? + (G, — G,
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trongdo R, G, B; va R, G, B; la gia ti mautng Wi
céac chi sb i va j trong ing mau. Khi én thayddi mot
mau c6 chsd chin (hay &), Fridrich € duyét cac mau
co ch s 1¢ (hay chin) dé tim mau gn nhit (theo
khoang cach Euclid) & mau én thaydoi. Tuy nhién,
chién thuat thay t mau gn nhit cia cac thét toan
van c6 tht tao ra cac mau i co lap, vi Ay trong nbt
sb truong hyp, anh chira tin géu A& bi phat hén.

Dé nang cao cit luong aia anh sau khi diu tin,
trong [6] cAc tAc giG. Pan, Z. Wu, Y. Pada dé xuat
thuat toan giu tin choanh it mau Bng cach & dung
mot tap cac kiéi miu co kich thrge 3x3, cac kbi miu
& ¢6 sr uu tién khac nhau trong qua trint dung dé
nhang tin. Mi khdi miu dugc xacdinh boi 8 diém
xung quanhiiém tdm @a khbi, trongdé chia lam hai
phan lién thong, mt phin gdm cac diém c6 mau
gidng nhauduoc goi 1a mau ndu, ptan con hi gdm
cacdiéu c6 mau khac mauiu duoc goi la mau tham
du (nominated color). THil toan § tim cac kii anh
kich thréc 3x3 tring ¥i mot mau trong p mMau va
nhang ndt bit bing cach bin déi mau @a diém tam
khdi thanh mau u haic mau tham dl. Véi cach thay
d6i nhu vay, thuat toan c6 hai tinh dit quan tong:
diém anh duogc chon dé thay doi luén ram trén bién
cia hai mén c6 mau khac nhau va khéngikunién
mau ndi. Nho vdy, thuit toan cé tinh che i cao.
Tuy nhién, kidi luong tin c6 tk nhingdugc con chra
nhiéu nhr chinh nin xét dia cac tac gi. Cing cn
nhan xét thém, yuong clon diém trén biéndé thay
dbi ciing da duoc cac tac gi M. Wu [11] va Y. C.
Tseng[12] & dung dé gidu tin trén anh nh phan,
nhung nmbi phuong phapdéu c6 cach otn khac nhau.

Dya trén plrong phap diu tin theo kidi bit va tinh
chin l¢, bai bao nayté xuat mot lugc do gidu tin trén
anh c6 ling mau. Thed?, ving d liéu cia anh gic
s& duoc chia thanh cac K cung kich thxge. V6i mdi
khdi s& gidu dugc mdt bit va bén ddi nhiéu nhit mot
phan tir. Khi can bién d6i tinh chin lé caa khbi, thuat
toan § thay tt gia ti caa mdt phan tir bang gia ti coa
phan tir lién k& nhung khac tinh cin 16. Véi chién
thuat thay tié nhr vay, thuat toandé xuat ciing co hai
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tinh cHit gidng nhr thuat toan [6], dodd né ding co
tinh che diu kha cao.

No6i dung tép theo @a bai baoduoc t chic nhr
sau: Phn 2 gisi thiéu mot sb ky hiéu vadinh ngha
duoc St dung trong bai b4o. Bh 3 trinh bay 4i dung
thuat toandé xuat. Tinhdangdin aia thuit toanduoc
chang minh trong Pin 4. Pln 5 trinh bay & qua
thuc nghém cia thuit toAndé xuit va so sanhdi hai
thuat toan Fridrich, Ez Stego. Gucung, Phn 6 la
mot sb két luan.

Il. M QT SO KY HI EU VA BINH NGHIA

Dé tién cho vic trinh bay, trong bai baarsiung
mot sb ky hiéu vadinh nghia nhr sau:

- Ky hiéu I'"™*™ la tap cac ma #in nguyén khéng am
cap mxn(m hang va ndt).

- V6i F € ™™, néi phin tir (i,j) c6 ngha la phan ti
trén hang i vad j (ch/ quan tamdén vi tri), néi pHin
tir /; 1 prn tr trén hang i, t j va c6 gia tr bang F;
(quan tama@én ci vi tri va gia tr). Hai gia ti Fj, Fuy
khac tinh chin 1& dugc ky hicu 1a F# F,,

binh nghia 2.1 Phép nhanténg vi O hai ma tén
A€ ™M B e ™" ky higu la C = A0 B vadugc
xacdinh theo cong tic: G; = Aj; x B voi i=1,2,...,m
vaj=12,...,n

Pinh nghia 2.2 Phép todn SUM trén maatr A €
™™ |3 mot b nguyén, ky lu SUM(A) va tinh theo

cbng thirc:
m n

i=1j=1

binh nghia 2.3Phép toan MOD trén maitr nguyén

F € ™" |a ma tin nH phan ép mxn ky héu la:

C = MOD(F) vaduogc tinh theo cong tit: G; = F;

mod 2 Wwii=1,2,..mvaj=1,2,...,n

Pinh nghia 2.4Trén ma tin F € ™", phan tir (u,v)

duoc goi 1a lién k& vai phan tir (i,j) ky hiéu la:
(i,j) & (u,v) réu Max{|u-i|, |v-j|}= 1

DPinh nghia 2.5Ma tran nhi phank € 1'"*" guoc i

la ma tén lién thong Au v6i mdi cap hai phn tir bat
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ky khong K nhau (i,j) va (u,v) c6 giaitK;;=K,~1

ludn ©Bn tai day cac phn tr (p,q), t=1,...,k sao cho:

Kpq =1, t=1,..kva

(i) @ (P1.A) @ (P2,%R) = ... (P G) & (U,V)
ll. THU AT TOAN PE XUAT

V6i anh ¢6 hng mau, @ liéu anh la ndt ma tén
gom céac ch sb mau co gia irnguyén & 0 dén 255.
Ma tran di liéu anh duoc chia thanh cac maatr con
cung ép va thit toan § gidu mot bit di liéu trén ndi
ma tén con.bé tién cho véc theo dbi, déi day $
trinh bay that toan giu mot bit vao ndt ma tén con.
l1I.1. Y twéng cia thuat toan dé xuat

Gia s cin nhing mt bit tin mit b vao ma #n con
F € ™", Thuit toAndé xuit dwa trén y tong giu
tin cia Wu-Lee[11l], & dung ma trdn nh phéan
K € ™" |am khéa bi rit va bién dbi nhiéu nhit mot
phan tir trén Fdé SUM (F®K) cung tinh cin 1& véi b.

Trong thiit toan Wu-Lee, fla cac gia ir0 haic 1,
nén vic bién doi mot phan tir trén F ch don gian la
chuyén tr 0 sang 1 hic tr 1 sang 00 day, F; c6 gia
tri tir 0 dén 255. VAn dé chon phan tir ndodé bién doi
va chon gia néi cho phin tir can bién doi dé nang cao
chit luong aia anh sau khi diu tin 1a cac Ai dung
chinh @a thuit toandé xut.

Trong thudt toandé xuat sr dung ma tén khoa ni
phan lién thdngK véi diéu kién SUM(K) = 3. Khi
thuc hién thanh condcé gidu tin), thuit toan § cho
ma tén G thva méan cadiéu kién:

_ 1< SUM(MOD(G)TK) < SUM(K) — 1
- SUM(GOK)mod 2 = b
- Fva G khac nhawi da mdt phan tir

Cacdiéu kien (3.1) va (3.2)tuoc st dung dé khoi

phuc tin gidu.

(3.1)
(3.2)

111.2. N §i dung thuat toan giau tin

Buéc 1: Pt s = SUM(MOD(FJIK)

Buwéc 2: Kiém tradiéu kién giau tin, xét hai trong
hop:

dmV-1, $ 8 (28), thang 12/2012

1) Néus =0 hac s = SUM(K), khdng gu tin va
két thuc thuat toan.
2) Néu 1< s<SUM(K)-1, chuyn sang Béc 3
Bwéc 3: Xét hai ki nang:
1) Néu s mod 2 = bdit G = F va kt thac thut
toan
2) Néu s mod 2 b, chugn sang Béc 4
Bwdc 4: Xay drng ip [] theo cong thc

{G DI K, j = 1,F; chdn,3(u,v): (u,v) & (i, j)va B, #F; }néus =1
={{@PDIK;j = 1,F;; 18,3, v): (u,v) & (,))va F,#F, j},néus = SUM(K) — 1
{@DIK:; = 1,3, v): (u,v) © (,)va F,,#F; ;},néu2 < s < SUM(K) — 2

Bwéc 5: Bién ddi F dé nhan duoc G, thrc hién tuan tu
nhu sau:

1) Chon mbt phan tir (i,j) L ]

2) Chon mot phin tir (u,v) sao cho: (u,v> (i,j) va
F.v # F; (Theodinh ngha cia [], ludn on ti (u,v)
nhur vay)

3) Thay F; bang F,,. Pat G = F, Kt thic thuat toan.
Nhan xét 1 D& dang tdy rang, khi thut toan thrc
hién thanh céndkét thic i Buéc 3 haic Budc 5), G
ludn thva man cadiéu kién (3.1) va (3.2). Nin vay,
dé ching minh tinhding din cia thuit toan ch can
chi ra[] # @. Biéu nay § dugc ching minh trong mc
4,

Nhan xét 2: Trong Brdc 5 c6 tie c6 nhéu cach chn
(i,J) va (u,v). Dudi day < trinh bay plrong phap xac
dinh (i,j) va (u,v)dé thuat toan giu tin c6 ti¢ dat duoc
tinh che diu cao.

Dau tién chon (i,j) sao cho:

(i) U ITva g(i.j) = max {g(p,a)| (p.aM 1}
O day g(p,q) 1a & phan tir trén ma tin F lién k& voi
(p,q) va co gia frbang F,
Sau khida co (i,j), (u,v)duoc chpn trong ip £2; ; gom
cac phn tir lién k& véi (i,j) va khac tinh chn l¢ voi
Fi,j:

Q= (pA)I(p,a) <=> (i, j) va F, #F |

Véi méi (p,g) UQ ., goi f(p,q) 1a $ phén tir trong

i

Q, co gia ti bang R, q.
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Chon (u,v) sao cho:

(w,v) & (i,j) va f(u,v) = max {f(p, Q) |(p,q) € Q;;}
Cach clon naydam bio hai yéu au:
- PHin tir duoc chpn dé bién ddi nam trén khoa K va
xung quanh né c6 ndu phin tr cung gia tr véi nd
nhit.
- Gia ti thay ti¢ khac tinh chin 1& voi phan tir duoc
chon va xung quanh gin tir dugc chon cé nhéu phin
tir ciing gid tr voi gia tri thay tté.

Do phin tr dugc cton (ij) nam trén khoa K
(Ki;=1), nén sau khi thagti gia tri F; tir chin sangé
hoic ngroc lai thi SUM(FOK) s& thay déi tinh chin
l¢, dodd ma tan G luén tlha mandiéu kién (3.2). Mit
khac cach thayéi mau &i diém (i,j) nhu vay, S5 rat
kho phat hén vi xung quanh né luén cé cdiém clng
mau \bi mau néi va nhu kha ning ©n tai cacdiém
cing mau i mau @ caa diém (i,j). Didu nay lam
tang tinh che diu cia thiit toan.

[11.3. Minh h ¢a thuit toan

Gia sir K bang :
|o 1 o|
|1 0 1|
|o 1 1|

Hinh 3.1 Khoéa K

Day bit én gidu: bib,bsb, = 1100,anh duoc chia
thanh 4 kbi:

Fl F2
145| 46 | 253]| 139 179 200
120 34 | 46| 47| 78| 78
105|230| 139| 16 | 39| 39
245 76 | 34| 195| 246 195
78 | 53| 57| 57| 249230
53 | 78| 64| 231 23 | 199

F F

Hinh 3.2 Anh tréc khi gidu tin

Trong vi di nay: SUM(K)= 5, dudi day € minh
hoa thuit toan géu bit b vao kibi F (i = 1,2,3,4).

dmV-1, $ 8 (28), thang 12/2012

Gidu b, =1 vao F:
s = SUMMOD(R)OK)= 1, do 0<s<SUM(K) sang
Buéc 3:smod2=HG =F
Gidu b=1 vao P
s = SUM(MOD(F)OK)= 4, do 0<s<SUM(K) sang
Buéc 3: s mod 2 by, sang kr6c 4:
[17{(1,2), (2.1), (3,2), (3,3)}

Theo ntin xét 2: g(1,2)=0, g(2,1)=0, 9¢(3,2)=1,
9(3,3)=1, nén an (i,))=(3,2);

Khi dé: 9:~{(2,2),(2,3),(3,1)} va f(2,2)=1,
f(2,3)=1, f(3,1)=0.
Chon (u,v) = (2,2) va thay %, bang F,,, dat G*=F~.
Gidu by= 0 vao P
s = SUM(MOD(B)K) = 1, do 0<s<SUM(K) sang
Buéc 3: s mod Z bs, sang kxéc 4:

[1={1.2), (2,1), 3,2), (3,3)}

Theo nlin xét 2: g(1,2)=0, g(2,1)=1, ¢(3,2)=1,
9(3,3)=0, nén opn (i,j)=(2,1)

Khi d6 Q,.={(1,1), (2,2), (3,1)} va f(1,1)=0,
f(2,2)=1, f(3,1)=1
Chon (u,v)=(3,1), thay 3, bing P51 vadat G’ = P
Gigu h=0 vao F-
s = SUM(MOD(F)COK) = 3, do 0<s<SUM(K) sang
Buéc 3: s mod 2 by, sang ke 4:
[1=1{1,2), (2,1), (2,3), (3.2), (3,3)}

Theo nfan xét 2, cbn (i,j) = (1,2) va (u,v) = (1,1).
Thay P, ,bang F,; vadit G'=F"

Nhu vay, cac G nhan duoc sau khi Et thic thit
toan géu tin nhr hinh sau:

G! G2
145| 46 | 253] 139| 179 | 200
120| 34 | 46| 47| 78| 78
105|230 139| 16 | 78 | 39
245| 76 | 34| 195 195 195
53 53| 57| 57| 249230
53 | 78| 64] 231 23 | 199

G? G*

Hinh 3.2 Anh sau khi diu tin
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[11.4. Thu at todn khéi phuc théng tin

Gia sr G |a ma tin gidu mot bit tin mit va K la
ma tén khéaduoc Sr dung trong that toan ghu tin.
Duya trén cacliéu kién (3.1) va (3.2), co thxay drng
thuat toan khoi phc bit tin it nhe sau:
Buwéc 1: Tinh s'= SUM(MOD(G)IK)
Buéc 2: Kiém tra G c6 diu tin hay khéng

Néu s'= 0 hdic s'= SUM(K), Kt luan G khéng
chira tin gau

Trai lai, tinh b = s’ mod 2, b 1a bit tin 4h can
khoi phuc.

lIl.5. Tinh b 40 mat caa sv d6

Muc dich aia ghu tin ladé bao v dir liéu dugc
nhang trén cac moitdng traoddi théng tin. Vi \dy,
mdi mot so d6 gidu tin déu phii c6 tinh an toan 4o
mat bang cachdua vao cac khoa biah Khéa bi mt
dugc st dung trong @ thuat toan giu tin va khéi phc
thong tin.

Trong kroc d6 dé xuit, s dung mdt ma tén nhi
phan lién théng Kip mxn lam khoa bi . Do d6 &
phuong an khéa &p xi bing 2™". Pay la ndt sb kha
lén, vi \ay, viéc do tim khda Kdé trich rat thong tin
mat & nhing trongnh 1 ndt viéc 1am trong ddi kho
khian. Nhr vay, vai trd @a khéa K ladé ngin ngra
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Ching minh bé dé

Do Q# @ va Q# ® nén co th chon mot phan tir
(injo) LI @ va (bve) I Q. Néu hai phn tr
(i0,jo) < (Uo, Vo) thi duong nhién b d& dung i (ij)=
(i0jo) va (u,v) = (4Vvo). Trong trong hop hai pln tir
(io,jo) V& (w,Vo) khdng K nhau, thi do K lién théng nén
phai ton tai day cac phn tir (p,q), t = 1,...,k sao cho:

Kpq=1t=1.k

(i0,j0) @ (P1,G) = (P2,0) .- (Px, Gk) & (Uo, Vo)

Néu c k phan tir cia day thac Q, thi b ¢ dang
v6i (i) = (iojo) va (u,v) = (p,u). Trong tuong hop
trai lai (day c6 it nidt mgt phan tr 1Qy), goi (pn,ap) 12
phan tir cui clng @a day théc Q. Néu h= k thi B
dé aung i (i,j) = (P va (u,v) = (YVvo). Néu h<k
thi do (p,g,) l& ptin tr cudi cung théc Q, nén
(Pre1,0n+1) Phai thuoc @, do d6 bd dé dang \Gi
(1,)=(Pn,th) va (U,V) = (Re1, Che)-

Vay bb dé dugc ching minh.

Chitng minh tinh ding din caa thut toan:

Trudc et tir (4.1) & dang suy ra:

s = SUM(MOD(FJIK) = |Q| (4.4)

Theo nln xét 1 trong mc 3, dé chiang minh tinh
dingdan cia thuit toan ch can chi ra [] # @. Ta xét
lan lwot xét ba twong hop: s =1, s = SUM(K)-1 va

viéc ar dung trai phép thong tin @it d& nhdng trong 1<s<SUM(K)-1.

anh, lam cho qué trinh trad@si théng tin to 1én an
toan ton.

IV. TINH PUNG PAN CUA THUAT TOAN
Trudc hét ta xét ndt sb khai ném va b dé sau:

bat:

Q: ={(i.))| Kij =1 va F; l¢} (4.1)

Qz ={(u,v)| Ky =1 va k, chin} (4.2)
Tir (4.1) va (4.2) 8dang suy ra:

QN Q=9 va Q] +[Q] =SUM(K) (4.3
Bo dé: Néu Q# @, Q# @ va K 1a ma tin nh phan

lién théng thi ludndn tai hai prin tir (i,j) va (u,v) sao

cho:
(i) © (uVv), (L) U Quva (uv)ll Q,

1) Néu s =1 thi theo Béc 4 (muc 3):
[T={G) | Kij= 1, Fj chan, C(u,v): (uvx>(ij) va
Fov# Fj}
Ngoai ra tr (4.3) va (4.4) ta co:
|Ql=s=1
|Q2| = SUM(K) - |Q| = SUM(K) -1
Vay Q,# ® va Q# ® nén theo b dé suy ra én tai
(uvUQ, (,)UQ, va (u,v¥=>(i,j). Theo dinh ngha
Qu, Q@ thi: Ry ¢, Kij= 1 va F;j chin. Tirdd suy ra (i,j)
UTT, vay [1# @.
2) Néu s = SUM(K) - 1 thi theo:c 4:
[1={G0) | Kij= 1, Ry le, L(uwv): (uvy(ij) va
Fu#F}
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Ngoai ra tr (4.3) va (4.4) ta co:
|Q] = s =SUM(K) - 1
|Q| = SUM(K) - |Q| =1
Viy Qi ® va Q # ® nén theo b dé suy ra én tai
(,)UQ:, (uwvIQ; va (i,j)<(u,v). Theodinh ngha
Qi Q thi: Ki; = 1, F; 1¢, R,y chén. Tir d6 suy ra (i,)
O, vay [1# @, \
3) Néu 1< s < SUM(K) -1 thi theoBc 4:
H = {(I’J) |Ki.j = 11|:(ulv): (uiv)©(i1j) Vé. Fu,v# I:I,]}
Ngoai ra tr (4.3) va (4.4) ta co:
1< Q| < SUM(K) -1
|Q| = SUM(K) - |Q] >1 b) Anh ciia lwgc dé dé xuit

Viy Qi ® va Q # ® nén theo b dé suy ra én tai
(,)UQy, (u,v)UQ, va (i,j) ¢ (u,v). Theodinh ngha
Qu, Q thi: Ki; = Kyy=1, Fj 1&, Ry, chin. Tir d6 suy ra
ca (i,j) va (u,v)déu thwe [T, vay [] # @.

V. THUC NGHIEM

Dé so sanh tinh chei caa thuit toandé xuat véi \
hai thuit toAn Ez Stego va Fridrich, ching tf& cai
dit va thrc hién gidu tin theo @ ba thidt toan trén
cuing cac thamésdau vaoduoc cho nhr sau:

- Dit liéu nhang 1a 461 bitugc tao nciu nhién
- Anh gbc c6 8 mau va kich tific 256x 256

c) Anh ciia thuét toan Fridrich

r \ \

a) Anh géc — e
Anh sau khi nhiing 461 bita cac thét toan: d) Anh cia thugt toan Ez Stego
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Két qua thuc nghém cho thy rang, trén cacnh
cua hai thdt toan Fridrich, Ez Stego c6 &uhién mau
c6 lap, nhrng mau cd4p khéng xidt hién trénanh aia
thuat toandé xuit. Thay vaodd, cac mau bbién doi
ciiaanh trong that toandé xuat chi xuat hign ¢ nhirng
vi tri gidp ranh va ludrbn tai cacdiém anh lan én co
mau gbng wi mau b bién doi.

6. KET LUAN

Bai baodé xuit mot thuat toan giu tin msi ap
dung choanh cé ing mau. Thedad, dr liéu anh dugc
chia thanh cac K cung ép mxn, ndi khdi cé thé
gidu duoc mot bit va bén doi nhiéu nhit mot phan tir
cua khdi. Khi can bién d6i mot phan tir, thuit toan
lya chon vi tri thay déi va gia ti thay tt hop ly dé
khdng lam xét hién mau c64p, dodé nang cao ch
lwong aia anh sau khi diu tin. Két qua thyc nghém
chi ra @ng, tinh che giu cia thuit toandé xuat tot
hon so i hai thifit todn Ez Stego va Fridrich.

Trong [6], cac tac giG. Pan, Z. Wu, Y. Pada
thuc nghém gidu tin trén cinganh dugc ar dung
trong bai b4o nay. Qua quan sat chiythinh che diu
cua thuit toan [6] c6 phn cao lon so i thuat toandé
Xuat, nheng lrong théng tin diu it bon. Thir nghiém
trong [6] nhang 289 bit, con kb nghém trong bai
bao nay nhung 461 bit.
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