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Phat trién thuat toan mat ma khéa coéng khai
dwa trén hé mat Elgamal

Development of Public Key Cryptographic Algorithm Based on Elgamal
Cryptosystem
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Abstract: This paper proposed a new public key 1- Chon & nguyén é di l6n p sao cho bai toan
cryptographic  algorithm based on the ElGamal |ogarit trongZp la kho gai.
cryptosystem. This algorithm has the capacity of
information security and anthentication information 2- Cton g0 Z 1a ptin tir nguyén tiy.
The paper also offers analysis on the safety of the;. oy khea mit x 12 &

$ ngiu nhién sao cho:
proposed schemes, has shown the ability to apjaty it 1< x < p. Tinh khéa céng khai theo cong thc:
practice.

y=g*modp.
Gia s nguoi guri 1a A, ngroi nhan 1a B. Ngroi gui
A c6 khéa bi rit la xa va khda cong khai la ya. ixg
vigc xac thrc v ngdn ghc va tinh toan en cia thong nhin B c6 khoéa bi it la xb va khéa cbng khai 1a yb.
tin. Noi dung bai baaté xuét mot thuat toan nat ma Khi d6, dé gii ban tin M cho B, wi: OSM <P
khéa cong khaiduoc phat trén dga trén |8 mat nguoi gui A sé thuc hién cac lméc nhr sau:
ElGamal [1] cho phép gii quyét tét cac yéu 8u néu 1. crn < ngu nhién k thoa man:

Trong thrc #, nhiéu ung ding doi hoi viéc bao
mat thdng tin &n phai duoc thre hién dong thyi véi

trén. 1<k < p. Tinh gia tt Rtheo cong thc:
ll. PHAT TRI EN THUAT TOAN M AT MA R=g"modp.
KHOA CONG KHAI D UA TREN HE MAT

2- Sir dung khéa cong khaiua B dé tinh:
C =M x(y,)* modp

ELGAMAL
1. Hé mat Elgamal

Hé mat Elgamaduoc d& xut vao rim 1984 tréne  3- Giri ban ma gm (C, R) dén ngroi nhan B.
s& bai toan logarithdi rac. Saudo, cac chén chi ky 1.3 Thuit toan gizi ma
sb DSS [2] @ia My va GOST R34.10-94 [3]ua Lién
bang Ngaié dugc hinh thanh trénocsy hé mat nay.
1.1 Thuit toan hinh thanh tham 8 va khéa

Céc thanh vién trongétthbng mubn traoddi théng
tin mat véi nhau king thuit toan nat ma Elgamma thi
truge tién thec hién qua trinh hinh thanh khoa wnh Z =R* modp = g** modp
sau:

DPé khoi phuic an tin bandiu (M) tr ban ma
(C, R) nhan duoc, ngroi nhan B thyec hién cac lxde
nhu sau:

1- Tinh gia tr Z theo cbng thc:

2- Tinh gia trnghich dao cia Z:
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zZ7'= (g K% )_1 modp = g~ modp
3- Khdi phuc ban tin bandau (M):
M =CxZ " modp
1.4 Tinhd(ng din ciia thugt toAn mit ma Elgamal
Gia s ban tin nhin dugc sau qua trinh gi ma
(C,R) 1a M, thé thi:

M =CxZ ™ modp=

=[(M x(y,)" modp)x (g™*** modp)]modp

- M X gk.xtJ X g—k.xb modp

=M

Nhu vay, ban tin nhin dwoc sau gii ma (M)
chinh 1a n tin bandau (M).

1.5 Mic dé an toan aia hé mdt EIGamal

Hé mat EIGamal 8 bi pha & néu khoa nit x haic
k c6 th tinh dugc. Dé tinh duoc x haic k, cin phii
giai mot trong hai bai toan logaribt rac, ching han:
y =g*modp hay: R=g" modp.

Tuy nhién, trong thc t viéc giai bai toan logarit
roi rac nay la véc khé[4].

Mot diém yéu co thé bi tan céng trong & ma
ElGamal la khi gia irk bi s dung lai. Thuc Vay, gia
sir cling ndt gia ti k duoc sr dung dé ma hoéa hai 4n
tin M va M” duoc cac lin ma trong tng 1a (C, R)
va (C* R ) Khi 4y ta € c6:

Cx(C)*=

=M x(g*)* x(M" x(g*)*) " modp
Suy ra:

M*xCx(C )™ =Mmodp

Nghia 1&, cli cin biét noi dung @a mdt trong hai
ban tinM haic M~ thi & d& dang bét duoc i dung
ctia hin tin kia.

Mot van dé dugc dat ra khéng chvai hé EIGamal
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ban m& C va @i C cho ngroi nhan B. S ¢4 c4c tinh
hudng xay ra nhr sau:
- Nguoi nhan B khéng ti biét chic chin ring ban tin

nhan dugc (M) c6 ngwn gic tir ngudi gui A.

- Gia sir ban maC da hi thaydéi thanh C” va ngroi

nhan giai ma duoc han tin M ™. Trudng hyp nay,
nguoi nhan khéng tié khing dinh dugc moi dung
ban tin do A gii di d& ki thaydoi.

Thuat toan mat maduoc dé xuat, phat trén trén ©
s hé mat EIGamal saulay € 1a giai phap cho cacan
dé néu trén.

2. Thugt toan mit ma khéa cong khai ga trén hg
mdt Elgamal
2.1. Thuit toan hinh thanh tham 8 va khoa
1- Sinh @p $ nguyén & p va q du lén va:
ql(p-1 sao cho bai toan logarit trong, la
khé géi.
2-Chon g =a®™'9modp, la phin tir sinh c6 lic
g cia nhém Zp ngha la: 1<g<p va
g® =1modp. O day: o la mit sb nguyén tha
man:1<a<(p-1).
3- Khoa bi mt x la mpt gia ti dugc chpn ngiu
nhién trong khéng: 1< x<(. Khoéa cong khai
y dugc tinh theo céng tit:
y=g*modp

4- Lya cton ham tim (hash) H{OL > Z, (Vi
du: SHA-1, MD5).
2.2 Thuit toan ma hoa
Gia sr nguoi gui A ¢6 khoa bi nt la x,, khéa cong
khai trong trng lay,; nguoi nhan B c6 khoa bi it la
X, va khéa cong khai Ig,. Dé gui ban tin M cho B, A
thuc hién cac réc nhr sau:
1- Chon & ngiu nhiénk thoa man:1<k <.

ndi riéng ma ¥i cac ¢ mat khoa cong khai néi chung 2-Tinh gia tf R theo cong thc:

la: Gia st mot ngeoi gai A ma hda Bn tin M duoc

R=g*“modp (1)
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3- Tinh thanh pin E theo cong thc:

E=H [R|/M)modq 2
4- Tinh thanh pin Stheo cong thc:
S=[k-x, x Elmodq (3)

5- S dung khéa cong khaii@ B dé tinh thanh pin
C theo cdng thc:
C =M x(y,)" modp (4)
6- Gui ban ma gm (C,E, S) dén ngroi nhan B.
Tuong tr thuat todn Elgamal, thit todn nat ma
maGi dé& xuat cé the bi tin cong khi & dung li gia tri

ciak. C6 th¢ khic phuc yéu diém trén gu sr dung gia
tri H (x||M) thay chok, vsi H(.) la ham lam khang va
cham (ching han SHA-1, MD5,...) va “||” 1a toanit

ndi/xao ton xau. Khidé thuat toan ma hoadsduoc
mo @ lai nhu sau:
1- Tinh gia tr R theo cbng thc:
R=g" %M modp
2- Tinh thanh pin E theo céng thc:
E=H (R||M)modq
3- Tinh thanh pin Stheo cong thc:
S=[H(x, [|[M)-x, x E|modq
4- Sr dung khéa cong khay, cia ngroi nhan dé
tinh thanh phn C theo cang thc:
C=M xy, "™ modp
5- Giri ban ma @m (C, E S) dén ngroi nhan B.
2.3 Thuit toan gii ma

Tur ban m& (C, ES) nhan dugc, B khoi phic va

kiém tra ngén goc ding nhr tinh toan ¥n cia ban tin
bandau (M) nhr sau:
1- Tinh gia tf R theo cong thc:
R=g°x(y,)" modp (5)
2- Khoi phuc ban tin bandau theo céng tinc:
M =Cx(R)™ modp (6)
3- Tinh thanh pin E theo cdng thc:
E =H(R||M)modq (7)
4-Kiémtrardu E=E thiM =M vaM c6 ngwn
goc tir nguoi gui A.
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Cha y
Truong hpp 9r dung gia ti H (x||M) thay chok,
thuat toan ghi ma \an duoc giir nguyeén.
2.4 Tinhding dan cia thudt toan myi dé xudt
Tinh dang dédn cia b mat m6i dé xuét 1a sr phu
hop gitra thifit toan gii ma Wi thuat todn ma hoa.
biéu cn chrng minho day la:
Cho: p, ¢
g=a® modp,

la 2 & nguyén & doc lap,
g=a®modp, a0z,
Xa:%, U[Lg-1],y, =g™ modp, y, =g* modp,
H {0 — z,,R=g"*%™ modp,
E=HR]|IM)modqg,S=[H (x, ||M)-x, xE]lmodq
C=M x(y,)"*™ modp.
Néu: R=(g)°x(y,)® modp, M =Cx(R)™ modp,
E=H(R|[M)modg thit M =M vaE =E.
Ching minh:
That vay, thay (3) vao (5) ta co:
R=g°xy, modp

— ~ k=X xE
=9

=g“xg™* xy,“ modp (8)

Xy, modp

=Rxy, " xy, modp
=R
T (8) suy ra:
R =g"modp (9)
Thay (4) va (9) vao (6) ta co:
M =Cx(R)™ modp
={M xy,“ modpx (10)
x(g“) ™ mod p} modp =
=M xy,“xy,“modp=M
Thay (8) va (10) vao (7) tuoc:
E =H (R||M)modq
=H (R||M)modq
=E
Pay ladiéu cin ching minh.
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2.5 Micdp an toan gia thudt toan myi dé xut Nhitng phan tich & mic d6 an toan cho #y kha
Mirc do an toan ga thuit toan néi dé& xuit dugc Nangung ding thuit toan ndi dé xuat trong thic & la
danh gia Bing: hoan toan c6 th

1) Kha nang cltong tham ma. TAI LI EU THAM KH AO.

2) Kha ning clbng g mao V& ngwdn gic va rdi

dung @a han tin. [1]. T. ELGAMAL. A public key cryptosystem and a
signature scheme based on discrete logarithiB&E
Transactions on Information Theory. 1985, Vol. IT-3
No. 4. pp.469-472.

[2]. National Institute of Standards and Technology,
NIST FIPS PUB 186-Digital Signature Standard,
U.S. Department of Commerce,1994.

[3]. GOST R 34.10-94. Russian Federation Standard.

Vé khi ning ching tham macé th thdy ring mic
d6 an toan aa thuit toan mit ma noi dé xuit 1a hoan
toan trong duwong Wi thuat toan Elgamal. Bl mit
bi pha W néu khéa it x c6 thé tinh dugc tir viéc giai
bai toan logarit & rac nhr  y=g*modp
hay:S=[H (x||M) - xx E] modq

Khd ning ching gid mgo e ngwn goc va i dung Information Technology. Cryptographic data
ban tin phu thugc vao nmirc d6 khé @ia viéc tao ra cac  Security. Produce and check procedures of
cap (C,E,S) gia mao thoa méandiéu kién kiém tra Electronic Digital Signature based on Asymmetric
cia thijt toan gii ma: E = E. Gia si cap (E*,S*) Cryptographic Algorithm Government Committee

of the Russia for Standards, 1994 (in Russian).

* k [4]. D.R STINSON, CRYPTOGRAPHY, Theory and
E =H ((gS X yE modp)||M)modq Practice CRC Press 1995.

la gia mao, thé thi n6é én phii thoa man:

Va6i H() 1a ham Em khang va ciim, hon nira i
dung kn tin M ding chra biét thi viéc chpn duoc cip
(E* , S*) gia mao 1a hiu khong tié thuc hién duoc. SO LUQC VE TAC GIA
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Bai baodé xuit mot thuat toan nit ma khoa coéng
khai dugc phat trén dra trén i mat ElIGamal co kh
nangdong thoi:
1) Bao mit théng tin.
2) Xac thrc V& ngun gbe théng tin.

3) Xac thic e tinh toan n aia thong tin. Hién la ging vién Khoa Cong nghThong tin, Hc
Hop n:rfa, mic qu kn médu’qc‘ tao ra Wi thuat toan  yjsn Ky thuat Quan .
maéi dé xuat bao @m 3 thanh pin (C,E,S) nirtng do
dai aia n6 khéngdn hon d6 dai bin ma 2 thanh pgin
(C,R) ma that toan ElGamalab ra.
Gia st |p| = 512 bit, |g| = 160 bit ki do dai kin Email: luuhongdung@gmail.com
ma do thdt toan ElGamaldo ra la: |C| + |R| = 512 bit
+ 512 bit = 1024 bit, codo dai kin ma do thét toan
mai d& xuét tao ra la: |C| + |E| + |S| = 512 bit + 160 bit
+ 160 bit = 832 bit.

Linh wrc nghién éu: An toan va Bo mat thong tin,
An ninh mang may tinh.
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