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Tém tit:

Phwong tién bay khong nguoi 14i (UAV) ngay cang déng vai tro quan trong trong ca linh vwe déin sw
va quén sy nhd tinh linh hoat, chi phi van hanh thap va kha ning thyc hién nhiém vu kéo dai. Tuy
nhién, sw phd bién rong rii nay ciing dit ra nhiéu thach thirc vé an ninh, dic biét trong viéc quan Iy
va ngin chin cac hoat dong UAV trai phép. Trong sb cac ki thuit phong chéng UAV hién nay, phwong
phap chiém quyén diéu khién bing cich khai thac 16 hong trong giao thirc diéu khién dang dwgc danh
gi4 12 hwéng tiép cin tiém ning va tiét kiém chi phi, dic biét phut hop véi muc tiéu nghién ciru va ing
dung trong qudc phong. Bai bao trinh bay mét sé két qua nghién ctru lién quan dén phwong an phong
chéng UAV théng qua chiém quyén diéu khién giao thirc MAVLink - mdt giao thirc truyén thong nhe
dwoe sir dung rong rii cho viéc diéu khién va truyén thong tin UAV. Két qua cho thiy, do MAVLink
1.0 thiéu mi héa va xac thue, ké tin cong cé thé dé dang gianh quyén diéu khién UAV. M6 phéng nay
g6p phan hd trg dao tao, nghién ctru trong diéu kién thiéu trang thiét bi thye té, dong thoi mé ra cac
hwéng nghién ciru chién lwge phong chdong UAV chii dong va hiéu qua hon trong twong lai.

Tir khéa: MAVLink, phong chdng phwong tién bay khong ngudi lai, phwong tién bay khong nguwdi lai.
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Abstract:

Unmanned aerial vehicles (UAVs) have become increasingly integral in both civilian and military
domains due to their flexibility, cost-effectiveness, and mission endurance. However, this widespread
adoption introduces complex security challenges, especially in terms of managing and preventing
unauthorized UAV activities. Among the emerging counter-UAV techniques, hijacking UAVs by
exploiting control protocol vulnerabilities is considered a promising and cost-efficient approach,
particularly for research and defense applications. This paper presents technical findings related
to hijacking-based countermeasures against UAVs by targeting the MAVLink protocol - a widely
adopted lightweight communication protocol for UAV command and telemetry. The research outlines
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the architecture of UAV control systems, identifies protocol vulnerabilities and demonstrates how
spoofed control packets can lead to full UAV takeover. The results show that, due to the lack of
encryption and authentication in MAVLink 1.0, an attacker can successfully disrupt and override
mission commands, effectively hijacking UAVs. This virtual simulation provides a valuable resource
for education, training, and further research on UAV cybersecurity, particularly in environments
where access to real UAV systems and field conditions is limited. The study emphasizes the importance
of protocol security in UAV systems and opens new directions for proactive defense strategies.

Keywords: Counter-UAV, MAVLink, Unmanned aerial vehicle.

1. Dat van de

Phuong tién bay khong nguoi 1ai 1a loai phuong
tién hoat dong khong can nguoi lai, dugc ché tao dya
trén nhiéu cong nghé trong mot hé thong chinh thé,
tinh vi ca vé phan cimg, co khi, phin mém va chién
thuat. Nho nhitng vu diém nhu kha ning co dong
ddc lap, hoat dong trong diéu kién khic nghiét, thoi
gian dai, chi phi thap va kha ning che giau tot, UAV
ngay cang trd nén phd bién trong moi linh vuc doi
song, x4 hoi, bao gdm ca nha may, nong nghiép... va
qudc phong, an ninh. Tir d6 cling tao ra nhidu van dé
mai vé quan 1y, phong chéng UAV dé dam bao qudc
phong, an ninh [1].

Trong quan ddi ciia cac nudc phat trién, UAV 1a
luc lwong dugc bién ché chinh thirc va phd bién nhu
hau hét cac hé thdng vii khi thong thuong [2, 3].

Trong thap ky qua, chung ta di chung kién sy
dau tu quyét liét ciia cac nude cho UAV. Nam 2012,
Hoa Ky chi gan 5 ty USD danh cho nghién ciru, phat
trién va mua saim UAV chién luoc. Téng thong Nga
Putin c6ng bd khoan ngén sach 12,2 ty USD dau tu
cho phat trién UAV trong khoang thoi gian 2013-
2020; tinh d&én nam 2010, di c¢6 42 chinh phii nudc
ngoai mua UAV ctia Israel [3]. Theo B6 Qubc phong
Hoa Ky, tinh tor nam 2001 dén nam 2023, hon 23
triéu gi¢ bay da dugc ghi nhan cho cac UAV cua
quan doi Hoa Ky, riéng trong nam 2023 da c¢6 hon 2
triéu gio bay [4].

Sy dau tu cho nghién ctru, phat trién viéc quan
ly, kiém soat ma goi chung la phong chong UAV
cling dugc dac chi trong, dac biét 1a trong Quan doi.
Tinh dén 3/2024 trong cudc xung dot Nga - Ukraine,

12 | Tap 2025 * S6 2 * Thang 12

Nga di kiém soat, tiéu diét hon 16 ngan chiéc UAV;
s6 liéu nay tir phia Ukraine 14 hon 8 ngan [5]. Trong
nude, mot sd cac san phdm phong chdng UAV dugc
biét dén nhu CA-18 do Hoc vién K§ thuat Quan su
san xuat, DroneGun do Hang Drone Shield san xudt
duogc su dyng tai mot s6 don vi an ninh, dan quan.

Céc cong nghé chéng UAV thuong duoc ap dung
cho tung truong hop, ting muc dich va tung loai
UAV tuong tng dé dat hiéu qua cao. Vi cac cudc
xung dot gan ddy, ta c6 thé thiy rang, nhitng phuong
thire nhu gay nhiéu, gia mao hay tac dong mat vat 1y
déu da qua phd dung & cac nude 16n, chi phi 16n va
thuong hiéu qua chua dat mong mudn. Véi viéc da
s6 cac UAV dang sir dung nén tang TCP/IP cho céc
kénh diéu khién, viéc nghién ciru phong chéng UAV
dua trén tin cong mang diéu khién UAV dang duoc
danh gia 1a tiém nang, giup giam thiéu kinh phi va
t6n thét lyc lugng.

Bén canh do, trong diéu kién ha tﬁng cho hoc
tap, nghién ciru UAV con hét sirc khé khan, dic biét
1a linh vyc tic chién khong gian mang vao UAV.
Do cac thach thire nhu: thiéu trang thiét bi, phuong
tién cho nghién ciru, diéu kién khong gian cho thir
nghiém UAV, moi truong mang li€n quan dén UAV,
qué trinh thir nghiém can phai t6 chirc ca doi hinh
nén tén nhidu cong stc... [1]. Do viy, viéc nghién
ctru md phong kich ban phong chéng UAV ludn
dugc quan tdm nghién ctu [1, 6], két qua nghién
ctru giup hd trg cho cong tac hudn luyén, nghién ciru
vé phong chdng UAV.

Trong ndi dung tiép theo, phan 2 sé trinh bay mot
s6 kién thirc ¢o tinh 1y thuyét nén tang lién quan
dén nghién clu; phén 3 phéan tich kha nang tan cong
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chiém quyén diéu khién ddi véi giao thire MAVLink;
phuong 4n mé phong kich ban tin cong mang vao
UAV bang cac cong cu, phan mém sin ¢ dugce trinh
bay trong phan 4.

2. Co sd Iy thuyét lién quan

2.1. Kién tric ciia phwong tién bay khong
nguoi lai

Mot hé théng UAV 1a t6 hop nhiéu thanh phin
cong nghé, cac khéi chinh c¢6 thé chia 1am hai nhom:
Khéi thanh phan co ban, 1a cac thanh phan can thiét
cho mdt UAV ¢ ca phia thiét bi bay va tram diéu
khién; Khi thanh phan tich hop, 1a thanh phan c6
tinh nang cao theo tirng muc tiéu cu thé, bao gdm cac
loai chinh nhu camera, cam bién, hé théng rada tich
hop, vil khi. M6 ta timg thanh phan co ban nhu trén
hinh 1.
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Pé dam bao hoat dong ty hanh thong minh, cac
UAV thuong bao gdm rat nhiéu kénh thong tin nhu
tai hinh 2 [7], trong d6: L1 14 lién két lién lac giita
cac UAV dua theo chuan thong dung IEEE 802.11;
L2 tuwong vmg la cic giao tiép giita UAV va tram
phat song (BS); L3 1a lién két truyén thong giita cam
bién khong day (WS) va BS; L4 lién lac giita cac nit
cam bién khong day WS; L5 lién lac giita cac BS;
L6 lién lac twong tmg giira diéu khién qua tram mat
dat (Ground control station - GCS) va BS.

Lién lac tir xa v6i UAV qua song vo tuyén la
xuong sdng trong viéc diéu khién thanh cong thiét
bi bay. Dé lién lac véi UAV, thong tin phai dugc
truyén lién tuc tir UAV dén GCS, do d6 lién két hai
chidu duoc thiét 1ap giita chiing dé dam bao guri 1énh
va thuc hién Iénh tir xa theo thoi gian thuc. Thong
tin tra vé chira di liéu vé vi tri dia 1y, toc do bay,
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Hinh 1. Cac thanh phan lién quan dén phwong tién bay khéng ngui lai.
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Hinh 2. Cac kénh lién lac thong tin lién quan dén phwong tién bay khéng ngwi lai [7].
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cac thong sb6 do dugc tir cam bién vé moi trudng
xung quanh... ghi lai trong subt qua trinh bay. Kénh
thong tin diéu khién UAV duoc giri 1én tir GCS chira
cac 1énh dé diéu khién nhu hudng bay tiép, toc do
bay m&i, 1én cao hay xudng thap... Pay ciing la ddi
tuong chinh dugc bai bao tap trung trinh bay, cu thé
hon 13 ¢ 16p giao thirc didu khién UAV.

2.2. Tin cong mang vao phwong tién bay khong
nguwoi lai

Dudi goc do tan cong mang, UAV cd cac
thanh phan chinh c6 thé bi khai thac boi tac
chién mang nhu sau:

- Kénh dinh vi, dan duong: UAV c6 nhiéu co ché
dé xac dinh phuong huéng di chuyén nhu st dung
hé thdng dinh vi GNSS, tram diéu khién mat dat
bay theo biy dan, hay ty hanh thong qua nhan dang
quang hoc. Do vy, ¢ thé tac chién mang dén van
hanh, di chuyén ciia UAV [7].

- Kénh diéu khién hoat dong: thuong bao gdm
kénh diéu khién lénh va kénh nhan trang thai UAV.
Kénh diéu khién duong 1én dé truyén lénh diéu
khién bay tir khdi diéu khién tir xa dén UAV. Kénh
trang thai duong xudng dé truyén thong tin trang
thai bay (vi tri, do cao, lugng dién, tdc do. . )t UAV
vé ngudi didu khién [7].

- Kénh truyén thong dir liéu: Vi muc tiéu trinh
sat thong tin, UAV thu thap da dang thong tin, ¢ cac
kiéu dir liéu khac nhau (hinh anh, am thanh, nhiét
d6, mtic do buc xa RF...). Cac dir liu nay s€ duoc
truyén dén cac tram ¢ dinh, di dong hay cac UAV
khéac qua kénh thong tin dit liéu; cac UAV thuong
mai thuong phai tuan thii cac chudn giao thic diéu
khién, két ndi theo quy dinh. Do vay, phong chdng
UAV thong qua tac chién mang dén dir liéu va cac
kénh thong tin lién lac nay 1a hoan toan c6 co sé [7].

- Khéi dién tir va phin mém UAV: Ban chit UAV
¢6 chira cac thanh phan cho phép diéu khién bay, thong
tin diéu khién, thong tin lién lac. Cac khdi nay ban chat
la cac bo mach, firmware, phﬁn mém va hé diéu hanh.
Do vay, tiém 4n céc 15 héng bao mat va co thé 1a muc
tiéu khai thac tac chién mang. Ngoai ra, vicc UAV
thudng c6 tai nguyén han ché dé giam tai trong, ning
luong ciing dan dén d& bi tan cong dang tur chéi dich vu.
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- Tram diéu khién mat dat, trung tdm chi huy:
Tram mat dat va trung tdm chi huy thuong chira co
so dir liéu quan ly, diéu hanh va dit liéu trinh sat cta
UAV. Céc tram mat dat thudng két ndi online/offline
v6i cac hé thong mang cong nghé thong tin chuyén
dung dé trao dbi dit liéu. Do vay, viéc tac chién vao
cac trung tim mat dat nay c6 thé gitp thu thap duoc
cac thong tin co mat, qua d6 giup phong chéng UAV
hiéu qua.

2.3. Kénh diéu khién hogt dgpng UAV

C6 hai kiéu co ban cho diéu khién UAV, diéu
khién tir xa truc tiép va GCS. Trong hé théng diéu
khién tir xa tryc tiép, ngudi ding quan sat UAV hodc
quan sat camera gan trén UAV va diéu khién camera
bang bo diéu khién. UAV duoc diéu khién trong thoi
gian thuc bang cach truyén ménh 1énh qua kénh diéu
khién hoat dong.

Ca bo diéu khién va UAV duogc két ndi thong
qua mot mo-dun thue hién giao tiép giita ching véi
su trg gitp cua cac giao thic truyén thong. Thong
thuong 1a wifi, ZigBee va nhiéu thiét bi mang khac
duogc su dung dé lién lac.

bdi v6i hé théng tram diéu khién mat dat, st
dung mot may tinh dé két ndi phan mém véi UAV,
sau d6 thyuc hién 1énh nhiém vu do nguoi dung tai
1én. Bing cach thu thap thong tin tir nhiéu cam bién
dugc cai dat trén UAV, GCS c6 thé theo doi trang
thai UAV, chéng han nhu d¢ cao hién tai, khoang
cach, vi tri ban dd va trang thai nhi€ém vu thuc té.

Céac UAV duoc diéu khién hoat dong bay qua cac
két ndi vo tuyén voi cong nghé nhu trai phd nhay tan
(FHSS/DSSS) hé théng dich vu dan dudng toan ciu
v¢ tinh (GNSS), wifi, bluetooth, SG/LTE.

Thu thap va nhan dang giao thirc diéu khién cta
UAV la qué trinh thu thap thong tin v& cac tin hiéu
va giao thirc dugc sir dung dé diéu khién may bay
khong ngudi 14i, sau d6 phan tich di liéu diéu khién,
nhén dang giao thuc diéu khién dé thuc hién céac tin
cong leo thang tiép theo.

Bang cach phan tich dir liéu da giai diéu ché,
ta co thé xac dinh cac truong thong tin quan trong
trong goi tin, bao gdm dia chi ngudn, dich va cac
1énh diéu khién giri dén UAV. Sau khi da hiéu rd cu
tric cta goi tin va cac thong tin quan trong trong
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d6, ching ta ¢ thé tién hanh gia mao cac géi tin
diéu khién. Piéu nay cé thé thuc hién bé'mg cach tao
ra cic goi tin gia mao c6 cau trac twong ty nhu goi
tin gdc va truyén chung dén UAV. Khi UAV nhan
dugc cac goi tin nay, no co thé bi danh lLra va thuc
hién cac hanh dong khong mong mudn, nhu thay
d6i hudéng di chuyén hodc tham chi 1a bi ké tin cong
chiém toan quyén diéu khién.

Nghién ctru nay chi tip trung vao mot sd van
dé k¥ thuat ¢ 16p giao thirc diéu khién UAV, phan
tich 16 hong giao thirc, gia mao goi tin, chiém quyén
diéu khién UAV va tap trung d& xuat, xay dyng moi
truong 4o minh hoa kich ban tin cong mang chiém
quyén diéu khién UAV.

3. Phan tich kha ning tan cong phucny tién bay
khong ngudi Iai théng gua gia mao giao thic diéu
khién MAVLink

MAVLink (Micro air vehicle Link) 1a mdt giao
thirc truyén thong rat nhe, dugc st dung dé twong
tac véi cac hé théng khong nguoi 1ai hodc cac thiét
bi khac trén bo mach [6, §]. Chéng han, MAVLink
cho phép nguoi dung tai 1én cac nhiém vu bay, liy
dit liéu chuyén bay hoic thay ddi cac tham sb cua hé
thong khong ngudi 1ai. Giao thirc nay dugc thiét ké
dwa trén mo hinh két hop gitra viéc xuét ban - theo
ddi hodc giao tiép diém - diém. Cac ludng dir lidu
dugc guri hodc xuit ban dudi dang cac chu dé, trong
khi cac tiéu giao thirc ciu hinh nhu giao thtrc nhiém
vu, hodc giao thirc tham sé sir dung giao tiép diém
- diém véi viée truyén lai. Tinh nhe cua MAVLink
xuét phat tir viéc n6 sir dung it dir liéu thira trén moi
g6i tin. MAVLink v1 chi c6 tiéu dé 8 byte cho mdi
thong diép, trong khi MAVLink v2 co tiéu dé 14
byte nhung cung cdp bao mat va kha ning mo rong
t6t hon.

Vé ban chit, UAV sir dung MAVLink dé dugc
giam sat va diéu khién. MAVLink hd trg cac loai 16p
van chuyén khac nhau nhd ciu tric gon nhe. N6 ¢6
thé truyén qua wifi, Ethernet (mang TCP/IP) hodc
cac kénh bing thong thap hoat dong & tan s 433,
868 va 915 MHz [8]. Két néi MAVLink duogc thiét
lap nhu sau:

Khi UAV khéi dong, né truyén mot thong diép
c6 tén 1a HEARTBEAT theo dién tin quang ba hoac
c6 thé mang dia chi chi dinh ctia GCS. Béng thot,

GCS ling nghe ban tin HEARTBEAT trén mit dét.
Khi GCS phat hién dugc ban tin cia HEARTBEAT
tir UAV guri t6i, néu ban tin chira dia chi cia GCS ma
n6 can truyén, GCS sé& giri lai ban tin HEARTBEAT
cho UAV, sau do ca 2 gui lién tuc ban tin nay cho
nhau mdi gidy dé giit cho lién lac nay ton tai. Sau
mot khoang thoi gian két nbi duoc thiét 1ap hoan
toan, UAV lién tuc bao vé trang thai két ndi hién tai
dé GCS c6 thé theo ddi tinh trang ciia UAV. Tan sudt
béo vé thuong khac nhau, phu thudc vao loai UAV,
bang thong cho phép... GCS guri ban tin MAVLink
dén UAV dugc két ndi khi nguoi diéu khién thyc
hién gui Iénh méi, cap nhat nhiém vuy. Trinh phan
tich ban tin MAVLink dugc thyuc hién s& khong dé
cap t6i gia tri ndo trong tidu dé giao thirc, vi du nhu
dia chi IP dich nguf”)n. .. Do vay, MAVLink dé bj tan
cong bang cach tiém ban tin sai néu payload hop 1¢.
Ngoai ra, GCS trao ddi dit liéu voi UAV thong qua
mot kénh khong duoc xac thyc va khong ¢6 ma hoa.
Nhing két ndi nay co thé dé dang bi tan cong, bi
khai thac bai ddi tuong co thiét bi phat phu hop, co
thé giao tiép v6i may bay khong ngudi l4i, dua 1énh
vao phién hién c6 va dé dang khoi chay tin cong
vao UAV.

Sau khi dat duoc thong tin vé giao thirc diéu
khién cua MAVLIink, ta cé thé tao ra cac tin hiéu
gia (Spoofing Signal) dé truyén dén UAV muyc tiéu,
nham khién UAV hiéu nhim rﬁng tin hiéu nhan dugc
tir nguoi tin cong chinh 1a tir GCS gde. Thuét toan
thu thap va gidi ma géi tin MAVLink nhu sau [9]:

Thugit toan: Thu thap va gidi ma goi tin dang bén 10
Dau vao: Gdi fin thu thip diroc
Dénra: Banro
Thii tuc (Khai thc Mavlink)
1 Tao Ddi Tuegng Drone
2 Dinh Netia Trinh Xir Ly Tin Nhiin Malink
3 DO« doc (Gi Ditiéu)
4 Trong ki (KetNoi! = 0):
S Goi Tne Liv(d dai, dia chi cdng)
6 Phén Hoi (ThieVién_Mawlink) & doc (Tinth’in_Mm’lirrk)
1 Véi (i < Doc (GdiT)):
§ D0« PhanTich(GéiTin) + Gx00F (kg bt du STX ban v1.0)
9 DI« PhanTich(XyTir Hev)
I
l
L
l
L
l
L

0 DoiTrongDrone « SinSang (D0, D1)

| néu (GéiTin! = Nl

2 GidiNen (GoiTin)

3 DitLién DaNhdn (DangNhiPhan, Hex)

4 Banko — ChuyénDai(DangNhiPhdn, Hex)

5 ThengTin BdoMit — Ly (GPS, tai_trong, o cao, kinh dg, 11 b, vv)
6 Kot thiic thi tue
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Khi UAV thyc hién nhiém vu va bét dau trinh bay,
ngudi tin cong giri mot ban tin MISSION. COUNT
vira gui tor GCS t61 UAV va khoi tao goi tin nhiém
vu cho UAV. UAV s¢€ gui MISSION REQUEST téi
GCS yéu cau thong tin nhiém vu ma GCS da gui
trude d6 nén no s& khong truyén nita. Vi thé, UAV
chuyén sang trang thai cho thong tin nhiém vu tiép
theo. Khi do, ta c6 thé d& dang chiém quyén diéu
khién UAV.

4.Mo phong tan cong phuong tién bay khong ngusi
1ai théng qua gia mao giao thic diéu khién

4.1. Cai dat moi truwong thir nghiém

- Thanh phan UAV ao: s dung nén ting mo
jmavsim két hop PX4 (phan mém diéu khién bay
ngudn mo).

- Thanh phan GCS: Sir dung nén ting mo
QgroundControl, 1a mét GCS cho phép kiém soat
va cAu hinh chuyén bay ddy du cho cac phuong tién
PX4.

- K¢ tan cong (Attacker): Str dung nén tang mo
GCS dang dong 1énh Python script cua thu vién

Pymavlink, ding MAVProxy (phan mém ma ngudn
mé dong vai tro router) két hop cac cong cu tan cong
mang c6 trong by Kali Linux.

Céc thanh phan khac nhau dwoc gia lap trén cac
méy tinh, két ndi nhau théng qua Wifi va st dung
giao thie MAVLink trong diéu khién gitra GCS va
UAV.

Kich ban tan cong nhu mé ta trén hinh 3.
4.2. Kich bin thwe hanh va két qua

Sau khi cai dat xong chwong trinh, ta tién hanh
dung kich ban khai thac giao thitc MAVLink 1.0 va
tan cong chiém quyén diéu khién UAV. Kich ban s&
mé phong sau khi da hoan tat cai dit cac thanh phan
va mang nhu sau:

Budc 1: Khoi dong UAV, sau khi khoi chay, giao
dién cho thay nhu trén hinh 4.

Budc 2: Diéu khién UAV bang GCS. Thuc hién
déy mot nhiém vu 1én UAV bfing QGroundControl,

UAV s¢€ hoat dong tuan theo nhiém vu tr GCS di
chuyén theo tuyén duoc giao (cac waypoint).

UAV (PX4) A Vo
= Network < (({ ))) @)
W il A
~ uDp MAVLink protocol 1':;?0
e Wit 1
- 05: Ubuntu tAn céng ddu doc ARP a8 | ]
: e - I - App: QGround
- App: Jmavsim chuyen fiep goi GCS-UAV i g g Control. MAVProx
g (PX4 SITL env) dén ke tan cong 2. Ke tan cong sw dung ' ¥
i ! tan cong Ping flood dé tir| | =

3. Ké tan céng sy dung
tan céng tiém goi de tai
Ién cac nhigm vu mai,
chiém doat va thue thi

LAV hodn todn

choi céc goi dwore truyen
trong GCS-UAV

1
|l
1
[}
i
1
i
1
1
I

¥

| Ké tan cong |

&

%

-

- 05: Kali Linux

- App: Ettercap,
Wireshark, Hping,
MAVProxy

Hinh 3. M6 hinh kich ban thwc hanh tan cong chiém quyén diéu khién phwong tién bay khéng ngwoi lai.
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Hinh 4. Hinh anh gia lap.

Budc 3: Trinh sat, thu thap va phan tich thong
tin. Ké tan cong thyc sir dung Ettercap, thu thap,
trinh sat cac théng tin vé UAV va GCS (port,
protocol...), théng qua Wireshark dé phan tich goi
tin thu thap dugc. Ké tan cong thu thap, phan tich
dira trén cac thong tin nhu: cdng giao tiép (thuong 1a
cac cong MAVLink pho bién nhu 14550 trong phién
UDP); giao thtrc dugc stt dung (MAVLink); cAu trac
cua cac payload (ché’ing han nhu cac 1énh nhiém vu,
heartbeat, dit liéu vién thong). Mot s6 két qua thuc
hanh nhu trén cac hinh 5 va 6.

Hinh 5. Trinh sat cac thanh phan tham gia mang két
néi phu’ang tién bay khong ngwoi lai - diéu khién qua
tram mat dat.

] jMAVSim
--- SENSORS - > P i o
Accel Noise StdDev [ 0.05[5]
Gyro Noise StdDev [L0.o1F

InitMAVLINK
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Hinh 6. Minh hoa phan tich giao thirc MAVLink.

Budc 4: Khoi tao tan cong tu chdi dich vu dén
UAV. Trén co so thong tin da trinh sat, thu thap tai
budce 3, thue hién tin cong tur chdi dich vu 1am UAV
dimg lai giita khong trung, khong thé tiép tuc thuc
hién nhiém vu da dinh hodc phan hdi cac 1énh méi
tir GCS, trang thai bay chuyén sang chd va treo, tiép
tuc doi nhiém vy bay dé thyc thi.

Budc 5: Ké tan cong thuc hién chiém quyén
didu khién UAV. Sau khi lam gian doan giao tiép
gitta GCS gdc va UAV, ké tan cong ngimg can thiép
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nhung loi dung viéc giao thire MAVLink thiéu xac
thuc nguoi ding, khong xéac thuc 1énh dén, didu nay
cho phép ké tén cong tiém cac 1énh méi. Ké tin cong
st dung MAVProxy dé: Xéa nhiém vu hién tai d tai
lén bdi phi cong hop phap trude do; déy lén nhiém
vu moi 1a tap hop waypoint mai theo quy dao cua ké
tan cong. Do vay, UAV gio day tudn theo cac 1énh
ctia ké tin cong va khong con phan hdi véi su didu
khién cua phi cong ban dau. Nhiém vu di bi chiém
quyén hoan toan. Két qua thé hién trén giao dién
dong 1énh cho thay nhu hinh 7.

Tali@leli -/Desktopldo_an_mavink

tions Edit View Help
i~ % kali@kali: ~/Desktop/do_an_mavlink X root@kal: [homefkali X

Py

Hinh 7. Giao dién dong Iénh thé hién két qua chiém
quyén, chuyén lénh diéu khién dén phwong tién bay
khéng ngwei lai thanh cong.

5. Két luan

Noi dung bai béo da trinh bay mét s két qua
nghién ctru vé phong chdng UAV st dung phuong
an chiém quyén diéu khién giao thtrc 16p mang, da
thyc hanh mo phong phuong an chiém quyén diéu
khién UAV.

Phuong phap tin cong dua trén phan tich giao
thire diéu khién dbi voi UAV dang ngay cang dugc
quan tam nghién ctu. Tuy vay, phuong phap nay
gip nhiéu thach thirc 16n nhu: khé khan trong viée
phan tich d6i véi dir liéu hay tin hiéu diéu khién da
dugc ma hoa; thoi gian phan tich thuong lon, do vay,
khong phi hop déi véi cac bai toan yéu ciu thoi gian
thuc, can tan cong tire thi. Khi cac UAV hoat dong
bay dan, viéc phén tich giao thirc dé ché ap cho timg
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thiét bi mot 1a khong hiéu qua. Ngoai ra, ddi voi cac
UAV thé hé¢ méi c6 kha nang tu hanh, phuong phap
nay cling kho kha thi.

Hudng nghién ciru nay c6 thé phi hop véi muc
tiéu nghién ciru, phén tich cac giao thirc diéu khién
UAV, tir d6 leo thang cac chién lugc bét giit UAV
trinh sat dé thuc hién cac nghién ciru sau hon. Ngoai
ra, thue hién chiém quyén ddi véi cac UAV dan dung
vi pham cac ving cdm bay, viéc st dung phuong
phap tan cong thong qua chiém giao thirc didu khién
cho thiy tiém ning, tinh hiéu qua cao.
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