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Tom tit:

Viéc phat trién cac dw 4n phan mém thanh cong ludn 13 mdi quan tim hang diu cha céc to chirc,
doanh nghi¢p. Trong dé, viéc dam bao chit lwrgng ciia phan mém la wu tién cao nhit trong toan b
qua trinh phit trién ciing nhu van hanh cia phin mém. Bai bao dé cip viéc phat hién cac 16 hong
ciia mi ngudn va tip trung vao phén tich ct phap va ngir nghia ciia cac ciu Iénh trong mi ngudn.
M&b hinh phat hién 156 héng mi ngudn dwge thue hién theo quy trinh: (i) biéu dién ci phap va ngir
nghia; (ii) trich xuit dic trung ciia ma nguon; (iii) cAn biang dir liéu; (iv) phan loai md ngudn. Piu
ra ciia méd hinh cho biét ma ngudn dé hoic binh thwong, hoic c6 16 hong. Mo hinh sir dung bd dir
liéu SARD dé huén luyén mé hinh hoc sdu. Mang hoc siu sir dung mé hinh BERT (Bidirectional
Encoder Representations from Transformers), md hinh Word2Vec két hgp LSTM (Long Short-Term
Memory) va mé hinh Word2Vec v6i BiLSTM (Bidirectional Long Short-Term Memory) theo ba kich
ban. Két qua phin loai dwge dwa qua mdt ham softmax dé tra vé mot vector chira du dodn xac suit
xdy ra ciia tirng loai 16 héng. Véi ty 1¢ phat hién 16 héng ma nguén cho két qué chinh xac lén dén
82,63%, twong ng véi ty 18 bé sét chi con 17,37%. Pay 1a mt két qua c6 thé chip nhan dwgce, chirng
minh hiéu qua vwot trdi ddi véi bai toan phat hién 16 hong ma ngudn.

Tir khéa: hoc siu, hoc twong phan, 16 hong, phan mém.
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Abstract:

Developing software projects successful is always a top concern for organizations and enterprises.
Among these concerns, ensuring software quality is the highest priority throughout the entire
development and operation process. This paper addresses the detection of source code vulnerabilities
and focuses on analyzing the syntax and semantics of statements within the source code. The source code
vulnerability detection model follows a structured process: (i) syntactic and semantic representation;
(ii) feature extraction from source code; (iii) data balancing; and (iv) source code classification. The
model’s output indicates whether the source code is normal or contains vulnerabilities. The model is
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trained using the SARD dataset and incorporates deep learning approaches. Specifically, it employs
the BERT (Bidirectional Encoder Representations from Transformers) model, the Word2Vec
model combined with LSTM (Long Short-Term Memory), and the Word2Vec model with BILSTM
(Bidirectional Long Short-Term Memory) across three scenarios. Classification results are passed
through a softmax function to generate a vector containing the probability predictions for each type
of vulnerability. The detection model achieves an accuracy rate of up to 82.63% for identifying source
code vulnerabilities, with a corresponding omission rate of only 17.37%. This result is considered
acceptable and demonstrates the superior effectiveness of the approach in the task of source code

vulnerability detection.

Keywords: contrastive learning, deep learning, software, vulnerabilities.

1. Dat van de

S6 lwong 16 hong trén phin mém maéy tinh ngay
cang gia tang, dé dang trd thanh muc tiéu cho cac
cudc thn cong ) y, trong khi céc tin tac lai c6 vo sb
phuong phap khai thac cac 16 hong nay. Bio cdo cho
thiy muc do thiét hai va sy gia ting dot bién vé s6
luong 16 hong phan mém ngay cang nghiém trong.
Khi hé thong dang ton tai 16 hong, néu nguoi quan
1y khong phat hién ra va cai dat ban va trudce khi tin
tic biét cach khai thac, chung co thé bi sir dung dé
thyc hién cac hanh vi nguy hiém nhu danh cip cac
dir lidu quan trong, gdy tir chéi dich vu... va nguy
hiém nhét 1a ndm quyén kiém soat hé thong va phat
tan virus. Dé phat hién 15 hong ma ngudn, nghién
ctru chi ra ¢6 nhidu CVE (Common Vulnerabilities
and Exposures) dugc phat hién va cong bd. Dic biét
mirc 46 nghiém trong ciia cac CVE 1a rat 16n. Ddng
nghia v6i viéc khi cac CVE nay bi tan cong va khai
thac s& dan dén hau qua rat nguy hiém cho cac hé
thdng cua t6 chirc.

Vay nén bai bao dé cap viéc phat hién 16 hong
trong mi ngudn cta phan mém; goi 1a 16 hong
phan mém. C6 hai phuong phép chinh dé phét hi¢n
16 héng ma ngudn do6 1a phuong phap thu cong va
phuong phép tu dong hoa [1-4]. Pbi voi hudng tiép
can thi cong c6 wu diém 13 hidu qua cao nhung
nhugc diém 13 yéu cau ngudi phan tich phai ¢6 trinh
d6 cao dong thoi tén rat nhiéu thoi gian. D6i véi
van dé tu dong hoa phat hién 15 hong ma ngudn thi
dang dugc nghién ctru va ap dung nhiéu hién nay
do ¢6 nhiéu cong nghé tinh toan ciing nhu phuong
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phap hd tro manh mé&. C6 thé nhén thay cac hudng
tiép can gan day thudng tip trung vao phan tich ma
ngudn theo dang ngit nghia va cu phap roi sir dung
cac thuat toan hoc may hodc hoc sau dé tiép tuc phan
tich va dy doan 15 héng. Tuy nhién, ching t6i cho
rang cac hudng tiép can hién nay dang gip phai mot
s6 van dé sau [5-11].

- Thiéu dic trung va thudc tinh vé 15 hong bao
mat: Thuc té cho thdy, mot sb nghién ctru da d& xuat
dugce mot s6 phuong phap mang lai hiéu qua twong
d6i tot. Tuy nhién, khi ap dung cac phuong phap nay
vao cac bo dir liéu khac thi ty 1¢ phat hién nham rat
cao. Diéu nay thé hién, phuong phap dé xuit do chi
pht hop voi mot sb bo dit lidu cu thé nén rat kho ap
dung trong cac b dir liéu khac. Hay noi cach khac,
cac thudc tinh va dac trung duoc cac nghién ciu dé
xudt chua thé hién dugc day du va khac biét vé cac
16 hong phan mém

- Bo dir liéu thuc nghiém thiéu thuc té: Cac
nghién curu trude day thuong lya chon cac bo dir
lidu co sdn dé danh gia hiéu qua cia mo hinh dé
xuét. Bén canh do, cac bo dir lidu nay thuong co6 dac
diém 1a c6 su can bang giita cic nhan 16 hong va
nhin binh thuong. Piéu nay dan dén cic nha nghién
ctru da khong tinh toan dén truong hop lam sao dé
phat hién dugc 16 héng cia ma ngudn trén cac bo dir
lidu mat can bang. Pay 1a van d& rit quan trong vi
trong thuc té, khi kiém tra va dénh gia 15 hong phan
mém thi ¢ sy chénh léch rat 16n giita vé sd lwong
ban ghi cia cac ma ngudn chira 16 hong bao mat va

mi ngudn khong chira 16 hong bao mat. Chinh vi
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vay, khi ap dung cac phuong phap nay vao thuc té
thi ty 1¢ phat hién sai rt cao vé ca kha nang du doan
chinh x4c 16 hong mi ngudn ciing nhu ma ngudn
binh thudng. Ca biét co trudng hop khong thé phat
hién dugc 16 héng phén mém nao do mé hinh bi
overfitting.

Dé giai quyét cac van dé trén, cac nghién ciu
gan day thuong tap trung ap dung cac ki thuat phan
tich d6 thi két hop véi cac thuat toan hoc may hoic
hoc sau [7, 8, 12-15]. Theo do, cac huong tiép can
thuong phén tich ma ngudn thanh cac dang dd thi
nhu AST (Abstract syntax tree) [16], CFG (Control
Flow Graph) [17], PDG (Program Dependence
Graph) [18] sau d6 dung céac k¥ thuat hoc may hoéc
hoc sau dé phan loai ma ngudn binh thudng va ma
ngudn chira 16 hong bao mat. Khi quan sat va phan
tich vé cac hudng tiép can nay, chung t6i nhan thay

mot sO van dé can cai thién nhu sau:

- Vin dé biéu dién ma nguon: Chung toi cho ring
viéc phan tich va biéu dién ma ngudn thanh mot
trong cac kiéu nhu AST, CFG, PDG sé& khong thé
hién duoc ddy di mbi quan hé gitra cac thanh phan
trong ham va cac bién ctia ma ngudn. Nguyén nhan
ctia van d& nay 1a do cac cach biéu dién AST, CFG,
PDG s& chi c¢6 kha ning biéu dién dugc mot vai moi
quan hé giita thanh phan cia ma ngudn. Do do, viéc
chi ap dung mét trong cac cach biéu dién nay s& dan
dén tinh trang ma ngudn khong dugc biéu dién mot
cach day du va rd rang. Tir d6 dan dén thong tin
duoc trich xuat kém hiéu qua.

- Van dé phan loai 16 hong mi ngudn trong cac
b6 dir liéu mat can bang: dé giai quyét cac van dé
lién quan dén mét can bang dir liéu, cac hudng tiép
can thuong dé xut 2 giai phap: 1) lya chon cac bo dir

liéu c6 sy can bang vé mat dinh lugng gitta cac nhan;

ii) tién hanh phan loai ma khong ap dung k¥ thuat
hodc phuong phép can bang dit liéu. Ca 2 giai phap
nay s€ lam cho hiéu qua cia mo6 hinh phan loai
khong dat két qua tot.

- Phuong phap phat hién 16 hong mi ngudn:
Theo d6, ngay sau khi két thiic qua trinh phan tich
va trich xuat ddc trung cia ma ngudn thi cac dic
trung nay thuong dugc dua vao moé hinh phan loai
nham phat hién ra cac ma ngudn binh thuong va
bét thuong. Ching t6i nhan thiy vai cach tiép can
truyén thong nhu vay mic di s& mang lai hi¢u qua
t6t, nhung ciing can khic phuc vi cac bo dit liéu mat
can bang s& dan dén tinh trang m6 hinh phat hién d&
bi phat hién nhim. Tir d6 dan dén hidu qua cta cac
mo hinh phat hién s€ khong dugc cao.

Dé phat hién 16 hong, bai bao dé xudt mo hinh st
dung phan tich hoc sau dua trén luéng xu ly nhim
bd sung thém cho phan tich theo ¢t phap con dugc
trich xudt qua biéu d6 ludng diéu khién CFG, biéu
dién dugc logic ciing nhu ca méi quan hé gitta cac
dinh voi nhau thong qua su két hop cua 3 ki thuat
xtr 1y chinh: Word2Vec két hop LSTM, Word2Vec
két hop BiLSTM, phat hién 15 hong phan mém sir
dung BERT.

Tiép theo, mdé hinh Word2Vec + LSTM va
Word2Vec + BiLSTM dugc dé xuit nham tinh toan
va trich xuét cac dic trung ciia ma ngudn. Trong md
hinh nay, céc thanh phan xir 1y chinh bao gém tién xir
ly, sir dung Word2Vec dé chuyén chudi ma da duoc
xtr 1y thanh cic vector nhung. Sau do, cic vector
nhing dugc dua vao mang LSTM va BiLSTM dé
tién hanh hoc va phan loai 16 héng. Két qua phan
loai s€ dugc di qua mot ham softmax dé tra vé mot
vector chira dy doan xéc suit xay ra cia timg loai 156
héng di cho (hinh 1).

\ 4

M5 . Trvl’ch xuat
i B|~eu dnin dag: tru‘rJg
(C, C++) »| ma nguobn | cla ma
1) (2) ngudn
(3)

Két qua binh
Céan bang Phan loai thudng
dir lieu —»{ ma ngudn (6)
4 (5)
Két qua bt
thudng
(6)

Hinh 1. M6 hinh tédng quan vé phat hién 16 héng ma nguén.
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2. Phan mém va 16 hong phan mém
2.1. Phan mém

Phan mém may tinh 14 tap hop cac chwong trinh,
dit liéu va chi dan ma may tinh st dung dé thyc hién

cac nhiém vu [19].

Phan mém c6 thé chia thanh nhiéu loai khac
nhau, dya trén chirc nang va muc dich sir dung: Phan
mém hé théng; Phan mém tng dung; Phan mém tién
ich; Phan mém lap trinh; Phan mém nhung; Phan

mém ma nguon mé va thuong mai.
2.2. Lo hong phan mém

C6 cac loai 15 hong nhu: 13i tran bo dém 13 khi bo
nh¢ bi ghi dé nhiéu 1an trén ngan xép; Luu trit dix liéu
khong an toan; thiéu ché d6 bao vé tf?mg giao van; 1o
ri dit li¢u; phan quyén va xac thuc yéu; ma hda bi bé
khoa, khong ma hoa; dau vao khong tin cay; xu ly
phién khong dung, quan 1y phién yéu; thiéu bao mat
nhi phan; thiéu ma hoa dir liéu; Khong xac thyc di
liéu dau vao; 16i trong ph?m mém; su dung mat khéu
yéu; 15 hong trong dinh dang chuin dau ra cho dix
lidu; 13i thiét ké khong bao mat, st dung thuét toan
mat mi yéu; 16 hong khong dong bo trong da ludng;
str dung dir liéu hodc tai nguyén sai cach [19]. Két
qua dang trén mot dir liéu cu thé, nhung khi c6 dir
liéu khac, bi xung dot; truy cap vao cac tai nguyén

hodc chirc nang khong cho phép.
3. Mo hinh phat hién 16 hong phan mém
3.1. Kién triic mé hinh dé xudt

Trong hinh 2 va 3 1a mé hinh Word2Vec két hop
voi LSTM:

Word2Vec Vector
SOft Chl:l'a
. t Y max | xac sua}t
Chuoi |} Tien 11 1 stm > timg 16
ma xu Iy héng

Hinh 2. M6 hinh Word2Vec két hop LSTM tiép theo la
mo6 hinh Word2Vec két hop véi BiLSTM.
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Word2Vec Vector
soft i
f chira
v max , J4
- ; xac suat
Chuoi | Tien || iy gy timg 15
ma xu Iy héng

Hinh 3. M6 hinh Word2Vec két hgp BiLSTM.

Sau ciing 12 m6 hinh phat hién 16 héng phin mém
st dung BERT (hinh 4).

soft
may.

L

Vector chira xac
sudt timg 16 hong

Chudi

ma

BERT

v

Hinh 4. Cac thanh phan chinh mé hinh BERT.

Chtric nang va nhiém vu céac khoi con trong mo

hinh dé xuat thé hién qua cac hinh nhu sau:

- Chudi ma: 1a dir lidu phuc vu qué trinh hudn
luyén va phat hién 15 hong. Ma ngudn s& bao gom
nhiéu dang ngdn ngir va 16 hong khac nhau. Ching
toi st dung bd dir liéu tham chiéu vé bao hiém ph?m
mém (SARD) do Vién Tiéu chuin va Cong nghé
Qudc gia (NIST) [20] tao ra dé thir nghiém cac mo
hinh dé xuét.

- Khdi tién xir Iy: Vi bo dir liéu tao thanh tir cac
tép van ban chira ma tho gdm céc tép chira 15 hong
va cac tép khong chira 16 hong, tién hanh gin nhan
dé phan loai. Sau do tién hanh loai bo cac thanh
phan nhiéu khoi dit liéu bang cach xo6a nhitng chii
thich, dat lai tén bién, tén ham dé tao nén mot ciu
trac mé nhat quan, khong chira nhiing thong tin anh

huong to1 qua trinh dao tao mo hinh.

- Khéi Word2Vec: 1a mé hinh gitip tao ra cac
biéu dién embedding cia tir trong mot khong gian
¢6 sb chiéu thip hon nhiéu 1an so v&i sd tir trong tir
dién. Y tuong d6 1a hai tir (tir con) xudt hién trong
nhing van canh giéng nhau thuong co ¥ nghia gan
v6i nhau. Hay c6 thé doan duge mot tir (tir con) néu
biét cac tir xung quanh n6 trong cau. Nhu vdy, c6
hai cach khac nhau dé xay dung mé hinh Word2Vec

d6 1a dy doan nhitng tir ngit canh néu biét trude tir
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dich (Skip-gram) hoac CBOW (Continuous Bag of
Words) dya vao nhing tir ngir canh dé du doan tir
dich.

- Khéi BERT: Khéi BERT sir dung Transformer
12 mot mo hinh attention hoc mbi tuong quan gitra

cac tir (hodc mot phan cia tir) trong mot vin ban [3].

- Khéi LSTM: Khéi nay dugc d& xuit 1a mot
trong nhitng giai phap cho van d¢ phat hién 15 hong
phan mém tir ma ngudn. Piém chinh trong kién trac
LSTM chinh 13 cac 6 nhé véi cac cong cho phép luu
trit hodc truy xuit thong tin. LSTM chi ¢6 thé du
doan nhan cua tu hién tai dya trén thong tin c6 dugc
tlr cac tir nam trude do.

- Khéi BiLSTM: Nhu da néu, diém han ché cua
LSTM chinh la chi du doan nhan cua tir hién tai dua
trén thong tin c6 dugc tir cac tir ndm trude dé. Trong
khi, viéc nhén dang chinh xac ciu tric va ngtr canh

cua mot doan ma nguon khong chi can thong tin &

(A)

DECL
=] [
R - - ‘-
B []
\ P N

i "y
-
4 ¥

nfia

(a) Abstract syntax tree (AST)

(€

phia trudc cua tir dang xét ma con ca cac thong tin
phia sau. Diéu nay LSTM lai khong thé nhan dang
dugc. Chinh vi thé, BILSTM da duoc tao ra dé khic
phuc diém yéu trén. Mot kién trac BILSTM thuong
chira 2 mang LSTM don duoc str dung dong thoi va
ddc 1ap dé mo hinh hoa chudi dau vao theo 2 hudng:
tur trai sang phai va tor phai sang trai.
3.2. Biéu dién mi nguén phin mém

Mo hinh trong bai béo st dung biéu dd ludng
diéu khién CFG [17] la dang biéu dd, trong d6, mdi
nut dai dién cho mdt Iénh hay néi cach khac CFG
1a mot dd thi biéu dién d6 hoa cua ludng diéu khién
hodc tinh toan trong qua trinh thyc thi cac chuong
trinh hoac Gng dung cua mot chuong trinh. Cac nut
trong CFG 1a cac khdi co ban, nhém céc 1énh c6 thé
thyc thi tuan ty ma khong c6 bat ky chuyén hudng
diéu khién nao va cac canh dai dién cho cac ludng
diéu khién giita cac khdi (hinh 5).

(8)

‘"
source[]l

[ios = =

EXTT

(b) Control flow graph (CFG)

int x = source()

D_
Y

Co .
Irue ¥
sink(y)

D

D,

Hinh 5. Biéu dién ma ngudn dwéi mét s6 dang: AST (A), CFG (B) va PDG (C).
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ht

ENCODER

i 9

[

“main™

Hinh 6. M6 hinh phat hién 16 héng str dung LSTM.

“in

3.3. Trich xudt ddc trung cia ma nguén phén

mem

Céc nghién ctru cho thay dic trung cia dinh va
canh trong CPG (Code Property Graph) [4, 21] 1a
mot biéu dién quan trong cia ma ngudn. CPG két
hop céac phan tir tir ludng diéu khién, biéu do ludng
dir lidu, cung v6i AST va PDG cho phép biéu dién
tong hop ngir nghia ctia mi ngudn. V& mat hinh
thtrc, CPG dugc ky hiéu la G =(V, E), trong d6 V 1a
tap hop cac dinh (ntit) va E 1a tdp hop cac canh trong
d6 thi. M&i dinh chira thong tin vé loai dinh.

3.4. Cin bang di li¢u

Sau khi thu duge hd so dic trung ciia ma nguén,
chung t6i dung né dé phan loai nham phat hién cac
mi nguodn binh thudng va ma ngudn chira 15 hong.
Tir ho so thu duoc, chung t6i nhan théy ¢o su chénh
léch rat 16n giita md ngudn chira 16 hong va ma
ngudn binh thudong. Néu van dé nay khong duogc giai
quyét, s& din dén mot sai 1éch khong mong mudn
trong mo hinh lam han ché hiéu sut du doan cua né.
Hon nita, cac vector dédc trung dugc trich Xuét cua
cac mau c6 16 hong va cac mau khong c6 16 hong thé
hién sy chong chéo dang ké trong khong gian tinh
nang. Didu nay gay kho khan cho viéc phan dinh cac
mau c6 15 hong va cac mau khong co 16 hong. Dé
giai quyét tinh trang mat can bang di liéu trong qua
trinh hudn luyén va giup tang tinh da dang cua dix
liéu chung t6i st dung thuat toan SMOTE (Synthetic
Minority Oversampling Technique) [22].
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3.5. Phén loai 16 hong phan mém

Dua trén cac ddc trung cua ma nguén duoc trich
xuét, két hop véi cac vector dac trung dugce sinh ra
tir thuat toan SMOTE bai b4o sé tién hanh phan loai
cac vector dic trung nay dé két luan vé 16 hong cia
ma nguén. Pé thuc hién muc tiéu nay, bai bao st
dung 2 16p don gian la Fully Connected va Softmax
[23]. Trong d6 Fully Connected 1a mét cach don
gian hoa dé hoc cac t6 hop phi tuyén tinh cia cac
db6i twgng. Lop Fully Connected dang hoc mot ham
¢6 thé phi tuyén tinh trong khong gian. Pau ra duoc
lam phéng nay duoc cung cip cho mot mang no-ron
truyén thfmg va mang no ron truyén nguoc. Qua mot
loat cac epoch, mo6 hinh co thé phan biét cac dac
diém ndi bat trong dit liéu va phan loai chung bang

cach su dung ky thuat ham Softmax [24].

4. Thif nghiém
4.1. Dit liu thir nghié¢m

Bai bao nay su dung SARD [20] do Vién Tiéu
chuén va Cong nghé Quéc gia (NIST) (Hoa Ky) tao
ra. SARD dac biét hép dan vi n6 khong chi chua cac
16 hong bao mat ma con chira cac ban sao da khong
ton tai 16 hong cua chung, cho phép tim hiéu chinh
xac su khac biét giira 16 héng bao mat va cac giai
phap thay thé an toan cua né. Bo dit liéu duoc xir Iy
trude khi dio tao bang cach loai bo tit ca cic phan
khong mong mudn c6 thé khién cac mé hinh bi qua
tai va mat can bang. Va cudi cung, bo dir liéu con

lai hon 100.000 t€p, v6i mot nua chra mot trong
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118 16 héng bao mat va ntra con lai chira cac lya
chon thay thé khong dé bi tdn cong. Tién hanh chia
bo dir liéu thanh cac thanh phﬁn khac nhau, sau do
tién hanh thyc nghiém va danh gia o chinh xéac cuia
cac mo hinh dé xuit. Toan bd qua trinh chia tap dir
liéu thye nghiém cho cac kich ban s€ dugc chon mét
cach ngiu nhién, trong d6 75% cua tap dir liéu s&
dugc dung trong qua trinh huan luyén, 25% con lai
s& duoc ding trong qua trinh kiém tra.

4.2. Kich bin dinh gid

Pé danh gia dugc két qua thir nghiém téc gia tién
hanh ba kich ban thuc nghi€ém nhu sau:

Kich ban 1: Phét hién 15 hong phan mém sir dung
Word2Vec két hop véi LSTM: Thir nghiém trén mo
hinh LSTM véi s6 luong cac niit an khac nhau (hinh
6).

Kich ban 2: Phat hién 16 hong phan mém st dung
Word2Vec két hop v6i BILSTM: s6 lwong cac nut 4n
khac nhau.

Kich ban 3: Phat hién 16 héng phan mém sir dung
BERT: sb luong tﬁng khac nhau (hinh 7).

[e.e8, @.19, 0.20, ..,
[none, CWE-121, CWE-119, ..,

0.1]
CWE-476]

TRANSFORMER BLOCK

ENCODER

ENCODER ENCODER

“int” “main” an
Hinh 7. M6 hinh phat hién 16 hdng str dung BERT.
4.3. Tiéu chi danh gia mé hinh
Accuracy: Ty 18 giita s6 lugng miu dugc phan

loai dung va téng s6 mau. Po chinh xac duge tinh
theo cong thuc sau:

TP+TN

accuracy = ————————————
y TP+TN+FP+FN

X 100% (1)

trong do: TP - True positive: s6 luong mau c6 15
héng dugc phan loai chinh xac; FN - False negative:
s6 lugng mau c6 16 héng dugc phan loai 1a khong c6
16 hong; TN - True negative: s6 lwong miu khong
c¢6 15 hong dwoc phan loai chinh xac; FP - False
positive: sb lwong mau khong c6 16 hong dugc phan
loai thanh ¢6 16 hong.

Precision: 1a ty 1€ cua true positive points trén
tong s diém dugc phén loai 1a positive (TP + FP).
Do chinh xac cao co nghia la d§ chinh xac cao cua
viéc xac dinh points.

TP
P+FP

precision = 7 X 100% 2)

Recall: 1a ty I¢ cla céc true positive points trén
téng sO cac real positive points (TP + FN). Recall
cao c6 nghia la TP cao va ty 1€ bo sot positive points
1 thép.

TP:PFN X 100% (3)
F1-score: 1a trung binh hai hoa cua d¢ chinh xéac

recall =

va thu hdi. F1 cang cao, bd phan loai cang tot.
TP
TP+FN

recall = x 100% 4)

4.4. Két qud thwe nghiém

Két qua thue nghiém theo kich ban I: trong kich
ban thyc nghiém 1, phat hién 15 hong phan mém
st dung kién trac mé hinh Word2Vec két hop véi
LSTM trén bg dit liéu SARD cho két qua theo bang
1, tac gia thay dugc do chinh xéac clia qua trinh phan
loai tién trinh cho két qua khac nhau khi thay doi s6
luong cac nut an. Vi sd lugng cac nit an 1a 400 thi
thuét toan LSTM mang lai hiéu qua cao nhét trén tat
ca cac do do. Mic du sb luong cac nat an thay ddi
tir 200 dén 1000 nhung d6 chinh xac ciia thuat toan
lai khong ¢ nhiéu thay d6i. Két qua cao nhit va
thap nhat chi chénh léch nhau: accuracy ting 1,64%,
precision tang 1,82%, recall tdng 1,94% va F1 tang
1,89%. Nhu vay, mac du sb lugong céc nit an tang
hay giam ciling khong lam cho d6 chinh xac trong
qua trinh phén loai lai thay d6i mot cach dang ké.
Diéu nay cho thiy thuat toan LSTM cung cip kha
nang phan loai tot va 6n dinh khi thay doi s6 luong
cac nit an.
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Bang 1. Két qua thwc nghiém phat hién 16 héng phan
mém st dung kién triac mé hinh Word2Vec két hop
véi LSTM.

1000 71,15 6789 6948 71,53
400 7297 69,83 7137 73,17
200 71,70 6847  70,05% 72,02

Két qua thuc nghiém kich ban 2: Kich ban 2
st dung kién trac mé hinh Word2Vec két hop véi
BiLSTM trén b dit liéu SARD cho két qua tir bang
1 va 2 thiy duoc khi thay doi s6 luong cac cac nit
an thi LSTM va BiLSTM cho ra céac két qua twong
tu nhau. Dua trén két qua kich ban 1 va 2 da ching
minh dugc mé hinh NLP ¢6 y nghia d6i vi bai toan
phan loai 16 hong. Didu nay duoc thé hién trén do
chinh xéc tong quat toi thiéu déu khoang trén 71%
va ddi voi gia tri recall tdi thiéu 13 67%. No6i chung,
két qua phan loai dbi véi kich ban chi dimg ¢ mtc
dat mirc chdp nhan dugc va cho két qua & mirc trung
binh con kich ban 2 thi twong ddi 6n. Kich ban 2 sir
dung BiLSTM di mang lai két qua t6t hon LSTM
t6i 6% cho thiy tdm quan trong cua viéc luu giit
thong tin theo ngit canh trén tirng phan doan. Bo nhé
hai chiéu trong BILSTM c6 thé cai thién dang ké
hiéu suit chinh x4c cua viéc phat hién 16 hong phan
mém theo cach NLP vi thong tin theo ngit canh duoc
xem xét mot cach toan dién.

Bang 2. Két qua thwc nghiém phat hién 16 héng phan
mém st dung kién tric mé hinh Word2Vec két hop
v&i BiLSTM.

S cac by
L,z Chinh xac DPophi F1 chinh
nut an ) .
xac
1000 78,57 75,86 77,19 78,67
400 80,13 77,56 78,83 79,83
200 79,62 77,43 78,51 79,17

Két qua thuc nghiém kich ban 3: Bang 3 cho
thdy sb luong ting tang thi do chinh xac cia mo

hinh ciing ting theo. Tuy nhién, viéc ting sd ting
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lam ting hiéu sudt mo hinh 1én khoang 2% nhung
ddng thoi ciing tang thoi gian xir Iy cia mo hinh 1én.
Trong thuc té, dé can bing giita hiéu sudt va thoi
gian thi can phai can nhic lua chon dugc cac tham
s6 phu hop dé cho ra dugc két qua nhu mong doi.
Déi véi kich ban 3 st dung mo hinh BERT véi co
ché hai chiéu va co ché chii ¥ (attention) cho két qua
phat hién 16 hong tot hon han. Piéu nay dugc thé
hién trén két qua recall cao nhit trong 3 kich ban 1a
82% tuong tng vai ty 1& bo sot 1a 18%. V& do chinh
x4c, md hinh BERT va cac bién thé clia no déu hoat
ddng t6t hon cac mo hinh hoc sau NLP truyén théng
da duoc thir nghiém. Diéu nay 1a do co ché chu y
trong cac md hinh BERT c¢6 thé trich xuat thong tin
nhan biét ngit canh theo cach tot hon nhiéu so véi
LSTM hodc RNN. Két qua nay chimg minh dugc
md hinh d& xuit co gia tri thuc tién ddi voi bai toan
phat hién 15 héng ma ngudn.

Bang 3. Két qua thwc nghiém phat hién 16 héng phan
mém st dung mé hinh BERT.

S0 cic ting Chinh xic P9 phu  F1 Do chinh xdc
4 82,89 8097 81,92 84,08
8 83,58 81,72 82,64 8464
12 84,41 82,63 83,51 8533

Chung t61 da su dung bd dir liéu FFmpeg+Qume
dé so sanh viéc phat hién 16 hong ma ngudn theo mo
hinh BERT, nhu kich ban 3 néu trén véi cac md hinh
Russell [13], VulDeePecker [24], SySeVR [25]. Két
qua thé hién trong bang 4.

Céc két qua thuc nghiém trén bang 4 cho thiy
tiép can ciia chung t6i duoc dé& xuét trong bai bao
khong chi mang lai hiéu qua tot trong nhiém vy phan
loai 16 hdng ma ngudn ma con tdi wu hon so voi cac
md hinh, hudng tiép can khac. Cu thé ddi voi bo dir
liéu FFmpeg+Qume, dua trén két qua thyc nghiém
thi thdy duoc rfing v6i do do accuracy thi tiép can
ctia chiing t6i hiéu qua hon tit ca cac nghién ctru
khéc tir 0,2 dén 10%. Tuong ty nhu vay ddi véi do

do precision, tiép can nay ciing tot hon tir 0,3 dén 9%
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Bang 4. So sanh mé hinh dé xuét véi mét sé mé hinh cua cac tac gia khac.

B0 dir liéu Tiép cén Acc (d chinh xac)  Pre (chinh xdc) Rec (d§ phu) F1 (chi s6 F1)
Kich ban 3 theo m6 hinh BERT 62,78 57,15 72,98 64,1
Russell [13] 58,13 54,04 39,50 45,62
FFmpeg+Qume
VulDeePecker [25] 53,58 47,36 28,70 35,20
SySeVR [25] 52,52 48,34 65,96 56,03

s0 voi cac hudng tiép can khac. Con ddi véi do do
recall thi tiép can clia chung t6i dé xut cao hon tat
ca cac tiép can con lai tir 10 dén hon 31%. Tuong tur
nhu d6 do recall, d6 do F1_score theo tiép can cua
chuiing t6i cling cao hon cac nghién ctru khac tur 7
dén 30%.

5. Két luan

Nghién ctru da d& xuét sir dung mo hinh BERT
v6i co ché hai chidu va cha y cho két qua phat hién
16 hdng vai d¢ chinh xac theo ty 1¢ phat hién 16 hong
mé nguon cho két qua chinh xac 1én dén 82,63%
tuong tmg véi ty 18 bo sot chi con 17,37%. Cac két
qua thyc nghiém trong muc 4 cua bai bao da chung
minh dugc hiéu qua vuot troi ddi voi bai toan phat

hién 16 hong ma nguon.

Thuc nghiém so sanh va danh gia hiéu qua trong
viéc phat hién 16 hong ctia mi ngudn trong bang 3
cho thay, sb lwong tang ting tir 4 dén 8 thi F1-score
tang tir 81,92% dén 82,64%, tic 1a do chinh xéac
cia md hinh ciing tang theo. Tuy nhién, viéc tang
sO tang lam tang hiéu suit mo hinh 1én khoang 2%
dong thoi cling 1am tang thoi gian xtr Iy ciia mé hinh
1én. Trong thuc té, dé can bang giira hiéu suat va thoi
gian can lya chon cac tham sb phu hop dé cho ra
dugc két qua nhu mong doi. Cac két qua thir nghiém
dé Iya chon cac tham sb phu hop ciing nhu mé hinh
da duogc trinh bay.
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