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Abstract: This paper proposes some new schemes
for data hiding and watermarking in JPEG images by
using quantized discrete Cosine transform (DCT)
blocks. The DCT coefficients are segmented into
groups of 2" —1 continuous elements. For each
group, r bits can be embedded by changing at most
one element of the group.In comparisonto some
widely used data hiding schemes for JPEG
images, our data  hiding  schemes achieve higher
capability and better stego-image quality. The
proposed public key watermarking method based on
an embedded algorithm is capable to authenticate
digital images.
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I. GIOI THIEU

Véi sy phat trién cua khoa hoc va cong nghé, viéc
trao dbi dit liéu qua mang hién da trd nén phd bién. Vi
vay, viéc bao mat thong tin nham chdng lai su truy
cap bat hop phap dang 1a hudng nghién ctu thoi sy
cua Tin hoc.

Thuy van la ky thuat nhing mét luong thong tin
(ddu thuy van) vao dit liéu da phuong tién nhu anh sb,
am thanh hay video... Dau thay véan dugc sir dung lam
co s& dé chang minh ban quyén hoic xac thyc tinh
toan ven cua anh thiy van (anh chaa dau thay vén).
C6 thé phan loai thiy van theo (ng dung hoic theo
khoa. Néu dua vao tng dung thi cac luge do thuy van
dugc chia thanh thiy van bén viing va thay van dé v,
con dya vao khoa thi cé thuy van khoa bi mat va thuy
van khoa cong khai. Dbi v6i thuy van bén viing, dau

thuy van it bi bién d6i truée cac phép tin cong, loai
thiay van nay dugc dung trong bai toan bao vé ban
quyén tac gia [13,14,20]. Trai lai, thuy van d& v& co
kha niang phat hién dugc sy thay doi du 1a rat nho cua
anh thay van, né dugc ung dung trong bai toan xac
thuc tinh toan ven cua anh [5,9,10,18]. B4i véi thuy
van khoa bi mat [5,9,13], ca hai qua trinh nhing va
kiém tra diu thuy van déu dung chung mét khoa bi
mat. Trong khi d6, thuy van khoa cong khai
[8,10,14,20] duing khéa bi mat cho qua trinh nhung va
dung khoa cong khai dé kiém tra dau thiry van. So voi
thiy van khoa bi mat, thuy van khoa cong khai c6 uu
diém hon & chd khong phai trao ddi khoa giita cac bén
nhiing va kiém tra dau thay van.

Céc luge dd gidu tin va thuy van dugc nghién ciru
phd bién trén anh nén bao toan nhu BMP, TIF, PNG
[3,4,8-10,14,19]. Dbi v6i cac anh loai nay, viéc nhung
tindugc thuc hién truc tiép trén gia tri diém anh. Tuy
nhién, cac ky thuat nhing tin d6 kho c6 thé ap dung
duoc trén anh nén khong bao toan. Gan day hudng
nghién cou tap trung vao anh nén JPEG
[1,2,6,7,11,12,15,16,18], tiéu bicu 1a cac lugc do J-
Steg [6], Iwata cung cac dong su [7] va luge dd cua
Liu cung cac dong su[12]. Cac luoc dd trén déu sir
dung cac khdi hé sb cosine roi rac lwong tir (DCTLT)
dé nhung tin theo cac cach khac nhau. Luogc dd [7]
tién hanh nhtng chin bit trén chin dudng chéo song
song voi duong chéo chinh cua khdi DCTLT va lam
thay doi ti da chin phan tir. Trong khi dé, cac lugc do
con lai thi quét cac hé s6 DCTLT theo dudng zigzag
roi thue hién nhiing mét bit trén mot hé sé DCTLT c¢o
gia tri khac 0 va +1. Lugc d6 [6] nhang theo phuong
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phéap chén bit thap, luge db [12] thi nhing tin bang ky
thuat bu nhau (complementary). Nhin chung trong cac
luge dd trén, ty 1é thay doi 1a 0.5 phan tir /1 bit, tirc 1a
dé nhiing n bit thi can thay doi khoang n/2 phan tir
(mdt phan tir thay d6i mot don vi). Kha ning nhing
tin cua cac phuong phap nay vao khoang 15.6 bit/l
khéi DCTLT (xem Muc V.1).

Bai bio dé xuat cic phuong an nhing: 9, 10, 12
hay 16 bit trén mot khoi DCTLT ma chi thay doi tdi
da tir 2 dén 4 phan tir. Nhu vay, cac luge d6 dé xuat
khong nhitng c6 kha ning nhiing cao ma con cho chat
lugng anh tdt hon so véi cac luge d6 trén. Tir cac luge
d6 dé xuét, chang toi xay dung luge dd thiy van d& v
khoa cong khai ing dung trong bai toan xac thuc tinh
toan ven cua anh.

No6i dung tiép theo cta bai bao duge bd cuc nhu
sau: Muc 2 gi6i thi€u nhitng cong trinh lién quan. Céac
luge dd nhing tin dé xuit dugc trinh bay trong Muc 3.
Muc 4 s& dé xuat luoc do thiy van d& v& khoa cong
khai trén anh JPEG. Viéc so sanh kha nang nhung tin
va chat lugng anh giita lwoc d0 dé xuat véi cac
phuong phap lién quan dugc trinh bay & Muc 5. Muc
6 1a mot s6 két luan ciia bai béo.

I1. CAC CONG TRINH LIEN QUAN

I1.1. Quy trinh nhung tin trén anh JPEG

Theo [7,18], qui trinh nhung tin trén anh JPEG
dugc mo ta nhu Hinh 1:

Anh gbc JPEG
P v i
Gidi nén
C )
v
Céc khdi hé s6 DCTLT

v

( Thuat todn nhung tin ><—
o

v
Hé s6 DCTLT chira W

v

< Nén entropy >

v
Anh JPEG chtra W

Tin nhing W

Hinh 1. Quy trinh nhing tin trén anh JPEG.
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Céc luoc d6 nhung tin chi khac nhau chu yéu ¢
phuong phap nhing diy bit W vao cac khéi DCTLT
sao cho dat duoc kha ning nhiing cao va cai thién chat
luong anh. Nhitng phan tiép theo s& trinh bay mot sb
lugc d6 nhing trén anh JPEG.

11.2. Lwoc do lwata

Luoc do Iwata [7] nhing 9 bit dit liéu trén 9 duong

chéo ctia mot khdi DCTLT nhu Hinh 2:

Hy

Hz

Hs

Hs

Hg Hs Hs H; Hy
Hinh 2. Cdc dwong chéo ciia khoi DCTLT.

Goi D; = (dq,dy, ..., dy,) v6i 1 < i <9Ila diy h¢
s6 trén dudng chéo H; theo thir ty tir dudi 1én trén nhu
Hinh 2, t; 1a s6 phan tir 0 lién tiép t6i da cua D;tinh tir
he sb6 di(0<t;<k). Iwata mot
bit b; vao D; bang cach thay d6i t6i da mot phan tur cua
D; dé b; c6 cung tinh chin Ié vai t;. Nhu vay, lugce do
[7] nhtng dugc chin bit va thay doi tdi da chin phan tir
ctia khdi DCTLT. Trong muc 3.2 ching toi s& d& xuit
cac luge dd c6 kha ning nhung cao hon ma sb phan tir
can bién d6i ciing it hon luoc dd Iwata.

11.3 Lwoe d6 Liu
Lugc d6 Liu [12] nhing mot bit b trén mdi hé sd
DCTLT C c6 gia tri khac 0 va khac +1. Noi dung thuat

nhing

toan duoc mo ta nhu Hinh 3.
Heé s6 DCT lwgng tir C va bit nhing b
—_ Yes No
C>0
Yes No Yes No
NEub=0thiC'=C1, | |NEub=0thiC'=C,trgi| |NEwb=0thiC'=C,trdi| | NEéub=0thiC'=C-1,
tréilai ¢’ = C. lai C'= C-1. lai C'=C-1. trdilai €' = C.

Hinh 3: Thudt todn nhung tin Liu.
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I11. CAC LUQC PO NHUNG TIN PE XUAT
I11.1. Lwgc @6 nhiing r bit trén mét day 2-1 phan
tir nguyén
Pé tién cho viéc trinh bay, chang t6i sir dung ky
hi¢u @ la phép xor trén ting cap bit twong ung cua
hai s6 nguyén khong am D;, i = 1 ...n va ki hiéu:
@
Z D;=D,®D,®...®D,
i=1.n
I11.1.1. Thudt todn nhiing
Cho mét diy sb nguyén D = (dy,dy,...,dg) va
ddy bit can nhungb = (by, by, ..., b,), trong do
R = 2" — 1. Thuat toan nhung r bit cia b vao day
nguyén D dé nhan duoc diy D’chi khac D téi da mot
phan tir nhu sau:
Budoe 1. Tinh:

@® .
s=2%,_, gmod(|d;],2) xi @
Budce 2. So sanh s va b:
Néu s = b thi D'= D va két thuc thuat toan, nguoc
lai thi chuyén sang Buéc 3.

Buwoce 3. Tinh:
t=s®b

Khidot € {1,2,...,R}. Tang d; 1én mdt don vi:
di=d; +1

Dt D' = D va két thiic thuat toan.
111.1.2. Thudt todn trich tin

Gia sir c6 day D'= (d3, d5, ..., dg). Khi do, day bit
b dugc trich tir D'theo cong thirc sau:

® . '
b =%, gmod(ld;|,2) xi (2)
Chutng minh tinh ding dan
bat:
SP)
s'= ) mod(|df|2) xi
i=1..R

Ta can chang minh s’ = b. That vay:
Truong hop 1: néu D’ nhan dugc tr D ¢ Bude 2 thi
(2) hién nhién 1a ding.
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Truong hop 2: néu D’ nhan dugc tir D & Budc 3 thi:
di,i#t
d; = {di t 1,?: t
Néu d, chin, tac 1a mod(|d.],2) =0
thi mod(|d;|,2) = 1, vay ta co:
s'=sDt
Dot =s® bsuyra:
sS'=s@®(sOb)=(s®s)Db=0b
- Néu d, 1é hay mod(|d,|,2) = 1 thimod(|d}|,2) =
0. Khi d6, bang cach 1ap luan twong tu suy ra:
s=s"Dt
Thém t vao ca hai vé ta dugc:
sOt=s"@tDt
T do suy ra:
sS'=sPt=sPB(sDb)=0>b
Vay s’ = b.
Nhu vay cong thirc (2) dang trong moi truong hop.
Do 1a diéu can chitng minh.
111.2. Cac lwge d6 nhing tin trén anh JPEG
Phan nay d& xuat cac lugc dd nhang tin trén mot
khdi DCTLT cua anh, sir dung luoc d6 nhung r bit
nhu & Muc 3.1. Cac luge dd dudi day c6 thuat toan
trich tin gidng nhau chi khac nhau & thuét toan nhing
tin nhu sau:
111.2.1. Lwoc do T2
Lugc dd T2 nhing dugc 10  bit
W=(Wy, Wy, ..., Wyo) trén mot khéi DCTLT D kich
thugc 8x8, dé nhan dugc khéi D’chi khic D téi da hai
gia tri nhu sau:
Bude 1. Bién ddi ma tran D thanh mot diy D gdom 64
phan tir theo dudng zigzag:
D = (dq,dy, ..., dgs).
Buéc 2. Tu diy D ta 1ap hai diay con
U=(dy, ds, ..., d35) va V=(ds3, day, ..., dg3).
Buoc 3. Nhung day (wy,w,, ..., wg) vao U va day
(Wg, W, ..., wyo) vao V theo thuat toan da trinh bay &
Muc 3.1 dé nhan dugc U’,V'. Ghép (d,U", V' dg,) dé
c6 day D'.
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Buéc 4. Bién doi nguoc diy D' dé dwoc ma tran
D’chira dau thity van W.
111.2.2 Lwge d6 T3

Thuat toan nhing ciia Luge d6 T3 dwoc thuc hién
twong ty nhu ¢ Lugc dd T2 chi khac & Budc 2 va
Buéc 3, nhing dugc 12 bit thay véan
W=(Wy, Wy, ..., Wy,) trén mot khdi DCTLT ma D va
D’chi khac nhau téi da 3 gia tri nhu sau:
Buoc 2. Tur day D tao ra ba day con:
U=(d,, ds, ...,d1g), V = (dy7,dqg, ..., d3q) VA
T = (d33,d33,...,d4g).
Buéc 3. Mbi day U, V, T duoc nhiing bon bit cua dau
thiy van W theo thuat toan & Myc 3.1 dé nhan dugc
cac day U',V',T' twong &tng.
Nhan xét: Néu chon cac day con U, V, T nhu sau:
U=(d,,d3, ...,d3), V =(d33,d34,...,ds7) vaT=
(dag, dao, -, de2)
Tién hanh nhang 5 bit trén day U, cac day V va T mdi
diy nhing 4 bit thi Lugc dd T3 nhang duoc 13 bit ma
D va D’chi khac nhau téi da 3 gia tri.
111.2.3 Lwge dé T4

Lugc dd ndy nhung dugc 16 bit thiy van
W=(wy, Wy, ..., Wie) trén mot khéi DCTLT ma chi
thay d6i toi da bon gia tri ciia khdi. Thuat toan nhing
duogc thuc hién tuong tu nhu Luoc d6 T2 chi khac &
Budc 2 va Bude 3 nhu sau:
Buéc 2. Tir ddy D tao ra bdn ddy con:
U=(dy, d3, ..., d16), V = (d17,d1s, -, d31)
T = (d33,d33,...,d4g) vV S= (dyo, dsg, - .-, dg3)
Buéc 3. Thuc hién nhing vao mdi diy U, V, T va S
bon bit thity van cua W theo Muc 3.1 d& nhan dugc
U',V',T'va S'. Ghép (d,,U",V',T".S" dg,) dé c6 diy
D'

I11. P& xuit lwge dd thity van dé vé khéa cong trén
anh JPEG

Lugc do thuy van dé xuat dua theo [8,10] c6 st

dung hé mat ma RSA, ham bam SHAL va thuat toan

Tap V-2, S6 14 (34), thang 12/2015

nhing T4. Lugc do gom thuat toan nhung dau thuy
van va thuat toan xac thyc tinh toan ven nhu Hinh 4.
Dé tién cho viéc trinh bay chung t6i ky hiéu:

P,(I): 16 khdi DCTLT caa thanh phan Y cuia anh
JPEG I.

P,(I): cac khéi DCTLT con lai cua thanh phan Y va
toan bo cac khdi DCTLT ciia Cy va C, ciia anh I
SHA1(I,): ban ma ham bam SHAL cua /.
Encode_RSA(K;,H): ban ma RSA cua H theo khoa
bi mat K.

Decode_RSA(W,K,): ban giai ma RSA cua W theo
khoa cong khai K,

Embed(W,I,): khéi anh nhan duoc sau khi nhung W
vao Iy theo luge d6 nhiing T4 (Muc 111.2).

Extract(I7): day bit trich tir I theo thuat toan trich
(Muc 3.1) twong ng Vé6i luoc d6 nhung T4.
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Hinh 4. M6 hinh thiy vin dé xuat, (a) Qud trinh nhing
ddu thuy vén, (b) Qud trinh xdc thuec.

~
m I—[
~

IV.1. Thuit toan nhing thiy van

Pau vao 1a anh JPEG I, dau ra 1a anh thiy van I’ ¢
dinh dang JPEG. Cac budc chinh cta thuat toan nhu
sau:

Buoc 1. Phan hoach anh I

I; = Py (I), I, = P,(I)
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Buéc 2. Tao dau thay van W tir I

H = SHA1(1,) (3)
W = Encode_RSA(K;,H) (@)

Buéc 3. Nhang dau thuy van W vao I
I, = Embed(W,I,) (5)

Buéc 4. Tao anh thiy van I': Ghép I] va I, dé nhan
dugc anh thuy van I'.
Nhan xét: Theo Budc 4, ta co:
I =1 )
IV.2. Thuiat toan xac thue tinh toan ven cia anh
Trong qua trinh truyén tai, anh thay van I’ c6 thé
bi tan cong thanh anh [*. Thuat toan dudi day co6 thé
kiém tra tinh toan ven cua vung anh I; (gia
dinh I3 chta dit ligu mat can dugc bao ve):
Budc 1. Phan hoach anh I*:
I; =P ("), I3 = P,(I")
Budéc 2. Tinh H* va H*™:
H* = SHA1(I3) (7
W* = Extract(I7) (8)
H** = Decode_RSA(K,,W*) (9)
Buréc 3. Kiém tra tinh toan ven:
Néu H** =H* thi két luan I = I;.
Néu H** = H* thi két luan I; # I,.
IV.3. Phén tich tinh dé v ciia lwgc dd dé xuat
Ta chung minh néu I, bi tin cong (tirc 1al5 # 1)
thi thuat toan xac thuc s€ phat hién dugc.
Truwong hep 1: Néu anh I’chi bi tan cong & ving 13,
tuc la:
L=0Lval; #1
Nén tur (3), (6) va (7) suy ra:
H*#+H
Mat khac do I7 = I; nén tir (5) va (8) suy ra:
wr=w
Nén tir (4) va (9) ta co:
H™ =H

(10)
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Do do, tu (10) suy raH* #= H™.

Vay thuat toan xac thuc phat hién duoc su thay doi
cua anh I.
Truong hop 2: Anh I’ bi tin cong ¢ ca hai ving I, va
I nghia la:

L#hval; #1 (11)

Dé khong bi phat hién su bién do6i cua I, nguoi
tham tin can thay d6i I] va I, (tic 1a xac dinh I} va
13) sao cho:

H* = g

Ta sé chi ra diéu nay 1a khong thé. That vay:

(12)

Nguoi tham tin co thé tan cong theo cac céach sau:
Cich 1: Bién d6i dong thoi I va I}, tic 1a xac dinh
dong thoi I va I3 théa man (11) va (12). Trén thuc té,
viéc nay khong 1am duoc vi s6 phuong an can duyét
qua lon.
Cich 2: Tan cong I trudc sau d6 bién ddi I;, nghia
1a biét trudc I rdi xac dinh I theo I3,
Tir (9) suy radé H* = H**thi W* can thoa man:
W™ = Encode_RSA(Ky,H") (13)
Trong d6, H* xac dinh theo (7) (do I; da biét). Nhu
vay, ngudi tham tin c6 thé dat duoc (12) bang cach
tinh W* theo (13), rdi xac dinh I theo cong thic:
I{ = Embed(W*,1;) (14)
Tuy nhién, do khong biét K;(K;la khoa bi mat) nén
ngudi tham tin khong thé thuc hién duge diéu nay.
Cich 3: Tan cong I} trudc, sau d6 bién doi Iy, tic 1a
biét trudc I3 rdi xac dinh I theo I;.
Tir (7) c6 thé thay dé H* = H** thi I3 cAn thoa man:
SHA1(I3)=H**(15). Trong d6 H** tinh theo (8) va
(9) (do I} d3 biét). Nhu vay, tham tin c6 thé dat duoc
(12) bang cach xac dinhI; tr H** theo (15). Tuy
nhién do SHAL 13 ham mét chiéu, nén didu nay khong
thé thuc hién dugc.
Viy, tinh dé v& cua thuat toan xac thuc dugc
ching minh.
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V. SO SANH, PANH GIA KHA NANG NHUNG
TIN VA CHAT LUQNG ANH GIUA CAC LUQC
PO

Chung t6i sir dung ngdn ngir VC++ dé viét phan
mém khao sat v& chat lugng anh cua cac luge do
[6,7,12] va lugc d6 d& xuit. Cac anh JPEG thu
nghiém nhu Hinh 5.

Pepper

Pagoda
Hinh 5. Cdc anh thiz nghiém kich thudc 256256

Lena

V.1. Panh gia vé kha ning nhiing

Déi véi luge do lwata[7], mdi khéi DCTLT nhing
duoc 9 bit thay ddi tdi da 9 phan tir.

Céc luge dd [6] va [12] thuc hién nhung trén cac
hé s6 khac 0 va khac +1. Qua théng ké v6i hon 100
anh kich thudc 256x256 don vi cho thay, trung binh
mdi khdi DCTLT nhing dugc 15.6 bit va thay ddi
trung binh tir 7 dén 8 phén ta.

D6i voi cac luoe dd dé xuét, luge dd T4 nhung
dugc 16 bit trén mdi khdi DCTLT thay dbi toi da 4
phan tr. Néu thyc hién nhing 2 bit trén mdi phan
doan 3 phan tir ciia ddy thu dugc tir viéc quét zigzag
khéi DCTLT thi lwgc db dé xuit nhung tbi da dwoc 42
bit va thay déi t6i da 21 phan tir. Nhu vay luge do dé
xut c6 kha ning nhing cao hon cac luge do [6], [7]
va [12].

V.2. Panh gia vé chit lweng anh

V.2.1. Khdo sdt sw thay doi ciia khéi DCTLT
Pé danh gia do thay doi cia khéi DCTLT chiing
t61 dung cong thirc:

Y lA — Al (16)
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Trong d6, k 1a tong s6 khdi DCTLT thu duoc &
budc luong tor cua anh JPEG. A,1a mot khoi
DCTLT, A; la khéi DCTLT sau khi da nhung tin.

A, — ALl = ?:1 2?:1 [Ac (6, )) — At D] (17)
Bdng 1. Su thay doi cia khoi DCTLT.

Anh | Iwata[7] | J_Steg[6] | Liu[12] | T2
Baboon | 3331 4120 4099 | 1096
Boat 2780 3194 2954 | 611
Girl 2224 2544 2536 | 359
Lena 2214 2879 2689 | 455
Pagoda | 2925 3279 3021 | 517
Pepper 2358 3585 3334 | 695

Bang 1 cho thiy khéi DCTLT cua lugc d6 nhung
dé xuat thay dbi it hon so véi cac luge db con lai.

V.2.2. Khdo sdt h¢ s6 PSNR

Nguoi ta thuong ding hé sé PSNR dé danh gia
chat lwong cua anh thiy van I’ so véi anh goc I kich
thuéc k x I. Theo [5], hé sb PSNR dugc tinh theo
cong thirc sau:

MAX

PSNR = 20.10g;0——
VMSE

Trong d6, MAX 1a gia tri cyc dai cua diém anh va
MSE duoc xac dinh theo cong thuc:

l

k
1
MSE = —— 1(6,))-1'(i,j
s kleZ| @) =1'G)l
l=

j=1

Bang 2 khao sat hé s6 PSNR cua lugc d6 dé xuat
(T2) va véi cac luge do [6], [7] va [12]. Luoc dd nao
¢6 PSNR cao hon duogc danh gia 1a cho chat luong
anh tét hon. Cac s liéu & Bang 2 s& cho thiy PSNR
cua luoc d6 d& xuat cao hon cac luogc do [6], [7] va
[12] chang t6 lwoc dd dé xuat co chat lugng anh tot
hon.
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Bdng 2. PSNR cua leoc do[6,7,12] va lwoc do dé xuat

Anh | Iwata[7] | J_Steg[6] | Liu[12] | T2
Baboon 36.9725 42.6061 43.3055 | 50.5264
Boat 41.3311 46.9287 47.4533 | 50.4830
Girl 39.2523 40.0313 40.3198 | 43.3800
Lena 37.5772 41.7128 41.4035 | 43.1859
Pagoda 37.0597 45.6192 45.9878 | 53.5600
Pepper 40.0331 | 419051 | 423796 | 46.7503

Nhu vay, lugc do dé xuat khong chi co kha ning
nhung t6t hon ma con nang cao dugc chét luong anh.

VI. KET LUAN

Bai bao da dé xuét cac luge do nhung tin ma k¥
thuat nhang duoc thyc hién trén cac khdi DCT lugng
tir cua anh JPEG. M&i khéi DCT luong tir dwoc phan
hoach thanh cac doan con c6 do dai 2™-1 va tién hanh
nhung r bit trén mdi diy con d6. Cac luoc dd nhing
tin dé& xuat khong chi c6 kha ning nhung cao hon tir
1.2 dén 2.4 1an ma con cho chit lwong anh tét hon cac
luge do [6], [7] va [12]. Thuc nghiém ciing cho thay,
cac lugc d6 nhing dé xuat c6 khdi DCT lugng tir it
thay d6i hon, hé s6 PSNR cao hon ching to chit
luong anh cia cac luge dd nhung dé xuat 1a tot hon.
Luoc dd thiry van khoa cong khai duoc xdy dung dua
trén lugc d6 nhung dé xuit c6 kha nang xac thyc tinh
toan ven cua vung anh chia dir liéu mat.
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