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Tém tat: TAn cong tit chéi dich vu phan tan (DDoS) theo hinh thic giii tran ngdp géi khdi tao két ndi (g6i tin SYN)
la mot trong nhitng dang tin cong mang rat nguy hiém va khé phong-chéng. Bdi vi véi dang tin cong nay, tin tic cb
tinh glii g6i tin khdi tao két ndi giad mao dia chi nguén ma dam bdo cic trudng thong tin nhu clia géi tin khdi tao binh
thudng. Pa c6 nhidu két qua nghién citu va gidi phap dé& xuét vé& viéc phat hién va loc bd nhiing géi tin gia mao nay,
nhung phan 16n cic xi ly yéu cau nhiéu tai nguyén hé théng dé xi ly, do d6 hidu qua sé bi anh hudng nhiéu khi ludng
tin cong DDoS 1én. Trong nghién citu nay, ching tdi dé& xuit mot thut toan phat hién va loc bd nhanh cic géi tin gia
mao ma sif dung rét it thi nguyén hé théng va dat ty 1& phat hién rit cao.

T khéa: Tén cong tir chdi dich vu phdn tdn, tdn cong SYN Flood.

Title: A Method for Fast Filtering SYN Flood Spoof Source in DDoS Attack

Abstract: A distributed denial-of-service attack characterized by flood SYN packets is one of network attacks to make the
information system unavailable. This attack becomes more dangerous and difficult to prevent and defend when attackers
try to send flood SYN packets with spoof sources. Especially, the packets have the information field as that of normal
SYN packets. Most of current methods require a training phase to build normal parameters, which will be used in the
detection phase to detect spoof packets. In this research, we propose a method that can detect and filter spoof packets
quickly without using the training phase. This method requires very few resources and the detection rate is very high.
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I. GIOI THIEU C6 nhiéu hinh thic tin cong DDoS khac nhau, nhu sau.

) . ) Ping Flood: Dang tin cong DDoS bing cach giii tran
Tong quan vé tan cong TCP SYN Flood. Tan cong  ygap g6i tin ICMP hogc UDP c6 kich thude 16n.

tr choi dich vu (DoS: Denial-of-Service) la dang tan cong
mang phd bién va nguy hiém bac nhit. Trong d6, ké tan
cong mudn lam cho hé théng bi qua tai va khong thé phuc
vu céc yéu cau hop 1 do can kiét tai nguyén (ning luc tinh
toan, bd nhd, v.v.). Tan cong tir chdi dich phan tian (DDoS: ) )
Distributed DoS) 1a dang dic biét ctia tin cong DoS. Khi TCP Syn Flood: Doi v6i dang tan cong nay, tin té}C g
stt dung DDoS, tin tic tim cdch xdy dung mang botnet (mot ~ (ran ngdp goi tin SYN nhung gid mao dia chi IP nguon [1]
sb lugng 16n cdc mdy tinh trén mang bi diéu khién bsi mot ~ thong qua mang botnet (sau dé}y goi la goi tin gia m,ao)
mdy chi diéu khién C&C) d€ thyc hién tin cong DDoS la }n(f)t trong nhfrng hinh thic tan cong khé phong, chong
thay vi chi thuc hién tAn cong tif mot mdy nhu dang tin nhat. Do tin tdc co tinh tao ra cac géi tin gid mao c6 cac
cong DoS thong thudng. Mang botnet dudc xdy dung bing truong thong tin nhu gdi tin binh thudng nén mdy chi nan
nhiéu hinh thic khac nhau. Mot hinh thic phd bién 1a tin ~ nhan khong thé phan biét dudc cdc g6i tin gid mao ndy nén
nhanh chéng bi can kiét tai nguyén.

Teardrop: Dang tin cong DDoS bing cach giii tran ngip
cdc g6i tin phan manh c6 offset tring nhau hoic ngit quing
1a phia mdy nhan géi tin khong thé xi ly dugc gy 1am treo
hé thong.

tdc tao ra cac ma doc va cho lay lan trén moi trudng mang.

Mbi mdy tinh bi nhiém ma doc sé trd thanh thanh vién cla Déi v6i dang tin cong TCP SYN Flood, tin tic khai thic
mang botnet (bot) va chiu su diéu khién ctia may chii C&C diém yéu ctia giao thiic phd bién TCP (giao thiic giao vin
d€ thuc hién cdc cudc tn cong DDoS. trong kién thiic TCP/IP clia Internet) d€ tin cong DDoS.
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Cu thé, trong qua trinh bét tay 3 budc (3-way handshake
sub-protocol) géi tin SYN dugc st dung d€ khéi tao mot
két n6i TCP. C4c géi tin nay sé dudc glii tran ngap t6i may
chli v6i dia chi IP ngudn gid mao. Mdy chi phdi danh tai
nguyén dé phuc vu cac két ndi d6i véi cic goi tin gid mao,
din t6i can kiét tai nguyén.

Y tudéng co ban cia gidi phap. Cic goi tin gid mao
ciing khong khac gi binh thudng néu xét riéng tiing géi tin.
Tuy nhién, chiing t6i cho ring, c6 nhitng mbi lién hé riéng
gilta chiing ma c6 thé coi 1a d4u hiéu tim vét, khi ching ta
quan sit ca mot ludng cac géi tin gid mao phat di tir mot
mdy tinh. Dya trén dau hiéu nay, ta c6 thé xay dung céc
gidi phap d€ phat hién va thuc hién loc bd (nhiéu nhit c6
thé dugc) cac gdi tin gid mao st dung trong tin cong TCP
SYN Flood. Trong nghién ctu nay, chung t6i phat hién ra
rang khi mot mdy tinh giti ra mot géi tin ma khong phan
biét dia chi IP dich hay dich vu st dung thi gia tri IPD
(truong Identification trong IP Header [2]) s€ ting 1én 1
don vi. Piéu nay c6 nghia khi quan st & phia mdy cha thi
ta sé nhan dudc chudi cac géi tin c6 gid tri PID ting lién
tuc, néu ching gtii di tf mot mdy. Chiing t6i mo ta cu thé
tinh chit nay tai muc III-1.

Trong mdt bai béo trude [3], chiing t6i da dé xuit phuong
phdp dung thuit toin DBSCAN dé nhém cic géi tin SYN
c6 dia chi IP khac nhau nhung c6 gi4 tri PID ting dan vao
mot cum gid tri lién tuc (Cluster). V6i mdi cum', chiing toi
xédc dinh dugc gia tri trudng PID clia géi tin tin cong tiép
tuc néu c6 (Expected PID - Epp) sé thudc vé cum nay. Dbi
v6i phuong phap nay, ching t6i phai thuc hién qua trinh
mdy hoc (training phase) d€ tim ra cic cum va gia tri Epp
cho mdi cum.

Trong bai bao niy, ching t6i dé xuit mdt phuong 4n méi
cho phép tim ra cac goi tin c¢6 gia tri PID tang lién tuc véi
co ché thuat toan hoan toan khac (khong dua trén qué trinh
mdy hoc nhu truée day), truc tiép phat hién ra cdc géi tin
tin cong dua vao quan sat vé PID néi trén (va mot s6 quan
sat khac) va mot cau tric di liéu 6 chitc dic biét dé luu
trit va dbi sanh thong tin. Phuong phap nay ciing cho phép
tu loai bé cac géi tin ngay khi phat hién géi dau tién trong
chudi géi tin gia mao gii dén hé théng, ciing nhu cho phép
nhiing g6i tin thuc két ndi dén hé théng trudc khi xdy ra
qué trinh TCP retransmission - nhitng uu diém méi so véi
phuong an trudc.

Bai bdo c6 ciu triic nhu sau: Muc I gidi thiéu téng quan
vé thn cong TCP SYN Flood va y tudng co ban cla giai
phap dé xuit. Muc II gi6i thiéu tong quan linh vuc vé céc
nghién citu ¢6 lién quan. Muc III dua ra cic co s6 ly thuyét

'Pidu kién d€ tao thanh mot cum 1a khi hé théng nhan dugc 03 20
tin ¢6 PID téng lién tuc, nhung c6 dia chi IP khdc nhau. Cdc goi tin nam
trong cum dudc coi la cac goi tin gia mao gui dén hé thong tir cing mot

mdy tin cong va do dé, géi tin tiép theo c6 gid tri PID tring v6i Epp sé
dugc cho la géi tin gida mao tiép theo gt tit cing mdy tan cong nay.
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Hinh 1. Phan loai phuong phap phong chdng tin céng DDoS.

ctia phuong phap dé xuat. Muc IV trinh bay vé co ché thuat
toan loai bd nhanh géi tin gid mao. Muc V dua ra két qua
danh gid thuc nghiém. Muc VI dua ra két luat va hudng
phit trién tiép theo.

II. TONG QUAN LINH VUC

Theo nghién ciiu téng quan vé tin cong DDoS trong [4],
vé co ban cdc giai phap phong-chéng DDoS c6 thé phan
loai theo hai yéu td: vi tri trién khai gidi phdp va thoi diém
Xt Iy tin cong DDoS. Céch phan loai nay dugc thé hién
bing so dd ¢ Hinh 12

Véi yéu t6 dau, ta c6 thé thiy c6 hai 16p gidi phap: (A1)
16p céc giai phap phong chéng cho cac dang tin cong nham
vao cdc tang giao van hoic thip hon trong mo6 hinh OSI [5];
(A2) 16p cic gidi phap phong chdng cho cic dang thn cong
nham vao ting tng dung. Véi yéu t6 thit hai, ta c6 thé phan
loai thanh céc 16p giai phdp nhdm vao ba giai doan phan
biét: giai doan trudc khi xdy ra tin cong (phit hién nguy
c0), giai doan dang xdy ra tin cong (phat hién su kién)
va giai doan sau khi bi tin cong (khic phuc hau qua va
truy cudu).

Nhém giai phap (A1) néi trén lai c6 thé phan loai thanh
bén nhém: Nhém giai phap dp dung & gan ngudn tin cong
(source-based); Nhém 4p dung & phia dbi tugng dudc bio
vé (destination-based); Nhém 4p dung & ha ting mang trung
gian (network-based) vi Nhom giai phap két hop (hybrid).
Nhém (A2) dudc chia lam hai nhém: nhém gidi phap ap
dung phia dbi tuong dudc bao vé va nhém gidi phap két hop.

Trong bai bdo nay, chung t6i tap trung nghién ctiu phuong
phap phong-chéng tin cong thudng dugc goi 1a SYN Flood
da dé cap, trong d6 cac géi tin SYN déu mang dia chi IP

2Trong s6 db nay, ching t6i st dung thuat ngit tiéng Anh dé ban doc
tién déi chiéu véi tai liéu quéc té.



nguodn gid mao. Gii phdp cda chiing t6i thudc dang cho dbi
tugng dudc bao vé (destination-based) trong 16p (A1) ndi
trén. Sau day, ching tdi sé di siu phan tich mot sb nghién
ctiu lién quan nhu sau.

Co ché IP Traceback [6, 7]: Phuong phap nay dé xuit
cd ché truy vét ké tan cong dua trén viéc Iuu lai thong tin vé
dudng di tit ngudn dén dich (trong trudng thong tin Packet
Identification ctia g6i tin) Gng v6i mdi dia chi IP ngudn.
Dua vao thong tin dudng di nay (con dudng phd bién két
nbi tir mot IP ngudn nao d6) ngudi ta c6 thé phat hién ra
cdc goi tin gid mao: goi tin gid mao la goi tin ¢6 thong
tin duong di khong khép véi xu huéng phd bién da phat
hién trudc d6 (d6i v6i mot dia chi IP ngudn). Tuy nhién,
phuong phap nay c6 han ché 16n 1a yéu cau céc tram router
trung gian phai hd trg co ché danh ddu dudng di nén rit
khé trién khai trong thuc té.

Phuong phdp Management Information Base
(MIB) [8-10]: Phuong phdp nay két hop cac thong tin c6
trong mdi géi tin va thong tin dinh tuyén dé phat hién tan
cong DDoS. Phuong phdp nay dé xuit so sanh thong tin
trong mdi géi ICMP, TCP, UDP (khi tin cong c6 thé dang
xay ra) véi nhiing thong tin tuong tng da dudc phén tich
va luu trit trong khi chua x4y ra tn cong dé€ tim ra nhiing
g6i tin c¢6 thong tin khic thudng.

Cdc co ché Packet marking and filtering (Pdnh ddu
va loc bé goi tin): Mot nghién cidu dé xuét co ché History-
based IP filtering [11], trong d6 ngudi ta luu lai thong tin
cc dia chi IP ngudn thudng xuyén két ndi vao hé théng
khi tn cong DDoS chua xdy ra; trong tin cong, cic dia chi
IP di luu lai nay sé& dudc két nbi vao hé théng, con lai sé
bi loc bd. Phuong phap Hop-count filtering [12] thi chu y
ghi nhan thong tin hop-count tuong tng véi mdi IP ngudn
(qua cdc g6i tin dudc luu lai khi tAn cong DDoS chua xiy
ra). Khi tAn cong DDoS xdy ra, cic géi tin c6 thong tin
hop-count khac nhiéu véi thong tin da luu truée d6 tng vé6i
dia chi IP ngudn tuong ting sé& dugc coi 1a gid mao va bi
loc bd. Phuong phép Path Identifier [13] dé xuét luu trit
gid tri dudc coi 1a dic trung dudng di (PI) cia mbi goi tin
khi di tif ngudén dén dich ting v6i mdi dia chi ngudn. Céc
g6i tin di cing dudng dén dich s& c6 thong tin PI thudng
gibng nhau, vd qua d6 sé dugc st dung dé loc bd tit ca
cac goi tin gia mao c6 cung dudng di v6i mot goi tin gia
mao da phat hién trudc do.

Mot tiép can ly thii khic dua trén y tudng loai bd cic goi
tin dua trén mic do tic nghén, trong dé Packetscore [14],
mot co ché dién hinh, dé xuét thiét 1ap mic do vu tién cho
mdi gbi tin dua vao thudt toan Detecting-Differentiating-
Discarding routers (3D-R) st dung do do Bayes (Bayesian-
theoretic metric). Tir d6, ngudi ta thiét 1ap co ché loc bod
cdc g6i tin ¢6 miic vu tién thip khi tAn cong DDoS xay ra
(gdy tic nghén tai cac router ké can).
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Bit0 Bit15 Bit16 Bit 31
Version (4)‘,_;':’;?(;) F;’;"S”e',yvi;r{gf Total Length (16)
|1dentication (16) | F'&‘)?s Fragment Offset (13)
Time To Live (8) I Protocol (8) Header Checksum (16)
20
Source |IP Address (32) Bytes

Destination IP Address (32)

IP Options (0 Or 32 If Any)

Data (Varies If Any)

Hinh 2. IP Header.

1L CO S6 LY THUYET
1. Packet Identification va tinh chit ting dan

Truong thong tin Identification 1a mdt trudng thong tin
16 bit trong IP Header. Truong thong tin nay dudc st dung
d€ xdc dinh thd tu cdc géi tin khi bi phan méanh (fragment)
khi géi tin d6 dugc truyén tf mdi trudng mang c6 MTU
cao sang mdi trudng mang c6 MTU thip hon.

Tuy nhién, qua quan sit thuc té thi khi hé théng hoat
dong & trang thai binh thudng, néu mot mdy tinh gii ra
mdt goi tin ma khong phén biét dia chi IP dich hay dich
vu st dung thi gia tri IPD sé tang 1én 1 don vi.

Nguyén ly nay ciing dudc ap dung trong phuong phap
Idle scan [15] d€ kiém tra mot cdng md trén mot may chi
hay khong khi mdy tinh ki€m tra khong thé gtii truc tiép
g6i tin dén mdy chii can kiém tra ma phai thong qua mot
mdy tinh khac & trang thai Idle.

DE c6 thém s cii cho tinh chit chiing toi phat hién &
trén, chiing t6i ki€ém tht lai tinh chét trén d6i véi tap dit
liéu chudn DARPA Intrusion Detection Evaluation [16] do
vién MIT cung cip. Tap dif liéu nay dudc st dung nhiéu
bdi cdc nghién ciu [17-19] d€ dénh gia hiéu qué cla céc
phuong phdp phat hién xAm nhap va tin cong DDoS. Két
qua chiing toi phat hién: tin cong DDoS tif dia chi ngudn
202.77.162.213 dén dia chi 172.16.115.20 qua tng dung
Telnet c6 gia tri PID tang lién tuc tu gia tri 11484.

2. Thu tuc bat tay TCP handshake va tin céng tran
ngap TCP SYN Flood

TCP (Transmission Control Protocol) [20] 1a giao thic
dugc st dung phd bién trén Internet dé tao mot két ndi
truyén tin tin cdy giita 2 mdy tinh. Theo nguyén ly hoat
dong clia giao thic nay, d€ khdi tao mot két ndi TCP phai
thuc hién qua trinh TCP handshakes. Trong qua trinh nay,
dau tién, may khéach (client) gtti mot géi tin SYN dé mdy
chi (server) yéu ciu khdi tao két ndi. Sau khi nhan dugc
yéu cau, mdy chii sé gti lai géi tin phan hdi SYN-ACK, dé
thong bdo trang thai sdn sang két nbi cho may khach, dong
thdi trong phan hodi d6, mdy chii ciing giii lai g6i tin SYN
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Hinh 3. TCP handshakes.

d€ yéu cau khdi tao két ndi véi phia may khach. Budc cubi
cling trong qud trinh khdi tao két nbi 1a mdy khach gdi lai
g6i tin ACK d€ phan hoi lai cho mdy chd trang thdi sén
sang & phia minh.

Theo co ché TCP retransmission [20] ctia nguyén ly hoat
dong clia giao thic TCP, trong khoang thoi gian nhét dinh
(time out), sau khi mdy khach giii géi tin SYN d€ yéu cau
khdi tao két ndi t6i mdy chl, ma né khong nhan duge géi
tin xdc nhdn ACK tit phia mdy chu, thi may khach sé gui
lai géi tin SYN khac d€ tiép tuc yéu cau két ndi.

Tir nguyén ly khéi tao két nbi ctia giao thiic TCP & trén,
ching ta c6 thé thdy dugc mot diém yéu r6 rang: ct khi
nhén dudc mot géi tin SYN, néu con di tai nguyén thi may
chii danh sin phan tai nguyén bo nhé can thiét dé chuin
bi phuc vu cho két nbi sau nay ma khong hé kiém tra tinh
trung thuc ctia gi tin SYN gti dén. Loi dung diém yéu nay,
tin tic sé tin cong mdy chii bang cich giti tran ngdp goi
tin SYN gid mao t6i mdy chi d€ 1am can kiét tai nguyén
trén may chi v6i muc dich 1a lam may chi khong con tai
nguyén dé phuc vu cic yéu cau hop 1& gti t6i.

Cac goi tin gia mao dudc tao ra vdi cac trudng thong
tin gidng nhu clia géi tin thong thudng, nhung véi dia chi
IP ngudn gia mao (sinh ngiu nhién). Néu khong c6 co ché
theo doi ddc biét, mdy chii khong thé phan biét dudc gbi
tin nao la gadi tin thuc hay gia mao.

IV. CO CHE THUAT TOAN LOC BO NHANH GOI
TIN GIA MAO

Trong muc nay, chiing ti sé trinh bay chi tiét vé dé xuat
méi ctia ching t6i, cd ché loc bd géi tin tin cong dua trén
viéc phat hién cdc chudi géi tin PID ting lién tuc (nhung
lai c6 dia chi ngudn ngiu nhién, khong tring nhau). Pay
l1a nhitng g6i tin dudc coi 1a gia mao theo phan tich cd sG
da néu truéec (muc I1-3).

O day, ching t6i sit dung cdc bang dit liéu khac nhau dé
luu trif mot sd thong tin co ban cha cic géi tin glii dén,
nhu dia chi IP va gid tri PID. Cac bang nay dudc t8 chiic
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sao cho viéc tim kiém hodc ddi chiéu cé thé thuc hién rét
nhanh (thoi gian tim kiém c6 thé coi nhu hiang sb). Tir d6
quan hé dic biét gilta cic géi tin, nhu chudi PID ting dan,
c6 thé phat hién dudc thong qua tim kiém, dbi chiéu.

Trong muc nay, ching tdi tip trung md ta vé logic hoat
dong clia co ché thuat todn, chit khong di sdu mo ta cich
thic trién khai cai dit cu thé cdc bang dif liéu nay (sé dugc
dé cap & muc sau).

Trudc hét ching toi trinh bay co ché chung ctia giai phap
dé xuét tai muc IV-1. Sau d6, trong muc IV-2 chiing t6i
trinh bay thuat toan PID-Filter cho phép phat hién day PID
ting nham loai bd cic goi tin tin cong. Mot sb nhan xét
phan tich so bo (v& mit ly thuyét) dugc néu tai muc IV-3.

1. Co ché giai phap chung

Chung tdi dé xuét gidi phdp chéng tin cong SYN Flood
dé bao vé mdy chi bi tin cong bang cach thuc hién dong
thoi hai viéc:

o Phat hién cic dia chi IP ngudn tét, dang thuc su c6

nhu cau két ndi, hay da khdi tao két nbi;

o Phat hién cac géi tin gia mao thong qua bd loc PID-

Filter.

DE thuc hién y dd co ban nay, ching toi sit dung hai
bang dif liéu Iiu trit dia chi IP ngudn (c6 thé kém thong
tin bé sung):

o Bang Iy d€ luu trit cic dia chi IP ngudn sach va tich
cuc (da két nbi, hoic dang c6 nhu cau khéi tao két nbi
thuc su), dugc st dung dé cho phép nhanh cic may
client da xdc dinh 1a hgp 1¢ két n6i dén hé thong.

o Bang I; d€ luu tri cac thong tin dia chi IP nguon, gid
tri PID va thoi gian dén ctia nhiing géi tin ma chua
x4c dinh dugc 12 géi tin binh thudng (t6t) hay géi tin
gid mao (tin cong). Trong qud trinh kiém tra sau do,
khi mét dia chi IP trong I; dugc xac dinh la sach (dm
tinh), né s& dudc chuyén sang I.

So dd hoat dong co ban ciia giai phdp 1a nhu Hinh 4.

C6 thé c6 nhiing IP gid mao (tao ngiu nhién) trung khdp

v6i mot dia chi IP sach trong Iy, nhung x4c suit tring khép
nay 12 nhé. DE gidm thiéu dnh hudng clia van dé triing khép
nay, moi IP trong bang Iy sé c6 ngudng thdi gian séng nhat
dinh, néu sau ngudng d6 ma hé théng khong nhan dugc két
ndi thuc tir IP d6 thi IP nay sé bi x6a khéi bang .

Mot gdi tin duge xac dinh 1a hgp 1€ trong cac trudng hgp

sau (va do dé s& dugc chuyén tir I; sang Ip):

o Trudng hop cé géi tin c6 ciing dia chi IP ngudn da gii
dén hé théng truée d6. Trudng hop nay xay ra khi mot
client di yéu cau két ndi t6i mdy chi nhung khong
dugc hoi dap nén gti lai yéu cau két ndi, (co ché TCP
retransmission [20]). Hé théng c6 thé phat hién sai géi
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@ O Not Found 1 @
Deny ®

Hinh 4. So dd phuong phép dé xuét.

tin gia mao la goéi tin hgp 1€ trong trudng hgp dia chi
gid mao clia g6i tin ngau nhién trung v6i mot dia chi
nao dé ctia géi tin da gii dén hé thoéng trude d6. Tuy
nhién xdc xuét trung khdp nay chi 1a 1/232 cho mdi
nguodn glii géi tin giad mao.

o Trudng hgp 1é néu sau khoang thoi gian d7 (tham s
hé théng chon trude) mot cip (IP, PID) trong I; dudc
xac dinh 1a am tinh qua xét nghiém PID-Filter.

Moi géi tin méi glii dén hé thdng dudc xi 1y theo cic

buéc sau day.

Budc 1: Kiém tra dia chi IP nguodn cta géi tin c6 trong
bang Iy hay khong? Néu c6 thi cho géi tin vio hé théng
(chuyén tiép vao may chi); Néu khong sang budc 2.

Budc 2: Kiém tra IP ngudn c6 trong bang I; hay khong?
Néu c6 thi dua thong tin IP nay vao bang Iy (co ché TCP
retransmission) va cho phép géi tin di vao hé théng; Néu
khong sang budc cac sau.

Budc 3: Luu thong tin (dia chi IP, gia tri PID, thai gian
dén) clia g6i tin hién thoi vao bang I;. Triéu goi PID-Filter
véi gia tri PID nay.

Budc 4: Trong qua trinh thuc hién PID-Filter, néu c6 cic
gia tri PID bi phat hién duong tinh thi cac thong tin cia
cac goi tin tuong ung sé bi loai bo khoi bang I; (song song
v6i viée cac gdi tin d6 bi loc bd, khong vao téi may cha
bén trong).

Budc 5: Néu PID-Filter bao am tinh, c4c thong tin tuong
ing v6i gid tri PID nay sé chuyén khéi bang I; va dua vao
béng Ip.

2. PID-Filter: Thuét toan phat hién day PID tang
lién tuc

Muc dich cta thuét toan la phat hién ra day géi tin cé
PID tang dan Xo=a, x1 =a+1, x, =a+2, vv, trong
mot khoang thoi gian (rit ngin) 67 cho trudc. Thuat toin
st dung hai bang dit liéu By va B;. Bing By d€ luu PID
tif mot gdi tin mdi dén, dude coi 1a c6 tiém ning trd thanh
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diém dau xo ctia mot day ting nhu trén, con By d€ luu gia
tri thd hai x; (hoic diém cubi hién thdi) ctia mot diy ting
khi da phat hién dugc. Cic gid tri PID tif mdi g6i tin mdi
dén s& dugc loc qua PID-Filter. Néu mot gia tri dudc dua
vao By va trong sudt khoing thdi gian 67 khong bi phat
hién thudc vao mot day PID ting thi PID-Filer sé trd két
qua “am tinh” (g6i tin tuong tng sé dugc chip nhan), ngugc
lai s€ bi bao “duong tinh”. Céac géi tin tudng Ung cé gia tri
PID trong day tang s€ bi loai bo.

Céc budc thyc hién cda thuit toan nhu sau:

1) V6i mot g6i tin SYN vira dén, ta iy ra gid tri x 1a
PID ctia n6 va thyc hién tim kiém xo = x — 1 trén
bang By. Néu thdy, x dudc coi 1a gia tri thi hai cia
mot diy ting va dudc luu vao By d€ phdt hién cic
g6i tin c6 PID tiép theo trong diy ting. PID-Filter
ditng (chua bdo két qua duong tinh véi gia tri PID x
va x ma cho tiép).

Tim kiém x; = x — 1 trén bang Bj. Néu thiy, x dugc
coi la gia tri thi 3 (hodc mudn hon nita) ciia mot day
tang. Gia tri x; la ding ngay trudc trong day ting.
Gia tri x sé dudc cap nhat thay thé x; trong By dé
tiép tuc doi cac géi tin c6 PID tiép theo (thd 4, 5,
v.v.) trong diy ting. PID-Filter diing va tra lai két qua
duong tinh cua ca gia tri PID x va xo.

Tim kiém xo = x — 2 trén bang By. Néu thiy, ta s&
luu x vao B; va xu ly tuong tu nhu & bude 2. SG di
lam nhu vAy 1a vi ta coi nhu ¢6 thé géi tin ¢6 PID 1a
x1 = x— 1 da bi thét lac hodc dén muodn hon sau nay.
PID-Filter diing va tra lai két qua duong tinh véi gia
tri PID x va xp.

Ciac budc tim kiém & trén déu c6 két qua la khong
thiy: Ta c6 thé coi x c6 tiém ning 12 diém dau xo
ciia mot day tang mdi va cdp nhit n6 vao By.

2)

3)

4)

Bén canh cédc budc “xét nghiém” nhu trén, mot hoat dong
then chdt khéc cta thudt toan 1a tiép tuc kiém tra bang I
(c6 thé chay ngam) d€ phat hién cic gid tri PID va IP tuong
ting da du tudi (67) ra khoi bang ma khong hé bi “lién d6i”
v6i céac cac phat hién duong tinh c6 thé cé & budc 1 hoic 3.
Piéu d6 c6 nghia la gia tri x nhu vy thuc ra la ctia mot
261 tin lanh, khong con bi nghi ngo nita. Cac géi tin tuong
ung s€ dugc bao am tinh.

DE dam bao xac suit 16i thip (loc bd nhim) bang B ciing
can dugc 1am tuoi (refresh) lién tuc. Céc gia tri PID da cii
(c6 “tudi” vugt ngudng ) sé bi loai bé ngay khoi bang.
Thuét toan cia phuong phap dugc mo ta trong Thuit todn 1.

3. Mé hinh hé thong
Phuong phdp cla ching t6i khong can thiép, xi ly truc

tiép cac két ndi mang gii dén mdy chi. N6 cho phép xiy
dung mot danh sach dia chi IP sach (White-List).
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Black list —— ®

White list
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Auth-IF

DDosDefence

Hinh 5. M5 hinh hé théng trién khai xi 1y tin cong DDoS.

Thuat toan 1: Thuat todn phuong phap dé xuit

for mbi goi tin méi P(i)
If (SrcIP[P(i)] thudc Iy)
Cho phép P(i);
else if (SrcIP[P(i)] thudc I;)
Thém SrcIP[P(i)] vao I
Loai SrcIP[P(i)] khéi 1)
/I Thuc hién budc 1 trong PID-Filter
else if (PID(x — 1)[P(i)] thudc By)
Thém PID(x)[P(i)] vao B;
/I Thuc hién budc 2 trong PID-Filter
else if (PID(x — 1)[P(i)] thudc By)
Cap nhat B, [PID(x - 1)[P(i)]] = B [PID(x)[P()]]
Canh bao PID(x — 1)[P(i)] va PID(x — 2)[P(i)]
/I Thuc hién budc 3 trong PID-Filter
else if (PID(x — 2)[P(i)] thuoc By)
Cap nhat B [PID(x — )[P()]] = B [PID(x)[P(i)]]
Canh bao PID(x — 1)[P(i)] and PID(x — 2)[P(i)]
/I Thuc hién budc 4 trong PID-Filter
else
Thém PID(x)[P(i)] vao By
end
end

Khi tAn cong DDoS xay ra danh sich dia chi IP trong
White-List sé dudc giii dén mdy chii hoic thiét bi mang dé
thuc hién chinh sach khéa cac dia chi IP khong nam trong
White-List nay. Danh sach dia chi IP trong White-List cling
lién tuc cip nhit thong qua thuét toan cla ching t6i. Cu
thé & day 12 céc dia chi IP trong Iy sé dudc dua vio White-
List. Trong mé hinh trén, phuong phap cta ching t6i dugc
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cai dat trén mdy chi DDoS Defence. Mdy chi nay c6 hai
giao dién. Mot giao dién dudc st dung d€ thu thap thong
tin trén giao dién két ndi Internet clia Router bién ctia hé
théng (Sniffer IF) st dung thiét bi trich rit dit liéu chuyén
dung (Network-Tap) nhim khong lam &nh hudng téi hoat
dong ctia hé thdng dudc bao vé. Giao dién thit hai dugc
stt dung d€ gtii danh sich IP trong White-list dén mdy chi
hoic thiét bi mang.

4. Phin tich thuit toan

Sau day, chiing tdi dua ra mot phan tich danh gid vé giai
phdp ndy trén géc do ly thuyét. Ta hiay phan tich vé hoat
dong cua thuat toan PID-Filter. Gia st mot mdy tinh (may
bi diéu khién dé tin cong DDoS - mdy bot) tao va giti mot
chudi g6i tin SYN tin cong ky hiéu 1a Py, Py, P>, Ps, . . .,
véi day gia tri PID ting dan. Khoang thdi gian 67 dugc dit
di dai hon khoang thdi gian giita hai géi tin Py va P3 dén
dich (mdy chi bi tin cong). Néu nhu dudng truyén tt va
khong c6 gi dic biét xdy ra thi chudi géi tin sé dén diing
theo thi tu ban dau, ching sé 1an lugt dugc cip nhat dia chi
IP vao bang I, gia tri PID ctiia Py vao bang By (chi minh
Py tai budc 4), va vao By (Py, P, tr6 di tai bude 2). Tuy
nhién, khi nhin dudc P,, chudi géi tin tn cong bi nhan
dién nén céc dia chi IP tuong ting bi loai bo khoi bang 1,
dong thoi PID clia Py dudc loai bo trén By, cic PID ciia
cdc gbéi Py va tiép theo ciing bi loai bd trén By, ngoai tri
clia géi tin cubi cung (P;) dudc luu & diy dé tiép tuc phat
hién nhiing géi tin tin cong tiép theo sau niy ciing mot
chudi dé (Piy1, .. ).

Chiing ta xét tiép trudng hop c6 nhiing truc tric (do két
nbi mang dang c6 tic nghén hoic su ¢ trén dudng truyén),



trat tu goi tin dén c6 thé thay ddi hodc c6 goi tin thit lac.
Néu mdy chd nhan dudc diy céc géi tin Py, Py, P3, hay Py,
P,, P3 (tic 1a chi 1 g6i bi thét lac) thi chudi tin cong van
c6 thé bi phat hién, tuy nhién néu c6 2 géi tin that lac trd
1én trong s6 4 g6i dau thi s& khong phat hién dugc. Pay
c6 thé coi 1a di€ém yéu con ton tai clia thut toan, can dugc
cdi tién nang cao trong tucng lai.

Khi mdi gbi tin 1& khong phat hién thudc day ting nao
(hoic 1a bi sét nhu trudng hop cip Po, Py, 16i P», P3 bi
that lac hoic dén rit mudn) c6 thdi gian ton tai vugt &7 thi
cac thong tin tuong tng s€ bi loai khdi By, By va I} nhung
dia chi IP sé dugc cap nhat vao Iy - danh sach céac IP dugc
coi l1a sach trong hién tai’.

Sau day chiing t6i phan tich vé cac 16i nham 1an c6 thé
xay ra do ngu nhién. Xac sudt mot géi tin gia mao c6 thé
may min dugc chip nhan (tic 12 bdo 4m tinh nham - False
Negative) vi ¢ dia chi IP tinh c§ trung khép véi dia chi
nao dé trong Iy 1a po = |Iy| /2.

X4c sudt mot géi tin gia mao cé dia chi IP dudc dua
vao Iy vi tinh cd trung khép dia chi nao d6 trong I (tic
1a dudgc coi 1a tbt theo cd ché TCP retransmission - False
Nagative) 1a p; = |I;] /232

Xéc sudt mot géi tin tot c6 gia tri PID tinh c& 16n hon 1
so véi mot gid tri trong By (tic 1a bio duong tinh nham -
False Positive) 1a py = |By| /2'°.

Céc xdc suat néi trén cé thé dugc uc luong nhu sau.
Gia st tai mot thoi diém dang dién ra tin cong, c6 N mdy
tin cong va M may khach hang t6t dang tim cach két n6i
dén mdy chi. Néu gia dinh ring sb ludng céc truc tric vé
truyén tin trén mang (géi tin that lac hodc di vong lau hon
nhiéu) 12 di nho thi ta dé thay: |Io| ~ M, |I}| < M + 3N,
|Bo| ~ N va |By| < 2N. Cic uéc luong vé |I,], | By| va | By
¢ dugc 1a do theo phan tich & trén vé qua trinh hoat dong
ctia PID-Filter dé thiy tai mdi thdi diém chi c6 tir 2 dén 3
g6i tin cla cling mot chudi ting (phét di tf mot may bot)
dugc ghi nhan trong I;.

Bang I minh hoa cho cic phén tich va udc lugng trén.
Con sb mdy tham gia tAn cong dugc gia dinh tir cip do
qui mo6 trung binh (tir 1.000 dén 2.000) dén rit cao (16n
hon 10.000), dua trén céc bdo cdo vé qui mo cac tin cong
SYN thudng thiy. C6 thé thiy ring cic xdc suit 16i bd sét
(am tinh sai) déu rt nho, trong khi xdc suét 16i bio nham
tin cong (duong tinh sai) c6 thé 16n dang ké khi qui mo sd
mdy tin cong 12 16n ¢ 10.000 trg 1én.

V. PANH GIA THUC NGHIEM BAN DAU

Trong trién khai cai dit, hién nay ching t6i lua chon gia
tri 67 ~ 1-2 ms, cho phép c6 thé theo doi dugc chudi géi
3Chi 1a sach trong pham vi co ché d& xuit ciia ching toi. Bén canh

d6, céc vanh dai kiém sodt khéc cla Firewall vin c6 th€ kiém soat nhung
danh sach IP sach khac, hoat dong doc lap.
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) Bang I o

QUI MO TAN CONG GIA PINH VA XAC SUAT LOI

Gia tri gia dinh Xic suét nhan dwgc
M N [ |B1| Py Py P,
1.000 | 1.000 | 4.000 | 2.000 | 2,3E-07 0, 93E-06 1,5%
1.500 | 2.000 | 7.500 | 4.000 | 3,5E-07 1, 74E-06 3%
2.000 | 4.000 | 14.000{ 8.000 | 4, 7E-07 3, 25E-06 6%
2.500 | 8.000 | 26.500| 16.000| S5, 8E-07 6, 17E-06 12%
3.000 | 16.000| 51.000| 32.000| 7,0E-07 11, 8E-06 24%

tin ting PID phét tif mot mdy bot c6 bing thong tin cong
vao ¢& chi 1 Mb, tic 1a dudc coi vao loai nhd nhét dang ké
(néu bing thong tin cong nhd hon nifa ta c6 thé coi 1a qua
bé nén khong can quan tdm nita). Cac bang luu trit dudc
cai dit bang céu tric dif liéu mang ban ghi don gian.

Theo nhiing nghién ctiu ma chiing t6i dé cap & muc II,
thi nhitng nghién ciu nay khong sit dung mot dit liéu miu
chung nao d€ dinh gid thyc nghiém. Tap dif liéu ki€m thit
DARPA ctia Vién MIT c6 dit lidu kiém thtt cho mot sé dang
tin cong Dos/DDoS, tuy nhién tip dif liéu nay lai khong
c6 dit lidu kiém thi cho dang tin cong SYN Flood mic du
c6 dé cap téi [16].

Do d6, trong nghién cttu nay, ching t6i stt dung di liéu
thit nghiém do chiing t6i tu thu thap dugc tif mot cude tin
cong SYN Flood trén moi trudng thuc véi 336.671 gdi tin
dugc ghi nhan (thdi diém ching toi 14y miu hé théng da
qua tai va diing hoat dong tai con sb néi trén). Theo danh
gid chuyén gia, c6 thé coi toan bd gdi tin ma ching toi
thu thap dugc 13 géi tin gid mao, s6 lugng géi tin thuc néu
c6 thi chiém ty 1& rit nhd, khong dang ké. Mbi g6i tin thu
dugc, ching toi thu thap nhiing thong tin: thdi gian dén cda
g6i tin (timestamp), dia chi IP ngudn (Src IP), ¢ trang thdi
két ndi (flag) va gia tri PID.

Két qua thuc nghiém dudc dua ra trong Béang II, bao
gdm cdc gia tri sau: S6 lugng g6i tin trong mau thi
nghiém (#Packets), s6 lugng g6i tin gid mao phat hién dugdc
(#Detected Packets), s6 lugng cdc chudi c6 PID ting dan
dudc tao ra (#PID-Groups) va ty 1& (Rate) cac goi tin gia
mao phat hién. Cédc két qua déu cho thdy ti 1& phat hién
dugc 14 rét cao.

VI. KET LUAN VA HUGNG PHAT TRIEN

Trong bai bio niy, ching toi di dé xuit mot co ché thuat
todn mdi d€ phat hién va loc bd nhiing géi tin gid mao st
dung trong tin cong DDoS dang SYN Flood ma khong
phéi thuc hién cic budc chuin bi gian tiép tén kém nhu
qua trinh hoc miu thudng dudc st dung phd bién (ching
toi cling da st dung trude day [3]).
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) Bang II
KET QUA THUC NGHIEM
#Detected
#Packets #PIDGroups Rate
Packets
100.000 92.954 17.043 92,95%
150.000 139.189 25.479 92,79%
200.000 185.634 33.980 92,81%
250.000 232.061 42.574 92,82%
300.000 278.444 50.959 92,81%
336.671 312.583 57.179 92,84%

Céc danh gia trén cac phuong dién phan tich 1y thuyét
ciing nhu thuc nghiém cho thdy giai phap clia ching toi 1a
rit kha quan khi qui mo sb mdy tin cong 1a khong qua 16n
(nho hon 10.000 mdy). Phuong phap xt 1y cac géi tin cho
phép dat téc do rit nhanh, dap ng doi hoi dic biét cla
viéc chbng tin cong DDoS.

Khi s6 mdy tin cong l1a rit 16n, ty 1& bdo duong tinh
nham c6 thé ting cao (trén 10% trd 1én), lam 4nh hudng
dang k€ t6i viéc két ndi clia cidc may khich hang tét. Co
ché kiém soat ctia ching t6i ciing dua trén gid dinh 1a ty
suit truyén tin truc tric hay thit lac (phia bén ngoai mdy
chi) 1a du thap.

Mot ton tai khac 13 ching t6i chua dé xuét dugc phuong
4n dic thi cho luu trif va tim kiém nhanh cdc thong tin
trén cac bang Iy, I;, By va By. Khi qui mo tin cong rat
16n, khong gian Iuu trif mdi bang va thdi gian tim kiém
thong tin trén mdbi bang sé 16n, thoi gian xi 1y c6 thé trd
nén chim ding ké.

Trong cic nghién ciu tiép theo, ching toi sé tiép tuc dé
xuét thudt todn ning cao dé khic phuc céc 16i bd sét da
phan tich (muc IV-3) cling nhu xay dung cic phuong phap
déc thu, hiéu qua hon cho luu trit va x@ ly thong tin trén
cac bang Iy, I}, By va By dé t6i wu hon nita cic yéu tb
hiéu ning (thu gon khong gian luu trit va giam téc do xi
ly thong tin trén moi bang).
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tin ctia Bo Thong tin va Truyén thong, thong qua Nhiém
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hoc Wollogong, Uc va nhan bang Tién si,
nam 2006, tai Truong Pai hoc California -
Davis, Hoa ky. Hién nay, 6ng dang cong tac
tai Vién Coéng nghé Thong tin va Truyén

dich vu. thong, Truong Pai hoc Biach khoa Ha Noi. Hudng nghién ciu
chinh cda ong la tinh toan phan tan, m6 hinh mang mdi va thuat
todn, mang mdy tinh va an toan thong tin.
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