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Tém tit: Tuong Iia 12 mot thiét bi bdo mat mang, trong d6 st dung tap luat d€ kiém soat cac géi tin di qua thiét bi. Ciu
hinh céc luat tuong lita 12 nhiém vu rit khé khin ngay ca dbi véi cac chuyén gia biao mat, dic biét ddi véi cac hé thdng
mang phic tap. Sai sét trong qua trinh cAu hinh thiét bi s& tic dong t6i hai khia canh: (i) 1am anh hudng t6i sy an toan
ctia hé théng mang can dugc bao vé va (ii) lam suy gidm ning luc xi ly cta thiét bi tuong lira. Bai bdo nay dé xuit ciu
triic cdy phat hién xung dot (CDT: Conflict Detection Tree) c6 kha ning phat hién tit ca cc loai xung dot trong mot tip
luat clia tudng Ita mdt cach hiéu qua. Tinh chinh xdc va tinh hiéu qua clia ciu triic CDT dudc gidi thiéu va ching minh
chi tiét trong bai bdo. Ciu tric CDT dudc trién khai va kiém chiing véi dif liéu thuc té, cho thiy tinh kha dung ctia né.

T khéa: Tuong lita, an ninh mang, tién td, xung dot, chinh sdch an ninh.

Firewall is a network security device that uses rules to control incoming and outgoing network traffic. Configuring

firewall rules is a very difficult task even for network security experts, especially for complex networks. Mistakes
made in the configuration process will cause two damaging effects: (i) affecting the security of the network that needs
protection, and (ii) reducing the performance of the firewall device. This article will introduce a Conflict Detection
Tree (CDT) structure that effectively detects all conflicts in a firewall rule set. The accuracy and effectiveness of the
CDT structure is presented and substantiated in the article. The proposed CDT structure has been implemented and
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I. GIOI THIEU

Tuong Ita 12 mot trong cac loai thiét bi khong thé thiéu
trong viéc bdo didm an ninh va an toan cho cic hé théng
mang. Thiét bi nay c6 chiic niing ngin cich va bdo vé cho
mot mang ndi bo clia mot don vi hay mét t8 chiic véi cic
mang cong cdng hay mang cla cic td chiic khic. Cic géi
tin khi di qua tudng Itia dudc kiém soat theo ci chiéu vao
va chiéu ra. Méi thiét bi tudng lita dudc trang bi mot chinh
séch an ninh cho muc dich ki€ém sodt c4c géi tin néu trén.
Chinh sach an ninh nay ton tai trén thiét bi tudng lira dudi
dang mot tap luat do ngudi quan tri thiét 1ap. Mdi luat trong
tap luat gdm cdc gia tri diéu kién ctia cdc trudng thong tin
trong header ctia goi tin can théa man, va mdt trudng quan
trong 13 hanh dong cida luat d6 dbi vdi géi tin théa man.
Hanh dong nay c6 thé 1a mot trong hai gia tri: Accept (cho
phép g6i tin di qua) hodc Deny (khong cho phép goi tin
di qua).
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Mot tap luat ¢ thé duge xay dung bdi mot ngudsi quin
tri khi trién khai thiét bi va né cé thé dudc bd sung hay
x6a bd céc luat ngay khi c6 su thay ddi vé chinh sich an
ninh trong qua trinh van hanh hé thong. S6 lugng cac luat
trong tip luat ty 1€ thuin v6i do phic tap clia chinh sach
an ninh dudc trién khai trén thiét bi. Trong thuc té hién
nay, v4i viéc phat trién manh mé vé quy md hé théng va
vé s6 lugng céc loai hinh dich vu trién khai, chinh sich an
ninh can dugc trién khai trén cac thiét bi tuong lta ngay
cang phc tap. Diéu nay ciing dong nghia véi viéc tap luat
trong chinh sich an ninh ma ngudi quan tri phai trién khai
ngly cang ting l1én vé sb luong ludt va phifc tap vé ciu
tric. Nhiém vu x4y dung va quan ly chinh sach an ninh
cho tutng ltra tré nén kho khan hon.

Céc luat trong tap ludt cé thé xung do6t 1in nhau nhu

du thita, mau thuin vé hanh dong,... C4c xung dot trong
tap luat c6 thé 1am anh hudng truc tiép dén an ninh cla
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hé thdng khi cho phép cic géi tin khong hop phdp di qua,
hoic 4nh huéng dén hoat dong binh thudng ctia hé théng
mang khi loai bd cac géi tin hgp 1€, hay s€ lam anh hudng
dén hiéu ning (vé mit luu trit va xt ly) ctia chinh thiét bi
tuong It khi ton tai cdc luat du thia.

Tai thoi diém niam 2004, két qua khéo sat dudc trinh bay
trong [1] cho thiy s6 lugng 16n cic xung dot trong cic tap
luat clia tudng Ita 1a mot thuc t& phai chip nhan, va hién
nay con sd nay chic chin sé 16n hon rit nhidu. Chinh vi
vy, viéc nghién cifu dé phat hién va xit Iy cac xung dot
trong tap ludt clia tudng 1ia 1a mot van dé da va dang dudc
nhiéu nha nghién ctiu quan tim thuc hién.

Cic ky thudt phat hién xung doét trong tip luat cla cac
thiét bi mang néi chung va tudng Ita néi riéng cé thé dudc
chia 1am hai loai co ban khi cin cii vao s6 chiéu cia tap
luat d6: (i) phat hién xung dot trén cc tip luat hai chiéu
va (ii) phat hién xung dot trén cac tip luat nhiéu chiéu.

Céc k¥ thuat phat hién xung dot trén cac tap luét hai
chiéu tiéu bi€u gdm c6 [2-9]. Céc k¥ thuat nay chi thuc
hién kiém tra, phit hién va xi{ 1y cdc xung dot trong tip
luat véi hai chiéu dia chi IP ngudn va dia chi IP dich trén
céc thiét bi mang néi chung nhu thiét bi dinh tuyén, tudng
Itta, bao mat IPSec, v.v. Cic ky thuit nay c6 han ché 1a
khong thé 4p dung cho trudng hop céc tap luat c6 sb chiéu
16n hon va kiéu dit liéu cta cic chiéu bi han ché.

Cic ky thuat dang thi hai bao gdm céc cong trinh [10—
14]. Cac ky thuat nay dua ra cic giai phap nham phat hién
va xir ly cdc xung dot gifta cac luat nhiéu chiéu trong tap
luat ctia thiét bi tudng la. Riéng nhém cic tic gia trong
cong trinh [10] dé xuit huéng phat hién va xi 1y cic xung
dot gitta cac luat trén tap luat cda modt nhom cac thiét bi
tudng Itta nam trén dudng di chuyén ctia cic géi tin. Céc
ky thuit nay dudc danh gid mang tinh téng quit hon cac
ky thuat dang dau.

Bai bdo nay dé xuét cu triic cdy phat hién xung dot
(CDT: Conflict Detection Tree) nham phat hién cic xung
dot trong tap ludt theo nhiéu chiéu trén mot thiét bi tudng
Itia don 18. CAu tric CDT t6i uu vé mit luu tri¥, ¢ thé thuc
hién véi cac dang dii liéu khac nhau clia méi trudng, c6 uu
diém vé mit thdi gian trong qué trinh xdy dung ciy ciing
nhu phat hién xung dot. Uu diém ctia ciu tric CDT so vé6i
cac cAu tric khac dugc chiing minh bing ly thuyét va danh
giad qua qua trinh thuc nghiém.

Bai bio dudc t§ chic véi cic phan tiép theo nhu sau.
Muc II gi6i thiéu kién thiic chung vé xung dot va mot sb
thuat todn phat hién va xi 1y xung dot trong tip luat nhiéu
chiéu. Muc IIT dé xuit cAu triic CDT cho viéc phat hién céc
xung ddt. Muc IV trinh bay két qua thir nghiém va danh
gia thuit todn d& xuit. Muc V 1a két luan va xdc dinh cdc
huéng nghién cifu c6 thé tiép tuc.
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Hinh 1. Cdc mbi quan hé hinh hoc clia khong gian luat cda hai
Iuat: (a) R va P tach biét nhau hoan toan; (b) R truing khép hoan
toan v6i P; (c) R chita P; (d) R va P ¢6 mdt phan giao nhau.

II. CAC KIEN THUC LIEN QUAN
1. Mét s6 khai niém
1) Pinh dang ludt trong tuong lia:

MBbi luét trong tip ludt clia tudng lifra dudc tao bdi tap
gid tri miu clia cdc trudng va mot hanh dong di kem. Tap
gia tri mAu nay chinh 13 diéu kién cic truong thong tin
trong g6i tin can thda man néu mubn khép véi luat nay.
Cic trudng thong tin & dy c6 thé 1a bat cd trudng ndo cda
IP, UDP hay TCP headers. Trong thuc té cdc trudng nay
thudng 1a IP ngudn, IP dich, cdng ngudn, cdng dich va kiéu
giao thic. Hanh dong gan mdi luat ¢ thé 1a Accept (cho
phép g6i tin di qua) hoic Deny (cAm di qua).

Vé mit hinh thic, mi lut R c6 thé dudc biéu dién bsi
R(fi, .. .., fa,Action), trong d6 f; 12 gid tri mAu clia trudng
thd i. Gid tri miu c6 thé dudc cho dudi dang khoang, tién
td, hay tap céc gid tri khac nhau.

2) Khong gian ludt:

Khong ké dén trudng Action trong ludt, xét trong khong
gian n chiéu thi méi luat sé thuoc mot di€ém hay mot da
dién hinh hoc trong khong gian d6. Mbi quan hé giita hai
khong gian cua luat R va luat P sé thudc mét trong 4 trudng
hop dugc thé hién & hinh 1.

3) Cdc logi xung dot trong tdp ludt tuong lia:

Céc loai xung dot gitta cac ludt cia tudng lira duge xac
dinh tit mdi quan hé giita khong gian luat, thd tu va hanh
dong cha chung. Al-Shaer va ciac cong su trong [10] da
dinh nghia va cong thiic héa nim loai mdi quan hé gitta
hai khong gian luat, bao gdbm phan tich hoan toan (Com-
pletely Disjoint), khép hoan toan (Exactly Matched), bao
gdm (Inclusively Matched), phan tach vai phan (Partially
Disjoint) va tuong quan (Correlated).

Tuy nhién cac tac gia trong cOng trinh [12] d& chi ra
rang c6 thé coi quan hé phan tich hoan toan va phén tach
vai phan 12 mot. Bén mbi quan hé con lai tuong ting véi
bdn trudng hop mo ta hinh hoc trong hinh 1. Tir cic mbi
quan hé trén, cac tac gia trong cac cong trinh [10] va [12]
da chi ra bodn loai xung dot c6 thé cé gitta hai luat, d6
12 ki€u béng (Shadowing), kiéu tuong quan (Correlation),
ki€u tdng quét (Generalization), kiéu du thita (Redundancy).



Trong cac ki€u xung ddt trén, ching ta c6 thé bd qua kiéu
tong quat [12, 13].

Kiéu bong: Luit R1 1a bong ctia luat hay mot nhém luét
R2 trudc né khi tit ca cdc goi tin khép véi R1 cling khdp
v6i R2 va hanh dong cta R1 khéac v6i hanh dong cia R2.
Mbi quan hé khong gian luat gitta R1 va R2 tuong ting véi
ki€u xung dot nay 1a R2 tring khép v6i R1 hodc R2 chita
R1. Trong trudng hop nay, tit ci cc g6i tin ma mot luat
mudn cAm c6 thé lai dugc cho phép bdi cic luat truc né.
Do d6, luat bi bong sé khong bao gis c6 tac dung.

Kiéu twong quan: Luat R1 tuong quan véi luat R2 néu
mot phan géi tin khép véi R1 ciing khép véi R2 va hanh
dong ctia R1 va R2 1a khac nhau. M6i quan hé khong gian
luat giita R1 va R2 tuong dng véi kiu xung dot nay 12 R2
va R1 c6 mot phan giao nhau. Trong trudng hop nay, cic
g6i tin khép bdi phan chung giita hai luat nay cé thé dugc
cho phép béi luat nay nhung lai bi cAm bdi luat khac.

Kiéu du thira: Luat R1 12 du thita khi ton tai mot luat
hay mot nhém luat R2 truéc né thda man diéu kién tit ci
cac goi tin khép v6i R1 ciing khép v6i R2 va hanh dong
ctia R1 va R2 1a giéng nhau. Mbi quan hé khong gian luat
gitta R1 va R2 tuong tng véi kiéu xung dot nay 1a R2 tring
khép véi R1 hodc R2 chifa R1. Ki€u xung dot nay khong
4nh huéng dén an ninh cta thiét bi nhung lam lang phi
khong gian luu trit cac luét.

2. Mot s6 ky thuit phat hién xung dét trong tap luit
cua tuwong lira

1) Ky thudt FIREMAN:

Ky thuat FIREMAN dudc cic tiac gia trong cdng
trinh [11] dé xudt nham phat hién xung dot giita cac lut
trong tap ludt trén mot tudng Ida don hay cac tudng lia
trong mdt phan doan mang. Trong FIREMAN, cdc luit
dugc luu trit bdi biéu dd quyét dinh nhi phan (BDDs: Binary
Decision Diagrams). Ky thuét nay phat hién cic xung dot
trong tap luat bang cich phan tich mbi quan hé giita mot
ludt cu thé vé6i céac tdp hop cac khoang gia tri clia gdi tin
phit hop v6i cic luat ding truSc né. Diéu nay lam cho
FIREMAN c6 han ché 1a véi mbi lut n6 chi kiém tra cac
luat truSc d6 ma bé qua tit ci cac luat ding sau khi thuc
hién phan tich xung dot.

2) Ky thudt phdn mdnh:

Ky thuit phan manh (Rule-Based Segmentation) dugc
cdc tdc gia trong cong trinh [13] dé xuét. Trong d6, ky
thut di sdu vao phat hién va xir ly cdc xung dot gilta cac
luat qua viéc tim kiém phan khong gian luét giao nhau cia
cac luat. Cac tac da dua ra thudt todn phan tich khong gian
luit ctia tit ci cac luat thuoc tap luat thanh cic mién tich
biét trong d6 gdm cic mién khong giao nhau va cic mién
giao nhau. Trong cdc mién giao nhau, ky thuit phan manh
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chia thanh ba loai khong gian, dé 1a Allow (cho cac ludt
c6 hanh dong la Allow), Deny (cho céc ludt cé hanh dong
1a Deny) va Conflict (cic mién khong gian ctia cac ludt ma
c6 hanh dong khac nhau) va xdc dinh chi c¢6 mién Conflict
la chia cac luat xung dot. V6i cach phan chia nhu vay, ky
thuat phan manh c6 han ché 1a s& bd qua cic loai xung dot
kiéu du thia.

Mot han ché nita cia k§ thuat phan manh trong cong
trinh [13] 1a dua ra thuét todn phan manh khong gian luit
clia cdc luat dau vao nhung vin dé cot 16i 1a viéc tinh todn
x4c dinh céc bién cia mbi manh khong gian luat dé theo
cdc chiéu cu thé ctia mbi luat khong dugc céc tic gid mod
t4 chi tiét, diéu nay 1am gidm tinh thuyét phuc ctia dé& xuét.
3) Cdu triic FAT:

Céc tdc gia cta cong trinh [14] di dé xuét xdy dung
cAu tric cAdy méi c6 tén 1a FAT (Firewall Anormaly Tree),
nham phat hién va xi Iy cdc xung ddt trong tap luat ctia
tuong ltta. Trong cong trinh [14], mbi trudng cla mot
luat dugc phan tdch thanh cédc element va mbi element
luu trit thong tin vé mot byte cla trudng c¢6 dinh dang 1a
((byte,mask)p, (dim,ord),). Trong d6, mask 12 sb bit dugc
st dung trong byte dang xét, byte 1a gia tri ciia mask bit cia
byte, dim la truong dang xét (1: source IP, 2: destination IP,
v.v.), ord 1a vi tri cia byte dang xét trong trudng dim. Cac
tic gid dua ra dinh nghia v& thd tu giita cic element v6i
nhau, trong d6 element ding truéc khi c6 mask 16n hon,
trong trudng hop gia tri ndy bing nhau thi element nao c6
dim nhé hon s€ dung trudc.

Céu triic FAT dudc xay dung tir tip tit ca cic element
clia cac luat. Mot luat duge biéu dién trén ciu tric FAT
bing mot dudng dan luat gdm cdc nit, mdi nit dudc xay
dung dua trén thong tin cua cac element. Cac element ding
trude s€ duge uu tién Iya chon trude cho viéc xay dung cac
niit. Moi niit sé c6 ba tap, d6 la tip P (Primary) chia céc
luat khép v6i dudng dan tir mit gbc dén nit dang xét, tip S
(Second) chita céac luat c6 khong gian luét chua khong gian
khong gian luat & tap P va tdp T (Tertiary) chia cac ludt
c6 khong gian luat giao véi khong gian khong gian luét &
tap P. Viéc xdy dung ciu triic FAT sé dudc thuc hién dén
khi tt ca cic element di dugc chon hét vi mdi quan hé
gitta cac ludt dugc xac dinh nhd cac tap P, S va T tai cac
nut la.

Ky thuit ndy c6 cdc han ché sau day:

o Phuc tap khi ap dung cho céc truong dit liéu duge cho
du6i dang khoang nhu céng ngudn va céng dich vi cin
phéi xay dung tip céc tién t6 dai dién cho khoing gid
tri d6 [15]. Piéu nay lam ting chi phi cho tinh toan
dbdi véi viéc xay dung tap tién t6 va tong hop cic xung
dot cho céac luat & bude cudi.

o FAT c6 chu tric cay phic tap do mdi niit phai luu trit
nhiéu thong tin.
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o Viéc st dung element cho viéc Iuu trit tiing byte din
dén sb luong céc element khi chuyén d6i va luu trit
cac luat trong tap luat 1a rat 16n. Do do6, cAu tric nay
yéu cau chi phi cao vé bo nhé, ciing nhu thdi gian cho
viéc xdy dung va thay ddi cay.

III. CAU TRUC CAY PHAT HIEN XUNG DOT
TRONG TAP LUAT TUONG LUA

Theo ly thuyét thi xung dot giita hai luat dugc cin cif vao
3 yéu t6: mbi quan hé khong gian luit giita ching, hanh
dong (action) gin véi mdi luat va thit tu cla luat. Vi hanh
dong va thd tu cda luat 1a cdc gia tri tuong minh nén viéc
x4c dinh xung dot gitta hai luat thuc chét 13 viéc xdc dinh
mbi quan hé khong gian luit ctia ching. Thuét to4n ching
t6i dé xuit gdbm cAu tric CDT va cdc thd tuc xay dung ciu
triic CDT tif tap luat cda tuong lira nham tim ra mdi quan
hé gitta khong gian luit cia ching mot cach hiéu qua, tu
do6 xac dinh cac xung dot gitrta cac luat.

1. Cac dinh nghia

1) Miic dé chi tiét ciia truong:

Trong thuc té, gia tri clia cdc trudng clia mot luat c6 thé
12 ki€u tién t6, mot khodng gia tri hay cic mot tip cic gid
tri riéng biét. Mdi tién t6, hay mot khodng gid tri sé bao
gdm mot tap céc gia tri thda man, sb lugng cic gia tri trong
tap nay cang it thi do chi tiét cla trudng cang cao. Trong
bai bdo, ching toi sit dung trong sd nay nén xay dung dinh
nghia vé no.

Pinh nghia 1: P chi tiét cta trudng f, dudc ky hiéu
1a | f,| va dugc xac dinh nhu sau.

Néu f,, 1a kiéu tién t6, do chi tiét £, dugc tinh bing chidu
dai ctia tién t6 d6. Vi cac truong IP ngudn va IP dich st
dung dia chi IPv4 thi do chi tiét cao nhit cta céc trudng
nay la 32.

Néu f, 1a ki€u khoang gid tri [a : b], d0 chi tiét f, dudc
tinh dua trén sé luong cédc gid tri trong khoang d6 theo
cong thic sau:

) XL,

=
trong d6 MAX 1a gid tri 16n nhit ma a va b c6 thé nhan,
L 13 bac cao nhat ma mufc do chi tiét cta f, c6 thé dat.

MAX — (b - a)

MAX )

D€ phu hop trong qué trinh so sanh mic do chi tiét
clia trudng c6 kiéu 1a tién td v6i trudng c6 kiéu dif liéu 1a
khoang, chiing t6i chon L la do dai dugc tinh bing bit ctia
céc s6 nguyén a va b. Trong cic géi tin IPv4 thi cic trudng
c6ng ngudn va cdng dich dugc luu trong céc sd nguyén 16
bit nén L = 16 va MAX = 65535.

Véi trudng hop gia tri cta trudng f, 1 tap gom n gid
tri riéng biét thi luat c6 thé dudc tich ra thanh n ludt ma
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gid tri cla trudng f;, trong mdi ludt 1a mot trong cic gid
tri cia tap ban dau va khi d6 c6 thé coi ddy 1a mot khoang
ma gia tri diu trung véi gid tri cudi va miic do chi tiét cla
truong f;, trong luat ndy 1a cao nhit. Vi du, luat R c6 trudong
dia chi ngudn ctia luat cho dudi dang tién t& 000100% thi
[TPsource| = 6. Truong céng dich clia R ¢6 gid tri 1a 80 thi
c6 thé coi dugc cho dudi dang khoang gid tri [80 : 80] va
|Portges| = 16.

2) Méi quan hé giita hai gid tri truong:

Pinh nghia 2: Mbi quan hé giita hai gid tri truong V;
va V; cla trudng f,.

V| tring V, (ky hiéu V| =~ V») khi va chi khi: Néu f,
dugc cho duéi dang tién t6 thi V| = V,; Néu f;, dugc cho
dudi dang khoang gia tri V| = [a : b] va V, = [c : d] thi
a=cvab=d.

Vi thuée V, (ky hiéu V| € V;) khi va chi khi: Néu
f dudc cho dudi dang tién t6 thi V, Ia tién t6 cla Vi;
Néu f, dugc cho duéi dang khoing gid tri V| = [a : b],
Vy =[c:d] thi (a >cvab<d)hoic (a >c vab <d).

V| giao V; (ky hiéu V; § V») khi va chi khi: Néu f, dugc
cho duéi dang khodng gia tri Vi = [a : b], V2 = [c : d] thi
(a<c<b<d)hoac (c<a<d<b).

V, téch rdi V (ky hiéu V| >< V5) khi va chi khi: Néu
f, dudc cho dudi dang tién td thi V| khong phai 1a tién td
clia V, va ngudc lai; Néu f, dugc cho duéi dang khoang
giatri Vi =[a:b], Vo =[c:d] thi b <c hodc a > d.

Pinh 1y 1: Cho hai gia tri trudng V; va V, cua trudng
fu, ta co:

(i) Diéu kién can d€ V| € V; 1a |V{| > |Val;
(if) Diéu kién can d€ V| ~ V, 1a [V{]| = |V2|.
Chiing minh:

(/) Theo dinh nghia cia mbi quan hé V; € Vs, c6 hai
truong hop xay ra. Trudng hop f, dudc cho dudi dang tién
t6, d€ V, 1a tién t6 ctia V| thi tru6e hét chudi V phai c6 do
dai 16n hon chudi V,, viét 1a |[V| = len(Vy) > len(V») =
[Val.

Truong hop f, dudc cho dudi dang khoang gia tri Vi =
[a: b] va V, =]c:d], khi d6 ta cé:

_ [MAX-(b-a)
Vil =[Va| = ( MAX )XL
B MAX - (d - ¢) < I

MAX

(d-=Db)+(a-rc)
MAX

L )

Theo dinh nghia ctia V| € V;, ta c6 (a > ¢ va b < d) hoic
(@a>cvab<d).V6i(a>cvab<d)th (a-c) >

Ova(d-b) >0, th d6 (d —b)+ (a—c) > 0, suy ra:
[Vi| = V2] >0 < |Vy| > |V2|. Véi (a > c vad > b) thi



(a-c)>0va(d-b)=0,t0t d5 (d-Db)+(a—c) >0, suy

ra: |[Vi| = |Va] >0 & |Vy] > [V2l.
(if) Theo dinh nghia ctia mdi quan hé trung giifa hai gia
tri truong, dé dang thiy dugc khi V| = V; thi |Vy| = |Va|.
o

Dinh ly 2: Cho mot tdp cdc gid tri trudng V
(V1,Va,...,V,,) cla trudng f,. Néu V; 1a gia tri trudng
c6 do chi tiét 16n nhét trong tap V thi véi moi V; € V
@+#k,1<i<m)taludn cé V; ¢ V.

Chitng minh: Vi Vi c6 d6 chi tiét 16n nhét trong V
nén |Vi| > [V;|. Mit khac, theo dinh ly 1, diéu kién can
dé V; € Vi 1a |V;| > |Vi|, nén V; ¢ Vi. o
3) Cdu tric ludt:

CAu triic luu trit gid tri trudng ctia mot luat nhu sau:

struct typeofvalue{

public bool isPrefix;
public string prefix;
public int begin;

public int end;}

trong d6, isPrefix 1a 1 néu dit liéu truong dang xét dugc cho
dudi dang tién t6 (source IP, destination IP, protocol), isPre-
fix 12 0 néu dit liéu trudng dang xét khong phai dang tién
t6 (source port, destination port), begin va end 1a gia tri bat
dau va két thic gid tri ca trudng (trudng hop isPrefix = 0),
prefix 1a chudi tién td cta trudng (trudng hop isPrefix = 1).

DE luu trit cac luat trong ciu tric CDT chiing toi xay
dung lai ciu tric luat gdm danh sich cdc di liéu trudng
va Action. Mdi trudng dugc luu trii trong mot ban ghi unit
gdm céc thong tin:

struct unit{
public int type;
float detail;

int ruleid;

public
public

public typeofvalue value;}

trong do6, type 1a ki€u trudng (1: source IP, 2: destination
IP, 3: source port, 4: destination port, 5: protocol), detail 1a
mifc do chi tiét clia trudng, dugc xac dinh theo dinh nghia
1, ruleid 1a chi s luat, value 12 gia tri clia trudng.

V6i ciu tric nhu trén, mdi unit sé gan véi mot trudng
cia mot luit cu thé va cé thé luu trit dudc ca di
lidu dang tién t6 va di liéu dang khoang ciing nhu
dang gid tri don 18. Vi du, luat R c6 chi sb 1a n véi
cac tham sb (src IP,des IP,src port,des port,Action)
(10.10.0.0/16,10.0.0.0/8,80, *, Deny) sé dudc biéu dién
bing danh sich 4 unit nhu trong bang I.

Luit R sé dugc biéu dién duéi dang R = (unit[0], unit[1],
unit[2], unit[3), Action), v6i gid tri clia cdc unit dugc thé hién
trong bang 1.
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Bang I
DANH SACH CAC UNIT CUA LUAT R
unit[0] unit[1] unit[2) unit[3]
type 1 2 3 4
detail 16 8 16 0
ruleid n n n n
Value.isPrefix 1 1 0 0
Value.begin 80 0
Value.end 80 65535
Value.prefix 00001010 | 0000
00001010 | 1010

Dinh nghia 3: Cho hai unit u; va up, phép so sanh gitta
u; va up dugc xac dinh nhu sau: u; < up khi u.detail <
uy.detail, uy > upy kKhi uj.detail > uy.detail, uy uy khi
uy.detail = uy.detail.

Pinh nghia 4: Cic mdi quan hé gitia hai unit u; va u,
(chi st dung khi u; va up c6 cung kiéu trudng), bao gom:
uy trung up (ky hiéu u; ~ up) khi va chi khi uj.value
uy.value, uy thudc uy (ky hiéu u; € up) khi va chi khi
uy.value € up.value, uy giao uy (ky hiéu u; § up) khi va
chi khi uy.value § uy.value.

~

~

2. Y twéng co ban cia thuit toan

Thuit toan chiing toi d& xut bao gdm xdy dung céu tric
CDT tif c4c luat nhim xic dinh mbi quan hé khong gian
luat ctia chiing. Viéc xay dung céu triic CDT tuan theo cic
nguyén tic chinh sau day:

i) Céc luat dudc chuyén sang ciu tric gdm cic unit dé
lam dau vao cho qua trinh xdy dung cAy.

Pé x4c dinh mbi quan hé giita hai khong gian luat,
chiing ta phai xét mdi quan hé ctia chiing trong tiing
chiéu trong khong gian dé.

Tai mdi chidu khong gian luat, luat nao c6 miic do
chi tiét cao nhét sé dudc xem xét mbi quan hé véi cac
Iuat con lai. Theo lya chon nay, cdn ct vao dinh ly 2
thi luat hay nhém luit dang dudc xét sé chi c6 mbi
quan hé véi céac luat khac thudc cac dang: Trung khép
(Match), 1a tap con (Subset), giao nhau (Overlap), tach
biét (Disjoint). Trong cidc mdi quan hé dé mdi quan
hé tich biét khong tao ra xung dot nén khong can
xem xét. Vi viy tai mot thi diém, ching ta chi cin
quan tdm dén cdc luit c6 khong gian luat trung khép
(Match), chia (Super), giao nhau (Overlap) v6i khong
gian ludt hay nhoém luat dang xét.

V6i mot luat dang xét, tai chiéu thi i + 1: Tap céc
luat tring khép véi né sé dudc kiém tra trong tap
Match cta chiéu thi i; tip cdc luat chiia dugc kiém
tra trong tap Match, Super cla chiéu thd i; tap cac

ii)

iii)
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luat giao nhau dugc kiém tra trong tip Match, Super
va Overlap cla chiéu thd i. Phép chuyén luat tir céc

tap nhu sau:
(Match), condition_match (Mateh)nr, ()
(Mateh), <2 Superyiyy, (3)
(Super)i condition_super (Super)i+ N (4)
(Match), condition_overlap (Overlap)a. (5)
(Super); "L Overlap)iai, (6)
(Overlap), condition_overlap (Overlap)nr. (7)

trong d6 “condition_x" 1a diéu kién d€ mot luat chuyén
tu mdt tap cua budc thi i sang tap cua budc thi i + 1.
Goi R la luat dang xét, R(f,) la gia tri trudng thd
m cta R, thi diéu kién “condition_x d€ luat P dugc
chuyén trong céc cong thdc trén nhu sau:
condition_match: R(fi+1) = P(fi+1)
condition_super: R(fi+1) € P(fi+1)
condition_overlap: R(fi+1) § P(fi+1)

v) Mbi quan hé thuc sy giita khong gian luat ctia mot
luat v6i cdc luat khac sé duge xdc dinh tai bude cubi
cung khi tit ci cac chidu da dugc kiém tra.

3. Chu tric CDT

CDT la cdy da nhanh dugc xay dung tir tap dit liéu dau
vao 1a cdc unit ctia tap luat. Nit gbc ROOT ctia CDT chia
danh sich tit ci cic luat trong tip luat. Trong cdy, dudng
dan tf nit gbc ROOT dén niit 14 bi€u dién hoan chinh mot
hay mot nhém ludt thda man cic diéu kién cu thé trén
dudng din d6. Niit N mang thong tin vé ki€u trudng f, va
mic do chi tiét clia trudng d6, cc niit con ctia N dugc xay
dung theo gia tri trudng f, va do chi tiét ctia N ludn 16n
hon hoic bang do chi tiét clia trudng dudc luwu trong cdc
nut con cua no.

1) Cdu tric mit:
Niit ctia CDT c¢6 ciu tric nhu hinh 2, trong dé:

o TOF (Type Of Field) 1a kiéu truong dugc thé hién
tai nit. Cac quy udc nhu sau: 1 1a source IP, 2 la
destination IP, 3 la source port, 4 la destination port,
5 1a protocol.

o DETAIL 1a mic do chi tiét cia trudng;

o M la danh sich cic luat thda man diéu kién duong
dan tir ROOT dén niit hién tai;

o S la danh sach cac luat c6 khong gian luat chita khong
gian ludt cda cac luat thuoc M;

o O la danh sich cac luat c6 khong gian luat c6 mot
phan chung véi khong gian luat ctia cac luat thuoe M;

o Labels la tip cac nhan dugc gan cho cic nit con
cua N;

24

___________

Labels ----
< - Other Child

- - - - =

Danh sach cac nhan tuong g vdi cac node con

Node con chira cac luat

I

|
! I
! |
! I
! |
! I
! |
! I
! |
! I
! |
| |
i khong thoa man didu kién DETAIL i
! Danbh sach céc luat c6 khong gian luat c6 ving giao
: voi khong gian ludt ctia cac luat thudce tap M :
E anh sach cac node con ;
I

Danh sach cac luat khop

\j
Danh sach cac ludt c6 khong gian luat

|
|
I
|
I
|
I
|
I
|
I
|
I
|
I
|
I
|
I
|
I
|
I
|
I
|
1
|
I
1
chira khong gian luat cua céc luat thudc tap M !

\

Mirc do chi tiét cua truong Kiéu truong

Hinh 2. Ciu triic nit cia CDT.

o Childs 1a danh sach céc nit con cua nut. Nut con thd
i sé chiia cac luat thuoc M thoa man diéu kién trudng
thd [TOF] c6 do chi tiét [DETAIL] va c6 gia tri la
Labels[i];

o OtherChild 1a nit con dac biét cia nit dang xét, chira
cac luat thuoc M khong théa man diéu kién: Truong
TOF c6 mitc do chi tiét bang DETAIL.

2) Thu tuc xdy dung niit:

Thu tuc xiy dung nit dudgc trinh bay trong thuit toan 1.
Nit N dugc xay dung véi diu vao gdm ba tap unit: Unit-
matchs chia cic unit clia cic luat khép véi dudng dan tir
ROOT téi N; Unit-Supers chita cac unit cia cac luat cé
khong gian luat chia khong gian luat thda man diéu kién
dudng dan tir ROOT t6i N; Unit-Overlaps chia cic unit
clia cc luat c6 khong gian luat c6 mot phan chung véi
khong gian lut thda man diéu kién dudng din tit ROOT
téi N.

Céc gia tri TOF va DETAIL dugc dat nhu sau:

N.TOF = UMAX type,

N.DETAIL = UMAX .detail,
trong d6 UMAX € Unit-matchs théoa man v6i moi u €
Unit-matchs thi u.detail < UMAX.detail.

Cic tap M, S va O dugc 1dy chi sb céc luat trong ba tap
tuong tng Unit-matchs, Unit-Supers va Unit-Overlaps.
Vi du, trong tap Unit-matchs c6 cic unit ciia cic luat sb
1, 7, 9 thi M s€ bao g6m cacsb 1,7, 9.

Labels: Goi IstUnit 1a tip cac unit thuoc Unit-matchs
c6 kiéu trudng bang N.TOF va do chi tiét bang N.DETAIL.
Néu mo phong bing cau Iénh SQL thi IstUnit dugc tra vé tir
truy vin “SELECT FROM Unit-matchs WHERE (type =
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Thuét toan 1: BuildNode

Thuét toan 2: BuildTree

Input: List of unit UnitMats;
List of unit UnitSups;
List of unit UnitOvers;

Output: CDTNode N

Begin

1: UMAX = GetMaxUnit(UnitMats);

2: IstUnit = GetUnits(UMAX, UnitMats);

3: N.TOF = UMAX .type;

4: N.DETAIL = UMAX detail,

5: for each u of IstUnit

6: ulabel= CreateLabel(u);

7: if ulabel not in N.Labels

8: N.Labels.add(ulabel);

9: (UnitMats) Londition match, (uMatchs);

10: (UnitMats) %Ond”wn_m’m (uSupers);

11: (UnitSups) —)Condmo’uuper (uSupers);

12: (UnitMats) M (uOverlaps);

13: (UnitSups) condition_overlap (uOverlaps);
condition_overlap

14: (UnitOvers) (uOverlaps);

15: CDTNode M;

16: BuildNode(M, uMatchs, uSupers, uOverlaps);

17: N.Childs.add(M);

18: RemoveUnit(UnitMats, uMatchs);

19: end if

20: end for each
21: BuildNode(N.OtherChild, UnitMats, UnitSups,
UnitOvers);
End

N.TOF AND detail = N.DETAIL)”. Trong trudng hgp cac
unit thuoc IstUnit 12 ki€u tién t6 thi Labels 12 tip cic tién
t6 khong tring nhau clia cic unit thudc IstUnit, trudng hop
dit liéu 1a ki€u khoang thi Labels 12 tip cic khodng gid tri
khong trung nhau cta céac unit thudc IstUnit.

Childs: Nit con thii i dugc xdy dung v6i bd ba dau vao
dudc xac dinh theo cdc phép chuyén luat (2), (3), (4), (5),
(6), (7) véi gia tri phan loai 1a Labels(i).

OtherChild: La nit dic biét cia N. Tt ca céc luit thudc
tap Unit-matchs c6 kiéu truong N.TOF ma d6 chi tiét nhd
hon N.DETAIL 13 dau vao d€ xay dung nit dic biét. Tap S
va O cta OtherChild chinh la tap S va O cua N.

Dong 1: Haim GetMaxUnit tra vé unit - UMAX c6 d6 chi
tiét 16n nhét trong tip cic UnitMats.

Dong 2: Ham GetUnits trd vé céc unit trong UnitMats
c6 cung type va cung detail v6i UMAX.

Dong 3, 4: Gan cac gia tri TOF va DETAIL cho nut N.

Dong 6: Ham CreateLabel(x#) tao nhan tam t w.value,
nhin ndy dugc stt dung d€ kiém tra w.value da dudc st
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Input: Rule Set;
Output: CDTTree CDT,;

Begin
uMatchs =GetUnitFromRuleSet(Rule Ser);
uSupers = 0;

uOverlaps = 0;
BuildNode(ROOT, uMatchs, uSupers, uOverlaps);
End

Rl

Child-1

Label-2

Child-n

Hinh 3. Nut N sau khi dugc xay dung.

dung tao ra ciy con cia N hay chua tai dong 8.

Dong 8: Thém nhan tam vao danh sach.

Dong 9, 10, 11, 12, 13, 14: Xay dung céc tap dau vao
cho céy con méi ctia N.

Dong 15, 16, 17: Thém cay con méi cho N.

Dong 18: Loai cac luat da xét khoi tap UnitMats.

Dong 21: Xay dung nut dac biét N.OtherChild.

Nit N sau khi dugc xdy dung c6 céu tric nhu hinh 3.
3) Thii tuc xdy dung cdy:

Thu tuc xay dung ciy dugc trinh bay trong thuit toan 2.

Dong 1: Poc va chuyén tit ci cic ludt sang cac unit, luu
trif tAt ca vao uMatchs.

Dong 2, 3: Khdi tao cac tadp uSupers, uOverlaps.

Dong 4: Xay dung CDT bat diu tif mit gbc ROOT.

Minh hoa cho thuit toan 1 va thuiat toan 2, chung toi
thuc hién xay dung CDT cho tdp ludt & bang II, trong
d6, mdi luat trong tap ludt chi bao gdm 4 chiéu va cic
quy uéc nhu sau: R 1a Rule, S-IP la Source IP address,
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Bang I
TAP LUAT 4 CHIEU
R S-1P D-IP S-P D-P Act
R1 192.168.0.0/23 * 80:110 | * Acc
R2 192.168.10.0/23 10.0.0.0/9 80 * Acc
R3 193.0.0.0/8 10.0.0.0/8 * * Acc
R4 * 10.10.0.0/16 80 * Deny
RS 192.168.1.1/32 10.0.0.0/8 80 * Acc
) Bang III
DO CHI TIET CUA CAC GIA TRI TRUGNG
Value Prefix Detail
192.168.1.1/32 P1=1100000010101000 32
0000000100000001
192.168.0.0/23 P2=1100000010101000000000000 23
192.168.10.0/23 P3=1100000010101000000000101 23
10.10.0.0/16 P4=0000101000001010 16
80 16
80:110 15,99
10.0.0.0/9 P5=000010100 9
10.0.0.0/8 P6=00001010 8
193.0.0.0/8 P7=11000001 8
* 0

D-IP la Destination IP address, S-P 1a Source port, D-P 1a
Destination port, Act la Action.

Viéc tinh todn mic do chi tiét clia cc gia tri trudng va
tinh todn chudi tién tb trong cc unit cta tap luit cé trong
bang II thé hién tai bang III.

Dé dé quan sat, ching tdi ky hiéu mot unit dudc thé
hién theo dinh dang sau: [ruleid;type;detail] cac gia tri
khac khong dudc thé hién.

R1=[1;1;23], [1;3;15,99], [1;2;01,[1;4;0]

R2=([2;1;23], [2;3;16], [2:2;9],[2;4:0]

R3=([3;1:8], [3;2;8], [3;3;0],[3:4;0]

R4=[4;2;16], [4:3;16], [4;1;0],[4:4;0]

R5=[5;1;32], [5;3;16], [5:2;8],[5;4:0]

Céc nit dugc biéu dién theo dinh dang [TOF; DETAIL).

CDT dugc xay dung tu tdp cac unit cua cac luét trén.
Qua trinh xay dyng cady nhu sau:

Nit gbc ROOT duge xdy dung v6i dau vao 1a tit ci
cac unit: ROOT.M = (1..5), ROOT.S = ROOT.O = 0.
Unit ¢6 do chi tiét 16n nhét trong danh sich ROOT.M 1a
[5;1;32], nén ROOT = [1;32]. Nut [1,32] chi c6 1 nit
con N1, N1.M = (5), nhan cta nhanh la P1. Vi R1, R4 cé
truong dia chi nguén 1a tién t6 ctia RS, nén N1.S = (1,4),
N1.0 = 0. Cac unit con lai caa N1.M 1a [5; 3; 16], [5;2; 8],
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80:30

11000001

00001010

Hinh 4. CDT cua tap luat bang IL

[5;4;0] nén N1 = [3;16]. Qud trinh tiép theo tuong tu N1
¢6 mot con 1a N2 = [2;8]. N2 ¢6 nut con la N3 = [4,0].
Tai N2 do R5.DesIPAddr 12 tién 6 cia R4.DesIPAddr nén
N3 c6 N3.0 = (4).

Nhénh ROOT .OtherChild dugc xay dung véi tap dau vao
la cac luét (1..4). Qua trinh xay dung tuong tu nhu & nut
ROOT.

Chii y: D€ t6i uu héa qud trinh luu trif, trén dudng din
luat, néu gip nit c6 do chi tiét bang 0 qua trinh phat trién
cdc nit con s& két thic va cdc luat trong tdp S néu con
céc unit ¢6 do chi tiét khac khong sé dudc chuyén sang tap
O. Trudng hop nay trong cdy la dudng din luat cta R,
R4, R3.

4) Thi tuc chen ludt mdi:

Thii tuc chén luit méi dude st dung nham thay dSi noi
dung CDT ma khong can phdi xdy dung lai toan bd ciy
trong trudng hop thay ddi chinh sich an ninh trén tudng
Itta tif d6 cin thém m&i cac luat vao tap luat.

Chen luat méi vao CDT dugc thuc hién bing viéc chen
danh sich cdc unit ctia luat d6 vao niit gbc. Thuat todn
chén (thuat toan 3) dugc ching toi xdy dung nhim thuc
hién chén mot danh sach cac unit vao nut N.

Goi UnitsOfRule 1a danh sach cac unit ciia ludt R can
chén, UMAX = GetMaxUnit(unitsOfRule) va k 1a chi sb
ctia luat can cheén, cic trudng hop c6 thé xdy ra nhu sau.

Truong hop 1: N 1a nit réng.

Trong truong hgp nay viéc cheén cac unit vao N chinh la
viéc xdy dung nit méi v6i dau vao 12 unitsOfRule. Thao
tac chen dugc minh hoa trong hinh 5(a).



Truong hep 2: Do chi tiét cia UMAX 16n hon N.DETAIL.
Trong trudng hop nay, do chi tiét cia unit 16n nhit trong
R 16n hon dd chi tiét cda N:

o Xay dung nit méi véi dau vao l1a ba tip nhu sau:
matchs = GetUnitFromID(N.M) U unitsOfRule,
supers = GetUnitFromID(N.S),
overlaps = GetUnitFromID(N.O),
trong d6, ham GetUnitFromID thuc hién iy cic unit
tif tap cdc chi sb luat. Trong qud trinh xay dung ndt
mdi bd qua bude xdy dung OtherChild.

o N chuyén thanh OtherChild clia niit m&i

Thao tac chen dugc minh hoa trong hinh 5(b).
Truong hop 3: Do chi tiét cia UMAX bang N.DETAIL.

a) Truong hgp UMAX.type = N.TOF

Tinh nhan tam ulabel = CreateLabel(UMAX)

Truong hop ulabel = N Labels[index]

Gia tri cia UMAX thudc cdy con thu index ciia nit N,
cac thao tidc dudc thuc hién nhu sau:

+ Thém chi s6 luat ctia R vao N.M.

+ Trong trudng hgp UMAX dugc cho dudi dang
khodng thi UMAX van c6 kha ning c6 quan hé
giao nhau véi cic khoang gia tri khac cung miic
dd chi tiét nén phéi cip nhat cic thong tin cic
trudng hgp Giao nhau gitta UMAX véi cic nut
con ti N.Childs[0] dén N.Childs[index — 1].

+ Xay dung lai nit con N.Childs[index].

Thao tac chen dugc minh hoa trong hinh 5(c).
Truong hop ulabel # N Labels|index], V index

Gid tri cia UMAX khong thudc tip cic cdy con cua
nut N, cac thao tic dudc thuc hién nhu sau:

+ Thém chi s6 luat ciia R vao N.M.

+ Céap nhat cac thong tin cac trudng hgp Giao nhau
gitta UMAX véi cac nut con cua N.

+ Xay dung thém nit con méi cia N.

Thao tac chen dugc minh hoa trong hinh 5(d).
Truong hgp UMAX.type # N.TOF

Trong trudng hgp nay trudng N.TOF cua luét R ¢6 do
chi tiét nhd hon N.DETAIL. Cic thao tic dugc thuc
hién nhu sau:

b)

+ Thém chi s6 luat ciia R vao N.M.

+ Cap nhat cac tap Supers va Overlaps cia cac nut
cia N.

+ Chen luat tap unitsOfRule vao N.OtherChild.

Thao tac chen dudc minh hoa trong hinh 5(e).
Truong hop 4: Do chi tiét cia UM AX nhé hon N.DETAIL.
Trudng hop nay ban chét gidng nhu trudng hop 3-b), cic
thao tac thuc hién dugc mo ta trong hinh 5(e).
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Thuét toan 3: InsertRuleToNode

10:
11:
12:

13:

21:

23:
24:
25:
26:
27:

29:

30:

31:
32:

Input: Units of Rule: unitsOfRule; CDTNode N;
Output: CDTNode N;
Begin

: UMAX = GetMaxUnit(unitsOfRule);
: ulabel = CreateLabel(u);

// Truong hop 5a

. if (N = NULL) then

N = BuildNode(unitsOfRule, ¢, ¢);
return;

. end if

// Truong hop 5b

. if (UMAX.detail > N.DETAIL) then

X = BuildNode(N.M + k,N.S,N.O);
X .OtherChild = N,
N=X;
return;
end if
// Truong hop 5¢, 5d
if (UMAX.detail = N.DETAIL)

and (UMAX.type = N.TOF) then
index = N.Labels.Find(ulabel);

/I Truong hop 5S¢
if (index >= 0) then
for (i = 0; i < index; index + +) do
UpdateOverlaps(N.Childs[i]);
end for
N.Childs[index] = BuildNode
(N.Childs[index].M + k,
N.Childs[index).S, N.Childs[index].O);
return;
end if

/I Truong hop 5d
if (index < 0) then
for each u in N.Childs do
UpdateOverlaps(u);
end for
X = BuildNode(N.M + k,N.S,N.O);
N.Childs.add(X);
return;
end if
end if

// Truong hop 5e

for each u in N.Childs do
UpdateSuperAndOverlaps(u);

end for each

InsertRuleToNode(unitsOfRule, N .OtherChild);

End
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@ ;

N=NULL

Insert UnitsOfRule

TOF, DETAIL

va Truyén thong

OF, DETAID
M
(6]

Insert UnitsOfRule
_—

N=BuildNode(unitsOfRule, ®,d)

(@)

N=BuildNode(N.M + k, N.S, N.O)

TOF, DETAIL

Insert UnitsOfRule

— N.Childs[0]
N.Childs[m] o
=
— &=
2
N.Childs[0] 8
b1
>

L Update Overlaps Set
N.Childs[0] to N.Childs[m]

¥

N.Childs[m]

.

N.Childs[m+1] = BuildNode(N.M + k, N.S, N.O)
(d)

Hinh 5. Chen luat méi vao
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TOF, DETAIL

TOF, DETAIL

nut N.

ulabel

N.Childs[k] = B

7

N.Childs[0]

N.Childs[index]

N.Childs[m]

N.Childs[0]
>
>3 Update Overlaps Set
#N.Childs[0] to N.Childs[index-1]
‘

7

uildNode(N.Childs[index].M + k,
N.Childs[index].S,
N.Childs[index].O);

N.Childs[m]
©
N.Childs[0]
N.Childs[m]
N.OtherChild
N.Childs[0]
>
: Update Supers
: i and Overlaps Sets
S
N.OtherChild

Insert UnitsOfRule



Thuét toan 4: DeleteRuleFromNode
Input: Index Of Rule: k; CDTNode N;
Output: CDTNode N;
Begin
if (N = NULL) then
return;
end if
N.M.Remove(k);
N.S.Remove(k);
N.O.Remove(k);
if (N.M .count = 0) then
N =NULL,
return;
end if
: for each M in N.Childs do
DeleteRuleFromNode(k, M);
: end for each
: DeleteRuleFromNode(k, N.OtherChild);
End

B A A R o

=

[
W N

5) Thi tuc xoa ludt:

Cung giéng nhu viéc thii tuc thém luat méi, thii tuc x6a
luat (thudt toan 4) dugc sit dung nham thay ddi noi dung
CDT ma khong can phai xay dung lai toan bd ciy trong
trudng hop thay ddi chinh sich an ninh trén tudng lia tir
d6 cAn x6a mot hay nhiéu luit trong tap luat.

Luat R c6 chi s6 k dudc x6a khoi CDT bing céch loai
bo tit ca chi s6 k khoi cac nit thuoc CDT. Tai nit N, viéc
loai bd chi s6 k dudc thuc hién trong ca ba tip M, S va O
ctia N va cac nut con cia N.

o Dong 4, 5, 6: Xo6a k khoi cac tap M, S, O cta N.

o Trong trudng hop N.M chiia duy nhét chi s6 k c6 nghia
N 1a nit chi khép duy nhét vé6i luat R thi khi x6a R
ciing tuong ting N bi x6a. Cic dong tit 5 dén 9 thuc
hién tac vu nay.

o Dong 11: x6a k khéi cac ciy con cua N.

o Dong 13: x6a k khéi nit con OtherChild cua N.

4. Phat hién xung dot trén CDT

Thong tin mdi quan hé vé khong gian luat gitta cac luat
dugc chifa trong tit ca cac nit 14 cta cdy. Cu thé, tai nit
la N: Céc luat thudc tdp N.M Ia c6 khong gian ludt trung
nhau; Céc luat thudc tdp N.S c6 khong gian luat chita khong
gian ludt cta cac luat thugéc N.M; Cac luat thudc tap N.O
c6 khong gian luat giao véi khong gian luédt cua cac ludt
thudc tap N.M.

Loai xung dot dugc xac dinh theo thuét toan 5, cu thé
nhu sau:

o Trong tip M, moét luat R trong M dudc kiém tra véi
cdc luat P con lai trong M. Néu R va P c6 cling hanh
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dong thi: R 1a du thua (khi R ding sau P), P la du
thira (khi R diing truéc P); Néu R va P c¢6 hanh dong
khac thi: R 1a bong cua P (khi R ding sau P), P la
bong cia R (khi R ding truée P);

o Trong tap S, tit ca céac luat P trong S dugc kiém tra
1an lugt v6i mbi luat R trong M. Néu R va P ¢6 cling
hanh dong thi: R la du thua (khi R ding sau P), P la
du thira (khi R ding truéc P). Néu R va P c6 hanh
dong khac thi: R la bong cua P (khi R ding sau P), P
la bong ctia R (khi R ding truée P);

o Trong tap O, tit ca cac luat P trong O dudgc kiém tra lan
lugt mbi ludt R trong M. Néu R va P khic hanh dong
thi chiing xung ddt v6i nhau theo ki€u tuong quan.

Trong thudt toan 5, ky hiéu R.order la chi tha tu cta luat
R trong tap luat, ListOfAnomaly 12 dau ra cta thuit todn
va la danh sach cac xung dot dudc phat hién trong tip ludt
va thd tuc ListOfAnomaly.add() thuc hién thém xung dot
vua phat hién vao danh sach.

Phat hién xung dot 1a mot van dé phic tap, nhung giai
quyét dit diém cic xung dot d6 12 mot van dé khé khin hon
rit nhiéu. Diéu nay dudc chi ra trong cdc cong trinh [10-
14]. Trong pham vi cda bai bdo, ching t6i khong di siu
vé phit trién phuong phéap xi ly xung dot mot cich téng
quan ma chi dua ra cdc phudng an Iga chon cho ngudi quan
tri hé théng theo nguyén tic xem xét bao dam an ninh hé
théng mot cach tdt nhit. Cac nguyén tic xit ly 1a cach tng
XU v6i tung loai xung dot:

o Xung dot du thtra: Luat du thira bi x6a bo.

o Xung dot bong: Loai xung dot nay thudc hai dang cho
phép cic gbi tin da bi cAm bdi luat truéc d6 hay ngugc
lai cAm céc géi tin da dudc cho phép trudc d6. Pay l1a
su nham 14n trong cAu hinh va can phai kiém tra chinh
sach an ninh, trong trudng hgp cho phép thi xéa bd luét
boéng hay thay ddi lai luat duong truée. Trong [14], cac
tac gia dé xuét thay d6i vi tri ctia hai luit tuy nhién
diéu nay vin khong gidi quyét hét xung dot.

o Xung dot tuong quan: C6 thé st dung giai phap dudc
dé xuét trong [12, 13], tao mot luat méi c¢6 khong gian
luat 12 phan giao nhau va hanh dong ctia luit nay phai
dugc quyét dinh b6i ngudi quan tri va luat nay dudc
dat trudc cac luat bi giao nhau; Céc luét c6 khong gian
giao nhau dudc c6 thé didu chinh cit bd phan khong
gian chung d6. Hoic c6 thé thay ddi thit tu luat dé céc
g6i tin théa man phan khong gian chung dudc quyét
dinh chinh xac theo chinh sach an ninh.

IV. CAI PAT VA PANH GIA

V6i muc dich kiém chiing tinh diing din va danh gia cu
triic CDT, ching toi trién khai cai dit va ki€ém thi ciu tric
CDT va FAT [14] 1a ky thuat dugc dé xudt méi nhit va
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Thuit toan 5: DetectAnomaly
Input: CDTNode N;
Qutput: List Of Anomaly;
Begin
if (N = NULL) then
return;
end if
if (N is leaf) then
/IDuyét cac lut trong N.M
5 for each R in N.M do
6 for each (P # R) in N.M do
7: if (R.Action = P.Action) then
8
9

B

if (R.order < P.order) then
P is Redanduncy of R;

else
11: R is Redanduncy of P
12: ListOf Anomaly.Add();
13: end if
14: else
15: if (R.order < P.order) then
16: P is Shadowing of R;
17: else
18: R is Shadowing of P;
19: ListOf Anomaly.Add();
20: end if
21: end if
22: end for each
23: end for each

c6 nhiéu diém tuong dong. Ngon ngit st dung cai dit céac
thuat toan 1a Visual C# 2013. Qua trinh kiém tht trén nén
tang hé diéu hanh Windows 10, 64 bit, phan cing CPU
Intel Core i3 - 4010U, 1,7 GHz, 2 cores, 4 GB RAM.

P& dam bdo st v6i ting dung thuc té, chuong trinh sit
dung cdc bo dit liéu nhan tao dudc tao biang bo cong cu
ClassBench do Taylor, Turner thuéc Phong Nghién cttu tng
dung, Khoa khoa hoc mdy tinh, Pai hoc Washington, Saint
Louis tao ra [http://www.arl.wustl.edu/classbench]. Cac bd
dit liéu bao gdm céc tap luat va cdc tap tham sb géi tin
dugc sinh bdi bd cong cu trén c6 dit liéu dau vao 1a nhiing
bo dif liéu thuc cda cac nha cung cip dich vu Internet. Dy
12 bo cong dugc cong dong nghién ciu sit dung dé danh gia
cdc thuit toan va cdc thiét bi phan loai géi tin. Trong qua
trinh so sanh, vi FAT khong thuc hién dugc véi cac truong
c6ng ngudn va cong dich cho dudi dang mot khoang gid
tri nén ching toi chi ldy gid tri dau tién d€ c6 thé kiém
thtt v6i FAT. Vi du, trudng cong ngudn 14 80:110 thi gid tri
trudng nay khi kiém tra 13 80 v6i FAT va 13 khoang [80:80]
véi CDT.
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/IDuyét cac luit trong N.S

24: for each P in N.S do

25: for each R in N.M do

26: if (R.Action = P.Action) then
27: if (R.order < P.order) then
28: P is Redanduncy of R,

29: else

30: R is Redanduncy of P,

31: ListOfAnomaly.Add();

32: end if

33: else

34: if (R.order < P.order) then
35: P is Shadowing of R;

36: else

37: R is Shadowing of P;

38: ListOfAnomaly.Add();

39: end if

40: end if

41: end for each

42 end for each

/IDuyét cac luat trong N.O

43: for each P in N.O do
44: for each R in N.M do
45: if (R.Action # P.Action) then
46: R and P is Correlation
47: ListOf Anomaly.Add();
48: end if
49: end for each
50: end for each
51: else // Not (N is leaf)
52: for (i = 0; i < N.Childs.count; i + +) do
53 DetectAnomaly(N.Childs[i]);
54: DetectAnomaly(N.OtherChild);
55: end for
56: end if
End

1. Kiém tra kha ning phat hién xung dot

Qua trinh kiém tra kha ning phat hién xung dot clia hai
thuat todn st dung cic ciu tric FAT va CDT dudc thit
nghiém trén céc tap dif liéu ctia Classbench. Két qua cho
thiy s6 lugng xung dot dugce phat hién trén hai cu tric 1a
nhu nhau v dudc thé hién trong bang IV.

2. So sanh vé s0 nut trong ciy

V& mit truc quan, chiing ta dé dang nhan thiy trong ciu
triic FAT, méi niit sé luu thong tin lién quan dén mot byte
gia tri thudc mot trudng cu thé. V6i clu tric ndy va trong
truong dia chi 1a IPv4, sb niit t6i da 12 4 cho mot dia chi.
Trong céu tric CDT mdi niit sé luu thong tin cia mot gid



) Bang IV
KET QUA PHAT HIEN XUNG POT
TREN CAC TAP LUAT KHAC NHAU

Tap ludt Sb uat S6 xung dot
’ FAT CDT
ACL1 17584 222396 222396
ACL2 16194 1948040 1948040
ACL3 18530 542839 542839
ACL4 19086 360136 360136
ACLS 15194 7501 7501
S6 node trén cay
60000
50000
40000
30000
20000
10000
0
ACL2 ACL3 ACL4 ACLS
ECDT #FAT

Hinh 6. So sanh sb lugng niit trén CDT va cdy FAT.

tri trudng. Viéc thi nghiém véi tap luat vi du tai bang II
trong [14] thi ciu triic cAy FAT gdm 74 nit, cAu triic CDT
chi bao gdm 30 niit va sd luong cic xung dot dudc phat
hién & hai ciy déu la 22. Két qua thii nghiém véi dit lidu
thuc té, sb niit trén FAT va CDT dudc thé hién trong hinh 6.

3. So sanh vé thdi gian xay dung ciy

Qua trinh xdy dung céc ciu tric FAT va CDT gém céc
buéc chinh sau day:

o Chuyén ddi tir tip ludt nguyén thiy sang tip céc

element (FAT) va cac unit (CDT);

o Chen du liéu ludt vao cay cac element (FAT) va céac

unit (CDT).

Qua trinh chén dif liéu ludt sé bao gom thdi gian xay
dung ctia tit ca cac nit. Trong qu4 trinh xdy dung mot niit,
thdi gian tinh todn cho qua trinh phin nhanh t6i cac nit
con 12 nhiéu nhit ma trong dé viéc tinh toan cho céc ung
vién clia cic tp dau vao (Primary, Secondary, Tertiary véi
FAT; Match, Super, Overlap v6i CDT) chiém thoi gian chu
yéu. Trong cling mot tap luat, s6 luong céc unit cia CDT
it hon vé& sb lugng céc element ctia FAT nén chi phi cho
viéc Iua chon céc dng vién cda cic tap dau vao trén CDT
1a nhé hon trén FAT.

Két qua thuc nghiém tai hinh 7, cho thiy thoi gian xay
dung CDT nhd hon hon thoi gian xay dung FAT.
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Thoi gian xay dung cay (ms)

300000
250000
200000
150000
100000
50000

ACL2
uCDT

ACL3
#FAT

Hinh 7. So sanh thGi gian xay dung CDT va FAT.

Thoi gian phat hién xung dot (ms)
800
700
600
500
400
300
200
100

m

ACL4

m

ACL1 ACL2 ACLS

uCDT

ACL3
#FAT

Hinh 8. So sanh thoi gian phat hién xung dot.

4. So sanh thoi gian phat hién xung dét

Vi s6 lugng niit trén cu tric CDT it hon s nit trén
cAu tric FAT nén thoi gian di chuyén tif ndt gbc dén nuit 14
nhim phat hién xung dot giita cac luat trén CDT nhd hon
so v6i trén FAT. Két qua thuc nghiém ciing cho két qua 1a
trén CDT thoi gian phat hién xung d6t nhd hon trén FAT
(hinh 8).

5. So sanh b nhé luu trix

B6 nhé st dung bdi cac ciu triic CDT va FAT phu thuoc
vao ciu tric clia mdi niit va tdng sd luong cac niit trén
cay khi biéu dién mot tap luat. Két qua thuc nghiém trong
hinh 9, cho thidy CDT sit dung b nhd hiéu quéa hon FAT.

V. KET LUAN

Bai bdo da c6 nghién ctiu va danh gid vé cac ky thuat
phat hién va xt ly cac xung dot trén tap luat nhiéu chiéu
clia tudng lta. Trén co s chi ra han ché cla cac ky thuat
da c6, bai bdo da dé xuét cAu tric CDT nham phét hién
cdc xung dot dua trén viéc x4c dinh c6 hiéu qui mdi quan
hé khong gian luat gitta cac luat trén tuong lira. Chu tric
CDT dugc xiy dung trén co sé ching minh vé ly thuyét.
Cic loai xung dot dudc phat hién trén CDT chinh xic vé
kiéu va day da vé sb luong.
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B6 nh¢ str dung (Kbyte)

I talat I E I I ettt

ACL2 ACL3 ACL4 ACLS

100000
90000
80000
70000
60000
50000
40000
30000
20000
10000

0

ACL1

EmCDT #®FAT

Hinh 9. So sanh bd nhé st dung.

Két qua thi nghiém cho thiy khi so sanh véi ciu tric
FAT thi hiéu qua ctia ciu tric CDT dudc thé hién trén

cac
0]

o

[¢]

(e}

mat:

S6 lugng niit trén cay giam: 13% — 41%;

Thai gian xdy dung cdy giam: 6% — 83%;

Thai gian phat hién xung dot giam: 15% — 54%;
B0 nhé stt dung giam: 5% — 30%.

CAu tric CDT hoan toan c6 thé dudc trién khai trong thuc
té v6i muc dich xay dung bd cong cu nhdm phat hién va
xti ly xung dot trong tap luit cia céc thiét bi tudng lda.
Pay 1a huéng nghién ciu tiép theo ctia ching tdi.
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