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Tém tat: Phin 16n botnet st dung co ché sinh tén mién tu dong (DGA: Domain Generation Algorithms) dé két ndi va
nhan 1énh tif mdy chi diéu khién. Viéc tim ra dang DGA botnet thuc hién qua x4c dinh cach thiic tao sinh tén mién dic
trung cho loai botnet d6 dua trén nhiing phan tich diic trung tén mién thu thap tif cac truy vin DNS. Trong bai bdo nay
ching toi dé& xuét phuong phdp phan tich tén mién va phét hién DGA botnet dua trén su két hop mang LSTM (Long
Short-Term Memory) véi cic dic trung thong ké nhu do dai, entropy, miic do y nghia clia tén mién nhim ting kha ning
khai quat héa cho mang LSTM. Phuong phdp dé xuit dugc thit nghiém va dénh gia trén bd dif liéu tén mién thu thap
trong thuc té bao gdm mot triéu tén mién Alexa va hon 750 nghin tén mién dugc sinh bdi 37 loai DGA botnet. Két qua
thit nghiém di ching minh tinh hiéu qué ctia phuong phap dé xuét trong ca hai trudng hop phan loai hai 16p va phan loai
da 16p, véi gid tri macro-averaging Fl-score cao hon 5% va nhan biét thém dudc 3 loai DGA so v6i phuong phip phat

hién DGA botnet dua trén mang LSTM truyén thong.

Tir khéa: Phdt hién DGA botnet, LSTM, phdt hién tdn cong mang, an ninh mang.

Title:
Abstract:

A Method to Improve LSTM using Statistical Features for DGA Botnet Detection

Recently, botnets have been the main mean for phishing, spamming, and launching Distributed Denial of Service
attacks. Most bots today use Domain Generation Algorithms (DGA) (also known as domain fluxing) to construct a
resilient Command and Control (C&C) infrastructure. Reverse Engineering has become the prominent approach to
combat botnets. It however needs a malware sample that is not always possible in practice. This paper presents an
extended version of the Long Short-Term Memory (LSTM) network, where the original algorithm is coupled with other
statistical features, namely meaningful character ratio, entropy, and length of the domain names to further improve its
generalization capability. Experiments are carried out on a real-world collected dataset that contains one non-DGA
and 37 DGA malware families. They demonstrated that the new method is able to work on both binary and multi-
class tasks. It also produces at least 5% macro-averaging F1-score improvement as compared to other state-of-the-art

detection techniques while helping to recognize 3 additional DGA families.

Keywords:

DGA Botnet, NXDomain, Recurrent Neural Network, Long Short-Term Memory Network.

I. GIOI THIEU

Botnet 12 mot mang mdy tinh trong d6 mdi may tinh trong
mang bi 1dy nhiém ma doc va dugc coi 12 mot bot [1].
Phan 16n botnet ngdy nay déu dudc xiy dung trén co sd
co ché sinh tén mién ty dong (DGA: Domain Generation
Algorithms), trong d6 bot ty dong sinh ra mot sd lugng
16n t&n mién va st dung mdt tip con dé két nbi v6i mdy
chi diéu khién (C&C: Command and Control). Piém manh
ctia DGA 1a néu dia chi ctia C&C bi phat hién va chin tat
ca két nbi dén dia chi nay, mang botnet khong hoan toan
bi loai bé [1-3]. Khi d6, bot vAn cé thé nhan 1énh diéu
khién thong qua viéc dnh xa dia chi IP vdi mot tip tén
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mién mdi dudc sinh ra. Cach phat hién botnet truyén théng
la st dung ky thudt dich ngudc ma ngudn. Tuy nhién qua
trinh dich ngudc doi hdi nhiéu thdi gian, cong siic, trong
khi danh sich cac dia chi phai dugc cdp nhit mot cach
thudng xuyén.

Davuth va Kim trong cong trinh [2] di d& xuét co ché
phan loai tén mién st dung dic trung bi-gram va céc
thuét toin hoc mdy vector hd trg (SVM: Support Vector
Machines). Kwon va cong su trong cong trinh [3] da dé
xuit PsyBoG, mot co ché phat hién DGA botnet dua vao
bi€u hién, cic dic trung thu dugc tif ngudi ding tir luu
lugng DNS va cho phép trién khai trong moi trudng dit
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liéu 16n. Grill va cdc cong su trong cong trinh [4] da dé
xudt mot phuong phdp phat hién DGA botnet dua vao sb
lugng truy van DNS, dia chi IP va khodng thdi gian truy
vAn. Mowbray va Hagen trong cong trinh [5] da dé xuit co
ché phat hién DGA botnet dua vao phan phéi vé do dai cla
tén mién. Schiavoni va cic cong su trong cong trinh [6] da
st dung khoang cach Mahalanobis. Tuy nhién, cac phuong
phdp trén lai khé trién khai thoi gian thuc va khé cé thé
tich hop vao cac hé théng phat hién DGA botnet thuc té.

Antonakakis va cic cdng su trong cong trinh [7] da trich
rit ra cdc dic trung clia tén mién, sau d6 st dung md hinh
Markov 4n (HMM: Hidden Markov Model) dé& phan loai
thanh tén mién DGA va non-DGA. Perdisci va cic cong
su trong cong trinh [8] da si dung cac déc trung trich rut
tlt luu lugng DNS va dp dung thuat toin hoc mdy C4.5 dé
phén loai. Woodbridge va cic cdng su trong cong trinh [9]
da dé xuit co ché phat hién DGA botnet st dung mang
LSTM (Long Short-Term Memory network), tuy nhién do
chi st dung tén mién nén hiéu qua phat hién khong cao.

Trong cdc cong trinh [1, 10, 11], nhém tic gid ciing
dé xuit phuong phap phét hién DGA botnet st dung dic
trung ngit nghia, dic trung thdng ké, 4p dung cic phuong
phép phan cum duya trén méat d) DBSCAN, loc cdng tac
(collaborative filtering) vd map-reduce dé tinh d6 tuong
hop gitta cdc hanh vi clia cac mdy tram, K-means va bién
thé clia khodng cach Mahalanobis. Tuy nhién nhitng cich
tiép can nay nay thudng chi hiéu qua v6i mot hodc mot sb
kiéu DGA botnet nhét dinh.

Nhiing cong trinh nghién citu vé DGA néi trén phan 16n
déu tap trung vao mot hoic mot vai dic trung trich rit ra
tif tén mién. Bén canh d6, viéc thii nghiém ciing chi dudc
tién hanh trén tip dif liéu nhd nén rit khé danh gid chinh
x4c kha niing phat hién botnet ctia hé thdng. Tir nhitng nhan
xét trén, chiing t6i dé xuit phuong phip mdi st dung két
hop mang LSTM véi cic dic trung théng ké. Phuong phap
ndy vé co ban da dugc thay d6i va cai tién phuong phap
do Woodbridge dé xuét trong [9]. Phuong phép dé xuét st
dung mang LSTM nham trich riit ra cic dic trung ndi ham
clia tén mién va cdc dic trung nay sé dugc st dung dé€ tao
ra vec-td dic trung dai dién cho tén mién. Cic dic trung
ndi ham dudc trich rat st dung mang LSTM nén s€ gitip
cho qua trinh phat hién DGA botnet hiéu qua hon, diéu nay
da dugc chiing minh dua vao két qui thuc nghiém trong
muc IV cla bai bdo nay.

Nhitng dong gép trong bai bao dugc dudc trinh bay cu
thé nhu sau. Thii nhat 14 ching t6i st dung thém céac dic
trung thong ké tif tén mién dau vao. Céc cong trinh nghién
ctiu [6, 9-12] déu dé cap cic dic trung ndy va di ching
minh tinh hiéu qué ctia chiing trong phat hién mot s6 dang
DGA botnet nhat dinh. Vi viy, dic trung thong ké c6 thé
dugc st dung két hgp nhim nang cao ty 1& phat hién ding
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ctia mang LSTM truyén thng. Thi hai 1 ching toi st dung
bd dit liéu gdm 37 miu DGA dudc thu thap tif mot t6 chiic
an ninh mang uy tin [13]. S6 lugng tén mién ctia mdi dang
mi doc khdc nhau phén 4dnh ding mic do xult hién cla
chiing trong thuc té. Qua thuc nghiém, chiing toi thiy ring
phuong phéap dé xuit cho két qua tot hon so v6i phuong
phap gbc clia Woodbridge véi mifc ting macro-averaging
F1-score khoang 5%. N6 ciing cho phép phat hién thém 3
miu ma doc méi ma mang LSTM binh thudng khong tim
ra. Thong thudng hé théng phat hién DGA botnet dua trén
tén mién gdm ba pha chinh: pha tién xi li d€ trich riit ra tén
mién va cdc dic trung, pha thudt toan phat hién va pha canh
bao. Phuong phap ciia ching t6i c6 thé dudc trién khai tai
pha thi hai. Véi thdi gian trich riit cic dic trung thong ké
tuong d6i nhod, né hoan toan phit hop dé€ xay dung hé thong
IDPS (Intrusion Detection and Protection System) véi do
chinh xé4c cao va hd tr¢ phat hién DGA thdi gian thuc.

Bai bdo gdm ba muc chinh sau. Muc III trinh bay vé cic
kién thiic co s6 mang LSTM va mot sb dic trung théng ké
clia tén mién st dung trong bai bao. Trong muc III, ching
t6i dé xuét phuong phap két hop LSTM truyén thong véi
cac dédc trung nhu d6 dai, entropy va muic d0 y nghia cla
tén mién trong phat hién DGA botnet. Muc IV trinh bay
vé céc két qua thi nghiém, nhan xét va danh gid.

II. KIEN THUC CO SO
1. Mang LSTM

Mang LSTM [14-17] 12 mot dang mang no-ron hdi quy
(RNN: Recurrent Neural Network), thuong dudc si dung
trong cdc bai toan xdc dinh quan hé giita cdc thanh phan
ctia mot chudi thai gian. Dbi véi RNN, dau ra tai mot 16p
khong chi dua vio diu vao & thdi diém hién tai ma con
phu thudc vio diu ra & thoi di€ém trong qua khii. RNN cho
phép luu trif trang théi cla cdc niit mang, do d6 chudi thao
tac cia n6 c6 thé kha 16n, din dén két qua dau ra c6 thé
bi suy gidm theo hAim mi. Mang LSTM dudc dé xuit va
dua ra nham gidi quyét vin d& nay ctia RNN.

Mang LSTM thudng c¢6 ba dang 1a mang LSTM truyén
théng (Traditional LSTM Network), mang LSTM khe hep
(Peephole LSTM Network) va mang LSTM tich chap
(Convolutional LSTM Network), tuy nhién trong pham vi
ciia bai bdo ndy, ching t6i chi st dung va trinh bay vé co
ché ctia mang LSTM truyén théng. Céu tric LSTM dudc
mo ta trong hinh 1 v6i cac tham sb:

V¥ = 0q(Wyzp + Uyy© + by), (1)
Y = 0 (Winzin + Uiny© + bin), 2
YU = 0 (WoutZout + Uouty + bou), 3)
se = ey + Yo (Wze + Uy +by),  (4)
¥ = yMoe(se). Q)
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Hinh 1. Chu triic mot 6 nhé cia mang LSTM truyén théng.

Tai mot thoi diém, véi vector ddu vao Zin, Zow V2 7, sau
khi qua Input Gate, Output Gate va Forget Gate s€ thu dugc
dau ra la cac vector y™, y°U' va y¥. Cac cong thic (1), (2)
va (3) thé hién qud trinh bién d6i tif dAu vao thanh dau ra
§ céc cdng, trong d6 W, U va b la cac ma trdn va vector
tham sb. Vector trang thai s. dudc tinh theo cong thiic (4),
sau d6 vector du ra y¢ dugc tinh theo cong thiic (5). Cic
ham o, va o, trong céc biéu thic trén lan lugt 1a cdc ham
sigmoid va ham hyperbolic tanh [18, 19].

2. Cic dic trung thong ké

Trong bai bao, chung t6i stt dung thém v6i mang LSTM
ba dic trung gébm do dai, entropy va mic dd y nghia cla
tén mién. Hinh 2 thé hién gid tri cla cic dic trung dudc
tinh todn tir 1.000 mau thudc hai 16p Alexa (non-DGA) va
PT Goz (DGA).

Do dai 1a s6 ki tu trong tén mién d6. Tén mién do DGA
botnet sinh ra thudng c6 do dai 16n hon so v6i tén mién
binh thudng. Tir hinh 2(a), ta thiy d6 dai ctia tén mién binh
thudng nam trong khoang tit 5 dén 15 ky tu va thudng khac
biét so v6i tén mién DGA (I6n hon hoic bing 20 ky tu).

Entropy xdc dinh do bit dinh cia mot tén mién. Vdi tén
mién d, entropy E(d) dudc cho bdi

v6i index(f) 1 sb luong ctia ki tu ¢ trong tip tén mién, |p|

p|

3

i=1

E(d) =

ind;c\?(t) log (index(t) ©)

N

12 s6 luong ky tu phan biét trong tén mién va N 1a sb ky
tu clia tp tén mién. Hinh 2(b) cho thiy su khic nhau gitta
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Hinh 2. Khi ning phan biét tén mién binh thudng va tén mién
DGA cua cac dic trung (a) do dai, (b) entropy va (c¢) mic do
y nghia.

entropy ciia tén mién binh thudng va tén mién do DGA
sinh ra. Tén mién binh thudng c6 dii entropy kha rong tir
1,5 dén 3.4, con déi v6i mot miu DGA, entropy thudng
16n hon va c6 dai phan b hep tir 3,7 dén 4,3.

Miic do y nghia clia tén mién dic trung cho mic do c6
y nghia clia cdc cum n-gram [20] c6 trong tén mién. Tén
mién dudc chia thanh cic cum w(i) c6 d6 dai 16n hon hoic
bing 3. V&i tén mién d, mic do y nghia R dugc cho bsi
. len(w(i
M@ = 20 ™
p
trong d6 p 1a do dai cda tén mién d, n 1a s6 tf c6 y nghia
trong tén mién. Vi du, dbi véi chudi ki tu “stackoverflow”,
muc d6 y nghia R dudc tinh Ia

len(|stack|) + len(Jover]|) + len(| flow|)

M(d) = 13

=1
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Hinh 3. So db phuong phip phét hién DGA botnet sit dung mang
LSTM truyén théng két hop véi cdc dic trung théng keé.

Hinh 2(c) minh hoa sy khac nhau gitta mic d6 y nghia
clia tén mién binh thuong va tén mién do DGA sinh ra.
Dbi v6i tén mién binh thuong M thudng nim khoing 0,8
dén 1. Tén mién DGA thudng c6 mic do y nghia nhd hon
do cac ky tu dugc ghép mot cach ngau nhién theo ham mat
do phan bb déu.

Qua thuc nghiém chiing t6i nhén thiy cic dic trung thong
ké hd trg kha t6t cho qué trinh phan loai tén mién. Day la
nhiing dac trung doc 14p véi nhiing dac trung ndi ham duge
trich chon trong qua trinh huAn luyén mang LSTM.

IIL. PHUONG PHAP PHAT HIEN DGA BOTNET
DE XUAT

Phin nay dé xuét phuong phdp phat hién DGA botnet
bing mang LSTM két hop véi cac dic trung thdng ké clia
tén mién. So dd chung cda phuong phap dugc mo ta trong
hinh 3. Nhiing dic trung théng ké clia tén mién dugc xdc
dinh trong mo6-dun Feature Extraction.

Pbi véi LSTM, chubi tén mién dau vao trudc hét dugc
chuén héa vé dang sb véi gid tri 0 dudc bd sung dé€ dam bio
chiing c¢6 ciing d6 dai /. Tai ting Embedding, tén mién sé
dugc bién d6i thanh tap vector V! véi d = 128 1a tham sb
dai dién cho mang LSTM. Gi4 tri clia tham sb d dudc xac
dinh dua trén thuc nghiém va chiing t6i nhan thiy ring viéc
ting gid tri cia d khong 1am anh hudng qua nhiéu dén két
qua dau ra, nhung lai 1am ting khdi lugng tinh todn. Trong
bai bdo nay, ching tdi stt dung mang LSTM véi 128 6 nhd.
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CAu triic mdi 6 nhé dugc biéu dién nhu hinh 1. LSTM déng
vai trd quan trong d€ trich chon ra cdc dic trung ndi ham
dugc biéu dién dudi dang vector dic td mbi lién hé gitta
cac ky tu trong mot tén mién. Pic trung ndi ham tuong
ty nhu n-gram dugc dé cap tai rit nhiéu cong trinh, chang
han [20], va cho két qua phan loai t6t hon ma khong yéu
cau nhiéu thdi gian tinh todn, trich chon va xi ly [9].

Trong md hinh d& xuit, dic trung ndi ham két hop véi
dic trung théng ké dugc dua qua tang nén (dense layer)
dé 1am muot va ting do chinh xdc. Tang nén 1a tang két
ndi day du (fully connected layer), trong d6 mbi no-ron két
ndi dén tiing no-ron trong tang trudc d6 véi trong sb xdc
dinh. PAu ra clia ting nay di qua ham kich hoat (activation
function) d€ chuin héa vé doan [0, 1]. S6 luong gid tri xdc
suit & dau ra phu thudc vao tiing ki€u phan loai.

Khi phan loai hai phan 16p, diu ra 1a xdc suit danh gid
kha ning xuit hién ctia tén mién. Tén mién dudc phan loai
12 non-DGA néu xdc suét 16n hon 0,5, ngudc lai sé 1a DGA.
Ham kich hoat trong trudng hgp nay 1a ham Sigmoid [18],

dudc cho béi .

1 4+ e Zout ’

®)

O-(Zoul) =

Khi phan loai da phan 16p, sb lugng gia tri xdc suit dau
ra tif ting nén Ung véi mdi tén mién bing véi s6 phan 16p
trong tip dif liéu huén luyén. Ham kich hoat trong trudng
hop nay 14 ham softmax (ham mii chuin héa) [19], bién déi
vector K phan td zey thanh mot vector K phan ti o (zou, )
trong khoang [0, 1], dugc cho bési

elout;
K Zout;
)y j=1€¢

Tén mién sé dudc phan vao 16p ting véi gia tri xdc suit
(gia tri hAm softmax tuong ting) cao nhit. Trong dé& xuét
nay, sd lugng tang nén dudc Iua chon biang 3 dua vao cdc
két qua thuc nghiém. Kha ning phat hién ctia phuong phap
st dung mang LSTM truyén théng va phuong phap dé xuét
th€ hién trong hinh 4. Hinh tron xanh dai dién cho cdc tén
mién binh thuong, trong khi hinh tron doé 1a cdc tén mién
do DGA (corebot) sinh ra. Viéc biéu dién dugc thuc hién
thong qua cong cu t-SNE [21]. Ta thiy ring ti 1& phat hién
tén mién Alexa (non-DGA) clia ca hai phuong phdp déu l1a
100% ting v6i nhiing dit liéu thit nghiém. Tuy nhién, dbi vé6i
tén mién DGA, phuong phép st dung mang LSTM truyén
théng khong phat hién dudc do nhiing diém mau dé nim
ngoai viung xanh, con phuong phdp do chiing toi dé xuét
c6 thé ty 1& phat hién khoang 66,7%.

C))

O'(Zouti) =

IV. THU NGHIEM VA DANH GIA
1. Méi truong va du liéu thi nghiém

Céc phuong phap phat hién DGA botnet dugc ching toi
tht nghiém trén mdy tinh cai hé diéu hanh Ubuntu 16.04,
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Hinh 4. Ty 1é phat hién ctia hai phuong phap (a) LSTM truyén
théng va (b) LSTM két hop véi dic trung thdng ké. Ving xanh
thé hién viing thudc tén mién DGA.

Core i5 4235, 8 GB RAM. Tip dit liéu dudc tdng hop tir
hai ngudn: bo dif liéu gdm mot triéu tén mién c6 thi hang
cao cia Alexa [22] va bd di liéu OSINT DGA feed cua
Bambenek Consulting, mot t& chiic chuyén diéu tra vé an
ninh mang va tdi pham mang [13].

OSINT DGA feed gébm 37 loai DGA, vé6i hon 750.000
tén mién tit ca. Tuy nhién do kha ning han ché vé ciu hinh
mdy tinh, ching t6i Iua chon ngiu nhién 88.357 tén mién
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Bang I

S6 LUONG TEN MIEN TRONG TAP DU LIEU 37 LOAI
DGA BOTNET VA TOP MOT TRIEU TEN MIEN ALEXA

DGA 86 Y DGA 86 Y
lwgng | nghia lugng | nghia
Gedo 58 X Fobber 60 X
Beebone 42 v Alexa 88347 v
Murofet 816 X Dyre 800 X
Pykspa 1422 X Cryptowall 94 v
Padcrypt 58 X Corebot 28 X
Ramnit 9158 X P 200 X
Volatile 50 v Bedep 172 X
Ranbyus 1232 X Matsnu 48 v
Qakbot 4000 X PT Goz 6600 X
Simda 1365 X Necurs 2398 X
Ramdo 200 X Pushdo 168 X
Suppobox 101 v Cryptolocker 600 X
Locky 186 X Dircypt 57 X
Tempedreve 25 X Shifu 234 X
Qadars 40 X Bamital 60 X
Symmi 64 X Kraken 508 X
Banjori 42166 X Nymaim 600 X
Tinba 6385 X Shiotob 1253 X
Hesperbot 192 X W32.Virut 60 X
Bang II

CACH XAC PINH CAC THAM $6 TP, FP, TN, FN

Predicted condition

Prediction positive

Prediction negative

Condition . .
True True Positive (TP) | False Negative (FN)
. positive
Condition
Condition

False Positive (TP) | True Negative (TN)

negative

binh thudng va 81.490 tén mién DGA. Trong bang I 1a sb
lugng tén mién ctia cic mau DGA botnet trong tap dif liéu
thit nghiém cling véi thudc tinh vé y nghia.

2. Céc tham s6 danh gia

Trong bai bdo, ching t6i st dung cac do6 do Precision,
Recall, Fl-score d& danh gid hiéu ning clia cic phuong
phép. Céac d6 do nay dugc xac dinh qua True Positive (TP),
False Positive (FP), False Negative (FN) va True Negative
(TN) nhu trong bang II. Precision (P) la ti 1& giita s6 tén
mién phan loai chinh x4c trén tdng s6 tén mién dudc du
dodn ctia mdi 16p, dudc cho bdi

TP
P= — . 1
TP + FP (10)
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Bang III
KET QUA PRECISION, RECALL VA F1-SCORE CHO TRUONG HOP HAI LGP

Miu Precision Recall Fl1-score
DGA botnet |HMM [23]|Features- |LSTM [9] |Proposed |HMM [23]|Features- |LSTM [9] |Proposed |HMM [23]|Features- |LSTM [9] |Proposed

C5.0 [20] method C5.0 [20] method C5.0 [20] method
DGA 0,846 0,965 0,978 0,979 0,788 0,961 0,987 0,987 0,816 0,963 0,983 0,983
Non-DGA 0,786 0,964 0,985 0,986 0,844 0,968 0,976 0,977 0,814 0,966 0,981 0,982
Micro- 0,817 0,965 0,982 0,982 0,815 0,965 0,982 0,982 0,815 0,96 0,982 0,982
averaging
Macro- 0,815 0,965 0,982 0,9825 0,816 0,964 0,9815 0,982 0,816 0,964 0,982 0,9825
averaging

Recall (R) 1a ti 1¢ giita s6 tén mién dudc phan loai chinh
xdc theo mot nhin nhét dinh trén tdng sb tén mién dudc
gan theo nhan do, dudc cho bdi

TP
R=— . (11)
TP + FN
bo do F1 la trung binh diéu hoa [24] giltta hai gia tri
Precision va Recall, dudc cho bdi
2PR
F1 = .
P+R

(12)

Thong thudng, ta c6 thé tinh Precision, Recall va F1-
score trong hai trudng hgp: Micro-averaging va Macro-
averaging. Micro-averaging udc lugng cac thang do dua
trén ty 1€ TP, FP va FN tich lay, trong khi macro-averaging
gia dinh cac 16p dit liéu c6 cung mic d quan trong nén
Precision, Recall va Fl-score dugc tinh bang trung binh
cua cac thang do tai tiung 16p.

3. Cac phuong phap danh gia

Trong thuc nghiém, chiing t6i tién hanh so sanh phuong
phap dé xuét véi phuong phap LSTM truyén théng [9],
phuong phap st dung HMM [7] va C5.0 (phuong phap cai
tién ctia C4.5). Tuong tu nhu LSTM, HMM c6 thé trich ruit
dic trung ndi ham truc tiép tif mot tén mién. Mbi mot md
hinh s€ tudng tng v6i mot 16p di liéu. Trong [7], HMM da
dugc tic gia ap dung véi 4 loai DGA bao gdm conficker,
murofet, bobax va sinowal. Trong bai bao nay, ching to6i thit
nghiém HMM trén tap dif liéu 16n hon gdm 37 loai DGA.
Luu y rﬁng, conficker, murofet, bobax va sinowal si dung
ham mat do phan bd déu ctia cac ky tu dé tao ra tén mién,
tuong tg nhu ramnit. C5.0 dugc xdy dung dva trén 8 déc
trung ngit nghia va théng ké, trong d6 cic dic trung ngit
nghia ching tdi sit dung 1 n-gram véi. TAt ca cac phuong
phap dugc thit nghiém trén tap dif liéu trinh bay & trén bing
ki€ém nghiém chéo 5 lan.

4. Phan loai hai 16p

Phan loai hai 16p phan biét tén mién DGA va tén mién
non-DGA. Két qui thir nghiém ctia cic phuong phap trén
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Hinh 5. Pudng cong ROC trong trudng hop hai 16p ting v6i bén
phuong phap.

dugc thé hién trong bang IV véi cic tham s6 Precision,
Recall va Fl-score. Tt bang III, phuong phap st dung
HMM két qua thu dudc kha khiém t6n, gid tri clia ba tham
s6 chi trén 80%, phuong phép sit dung dic trung ngit nghia
két hop v6i thuit toan ciy quyét dinh C5.0 thu dugc két
qua kha tét trén 96%, trong khi hai phuong phap st dung
LSTM déu cho két qué rat tt trén 98%.

D€ c6 thé thy rd hon vé hiéu quéa phat hién bén phucng
phédp, chung t6i da v€ dudng cong dic trung hoat dong
cta bd thu (ROC: Receiver Operating Characteristic curve)
cta cdac phuong phéap, nhu trén hinh 5. Pudng cong ROC
thé hién mdi tuong quan giita hai ty 1¢ TPR (True Positive
Rate) va FPR (False Positive Rate). Pudng gach mau xanh
nudc bién tng véi phuong phép st dung HMM, gid tri dién
tich duéi duong cong (AUC: Area Under the Curve) trung
binh thu dugc 1a 0,8965. Pudng mau xanh 1a cidy minh
hoa dudng cong ROC ctia thuat toan C5.0 st dung két hop
dic trung ngit nghia va dic trung thong ké, gia tri AUC 1a
0,9894. Hai phuong phap st dung mang LSTM c6 dudng
cong ROC déu ching minh dugc tinh hiéu qua trong trudng
hgp phén loai hai 16p. Ca hai cho ty 1é phat hién DGA trén
94%, trong khi ty 1¢ phat hién sai tén mién non-DGA la
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Bang IV
KET QUA PRECISION, RECALL VA F1-SCORE CHO TRUONG HOP PA LGP

Méu Precision Recall Fl-score
DGA botnet |[HMM [23]|Features- |LSTM [9] |Proposed |HMM [23] Features- |LSTM [9] |Proposed |[HMM [23] Features- |LSTM [9]|Proposed
C5.0 [20] method C5.0 [20] method C5.0 [20] method
geodo 0,0127 0 0 0 0,4167 0 0 0 0,0246 0 0 0
beebone 0,0308 0,625 0,4 1 0,75 1 0,225 0,85 0,0591 0,7692 0,2872 0,9119
murofet 0,8235 0,381 0,7197 0,6996 0,2577 0,4706 0,5509 0,6061 0,3925 0,4211 0,6185 0,6523
pykspa 0,309 0 0,8294 0,7966 0,1937 0 0,6782 0,6964 0,2381 0 0,7457 0,7564
padcrypt 0,2069 0 0,9242 1 1 0 0,5833 0,75 0,3429 0 0,7077 0,8732
ramnit 0,1081 0 0,5786 0,5947 0,0551 0 0,8226 0,8011 0,073 0 0,6793 0,6634
volatile 0,0136 0 0,96 0,7083 0,6 0 0,4 0,42 0,0267 0 0,5543 0,6055
ranbyus 0,0424 0 0,4239 0,413 0,2236 0 0,504 0,6081 0,0713 0 0,4593 0,4822
qakbot 0,124 0,9773 0,7005 0,7116 0,0587 0,9835 0,5565 0,5407 0,0797 0,9804 0,6196 0,6383
simda 0,0137 0,7685 0,9067 0,8884 0,1465 0,964 0,8125 0,8425 0,025 0,8552 0,8525 0,8616
ramdo 0,0388 0 0,9658 0,9798 0,725 0 0,975 0,955 0,0737 0 0,9702 0,9643
suppobox 0 0 0 0 0 0 0 0 0 0 0 0
locky 0 0,3492 0 0 0 0,2767 0 0 0 0,3088 0 0
tempedreve | 0,0015 0,9507 0 0 0,8 0,9766 0 0 0,0031 0,9635 0 0
qadars 0,0309 1 0 0,2 0,75 1 0 0,05 0,0594 1 0 0,08
symmi 0,0065 0 0 0 0,1538 0 0 0 0,0125 0 0 0
banjori 0,9143 0,6667 0,9992 0,9993 0,1051 0,2857 1 0,9998 0,1885 0,4 0,9996 0,9995
tinba 0 0,6 0,8884 0,8908 0 0,4167 0,9815 0,9855 0 0,4918 0,9277 0,9327
hesperbot 0,0037 0 0 0 0,0526 0 0 0 0.0069 0 0 0
fobber 0 0 0 0 0 0 0 0 0 0 0 0
Alexa 1 0,9899 0,9727 0,9747 0,0002 0,9868 0,9929 0,9924 0,0003 0,9883 0,9827 0,9816
dyre 0,9697 0,1646 0,9755 0,9757 1 0,0567 0,9925 1 0,9846 0,0844 0,9839 0,9853
cryptowall 0 0 0 0 0 0 0 0 0 0 0 0
corebot 0,0017 0,3116 0 0,6 0,4 0,2191 0 0,24 0,0035 0,2573 0 0,4166
P 0,2727 0,0645 0,7521 0,7326 0,225 0,014 0,305 0,335 0,2466 0,023 0,3858 0,4278
bedep 0,006 0 0,8608 0,788 0,1471 0 0,2588 0,347 0,0115 0 0,3965 0,5621
matsnu 0 0,08 0 0 0 0,0435 0 0 0 0,0563 0 0
PT Goz 0,9811 0,9091 0,9958 0,9983 0,6682 1 0,9994 0,9992 0,795 0,9524 0,9976 0,9986
necurs 0,0244 0 0,4673 0,4535 0,0729 0 0,0583 0,0921 0,0366 0 0,1036 0,2157
pushdo 0,0036 0,1071 0,8806 0,7209 0,2353 0,0268 0,1706 0,2941 0,0071 0,0429 0,2744 0,4921
cryptolocker | 0,0163 0,6406 0 0,0643 0,6917 0,5538 0 0,05 0,0318 0,594 0 0,0086
dircrypt 0,0017 0 0 0 0,0909 0 0 0 0,0034 0 0 0
shifu 0,025 0,2222 0,4064 0,3115 1 0,2 0,3064 0,2894 0,0489 0,2105 0,3416 0,2727
bamital 0,6316 0,4839 0,7833 1 1 0,5797 0,55 0,7333 0,7742 0,5275 0,6366 0,8602
kraken 0,0041 0,4545 0,1666 0,1765 0,0196 0,4545 0,0039 0,0235 0,0068 0,4545 0,0076 0,0519
nymaim 0,0085 0,3062 0,2875 0,2862 0,225 0,39 0,004 0,0566 0,0165 0,3431 0,0692 0,184
shiotob 0,2404 0,4767 09114 0,9239 0,2749 0,3761 0,8845 0,8908 0,2565 0,4205 0,8976 0,9119
W32.Virut 0,0035 0,4403 0 0 1 0.2439 0 0 0,007 0,3139 0 0
Micro-. 0,8085 0,8652 0,9193 0,9208 0,0782 0,8854 0,9315 0,9325 0,0964 0,8735 0,9201 0,9224
averaging
Macro: 0,1808 0,315 0,4672 0,497 0,351 0,3031 0,3583 0,4065 0,1291 0,3015 0,3816 0,4417
averaging
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0,1%. Pic biét, LSTM két hop véi dic trung thdng ké cho
két qua tot nhit véi AUC = 0,99702.

5. Phan loai da lop

Qua trinh nay nham phan loai va phat hién ki€u ma doc
sinh ra tén mién dudc xac dinh 12 DGA. Bang III cho chiing
ta thiy 16 hon céc gia tri Precision, Recall va Fl-score ting
v6i ting DGA botnet v6i hai phuong dién micro va macro.
Phuong phap st dung HMM c6 ti 1¢ phat hién thip hon rat
nhiéu so véi ky vong. Diéu nay chiing minh HMM khong
hiéu qua khi 4p dung trén tap dif liéu 16n v6i nhiéu mau
DGA khéac nhau. D6 chinh xac cua C5.0 kém hon so véi
hai phuong phdp st dung mang LSTM. Phuong phdp dé
xuét c6 ty 1& phat hién cao nhit, diéu nay c6 thé dé dang
nhin thiy dua vao gid tri trung binh ctia Fl-score, Precision
va Recall. Bén canh d6, phuong phap dé xuit con phét hién
thém 3 mau DGA botnet: gadars, corebot va cryptolocker.

Trong s6 27 mau DGA botnet ma phuong phéap dé xuét
¢6 thé phat hién dugc, cé6 nhiéu mau c6 s6 luong phan ti
kha it (dusi 50 tén mién) nhu beebone, padcrypt, volatile,
qgadars, corebot va bamital. Trong d6, mot s6 mau c6 ty
1€ Recall trén 99%. Tuong tu nhu HMM, C5.0 va LSTM,
phuong phap dé xuit c6 ty 1é phat hién rit thip hoic khong
phat hién dudc mau DGA (suppobox, matsnu, cryptowall)
c6 cach dit tén gidng binh thuong véi nhiéu cum tif ¢ y
nghia dudc trich rit truc tiép tir tir dién (thudng 1 tiéng
Anh). Tuy vdy, phuong phdp cla ching t6i lai c6 thé phat
hién nhiing tén mién ctia beebone (F1-score = 0,9119).

Phan 16n nhitng miu DGA botnet khong phat hién dugc
12 nhitng miu DGA c6 sb lugng phan ti kha it chi vai chuc
tén mién. Lugng dif liéu nay khong di dap ng, anh hudng
dén qua trinh huin luyén d€ trich rit ra vector dic trung
cho tén mién. Nhitng miu nay thudng bi phat hién sai thanh
dang DGA khic khién ty 1& Recall trong kich ban da 16p
kém hon so véi kich ban hai 16p.

Hinh 6 sé& cho thiy 16 hon vé ma tran nham 14n (confusion
matrix) ctia phuong phap do chiing tdi dé xuét. Truc hoanh
ting véi gia tri thuc té cla cdc 16p tén mién, truc tung dng
v6i gid tri dudc du dodn clia cac 16p tén mién. Dai mau
dugc st dung 1a dai mau den tring, mau cang nhat tng
v6i sb6 luong cang it va mau cang dam tng véi sb lugng
cang nhiéu tén mién. S6 lugng tén mién da dugc chuin
héa vé& ddi c6 pham vi tif 0 dén 1. Ciac miu DGA botnet
chti yéu bi phan loai sai thanh ramnit va alexa. Trong tap
dit liéu thi nghiém, c6 22 miu DGA botnet bi nhan thanh
ramnit. Nhiéu mau DGA botnet c6 ti 1& tén mién bi nhan
sai kha 16n nhu geodo, ranbyus, locky, tempedreve, necurs
va cryptolocker.

S6 lugng tén mién bi phan loai sai thanh alexa 1a 16n
nhét, gdm 26 miu trong d6 c6 nhiéu miu DGA botnet
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Hinh 6. Ma trin nhim 14n ctia phuong phap st dung mang LSTM
ket hop véi dic trung thong ké.

c6 ti 1& bi phan loai nham kh4 16n nhu suppobox, symmi,
cryptowall, matsnu va W32.Virut.

Mot diém chd y nita d6 12 ¢6 3 miu DGA botnet ma
ca bbén phuong phip déu khong thé phat hién dugc 1a
suppobox, fobber va cryptowall. Trong s6 d6, suppobox va
cryptowall bi phan loai sai thanh alexa, trong khi fobber
bi phén loai sai thanh ramnit. T cac hinh 7 (a)-(c) chiing
ta c6 thé thiy rang phan phdi mat do cac ky tu [20] cia
suppobox va cryptowall kha gibng so v6i phan phdi cla
alexa. Trong thuc té, tén mién do suppobox va cryptowall
sinh ra gdm cum tf ¢6 ¥ nghia giébng nén dé bi phan loai
sai thanh alexa. Tt cdc hinh 7 (d)-(e) chiing ra con c6 thé
thiy phan phdi mat do cic ky tu cla fobber va ramnit 1a
nhu nhau, nhung do s6 lugng tén mién clia ramnit trong
tap dif liéu nhiéu hon nén nhiing tén mién cla fobber rit
dé bi phan loai sai thanh tén mién ctia ramnit.

V. KET LUAN

Bai bdo dé xuit phuong phdp phét hién DGA botnet st
dung mang LSTM két hop véi dic trung théng ké. Bing
thuc nghiém, ching t6i dd chiing minh tinh hiéu qua cda
phuong phap dé xuit so v6i mot sb thuit toan phd bién nhu
HMM, C5.0 va mang LSTM truyén thong.

Tu bang IV, ching t6i nhan thly mot s6 DGA rat kho
phét hién. Nguyén nhan 1a do s6 lugng miu ctia DGA d6
qua it (dusi 100) so v6i tén mién binh thudng (non-DGA)
hoiic DGA khic. Pay 1a vin dé di liéu khong dong déu va
hay gdp trong cac bai toan xt ly dit liéu 16n. Trong tucng
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Hinh 7. Phan phdi unigram cda (a) alexa, (b) cryptowall, (c)
suppobox, (d) fobber va (e) ramnit.

lai, chiing toi sé trién khai cdc giai phap dé gidi quyét van
dé trén. Muc tiéu 12 nang cao ty 1é phat hién ding DGA va
giam ty 1& canh bdo sai khi hé thdng dudc trién khai trong
thuc té.
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Trung tam An toan an ninh thong tin,
Trudng Pai hoc Bach khoa Ha Noi. Linh
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mdy, nhan dang, sinh tric hoc, an toan va bio mét théng tin.
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x0 cii). Hién nay, 6ng dang cong tic tai BO
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