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Tém tat: Bai béo trinh bay mot luge dd gidu tin thuan nghich méi st dung phuong phdp du bdo hinh thoi. Cic di€ém anh
dudc chia thanh hai tap hop: tdp chdm va tip chéo. Tap chéo dudc st dung 1am ngit canh du bdo cho mdi diém cia tap
chdm. Tap chim dudc dung dé nhiing tin theo phuong phap md rong sai sd du bao. Hai dai luong c6 tinh chit bit bién
dbi v6i qud trinh nhiing 1a phuong sai dia phuong va do siu clia ngit canh du bdo trong mién gid tri dif liéu anh ([0,255]
dbi v6i anh da mic xam) dudc st dung dé sap xép cac diém anh ciia tip chim. Két qua nhan dudc 1a cic doan kha md
(chiia toan cic diém c6 thé mé rong nhu & trén). Mdi doan kha md dudc dinh vi bdi hai sb nguyén c6 do dai 16 bit.
Dung t6i da 10 doan c6 thé di d€ bao gdm hau hét cic diém kha md, tuong duong 320 bit bd trg. Nhd vy, phucng phap
dé xuét c6 thé cdi thién kha ning nhing ciing nhu chét lugng anh do khong cin ding ban dd dinh vi nhu cdc phuong

phép truée do.

T khéa: Gidu tin thudn nghich, sdp xép diém dnh, md réng hiéu, du bdo diém dnh.
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Abstract:

Reversible Data Embedding without Location Map using Prediction Context Properties
This paper presents a new reversible data hiding scheme based on rhombus prediction. Pixels are divided into two sets:

dots and crosses. The set of crosses is used as the prediction context for each pixel of the dots. The set of dots is
used to embed the message using prediction error expansion. Local variance and depth of the prediction context in the
image-value domain ([0, 255] for grayscale images), which are two unchanged attributes in the embedding process, are
used to sort the pixels of the set of dots. From this sorted set, we obtain the expandable segments (containing only the
expandable pixels). Each expandable segment is marked by two 16-bit integers. Using at most 10 segments, equivelent
to 320 extra bits, may be sufficient to cover all expandable bits for hiding data. As a result, the proposed method can
improve the embedding capacity as well as the image quality without using the location map as in previous methods.
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I. GIOI THIEU

Su phat trién khong ngiing clia Internet mang lai nhiing
1gi ich v cling to 16n cho sy trao d6i thong tin clia con
ngudi. Tri thic va cic ting dung ciing vi thé ma ngay cang
dé dang dugc tiép can hon. Nhiéu san phdm, dic biét 1a
cdc san phdm da phuong tién dugc cong khai hodc truyén
thong trén Internet. Viéc d6 din dén su 1¢i dung ctia nhiing
ké vi pham ban quyén, thyc hién cc hanh vi nhu in cép
hay xuyén tac thong tin. D€ gép phan ngin chin vin nan
d6, cac phuong phap gidu tin va thily van s6 da ra doi.
Tuy nhién, cdc phuong phdp gifu tin va thiy van truyén
théng khong cho phép khoi phuc dude anh gbc, nén khong
dap dng dudc nhiéu ting dung nhét la trong cac linh vuc
qudc phong, an ninh, y té va gido duc. Do dé, mdt huéng
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nghién cifu méi, gidu tiém ning da xuit hién, d6 1a gidu tin
va thiy van thudn nghich (reversible) [1, 2] hay bao toan
(lossless) [3, 4]. Cac phuong phap nay, ngoai viéc trich tin
nhiing con cho phép khoi phuc lai anh gc ban dau. Thity
van thuan nghich thuong dudc ding d€ xac thuc tinh toan
ven cda anh.

Trong [3], Macq dé& xuét phuong phdp thiy van thuan
nghich dua trén phép cong modulo 256, tuy nhién phuong
phap nay cho chéit lugng 4anh khong cao. Khong lau sau,
Fridrich va cic cong su trong [5] dé xuAt mot phuong phap
thdy van thuin nghich st dung ky thuit nén bao toan dit
liéu. O phuong phdp nay, cic bit thp ciia mdi diém anh
dugc nén lai dé€ tao ra khong gian tréng dung d€ nhing
thiy van. Pén nay da c6 thém nhiéu phuong phdp gidu tin



va thily van thuan nghich, nhu dich chuyén histogram [6],
lugng t& héa [7], mé rong hiéu (DE: Difference Expan-
sion) [8], két hop cac phuong phap [9], hay gin day la gidu
tin va thdy van thuan nghich dua vao du bdo két hop véi
cac phuong phap trén [2, 9, 10]. C4c nghién ciu phat trién
ky thuat gidu tin thuan nghich thudng huéng t6i hai muc
tiéu 1a kha niang nhing va chét luong anh chifa tin.

Véi cdc phuong phap md rong hiéu, chét lugng anh sau
khi nhing phu thudc do6 l1éch ciia hai diém anh (hiéu) dugc
xét, bdi vay hiéu cang nhd thi chit luong anh cang tbt. O
dé xuit diu tién bdi Tian [8], hiéu dudc xét 1a hiéu cia
cip hai di€ém anh ké nhau, cic cip di€ém nay sé dudc phan
thanh hai loai: khd m& va khéng kha mé (dudc néu chi
tiét tai muc II-1). Mbi cip khda mé dudc dung dé nhing
mot bit, trong khi d6 céc cip khong kha md bi bd qua. DE
luu trit thong tin vé tinh chit khd md hay khong kha md
ctia mdi cdp, Tian st dung mdt diy nhi phin c6 do dai
bing s cip di€ém anh: cip kha md ting vdi bit 1, khong
kha md tng véi bit 0. Diy bit nhi phan nay goi la ban do
dinh vi, dugc st dung & giai doan trich bit thiy van va
khoi phuc 4nh gbc, vi vdy né cin dudc nhing cling diy bit
dit liéu vio cédc cip kha md clia anh gbc. Do do dai cda
ban dd dinh vi kha 16n, nén can st dung mot ky thuat nén
bdo toan nhu mai loat (run-length coding) hoiic mi sé hoc
(arithmetic coding). Nhu viy, kha ning nhing cuc dai cua
luge dd nay bang s6 cip diém kha md trir di do dai cta dit
liéu nén ctia ban dd dinh vi. Gia st (x,y) 1a mot cip diém
anh (x,y € [0,255] d6i v6i 4nh da midc xdm), h=x—y la
hiéu clia chiing va (x’,y’) 1a cip diém nhan dugc sau khi
nhing 1 bit biang phuong phap DE thi cic sai khic gitta x’
va x va gilta y’ va y déu xp xi bang & (xem muc II-1).
R6 rang 13, néu hiéu A cang nhé thi mic do kha mé cla
(x,y) cang 16n va chit lugng 4anh da gidu tin cang cao.

DéE ¢6 dugc cac hiéu nhd, cic cong trinh gan day [I,
2, 11] da thay viéc xét hiéu gitta hai cip di€ém bing hiéu
gitta mot diém va gia tri du bdo clia n6. Hiéu nay thudng
nhd vi gid tri du bdo thudng gan bing gia tri cta diém
gbc. Cac phuong phdp nay goi 1a mé rong sai sd du bdo
(PEE: Prediction-Error Expansion). Viéc xét cic sai sb du
bdo khong nhiing cho cdc hiéu nhd ma s6 hiéu nhan dudc
con ting gip doi so véi phuong phap ctia Tian vi mbi diém
anh déu c6 thé dugc du bao. Khi ning nhiing tin van bing
s6 diém kha mé trir di do dai ma nén cia ban dd dinh vi,
nhung sé dugc cai thién dang ké vi s6 di€ém khi mé so véi
trudc tang 1€n.

D€ nang cao kha ning nhiing tin, Sachnev va céc cong
su trong [10] dé xuit mot phuong phap nham loai bd ban
dd dinh vi. Phuong phap nay dua trén nhin xét: Ngit canh
du bdo clia mdt diém anh cang phang (smooth hoic flat),
thi sai s6 du bdo cang nhé va diém anh cang c6 xu huéng
kha mé. Tinh phang ctia ngit canh du bdo dudc cic tic gia
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danh gid thong qua phuong sai dia phuong cta né (xem
muc II-3): Phuong sai nay cang nhd thi do phing cang
ting va xdc suit kha mé cang 16n. Trén co sé d6, Sachnev
va cong su tién hanh sip xép cdc diém anh theo thi tu ting
clia phuong sai dia phuong d€ don hau hét cic diém kha
mé 1én dau.

Tuy nhién, tinh khd mé cla mét diém con phu thude
vao mot yéu t quan trong khac, d6 1a vi tri clia ngit canh
du bdo so v6i mién gia tri diém anh [0,255]. C6 thé dé
dang nhan thiy, néu ngit canh du bdo cang nim siu trong
mién gia tri diém 4nh thi kha ning khd md cla diém anh
cang cao (xem muc II-1). Mot cach ngan gon, dic trung
nay dugc goi 1a do siu clia ngi canh va dugc do bing hiéu
s6 giffa tAm cla ngif canh va tim clia mién diém 4nh (1a
128). Tai muc III-1 ching t6i dua ra vi du cu thé d€ minh
hoa vai trd ctia vi tri ngit canh du bdo dbi véi tinh kha md.
Trong bai bdo nay chiing toi dé xuét viéc khai thac dic tinh
dd sau cung v6i phuong sai dia phuong dé€ ting tinh hiéu
qua ctia phuong phap sip xép. Bing cach dé chiing ta ¢
thé thu dudc day di€ém kha md dai hon so v6i phudng phap
ctia Sachnev va cong su (xem muc IV-1). Ngoai ra, ching
toi cling dé xuét viéc sit dung cic doan khia md dé€ nhing
tin ma khong cin dung ban dd dinh vi (xem muc III-2).

Két qua thuc nghiém da cho thiy phuong phdp dé xuit
c6 kha nang nhiing tin cao hon so v6i cac phuong phap
ctia Sachnev va cdng su (goi tat 12 Sachnev) [10] va cdc
phuong phap gin day nhu: phuong phdp ctia Qu va Kim
(goi tat 1a Qu) [11], phuong phdp cia Kumar va Agrawal
(goi tat 1a Kumar) [2].

Noi dung cdc phan tiép theo clia bai bdo dudc td chiic
nhu sau: Muc II gidi thiéu cac cong trinh lién quan, muyc III
trinh by phuong phdp dé xuét, muc IV so sianh phuong
phdp dé xuét véi cac phuong phép lién quan, va cudi cling
12 két luan & muc V.

II. NHUNG CONG TRINH LIEN QUAN
1. Phuong phiap mé rong hiéu

Phuong phap mé rong hiéu (DE: Difference Expansion)
dugc d& xuét bdi Tian [8] vao nim 2003. Tir d6 dén nay,
phuong phdp nay lién tuc dudc quan tim va cdi tién do
tiém ning phat trién cda né.

1) Gidu tin theo phicong phdp md rong hiéu:

P& nhing mot bit b € {0,1} vao cip diém anh (x,y),
phuong phiap DE thuc hién nhu sau diy. Dau tién, tinh
hiéu & va trung binh cong [ cda (x,y) nhu sau:

h = x-y,

x+ M
L=
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v6i |.] 1a phép liy phan nguyén dudi. Nhing bit b bing
cach md rong hidu 4 vé bén trai mot bit, dé€ thu dudc cip
di€ém anh chda tin (x”,y’) dudc tinh bdi
h' =2h+b,
h+1
2

h/
T=l-|—=].
Nhin xét: DE dang ching minh dugc tinh bdo toan cua

trung binh cdng, nghia la

I+I
1':{’5 y

x’=l+{

_ [x+y

2 2 le'

2) Khdi niém khd md:

Cip diém 4nh (x,y) dugc goi 1a kha md (expandable) [8]
néu sau khi gidu mot bit b € {0,1} vao (x,y) theo céc
cong thic (1) va (2) thi cdc diém cla cip di€ém anh chia
tin (x/,y’) cling nam trong mién gia tri diém anh (tdc 1a
x',y" €[0,255]).

Nhéan xét 1:

o Néu h cang nhd (vé gid tri tuyét dbi) thi su sai khac
gitta (x’,y”) va (x,y) cling cang nhd, do d6 (x,y) cd
muc d6 kha mé cang cao.

o Trong phuong phip DE, néu cip khd mé (x,y) dudc
st dung d€ nhiing mot bit b thi tif cdp (x’,y") c6 thé
trich bit di liéu b va khéi phuc ciip diém anh gbc (x, y)
nhu sau:

W=x'"-y, b=h" mod2, h=|%],
p= 2| xmre B y=i- 4]
3) Khdi niém bdn do dinh vi:

Ban dd dinh vi (location map) [8] 13 ddy bit nhi phan
nhiam danh diu cic cip diém kha mé. D€ xiy dung ban do
dinh vi, 4nh gbc dudc duyét 1an lugt tir trai sang phai, trén
xubng dudi, khi gip mot cip diém kha md, gid tri 1 dugc
ghi vao ban do, con lai 1a gid tri 0.

3

Ban dd dinh vi can st dung trong giai doan khoi phuc
dit liéu va anh gbc, vi vy né can dudc nén bao toan va
nhung vao chinh cac cdp kha md. Vi vay, kha nidng nhing
cua phuong phap DE dugc danh gia theo cong thiic

C=|Ell-IMN], “4)

trong do, E la tdp cac cap kha mé, MN la day bit nén cla
ban dd, ||.|| bi€u dién kich thuéc (s6 phan ti) clia mot tap
hay ctia mot day bit.

2. Phueng phap du bao

Tir (4) va nhan xét 1 dé dang nhan thiy, d€ ting kha ning
nhing C ctia phuong phéap DE cin tao ra nhiéu hiéu nhd.
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D¢ dat dugc muc tiéu ndy, ngudi ta da st dung cic phuong
phép du bdo.

Céac phuong phap du bao dau tién dudc dé xult vao nim
2004 bdi Thodi cung cdng su [12] va Phiasai cung cac cong
su [13]. Trong cdc phuong phdp ndy, mbi di€ém &nh x sé
dugc du béo bdi cac diém anh 1an can goi 1a ngit canh du
bao (prediction context) [10, 12] y = P (x). Du bao P(x)
dudc xdc dinh dua trén cic di€ém lan cin clia x va cang gan
x cang tot.

Nhiing phuong phap du bao hay dugc st dung la du bao
hinh thoi hay qua tram (Rhombus Pattern) [10], du bao
gradient (GAP: Gradient Adjusted Prediction) [4], dO bién
trung vi (MED: Median Edge Detector) [12], du bdo linh
hoat trén tung vung anh [1], v.v.

Sau khi xdc dinh gid tri du bdo y ctia x, ta tinh sai s6
du bdo e = x — y va nhing mét bit b bing cach md rong
sai sb du bdo d€ dudc di€ém anh x’ bdi

e =2e+b,

xX'=y+e =x+e+b.

Vi vay, phuong phéip nay con goi 12 md rong 16i du bdo
(PEE: Prediction Error Expansion). Trong phuong phap
PEE, diém anh x dudc goi 12 kha mé néu x’ € [0,255].
Nhéan xét 2:

o Péi tugng dudc xem xét d€ nhing tin trong phuong
phap PEE la diém 4nh, vé6i s6 luong nhiéu gip doi s6
luong cip diém anh la d6i tuong dudc st dung bdi
phuong phép DE.

o Sai s6 du bdo cho diém anh thudng nhé do gia tri du
bdo gan véi gid tri gbc, do d6 kha ning nhing tin ciia
phuong phap PEE cao hon so véi phuong phap DE.

3. Phuong phap Sachnev

Phuong phap nhing tin Sachnev [10] st dung ngl canh
dy bdo hinh thoi, mdi di€ém anh /;; dugc du bdo theo ngit
canh gdbm 4 diém tao nén mot hinh thoi ¢6 tim I 7 (Hinh 1)
theo cong thic sau:

—~

Lijov+ Livrj+ Lijer + Limj
ij = .

4

&)

li_q,j
Ii,j—l I

i | loj+

liy1,j

Hinh 1. Bén diém 4nh tao nén ngit canh du bdo hinh thoi cho
diém 1, ij-



Bit dit liéu b dugc nhing theo phuong phap md rong sai

s6 du bao nhu sau:
eij = Lij = Iij,
elfj =2xe;j+Db, 6)
Ii’j = Ej + elfj = Il'j +eij + b.

Néu Il.’j € [0,255] thi I;; dugc goi la khd md va viéc
nhing tin hoan tit. Khi d6 tir / l.’]. va Zj (Tij bét bién trong
qué trinh nhing tin) c6 th€ khoi phuc bit b va anh goc I;;
theo nhu sau:

e;} = Ii/j - Iij’ b= elfj mod 2, (7)
el —~
ejj = \‘%J, Il']' :Iij+eij-

Sachnev va cong su da dua ra mot dai lugng c6 tinh chit
bét bién dbi v6i qua trinh nhing tin, dugc goi 1a phuong
sai dia phuong (local variance) [10] ctia ngli canh du bao
cua I

4
vy =g O~ dP, ®)
k=1

voi di = L j-1) = Li-ipls d2 = 1) — Lij+nls d3 =
i jery = Lierpls ds = e gy = Ligopl d = § X}, de.
Cic tac gia dua ra mot nhan xét quan trong: Néu v; ; cang
nhd thi e;; cang nhd, dan dén sy sai khdc giita Il.’j va I
cling cang nh(")\vél kha ning I/, € [0,255] cang cao, tic la
I;; cang c6 nhiéu cd hoi roi vao tp khd md. Tir d6 Sachnev
va cong su dé xudt mot cdi tién quan trong: Sdp xép céc I;;
theo tht ty ting dan cta phuong sai dia phuong v;; va thuc
hién viéc nhiing tin vao cdc diém anh theo thi tu dugc sip
xép. Bing cach nhu vay, hiu hét cic di€ém anh khi mé sé
ddn 1én phia trén, do dé, trong nhiéu trudng hdp chiing ta
khong can dung dén ban dd dinh vi.

III. PHUONG PHAP PE XUAT

Phuong phap dé xuét thuc hién viéc nhiing trén cic di€ém
4nh c6 phuong sai dia phuong nhd va ngit canh du bo nim
sau bén trong mién diém anh [0,255]. Ching tdi ciing st
dung du béo hinh thoi nhu trong [10]. Anh gbc I dugc chia
thanh hai tdp diém anh rdi nhau, duge bi€u dién bdi cic
d4u chim e (tdp chim) va cic diu chéo x (tip chéo) nhu
hinh 2.

Cach phan chia diém anh vao hai tip can diam bio yéu
ciu 12 hai di€ém anh ké nhau trén cliing hang hoic ciing cot
phéi dugc ddnh diu khac nhau. Goi D(i, j) 1a d4u cta diém
anh (i, j). D€ dat dugc yéu cau trén, c6 thé xac dinh D(, j)
theo cong thic

. o, néui+j mod 2 =1,
D, j) = { -
X, con lai.
DE don gian, ta chi xét thuat toan nhing trén tip chim,

con tdp chéo dung lam ngit canh du bdo.
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X L] X L] X L] X

4 ® X [ ] X ®
X X X X
® x| @ x| e x| e
X [ ] X [ ] X L X
o | x | ® x| ® | x| e
X | ® x| ® | x| e | x

Hinh 2. Phan chia cic diém anh thanh hai tap.

gan

gan gan
bién tam bién

m///////{u [ ) ( ) T ]///)//Wfﬂﬁﬂﬂ"
0 128 255

Hinh 3. D9 siu cua nglt canh dy bao.

247 135
245 | 252 | 253 140 | 120 | 105
253 115
(a) Khong kha mé (b) Kha md

Hinh 4. Céc vi du minh hoa vai tro d sdu ng@t canh.

1. Cai tién phueng phap sap xép

Trong lugc d6 dé xuét, thay vi chi quan tim dén phuong
sai dia phuong nhu trong lugc dd Sachnev, ching to6i con
xét xem ngi canh c6 nim siu bén trong mién diém anh
hay khong. That vay, sau khi nhing mot bit vao diém &nh
c6 gid tri x s€ nhan dugc x’ sai khic v6i x mot gid tri
+a (@ > 0). Néu x cang gan tim mién diém énh, thi doan
[x — @, x + a] cang c6 nhiéu kha ning nam trong [0,255],
tic 1a x” € [0,255] va x kha m& (xem hinh 3).

D& minh hoa thém cho vai tro clia vi tri nglt cinh du bao
trong [0,255] ddi v6i tinh khd md cda diém 4nh, ta xem
xét vi du nhu trong hinh 4.

Trudng hop 1 (hinh 4(a)): diém anh gbc I;; = 252 va du
bédo I;; = 249, phuong sai dia phucng v;; = 10, nhing bit
b =1 theo (7):

e=1I;- Ej =3,
I. Iij+€+b=256.

t]:

Do I;; > 255 nén diém I;; = 252 khong kha mé mdc du
¢ phuong sai dia phuong nho.
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Trudng hop 2 (hinh 4(b)): di€ém anh gbc I;; =120 va du
bdo /;; = 123, phuong sai dia phuong v;; = 106,25, nhiing
bit b € {0,1} theo (7):

€=Iij—1i'=—3,
I{izlij+€+b=117+b.

RO rang Il.’j € [0,255] v6i b € {0,1}, nén I;; = 120 kha
md du c6 phuong sai dia phudng 16n. Véi hai vi du trén, rd
rang tinh khd md cia mot diém anh khdng chi phu thudc
vao phuong sai ctia ngit canh du bdo ma con bi chi phdi
bdi mot yéu td khac d6 1a vi tri cia ngit canh trong doan
[0,255]. Ngit canh du bdo cta /;; cang nidm sau bén trong
[0,255] thi co hoi kha mé cia I;; cang 16n. D€ danh gid
dd sau nay, chiing t6i st dung khoang cach gitta tim ngit
canh duy bao va tam doan [0,255] (gia tri 128) la
-1+ Lerj + Lijer + i1

I
dij =128 - 7 ,

C))

trong d6 | - | 1a phép lay gia tri tuyét d6i ctia mot sb thuc.
Chiing to6i st dung mot gid tri két hop gitta khodng cach
hai tm va phuong sai dia phuong bdi

(10)

Cij = avj; + dij

dé thuc hién sip xép cic diém anh. Hé sé @ 1a khac nhau
dbi v6i moi anh thit nghiém. Goi F () 1a do 16n vung kha
md tng v6i @. Qua thit nghiém, ta thiy F (@) c6 tinh cht
1a F (@) ting dan khi @ ting dan tir 1, dat dén mot diém cuc
dai (tai ypay) 10i gidm dan (Hinh 8). Dya vao tinh chét nay
dé dang xdc dinh ., bing phép lap tuin tu. Xuat phat tit
@ = 1, ting dan « theo budc nhay A, khi nao F (@) bat dau
giam thi cé nghia F (@) da dat dugc cuc dai § @ trudc.

DE minh hoa y tudng sap xép cac diém anh ciia tp chim,
ta xét anh I nhu trong hinh 2. Pau tién loc ra cdc vi tri
(hang, cot) clia cac phan ti I;; va gia tri ¢;; (cta tap chim,
nhung khong xét cic diém trén bién 4nh) d€ tao thanh hai
ddy (theo thi tu trén xudng, trai sang phai) nhu hinh 5. Gia
st day {c;;} co cac gia tri nhu trong hinh 6, thi sau khi
sdp xép {I;;} theo chiéu ting cla {c;;} ta nhan dugc day
{(i, j)}s trong hinh 7. Qua trinh sip xép khong lam thay
d6i vi tri cac diém anh ctia anh gbc I, ma chi nhim tao ra
day {(i,/)}s.

2. Cai thién kha niing nhing va chét lugng anh

Phuong phdp Sachnev van st dung ban dd dinh vi dé
phin biét cdc diém 4nh kha mé va khong khd mé. Do d6,
kha ning nhiing cuc dai clia phuong phép nay van dudc tinh
theo cong thiic (4). Cdi méi & day 1a ban do dinh vi, M N,
dugc xdy dung sau khi sip xép cdc diém anh theo chiéu
ting cua phuong sai dia phuong nén ||[MN|| nhd, do dé
kha nang nhing ctia phuong phap Sachnev dudgc cai thién
so v6i cac phuong phap truée do.
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Trong trudng hgp do dai chda day bit dir liéu D nho hon
C, phuong phdp Sachnev st dung hai gid tri ngudng T,
va T,. Tap cic di€ém kha md va ban do khi dé duge xdy
dung qua cdc ngudng va ching dugc ky hiéu lan lugt 1a
E (T,,T,) va MN (T,,T,). Khd ning nhing cing phu thudc
vao ngudng va dugc xac dinh theo cong thic

c (TmTp) = “E (Tn’Tp)” - “MN (TmTp)”'

Van @ 1a can xdc dinh cdc ngudng T, va T, sao cho kha
ning nhiing vita bang do dai day bit dif liéu D dong thoi
anh sau khi nhing bi bién déi it nhat (chat lugng &nh chia
tin cao nhat).

Trong [10], Sachnev va cOng su st dung mot thuét toan
13p d€ xéc dinh T, va T,,. D& dang nhén thiy trong phuong
phép Sachnev con ton tai hai vin dé. Thii nhit, bdn d6 dinh
vi vAn dugc st dung d€ phan biét cic di€ém &nh khia mé
va khong kha md, nén viéc cai thién kha niang nhiing chua
cao. Thi hai, ngoai cic di€ém 4nh kha md bi bién ddi mot
lugng bing sai s6 du bdo d€ nhiing tin, hiu hét cic diém
anh con lai ciing bi bién d&i mot gia tri biang ngudng T,
hodc T),. Vi vay chét lugng anh chua tin con chua cao.

Phuong phdp dé xuit khai thic cic doan kha mé nhan
dugc bang cach sip xép theo phuong phap trong muc III-1.
Dé xic dinh vi tri ctia mdi doan chi can luu trii khoang
cach tir diém dau ctia doan dang xét dén doan trudc va do
dai cia doan nay, can 32 bit.

Thong thudng can dung khoang 4-5 doan, tuong ting véi
128-160 bit, va t6i da 1a 10 doan, tuong ting véi 320 bit
thong tin phu, it hon nhiéu so v6i d6 dai ma nén cda ban
dd dinh vi. Do vay kha ning nhing cla phuong phdp dé
xuét dugdc gia ting so v6i phuong phap Sachnev.

Khi do dai cua day bit dit liéu D nhd hon kha nang nhiing
C, phuong phép dé xuét st dung mot s6 doan dau tién hoic
mot s6 doan dai vira di d& nhing D. Cac diém 4nh & dau
thudng cé sai s6 nho, nén do bién ddi cha ching sau khi
nhing khong 16n. Ngoai ra, tit ci cac di€ém anh khong st
dung d€ nhing tin sé dudc gilt nguyén (khong bién ddi),
nén anh chia tin nhan dugc theo phuong phap dé xuit c6
chét luogng t6t hon so véi phuong phap Sachnev.

D& minh hoa viéc sit dung cdc doan kha md, ta xét vi
du vé day {(i,j)}s nhan dudc sau khi sip xép nhu trong
hinh 7. Gia st, tinh chit khia md clia cdc diém 4nh tai cdc
vi tri {(i, j)}s dudgc liét k& nhu trong hinh 9 (K 1a kha md,
0 1a khong kha mé). Khi d6, néu can nhing 7 bit thong tin
thi ta chon hai doan kha m& (T = 2): cac doan tu vi tri 1
dén 4 va ti vi tri 8 dén 10 trén day {(i,))}s.

D& dinh vidoant (¢ = 1,...,T) ta dung hai gi4 tri nguyén
ke, va dd,, trong d6 kc; 1a khoang cich dén doan truée ¢—1
(néu ¢ = 1 thi kc = 1) va dd, 1a d6 dai doan . Trong vi du
ndy, thong tin vé cic doan khd mé 1a T = 2 (chon 2 doan
d€ nhiing tin), kc; = 1, dd; = 4, kc; = 4, dd, = 3. Bay
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STT 1 2 3 4 5 6 7 8 9 10 11 12
{@N}] (23) (25 (32) 34) (36) (43) (45  (52) (54) (56) (63) (65)
{ij} C23 C2s €32 C34 C36 €43 €45 €52 Csyq Cse Ce3 Ces
Hinh 5. Day vi tri tap chim {(i,/)},{c;;} ban dau.
{Ct }-} 55 7 2 | 8.3 9 12 8 3 4 2 1
Hinh 6. Day {c;;}.
STT 1 2 3 4 5 6 7 8 9 10 11 12
{7} | BA (65 B2) 1 (63) (64) (56) (23) (25) (52) (36) | (43) (45)
Hinh 7. Diy {(i,j)}s sau khi sip xép.
: 124000 -
120000 -| .
| 123000 |
E20000: g = 122000
110000 121000
mnnnn: 120000
= . = 118000 |
50000 -| i
. 118000 -|
E0000 | i
j 117000 |
b b 118000
60000 T T | T T T T T 115000 ] T T T T T T T T T T T T
0 g 10 15 20 25 20 0 5 10 15 20 25 30
a a
(a) Gold hill (b) Tank
Hinh 8. DJ thi kha ning nhing khi o bién thién.
Nk | BH (65 B2) (63) (54 (56) (23) (25 (2) (3B6) (43) (45)
Tinh chat
L K K K K 0 K 0 K K K 0 0
kha m&

Hinh 9. Tinh kha md cda day {I (i, )} tai cac vi tri {(i,j)}s ban diu.

diém anh trén tip chidm dudc dung dé€ nhiing tin lan ludt 1a
(3,4), (6,5), (3,2), (6,3) cua doan 1 va (2,5), (5,2), (3,6)
ctia doan 2.

3. Thuét toan nhing dir liéu

DPau vao cta thuit todn nhing dif liéu 12 anh da miic
xdm [ va day bit dit liéu D. Pau ra la 4nh I’ chida D va
cdc bit bd trg can ding trong thuat todn khéi phuc.

Budc 1: Chia tap cic di€ém anh thanh tip chim (e) va
tap chéo (x) (hinh 2). Tap chAm dugc dung dé nhing dit
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liéu con tap chéo dugc st dung lam ngit canh du bao.

Budc 2: Tinh cic phuong sai dia phudng v;; theo cong
thic (8), khoéng céch d;; gitta tim mién di€m &nh véi tim
nglt canh theo cdng thic (9) va I;; theo cong thic (5).

Buéc 3: Xac dinh hé sb a d€ dat dudc doan khi md
dau tién 16n nhét theo cédc gid tri v;; va d;; bang phuong
phéap lip. Thuc nghiém chiing t6 c6 thé ldy o 1a mot gia
tri nguyén trong doan [2,255].

Bugce 4: Sau khi ¢6 «, tinh gid tri t6 hgp ¢;; theo cong
thic (10). Sdp xép cédc diém 4nh [;; cda tap chdm theo thid
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) Bang I )
CAU TRUC THONG TIN BO TRO A

Ky hiéu Y nghia Do dai theo bit
T S6 doan kha mé& dudc chon 4

LSB 8 bit thép clia Iy,v, (t = 1,..., 8) 8
size(D) Do dai day bit D 20

kcy kcy =1 16

dd, Do dai doan thi 1 16

ker Khodng céch tit doan T dén doan 16

truée T — 1
ddr bo dai doan thi T 16

tu tdng clia ¢;; d€ nhan duge day {(i,j)}s (xem muc III-1).

Budc 5: Xac dinh thong tin bd tr¢ A.

Trudc hét, chon tdm di€m &nh, ky hiéu 7,,,,, (t = 1,...,8),
dung d€ luu trii gid tri . Cic diém niy can khong tham
gia qua trinh du bdo ciing nhu qua trinh nhing tin. Sau d6,
x4c dinh s6 doan kha m& T dung d€ nhing D va A.

Thoéng tin bS tr¢ A bao gom:

o Bit thip cta tdm diém anh 1,,,, (t = 1,...,8), ky hiéu

LSB;

o D9 dai day bit di liéu D, ky hiéu size (D);

o S6 doan kha md dugc chon T;

o Thong tin dinh vi cia doan ¢ (t = 1,...,T), dugc xac

dinh b&i hai sb nguyén kc; va dd, nhu muc III-2.

CAu triic thong tin bd trg A nhu trong bang I, v6i T 1a
gia tri nguyén nho nhét théa min dd, + dds + - - - + ddy >
size (A) + size (D).

Vi du, thong thuong v6i T < 10 thi size(A) < 352, thong
tin nay hoan toan c6 thé nhing trong doan kha md dau tién.

Budc 6: Xac dinh diy bit cin nhiing B = A + D.

Budc 7: Nhing 1an ludt céc bit ciia B vao T doan kha
md dugc chon theo cdng thic (6).

Budc 8: Nhiing o trén tdm bit thip ciia cic diém anh
Ly, t=1,...,8).

Két qua ta nhan dudc anh I’ vita chia D vita chia thong
tin b3 trg A ding cho qua trinh khdi phuc.

4. Thuét toan trich tin gidu va khéi phuc anh gbc

Thuc hién khéi phuc di liéu D va anh gbc I tif anh chifa
tin I’ nhu sau.

Budc 1: Chia anh 7 thanh tip chim (e) va tip chéo (x)
gidng nhu trong thuat todn nhiing.

Budc 2: Xic dinh phuong sai dia phuong v;; theo cong
thic (8), khoang cich giita tim mién di€ém anh véi tAm ngit
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canh d;; theo cong thic (9) va Zj theo cong thic (5) cho
céc diém I/ . thude tap chim.

Budc 3: Trich tim bit thip cia cic di€ém anh
(t=1,...,8) d€ xic dinh a.

Budce 4: Sau khi ¢6 @, tinh gid tri t5 hgp ¢;; theo cong
thitc (10) va sap xép cac 1 l.’j ctia tip chim theo thi ty ting
dan cta ¢;; (xem muyc I1I-1).

Budc 5: St dung bon diém anh dau ctia doan khi md
thit nhit d€ trich bdn bit va khoi phuc bén diém anh nay
theo (7). Tit bdn bit vira trich, ta xdc dinh dude dudc gia
tri T (s6 doan kha md).

Budc 6: St dung 28 + 327 diém anh tiép theo ctia doan
kha mé thii nhat d€ khoi phuc phan con lai cia A va céc
diém anh gbc tuong ting (theo (7)).

Budc 7: Khoi phuc size (D) bit dit liéu va cdc diém anh
tuong ting tif phan con lai ctia doan kha md thd nhit va
cic doan khi mé tiép theo (cling theo (7)).

Budc 8: Cheén gia tri LSB (c6 trong A) vao cic bit thip
clia cic di€m anh I, (r=1,...,8) d€ khoi phuc 1,,,,
t=1,...,8).

Dén day, ta trich dudc day bit di liéu D va khoi phuc
toan bo 4nh gbc 1.

7’
Iu,v,

5. Nhing tin trén toan anh

Phan trén, chiing t6i da trinh bay viéc nhing dif liéu trén
tap chAm va dung tap chéo d€ lam ngit canh du bdo. C6
thé nang kha ning nhing gip doi bing cach: sau khi nhing
dit liéu trén tap chim, ta tiép tuc thuc hién nhiing trén tap
chéo. Liic d6 tp chim (da bién ddi) sé& 1a ngii canh du bdo
cho tap chéo. Khi thuc hién trich tin va khoi phuc anh géc,
ta tién hanh theo thd tu ngudc lai, d6 1a trich tin va khoi
phuc cdc diém &nh ciia tap chéo, sau d6 sé thuc hién trich
tin va khoi phuc cac di€ém 4nh thudc tip chim.

IV. THU NGHIEM VA SO SANH

D& minh hoa cic két qua phan tich bén trén, chiing tdi
da tién hanh thir nghiém trén bd anh mau trong [14] véi
nhiéu loai anh khédc nhau c6 cuing kich ¢& 512 x 512 (xem
hinh 10), bao gdbm 4nh thong thudng (common images) nhu
Pepper, anh dan xen (texture images) nhu Mandril, anh sing
mau (high-tone images) nhu Tiffany, 4nh chiia nhiéu viing
phang (flat regions) nhu Car, 4nh véi cic bo phan dan xen
va do sang khong dong déu nhu Boat va dnh khéi hinh hoc
nhu Indoor, v.v. Chuong trinh viét cho MATLAB R2012a
va chay trén may tinh Lenovo Ideapad S410p.

1. So sanh kha nang nhiing tin khi dung doan kha
mé dau tién voi phueng phap Sachnev

DPoan kha mé dau tién 12 doan quan trong va phéi di 16n
d€ luu trit toan bd thong tin phu. Bang II cho thdy phuong



(g) Bridge (h) Goll hill

(j) Tank (k) Drop

(1) Airplane

Hinh 10. Mot s6 anh trong thif nghiém.

phap d& xuét cho doan kha md dau tién cao hon hén phuong
phéap Sachnev (gip khoang hai 1an), didu d6 cho thiy vai
trd clia do sau ngit canh trong viéc don cac di€ém khd mé
vé phia truéc.

2. So sanh véi cdc phuong phap gan day

P& minh hoa wu diém ctia phuong phap dé xuit, chiing
t6i chon hai phuong phdp gi4u tin thuan nghich gin day dé
so sanh, d6 la phuong phap Qu (nam 2015) [11] va phuong
phap Kumar (nam 2016) [2].

1) So sdnh khd ndng nhing:

V6i chét lugng anh chia tin theo hé s6 PSNR 16n hon
hoic biang 30 (mic t6i thi€u chip nhan dudc ctia chét lugng
4nh theo [15, tr. 6]), phuong phap d& xuit c6 kha ning
nhing cao hon ca hai phuong phap Kumar va Qu nhu duge
chi ra ¢ bang IIL
2) So sdnh vé chdt lugng dnh:

Véi cling mot s6 bit dii liéu dugc nhiing nhu nhau,
phuong phap dé xuét c6 hé s6 PSNR gan tuong duong

17

Tap V-3, 86 40, 12.2018

Bang II \
SO SANH POAN KHA MO PAU
TIEN VOI PHUONG PHAP SACHNEV

Anh thit nghiém Doan khd md dél\l tié?
Sachnev Dé xuat
Car 23236 26949
Pepper 11365 22003
Tiffany 277 1972
Boat 80482 81450
Mandril 1419 5089
Indoor 1304 90468
Bridge 215 129541
Goll hill 118510 126186
Couple 1250 86470
Tank 100661 123312
Drop 126584 129541
Airplane 128404 129342
Téng 593707 952323
Bang IIT
SO SANH KHA NANG NHUNG TOI PA (THEO BIT)
Anh thit Kumar Qu Dé xuit
nghiém (PSNR ~ 30) | (khoi 2 x2)
Car 1780 16462 29523
Pepper 7030 34130 31206
Tiffany 2040 11285 29951
Boat 6850 35585 96962
Mandril 6450 22025 93676
Indoor 5450 81231 95585
Bridge 9000 68576 129541
Goll hill 13000 32060 130036
Couple 8000 42180 86470
Tank 7800 72954 128755
Drop 7000 68576 129541
Airplane 8000 71539 130049
Tong 82400 556603 1111295

véi phuong phap Qu va cao hon nhidu so v6i phuong phap
Kumar (xem bang 1V).

V. KET LUAN

Phuong phép gidu tin thuan nghich dugc dé xuit dya trén
cic y tudng sau. Pau tién, sip xép cac diém anh theo chiéu
ting cta phuong sai dia phuong két hop véi khoang cich
gitfa tAm mién diém anh v6i tAm ngi canh du bo, d€ don
hau hét cic di€ém anh kha mé 1én phia trén. Sau d6 khai
thic cic doan khd mé dé€ nhing tin. Thay cho viéc sit dung
ban db dinh vi nén (c6 do dai kha 16n), méi doan kha mé
dugc xdc dinh béi hai s6 nguyén c6 do dai 16 bit, do d6
kha ning nhiing va chit lugng 4nh dudc cai thién so véi
mot sd phuong phip gan day.
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~ Bang IV

SO SANH CHAT LUONG ANH (THEO PSNR)
Anh thit nghiém | Kumar Qu Pé xuit
Car 18,8639 | 58,1079 | 44,0582
Pepper 33,2160 | 63,3236 | 55,2678
Tiffany 38,0515 | 68,8400 | 64,7945
Boat 32,2601 | 64,7838 | 70,3490
Mandril 21,9831 | 59,7622 | 459813
Indoor 36,1376 | 70,4338 | 70,2982
Bridge 28,9416 | 61,2098 | 58,3108
Goll hill 29,5007 | 59,7402 | 52,0942
Couple 29,4136 | 60,2730 | 53,5863
Tank 29,4923 | 61,8325 | 53,8388
Drop 30,0188 | 62,1474 | 59,2189
Airplane 29,5731 | 62,1866 | 59,5129
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