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Abstract: Public administrative services are one of the key concerns for citizens; however, there are still numerous
procedures and issues that citizens encounter and need clarification on. This study aims to alleviate some of this burden on
officials by developing a Question Answering System (QnA) to address inquiries about public administrative services. We
present a framework for utilizing Large Language Models to develop and implement a QnA system on the Online Public
Administrative Service Portal in Ha Giang Province. We also provide extensive experimental analysis to demonstrate the
effectiveness of each component in the QnA system.

Keywords: Question answering system, public administrative services, large language model

Tiêu đề: Hệ thống hỏi đáp dịch vụ công trực tuyến dựa trên mô hình ngôn ngữ lớn
Tóm tắt: Dịch vụ hành chính công là một trong những mối quan tâm chính của người dân, tuy nhiên vẫn còn nhiều thủ tục và

vấn đề mà người dân gặp phải và cần được giải đáp. Nghiên cứu này nhằm giảm bớt một phần gánh nặng cho các cán
bộ bằng cách phát triển Hệ thống Hỏi đáp để giải quyết các thắc mắc về dịch vụ hành chính công. Chúng tôi trình bày
một nền tảng sử dụng các mô hình ngôn ngữ lớn nhằm phát triển và triển khai hệ thống Hỏi đáp trên cổng Dịch vụ
hành chính công trực tuyến tại tỉnh Hà Giang. Chúng tôi cũng cung cấp phân tích thực nghiệm chuyên sâu để chứng
minh tính hiệu quả của từng thành phần trong hệ thống Hỏi đáp.

Từ khóa: Question answering system, public administrative services, large language model

I. INTRODUCTION

Operating with a commitment to transparency and ac-
cessibility, the National Public Service Portal1 serves as
a centralized platform dedicated to assisting individuals
and businesses, connecting and providing information on
administrative procedures and online public services. It
supports the implementation, monitoring, and evaluation
of administrative procedure resolution, and online public
services, as well as receiving, and handling feedback, and
suggestions from individuals and organizations nationwide.
The most common bottleneck in the resolution of adminis-
trative procedures often lies in the documentation guidance

†First batch students in IAST Young Talent Program, 2024
1https://dichvucong.gov.vn

and preparation. Many applications are redundant or lack
necessary documentation as per regulations, leading to
submissions to the wrong authority for resolution. If this
stage is effectively managed, the time required to com-
plete administrative procedures following the law would
be significantly reduced, alleviating the burden on both
citizens and the officials responsible for receiving and
processing applications. In addition, the primary channels
for information exchange between the government and
citizens are through direct interactions, telephone calls, or
social networks. This often results in delays for citizens and
repetitive responses from officials.

To provide additional interactive channels between in-
dividuals, organizations, and the public services offered
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by the National Public Service Portal in a quick, timely,
24/7 manner, with personalized 1-1 assistance, and to en-
hance satisfaction among citizens and businesses with trans-
parency, an artificial intelligence assistant system (a.k.a.
QnA [1], or Chatbot [2]) needs to be implemented. This
QnA system facilitates information retrieval from the ser-
vice portal and automatically answers user queries related to
many areas such as legal document searches, online public
services, and administrative procedures.

Large Language Models (LLMs) [3] represent the cutting
edge of natural language processing [4]. The evolution of
LLMs [3] has demonstrated promising opportunities for
enhancing the efficiency and accessibility of online public
administrative services. To the best of our knowledge, this
paper is the first work that presents a detailed experimental
analysis of LLMs’ application in online public admin-
istrative services, with a focus on QnA’s capabilities in
Ha Giang province2, Vietnam. Our main contributions are
threefold:

• Development of public administration QnA datasets:
We present a comprehensive set of QnA datasets
that cover a wide range of queries related to public
administrative services in the National public service
portal, Ha Giang portal, and three other provinces’
portal.

• Framework for implementing QnA system: We pro-
pose a framework for integrating LLMs into QnA
system for public administrative services.

• Experimental analysis for each stage in the framework:
We provide extensive experiments and evaluations for
the QnA system.

II. RELATED WORKS

QnA systems in public administration are designed to
handle citizen inquiries and provide timely, accurate in-
formation. Several cities in Vietnam are exploring the
integration of LLM technology, i.e., ChatGPT3 into their
public administration systems to enhance service delivery
and efficiency, such as Ho Chi Minh, Hanoi, Quang Nam,
and Da Nang, etc. Authors in [5] present a model to retrieve
public administrative information and answer questions
related to Vietnamese legal documents. To our knowledge,
this is the first work in the literature that provides detailed
descriptions of public administrative processes and presents
a systematic approach to QnA systems in this context.

a) Online Public Service Portal in Ha Giang

To date, the Ha Giang province Online Public Service
Portal has registered 33,434 accounts and received more

2https://dichvucong.hagiang.gov.vn
3https://openai.com/

than 399,440 visits this year. On average, the portal han-
dles approximately 950 applications daily, with an online
submission rate of around 90%. This work provides a
comprehensive dataset including a wide range of public
administrative questions and answers, as well as detailed
information on administrative procedures.

b) Large Language Models

LLMs leverage deep learning techniques and massive
computational resources to process and generate language,
making them capable of a wide range of tasks, from
simple question answering to complex text generation and
language translation. The rapid advancement of LLMs has
opened new avenues for enhancing public administrative
services, particularly in the context of online platforms.
However, research publications on the application of LLMs
in the context of Vietnam’s public administrative services
remain underexplored. In this work, we experiment with
some Vietnamese pre-trained LLMs such as Vinallama-7b-
chat4, Vistral-7b-chat5, and phoGPT-4b-chat6, running on
local devices. Using Vietnamese Large Language Models,
which have been further pre-trained on a substantial volume
of relevant Vietnamese data, significantly enhances their
ability to understand and process specific laws, regulations,
and public services. This leads to better performance in
retrieval, reasoning, and answer generation specific to the
Vietnamese context. Furthermore, we fine-tune the model
using the LoRA method [6] on the training dataset to
enhance model’s capability to better adapt to the public
administration domain.

III. METHODS

1. Datasets

a) QnA Dataset

We provide a comprehensive collection of Q&A datasets
covering a wide array of queries related to online public
administrative services. These datasets are sourced from the
Ha Giang Portal with 1,627 data samples, the National Pub-
lic Service Portal and additional portals for the provinces of
Bac Ninh, Quang Ninh, and Bac Giang in total of 11,334
QnA pairs. We manually selected 202 QnA samples to serve
as the test set. Question types of the dataset are in seven
categories, including Reasoning Questions, Factoid Ques-
tions, Yes/No Questions, Multiple-choice Questions, and
Questions involving multiple agencies, multiple relevant
documents, and multiple relevant articles. There is a mix of
question types, including reasoning-based, factual, yes/no,

4https://huggingface.co/vilm/vinallama-7b-chat
5https://huggingface.co/Viet-Mistral/Vistral-7B-Chat
6https://huggingface.co/vinai/PhoGPT-4B-Chat
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and multiple-choice questions, reflecting a diverse set of
queries that may require different approaches to answer.

b) Administrative Procedure Dataset in Ha Giang

In compliance with the directives from the Chairman of
the People’s Committee of Ha Giang Province, we have
compiled a comprehensive dataset of 1,943 administrative
procedures7. Each entry in this dataset includes the fol-
lowing details: ID, link, name, status, sequence of execu-
tion, target subjects, methods of implementation, required
documents, expected outcomes, resolution time, and the
responsible agency, among other relevant information.

The longest procedure in our dataset contains 7,490
words, while the shortest has only 132 words. Due to
this variability, some procedures exceed the input limits of
embedding and retrieval models. This significant range in
word counts underscores the necessity for thorough pre-
processing and segmentation to ensure consistent model
performance across varying document sizes. Additionally,
the third quartile (Q3) value indicates that most samples are
considerably shorter than the maximum length, highlighting
the presence of a few outliers with exceptionally high word
counts. On average, questions in the dataset are about 36
words long and feature numerous key vocabulary terms that
enhance retrieval effectiveness. Table III shows statistics of
datasets.

By compiling the areas that frequently receive inquiries
from citizens to the 1022 8 hotline of the province, we
identified several priority areas for analysis of the questions,
including border gate economic zone management, industry
and trade, education, and training, among others. Corre-
sponding to these priority areas, we manually extracted 202
QnA pairs from a total of 1,943 administrative procedures.
Table I and II summarize a classification of 202 questions
from a test set based on different categories, including:

• Reasoning Questions (RQ): These are questions that
require logical reasoning to answer, with a total of 14
questions in this category.

• Factoid Questions (FQ): Factoid questions are those
that can be answered with specific, extractable infor-
mation from texts, such as factual data or details from
documents. There are 173 such questions, which make
up the majority of the dataset.

• Yes/No Questions (YN): These are simple questions
where the answer is either "yes" or "no." There are 14
questions in this category.

• Multiple Choice Questions (MC): These questions pro-
vide multiple answer options, from which the correct

7https://dichvucong.hagiang.gov.vn/vi/procedure/search?keyword=
8https://1022.hagiang.gov.vn/vi/

answer must be chosen. There are 20 multiple-choice
questions.

• Number of Relevant Documents (ND): This represents
the number of legal documents related to each query.
There are 187 queries related to 206 legal documents.

• Number of Relevant Articles (NA): This refers to the
number of legal articles relevant to each query. There
are 92 queries related to 138 legal articles.

• Questions Involving Multiple Agencies (MA): These
questions require input or resolution from multiple
government agencies. There are 57 such questions.

While Factoid Questions (FQ) dominate the dataset,
comprising 85.64% of the total questions, a significant
number of questions (187 out of 202) relate to legal
documents, and 92 of them specifically relate to articles
within those documents. This classification highlights the
heavy emphasis on fact-based questions and legal document
references, suggesting that the dataset may be designed for
scenarios where retrieving and applying legal or procedural
information is critical.

c) Administrative Documents Segmentation

The deep learning model follows input constraints by
dividing administrative documents into smaller segments
aligned with specific administrative procedure fields. This
segmentation strategy maintains semantic coherence within
each document segment, ensuring the integrity of infor-
mation retrieval for improved accuracy and contextual rel-
evance of outcomes. Moreover, administrative procedure
identifiers are prefixed to segmented documents, providing
essential context, especially for concise fields such as fees,
charges, agency levels, and other specifics. Figure 1 depicts
the length distribution of administrative data before and
after segmentation.

2. Administrative Procedure Retrieval

Retrieving documents based on a query involves search-
ing for and selecting appropriate documents to fulfill spe-
cific information needs. This typically includes employing
models and algorithms to assess the relevance of documents
to the query. BM25 [7] relies solely on keyword matching
and word frequency within documents, without capturing
semantic relationships between words. While it performs
well with straightforward queries and clear keywords,
BM25 struggles with complex queries that involve multiple
layers of meaning or contextual nuances, potentially leading
to the omission of relevant documents. Additionally, BM25
may be less effective with documents that have irregular
styles, spelling errors, or word variations, unless supple-
mented by additional preprocessing techniques.
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Table I
STATISTICS OF QUESTION TYPES

No. Question Type Symbol Quantity
1 Reasoning Questions: Questions involving reasoning RQ 14
2 Factoid Questions: Questions with extractable answers FQ 173
3 Yes/No Questions YN 14
4 Multiple Choice Questions MC 20
5 Number of relevant documents for each query ND 187
6 Number of relevant articles for each query NA 92
7 Questions involving multiple agencies MA 57

Table II
QUESTION CLASSIFICATION BY GROUP

No. Question Group Quantity
1 Factoid Questions (FQ) 112
2 Factoid Questions involving multiple agencies (FQ-MA) 45
3 Factoid-Multiple Choice-Multiple Agencies (FQ-MC-MA) 11
4 Factoid-Multiple Choice Questions (FQ-MC) 3
5 Factoid-Yes/No Questions (FQ-YN) 1
6 Factoid Questions-Multiple Agencies (FQ-MA) 1
7 Multiple Choice Questions (MC) 5
8 Reasoning Questions (RQ) 10
9 Reasoning-Multiple Choice Questions (RQ-MC) 1
10 Reasoning-Yes/No Questions (RQ-YN) 3
11 Yes/No Questions (YN) 10

(a) before pre-processing. (b) after pre-processing.

Figure 1. Document length (a) before and (b) after pre-processing

Table III
STATISTICS OF ADMINISTRATIVE PUBLIC DATASET

Words per sample

File Count Min Max Avg Q3

No. of administrative procedures 1,943 132 7490 911 1081
Question (train) 11,334 5 464 30 36
Answer (train) 11,334 1 4,909 174 218
Question (test) 202 7 129 36 41
Answer (test) 202 1 979 131 163

On the other hand, BERT’s [8] performance heavily
depends on the quality of its training data and fine-tuning.

If the data is not representative or properly tailored to the
application context, BERT may yield inaccurate results.
While BERT processes sentences word by word, SBERT [9]
considers entire sentences, providing a more comprehensive
understanding of text semantics. This allows search engines
to better interpret and categorize content, leading to more
in-depth content indexing and more precise search results.

Combining BM25 and SBERT can create a more robust
evaluation system by integrating semantic understanding
with keyword matching. This is achieved by normalizing
the scores from each method and aggregating them using
an integrated formula. In this work, we set up an ensemble
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Figure 2. Architecture of the Administrative Procedure Retrieval

method that integrates lexical search BM25 with a semantic
search SBERT model. Figure 2 shows the retrieval archi-
tecture while experimental results are presented in section
IV.1.

a) Text Ranking

Keyword Ranking: The utilization of Okapi BM25 [7] for
keyword ranking is an established lexicon-based approach
aimed at prioritizing administrative documents. This algo-
rithm assesses administrative procedure relevance by ana-
lyzing the frequency of vocabulary terms present in queries.
By leveraging commonly used keywords and specialized
terminology found in inquiries and related literature, BM25
enhances the model’s ability to retrieve pertinent infor-
mation while optimizing computational efficiency. How-
ever, its effectiveness may be constrained when confronted
with queries containing low-value vocabulary or ambigu-
ous content, such as "Chi phí đền bù" ("Compensation" in
English).

Semantic Ranking: Semantic ranking focuses on as-
sessing semantic relevance. The process entails breaking
down documents into coherent segments or sentences,
which are then transformed into multidimensional vectors.
This transformation is also applied to the query, enabling
ranking based on semantic similarity. We use Vietnamese-
Bi-Encoder model [10], a specific SBERT model for the
Vietnamese language, for this task and further fine-tune
the model on public administrative datasets for enhancing
embedding and semantic search.

b) Ensemble

At this stage, we use min-max scaling algorithm to
normalize the output scores 𝑥 for each query 𝑞 as:

norm(𝑥) =
𝑥 − 𝑚𝑞 + 0.01
𝑀𝑞 − 𝑚𝑞 + 0.01

(1)

where 𝑀𝑞 = max(BM25) and 𝑚𝑞 = min(BM25). The
constant 0.01 is added to prevent division by zero when
𝑀𝑞 = 𝑚𝑞 . The final score is computed as below:

Ensemble-Score = 𝛼 · 𝑤BM25 + (1 − 𝛼) · 𝑤SBERT (2)

We then employ grid search to determine the optimal
weight for parameter 𝛼, constrained within the range of 0
to 1.

3. Administrative Procedure Answer Generation

The process of generating answers from retrieved can-
didate articles aims to gather pertinent information that
fulfills the user’s information requirements efficiently. This
involves identifying key passages within the articles and
synthesizing them to construct a coherent and comprehen-
sive response. After the text retrieval stage, the relevant
documents undergo preprocessing before being fed into
the large language model (LLM). Specifically, synthesize
related documents one after another to form a document
with enough information. The context within documents is
improved by adding additional information from the corpus
while removing information with low similarity scores. This
process is illustrated in Figure 3.

a) Prompt

A prompt [11] is a piece of text or statement that
provides context or specific requirements, and instructions
for the model to understand and produce appropriate results.
We use a simple prompt that asks the model to get the
contextual information provided that the documents are
retrieved to answer the question.

b) Chosing LLM for Generating Task

For a QnA task focused on Vietnamese, especially in
specialized domains such as law and governance, a Viet-
namese large language model offers significant advantages
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Figure 3. Architecture of the Administrative Procedure Answer Generation

in terms of language proficiency, domain specialization,
performance efficiency, and alignment with local needs.
Vietnamese LLM candidates to chose were Vinallama-7b-
chat9, Vistral-7b-chat10, and phoGPT-4b-chat11. By lever-
aging methods like LoRA for fine-tuning, the model can
be further optimized to handle specific types of queries
effectively, ensuring that it provides the most accurate and
relevant responses for Vietnamese users.

c) Fine-tuning LLMs

LLMs demonstrated advanced performances in specific
domains, but their effectiveness in the public administrative
domain is unknown. This provides an opportunity to study
whether our chosen LLMs (fine-tuned or not) have high
performance on administrative document understanding.
The fine-tuning process for LLMs involves several steps to
optimize them for specific applications. First, a Vietnamese
LLM, such as Vistral 7b chat, is selected and reduced
in size using 4-bit quantization, which decreases memory
requirements while maintaining high performance. Next,
a training dataset consisting of 11,334 QnA pairs about
public administrative procedures is prepared. This dataset is
formatted by adding special tokens like <s>, </s>, [INST],
and [/INST] for training purposes. The model is then fine-
tuned using this data, with a specific LoRA configuration
designed to enhance processing efficiency and reduce com-
putational costs.

During the fine-tuning process, an A10G GPU with

9https://huggingface.co/vilm/vinallama-7b-chat
10https://huggingface.co/Viet-Mistral/Vistral-7B-Chat
11https://huggingface.co/vinai/PhoGPT-4B-Chat

24GB of RAM was utilized, completing the process in
approximately 8 hours over 3 epochs, for a total of 4,249
steps. The LoRA configuration included a lora_alpha of
16, a dropout rate of 0.1, and a rank of 64, targeting
specific modules such as q_proj, k_proj, v_proj, o_proj,
and gate_proj. The training setup featured a per-device
batch size of 8, gradient accumulation steps set to 8,
and the paged_adamw_32bit optimizer, ensuring efficient
processing throughout the tuning process.

d) Evaluating Answer Generation Task

To evaluate the quality of answer generation for ad-
ministrative procedures and the performance of our QnA
system (detailed in Section IV.3), we employ RAGAS (Re-
trieval Augmented Generation Assessment) as outlined by
[12]. RAGAS is a comprehensive framework for assessing
Retrieval Augmented Generation (RAG) systems, offering
a variety of useful metrics for thorough evaluation. The
main RAGAS metrics for this task are Faithfulness, Answer
Similarity, Answer Correctness, and Answer Relevancy,
details as below:

• Faithfulness measures the factual consistency of the
generated response against the retrieved context: if all
the claims that are made in the answer can be inferred
from the given context then the response is considered
“faithful” to the provided context.

• Answer similarity measures the semantic resemblance
between the generated answer and the ground truth
answer. This is done via cosine similarity between the
embedding vectors of the ground truth answer and the
generated answer.
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• Answer relevancy measures how pertinent the gener-
ated question is to the given question. This is computed
by generating a number of artificial questions based on
the answer and measuring the similarity between the
original question and those artificial questions.

• Answer correctness measures how accurate the gen-
erated answer is relative to a “golden” answer that
is deemed to be the correct answer. It is based on a
weighted sum of factual consistency and the semantic
similarity between the ground-truth answer and the
generated response.

Utilizing GPT-4 to assess the output of chosen LLMs within
the RAGAS metrics framework allows for a more reliable
and comprehensive evaluation of LLMs, ensuring they meet
the standards required for specialized tasks, such as legal
and procedural QnA in Vietnamese.

IV. EXPERIMENT RESULTS

1. Administrative Procedure Retrieval

In this task, we use precision, recall, and F2-macro [13]
to assess retrieval performance. The metrics are computed
as follows:

Precision𝑖 =
Number of correctly retrieved articles of question 𝑖

Number of retrieved articles of question 𝑖

Recall𝑖 =
Number of correctly retrieved articles of question 𝑖

Number of relevant articles of question 𝑖

𝐹2𝑖 =
5 × Precision𝑖 × Recall𝑖
4 × Precision𝑖 + Recall𝑖

; and 𝐹2 = Average of (𝐹2𝑖)

Pre-processed data is first fed to the BM25 component
and top-k documents with best BM25 scores are retrieved.
Table V shows recall performances for a variety of chosen
top-k. As expected, the recall is highest for larger top-k
values. For 𝑘 = 500, the recall reaches 99%, indicating that
nearly all relevant documents are retrieved when consider-
ing a large set of results. This shows that BM25 is effective
at retrieving relevant documents when allowed to return a
large number of candidates. In our experiments, we select
100 articles with the highest BM25 score for this task.

Combining lexical-based search BM25 with semantic
search SBERT has demonstrated significantly better per-
formance compared to using BM25 alone. In the ensemble
stage (Section III.2.b), we use grid search to find the best
weight 𝛼 for BM25 and SBERT. The grid search results
in table IV shows the F2-score for different values of 𝛼

across various top-k settings. The highest F2-scores are
observed for 𝛼 = 0.3, with the top scores across multiple
top-k settings, particularly for 𝑘 = 3, 4, 5, 6, where the F2-
score reaches its peak at 0.7787 and 0.7793. This suggests
that 𝛼 = 0.3 is the optimal choice for maximizing the F2-
score.

Table VI presents the results of administrative procedure
retrieval using two methods, BM25, and an ensemble
approach, across different top-k values. BM25 performs
reasonably well at lower top-k values but starts to decline
as more results are included. Even though BM25 achieves
relatively good recall at higher top-k values, its precision
drops too much, impacting the overall F2-score, especially
at 𝑘 = 10. The ensemble method achieves better F2-scores
across all top-k values, with the highest F2-score at 𝑘 = 6
(0.7793). This indicates that the ensemble method is more
balanced, giving greater emphasis to recall, which aligns
with the F2-score’s focus on recall.

2. Administrative Procedure Answer Generation

We conducted an evaluation for this task using common
metrics such as ROUGE-1, ROUGE-2, ROUGE-L, and
ROUGE-Lsum, and BLEU. Results are shown in Table VII.
Vinallama-7b-chat leads in most ROUGE metrics, particu-
larly in unigram, bigram, and sequence overlap, indicating
it generates answers closely resembling the reference texts
in terms of word and sequence similarity, while Vistral-7b-
chat performs best in BLEU score, suggesting it generates
high-quality, fluent answers with good n-gram precision.

We utilized GPT-4 to evaluate the quality of answer
generation for administrative procedures and the perfor-
mance of our QnA system within the RAGAS metrics
framework. Results are shown in Table VIII. Vistral-7b-chat
leads with the highest correctness score (0.8009), followed
by Vinallama-7b-chat (0.7648), and phoGPT-4b-chat lags
behind (0.6341). This suggests that Vistral-7b-chat provides
the most accurate answers, while phoGPT-4b-chat needs
improvement in generating correct responses.

3. Administrative Procedure Question Answering

In this task, we use RAGAS[12] with 4 evaluation
indicators for each component of the QnA system, such
as Context Recall, Context Precision, Faithfulness, and
Answer Relevance. For each question in the 202 questions
in the test set, we retrieve top-k = 6 articles as input into
the large language models to generate answers. Results are
shown in Table IX.

Overall, Vistral-7b-chat outperforms the other models
across all metrics since it has the highest context precision
(0.76538), context recall (0.72835), faithfulness (0.7509),
and answer relevance (0.72483). Faithfulness, which mea-
sures how accurately the answers reflect the information in
the context, is highest in Vistral-7b-chat (0.7509), indicating
its answers are the most reliable. The model also leads
with the highest answer relevance (0.72483), showing that
it provides the most pertinent and appropriate responses to
questions.
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Table IV
F2-SCORE RESULTS FOR DIFFERENT 𝛼 AND TOP-K

𝛼
𝑡𝑜𝑝 − 𝑘

1 2 3 4 5 6 7 8 9 10
1.0 0.6364 0.6512 0.6582 0.6334 0.6448 0.6420 0.6329 0.6319 0.6186 0.6029
0.9 0.6463 0.6644 0.6587 0.6651 0.6617 0.6551 0.6547 0.6437 0.6343 0.6219
0.8 0.6661 0.6719 0.6933 0.6931 0.6931 0.6859 0.6789 0.6662 0.6562 0.6463
0.7 0.7027 0.7181 0.7196 0.7139 0.7047 0.7045 0.6942 0.6827 0.6731 0.6616
0.6 0.7197 0.7628 0.7433 0.7405 0.7300 0.7241 0.7159 0.7095 0.6967 0.6810
0.5 0.7365 0.7546 0.7612 0.7577 0.7636 0.7590 0.7393 0.7256 0.7152 0.6951
0.4 0.7315 0.7628 0.7785 0.7781 0.7782 0.7785 0.7656 0.7446 0.7333 0.7132
0.3 0.7315 0.7735 0.7787 0.7787 0.7785 0.7793 0.7729 0.7543 0.7365 0.7184
0.2 0.7513 0.7710 0.7667 0.7673 0.7782 0.7783 0.7687 0.7500 0.7313 0.7180
0.1 0.7563 0.7660 0.7692 0.7673 0.7628 0.7620 0.7591 0.7406 0.7309 0.7133
0.0 0.7414 0.7503 0.7580 0.7639 0.7585 0.7550 0.7408 0.7335 0.7244 0.7075

Table V
RECALL PERFORMANCES FOR DIF-
FERENT TOP-K VALUES OF BM25.

Top k 500 100 50 10 3 1
Score % 99 97 92 83 75 63

Table VI
RESULTS OF ADMINISTRATIVE PROCEDURE RETRIEVAL

Method (top-k) Precision Recall F2 score
BM25 (k=1) 0.6386 0.6386 0.6386
BM25 (k=2) 0.542 0.7037 0.6641
BM25 (k=3) 0.4991 0.7549 0.6847
BM25 (k=5) 0.4624 0.7871 0.6902

BM25 (k=10) 0.3809 0.83 0.6716
Ensemble (k=1) 0.7376 0.7310 0.7323
Ensemble (k=2) 0.7029 0.8102 0.7734
Ensemble (k=3) 0.674 0.8432 0.7787
Ensemble (k=4) 0.6592 0.8605 0.7784
Ensemble (k=5) 0.6481 0.8778 0.7784
Ensemble (k=6) 0.6367 0.8968 0.7793
Ensemble (k=7) 0.6178 0.9067 0.7729
Ensemble (k=8) 0.5785 0.9084 0.7543
Ensemble (k=9) 0.5355 0.915 0.7365
Ensemble (k=10) 0.4972 0.9199 0.7184

Table VII
RESULTS OF ANSWER GENERATION TASK

Model ROUGE-1 ROUGE-2 ROUGE-L ROUGE-
Lsum BLEU

Vinallama-7b-chat 0.5653 0.3910 0.4216 0.4889 0.2513
Vistral-7b-chat 0.546 0.3835 0.4087 0.4803 0.2533

phoGPT-4b-chat 0.4655 0.312 0.3511 0.404 0.1864

V. CONCLUSION

This study has demonstrated a QnA system for the Online
Public Administrative Service Portal in Ha Giang Province,
utilizing Large Language Models and contributing a com-
prehensive dataset that serves as a valuable resource for
future research. Despite the potential of LLMs, their appli-
cation in Vietnam’s public administrative services remains

Table VIII
RESULTS OF ANSWER GENERATION TASK

Model Answer
similarity

Answer
correctness Faithfulness Answer

Relevance
Vinallama-7b-chat 0.828988 0.7648 0.743966 0.758991

Vistral-7b-chat 0.917168 0.8009 0.740286 0.726984
phoGPT-4b-chat 0.677705 0.6341 0.6802 0.836788

Table IX
THE RESULT OF END-TO-END QNA SYSTEM

Model Context
Precision

Context
Recall Faithfulness Answer

Relevance
Vinallama-7b-chat 0.72759 0.685632 0.67094 0.692839

Vistral-7b-chat 0.76538 0.72835 0.7509 0.72483
phoGPT-4b-chat 0.67919 0.64319 0.61489 0.56775

underexplored. Our study addresses this gap by offering a
systematic approach to integrating LLMs into public admin-
istrative frameworks. However, further research is needed
to explore the broader implications of LLMs in diverse
administrative contexts, including approaches like advanced
RAG [14], or autonomous Agents [15]. Additionally, it is
crucial to effectively address different question types within
the QnA system, as each type requires tailored strategies for
optimal handling.

REFERENCES

[1] J. Martinez-Gil, “A survey on legal question–answering
systems,” Computer Science Review, vol. 48, p. 100552,
2023.

[2] G. Caldarini, S. F. Jaf, and K. McGarry, “A literature survey
of recent advances in chatbots,” CoRR, vol. abs/2201.06657,
2022. [Online]. Available: https://arxiv.org/abs/2201.06657

[3] S. Minaee, T. Mikolov, N. Nikzad, M. Chenaghlu, R. Socher,
X. Amatriain, and J. Gao, “Large language models: A
survey,” 2024.

[4] A. Torfi, R. A. Shirvani, Y. Keneshloo, N. Tavaf, and
E. A. Fox, “Natural language processing advancements
by deep learning: A survey,” 2021. [Online]. Available:
https://arxiv.org/abs/2003.01200

126

https://arxiv.org/abs/2201.06657
https://arxiv.org/abs/2003.01200


Tập 2024, Số 3, Tháng 12

[5] A. Pham Duy and H. Le Thanh, “A question-answering
system for vietnamese public administrative services,” in
Proceedings of the 12th SoICT, ser. SOICT ’23, 2023.

[6] E. J. Hu, Y. Shen, P. Wallis, Z. Allen-Zhu, Y. Li, S. Wang,
and W. Chen, “Lora: Low-rank adaptation of large language
models,” CoRR, vol. abs/2106.09685, 2021.

[7] S. Robertson and H. Zaragoza, “The probabilistic relevance
framework: Bm25 and beyond,” FTIR, vol. 3, pp. 333–389,
01 2009.

[8] J. Devlin, M.-W. Chang, K. Lee, and K. Toutanova,
“Bert: Pre-training of deep bidirectional transformers
for language understanding,” 2019. [Online]. Available:
https://arxiv.org/abs/1810.04805

[9] N. Reimers and I. Gurevych, “Sentence-bert: Sentence
embeddings using siamese bert-networks,” 2019. [Online].
Available: https://arxiv.org/abs/1908.10084

[10] N. Q. Duc, L. H. Son, N. D. Nhan, N. D. N. Minh, L. T.
Huong, and D. V. Sang, “Towards comprehensive vietnamese
rag and llms,” arXiv preprint arXiv:2403.01616, 2024.

[11] X. Amatriain, “Prompt design and engineering: Introduction
and advanced methods,” arXiv preprint arXiv:2401.14423,
2024.

[12] S. Es, J. James, L. Espinosa-Anke, and S. Schockaert,
“Ragas: Automated evaluation of retrieval augmented gen-
eration,” arXiv preprint arXiv:2309.15217, 2023.

[13] C. Nguyen, S. Luu, T. Tran, A. Trieu, A. Dang, D. Nguyen,
H. Nguyen, T. Pham, T. Pham, T.-T. Vo, D.-T. Dol, N. Khang,
H. Nguyen, N.-C. Le, T.-T. Le, Q. Bui, P. Nguyen, H.-T.
Nguyen, V. Tran, and L. Nguyen, “A summary of the alqac
2023 competition,” 10 2023, pp. 1–6.

[14] M. Eibich, S. Nagpal, and A. Fred-Ojala, “Aragog:
Advanced rag output grading,” 2024. [Online]. Available:
https://arxiv.org/abs/2404.01037

[15] L. Wang, C. Ma, X. Feng, Z. Zhang, H. Yang, J. Zhang,
Z. Chen, J. Tang, X. Chen, Y. Lin, W. X. Zhao, Z. Wei,
and J. Wen, “A survey on llm based autonomous agents,”
Frontiers of Computer Science, vol. 18, no. 6, Mar. 2024.

Dinh-Dien La is a PhD student majoring
in computer science, University of Infor-
mation and Communications Technology,
Thai Nguyen University. He is currently
Deputy Director of the Department of In-
formation and Communications of Ha Gi-
ang province. His research interests are
data science, machine learning, and deep

learning.
Email: ladien.it@gmail.com

Tuan-Anh Nguyen is pursuing an Engi-
neering degree in Information Technology
at the University of Information and Com-
munication Technology in Thai Nguyen,
Vietnam. He is involved with the Institute
of Applied Science and Technology in Thai
Nguyen. His research interests include ma-
chine learning, deep learning, and natural

language processing.
Email:dtc20h4802010242@ictu.edu.vn

Duc-Huy Mai is pursuing the B.Eng
degree in Information Technology from
Thai Nguyen University of Information and
Communication Technology (ICTU). His
research interests include software develop-
ment, natural language processing (NLP),
and question answering.
Email:dtc1954802010132@ictu.edu.vn

Thi-Thanh Ha received PhD degree in
Information System in Ha Noi University
of Science and Technology, Viet Nam. She
obtained Bachelor Degree of Science in
Applied Mathematics and Informatics from
University of Natural Science, Vietnam Na-
tional University in 2004. She currently
is a lecturer at Computer Science in Thai

Nguyen University of Information and Communication Technol-
ogy. Her research interests are fields of deep learning in Natural
Language Processing, Question Answering, and chatbot.
Email: htthanh@ictu.edu.vn

Assoc. Prof. Trung-Nghia Phung received
his Engineering degree in Electronics and
Telecommunications from Hanoi Univer-
sity of Science and Technology (HUST) in
2002. He completed his Master of Science
degree in Telecommunications from Viet-
nam National University –Hanoi (VNUH)
in 2007 and his PhD degree in Information

Science from Japan Advanced Institute of Science and Technology
(JAIST) in 2013. He has been Rector of Thai Nguyen University
of Information and Communication Technology (ICTU). His main
research interests are signal processing and machine learning.
Email: ptnghia@ictu.edu.vn

Van-Khanh Tran received Ph.D. in Nat-
ural Language Processing from the Japan
Advanced Institute of Science and Tech-
nology (JAIST), where his research focused
on deep learning for natural language gen-
eration in spoken dialogue systems. con-
tributed to the development of NLP ap-
plications. He is currently an AI Research

Scientist on the NLP team at FPT Smart Cloud’s Generative AI
(GenAI) Center, where he focuses on developing large language
models and AI assistant ecosystems tailored for Vietnamese users.
He also serves as the Deputy Head of the Institute of Applied
Science and Technology. His research interests include natural
language processing, large language models, and AI applications
in the legal, healthcare, and finance domains.
Email: tvkhanh@ictu.edu.vn

127

https://arxiv.org/abs/1810.04805
https://arxiv.org/abs/1908.10084
https://arxiv.org/abs/2404.01037


Các công trình nghiên cứu, phát triển và ứng dụng CNTT và Truyền thông

Evolutionary Algorithm for the Earliness-
Tardiness Project Scheduling Problem
Hao Nguyen Thi1, Huu Dang Quoc2, Loc Nguyen The3

1 Hung Vuong University, Nong Trang, Viet Tri, Phu Tho
2 Thuong Mai University, 79 Ho Tung Mau, Cau Giay, Ha Noi, Viet Nam
3 Hanoi National University of Education
Correspondence: Huu Dang Quoc, huudq@tmu.edu.vn
Received: 29/06/2024, revised: 31/08/2024, accepted: 13/09/2024
Digital Object Identifier: 10.32913/mic-ict-research-vn.v2024.n3.1288

Abstract: Completing too early or too late can cause damage to the project. For example, in transporting goods to the
seaports, if the shipping arrives too early, it will take time and cost to stay at the dock. In the other case, shipping too late
will reduce the quality of the product and break the contract. The goal of this paper is to minimize the tardiness and earliness
of those projects. First, some related studies are briefly introduced, thereby showing the role and practical applications of
the MS-RCPSP (Multi-Skill Resource Constrained Project Scheduling Problem) problem and the two factors of earliness
and delay in scheduling problems. The roles of earliness and tardiness in scheduling problems are also described. At the
same time, the new contribution of this research is also highlighted, which is the proposal for the latest problem E-RCPSP
(Earliness tardiness MS-RCPSP). This problem is the first problem in the MS-RCPSP family that considers the sum of
earliness and tardiness as the objective, which has never been considered in previous studies. Then, the mathematical
model of the proposed E-RCPSP problem, which includes the objective function, project components and constraints is
introduced. To solve the proposed problem, two approximate algorithms based on the evolutionary algorithms GA (Genetic
Algorithm) and DE (Differential Evolution) are introduced. In the last section of the article, the performance of these two
algorithms is verified and compared with each other through experiments conducted on the iMOPSE benchmark dataset.

Keywords: Network resources management, earliness-tardiness cost, resource-constrained project scheduling, evolutionary
algorithms, differential evolution algorithms.

Tiêu đề: Thuật toán tiến hóa cho bài toán lập lịch dự án Earliness-Tardiness
Tóm tắt: Hoàn thành quá sớm hoặc quá muộn có thể gây thiệt hại cho dự án. Ví dụ, trong việc vận chuyển hàng hóa đến cảng

biển, nếu hàng hóa đến quá sớm, sẽ mất thời gian và chi phí để lưu lại tại bến tàu. Ở trường hợp khác, việc vận chuyển
quá muộn sẽ làm giảm chất lượng sản phẩm và phá vỡ hợp đồng. Mục tiêu của bài báo này là giảm thiểu tình trạng
các dự án được hoàn thành quá trễ hay quá sớm. Đầu tiên, bài báo giới thiệu tóm tắt một số nghiên cứu liên quan, qua
đó chỉ ra vai trò và ứng dụng thực tế của bài toán MS-RCPSP (Multi-Skill Resource Constrained Project Scheduling
Problem) và hai yếu tố Độ sớm và Độ trễ trong bài toán lập lịch. Đồng thời, tác giả nêu bật đóng góp mới của nghiên
cứu này, đó là đề xuất một bài toán mới tên là E-RCPSP (Earliness tardiness MS-RCPSP). Bài toán mới này là bài
toán đầu tiên trong họ MS-RCPSP đặt tổng Độ sớm và Độ trễ thành hàm mục tiêu, điều chưa từng xuất hiện trong
các nghiên cứu trước đây về MS-RCPSP. Sau đó, bài báo giới thiệu mô hình toán học của bài toán E-RCPSP bao gồm
hàm mục tiêu, các thành phần của dự án và các ràng buộc, đặc biệt là ràng buộc về thời gian. Để giải quyết bài toán
E-RCPSP, bài báo xây dựng hai thuật toán gần đúng dựa trên thuật toán tiến hóa GA (Genetic Algorithm) và thuật
toán tiến hóa DE (Differential Evolution). Phần cuối của bài báo trình bày những thực nghiệm trên tập dữ liệu chuẩn
iMOPSE nhằm kiểm chứng và so sánh hiệu năng của hai thuật toán đề xuất.

Từ khóa: Network resources management, earliness-tardiness cost, resource-constrained project scheduling, evolutionary algo-
rithms, differential evolution algorithms.

I. INTRODUCTION

The project schedule is the deciding factor in project
efficiency, but finding the optimal schedule is very difficult

because of constraints on task priority and resource limi-
tations. For that reason, MS-RCPSP (Multi-Skill Resource
Constrained Project Scheduling Problem) [1], one of the
typical project scheduling problems, has long been proven
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to be an NP-Hard problem. This is a scheduling problem
with many practical applications, so it has been of interest
to many researchers [2], [3], [4], [5].

The MS-RCPSP scheduling problem assumes that the
project is conducted by a given set of resources, each with
a different skill level. A given project consists of tasks that
are related to each other in order of priority, meaning that
only after the parent task is completed can the child task
begin to be processed. For a resource to perform a task,
it must have the skill required by the task at a skill level
greater than or equal to the level required by the task.

This problem was soon proven to be NP-Hard [1],
meaning that its optimal solution cannot be found in poly-
nomial time. Therefore, the practical approach often used
by researchers is to find an approximate solution with an
acceptable deviation.

Myszkowski and colleagues proposed the Ant colony
algorithm [3] and GA algorithm [5] to solve the MS-
RCPSP problem. In addition, a very important contribution
of Myszkowski’s research group is the construction of the
iMOPSE dataset [2] which is considered a standard dataset
and widely used by many other studies.

However, MS-RCPSP has limitations that prevent this
problem from fully representing real projects. The limita-
tion is that this problem aims to minimize makespan and
cost without taking into account two other important factors
that determine project efficiency: tardiness and earliness.

In the family of scheduling problems, tardiness and
earliness are common parameters that have been widely
defined and used [6], [7], [8].

Tardiness is the time elapsed between the deadline and
the finishing time of a task, which represents the delay in
task execution. The earliness of a task is defined as:

𝐸𝑖 = 𝑚𝑎𝑥(0, 𝑓𝑖 − ℎ𝑖) (1)

We denote the prescribed due date for the task by ℎ𝑖 , in
other words, 𝑓𝑖 is the deadline for completion of the task.

With the above notation, tardiness is defined as:

𝑇𝑖 = 𝑚𝑎𝑥(0, ℎ𝑖 − 𝑓𝑖) (2)

Let’s look at a specific example of the harmful effects
of completing a project early in the frozen food industry.
If the product is made too early, the manufacturer must
bear additional costs for renting a warehouse for storage.
In addition, when products reach users, their shelf life is
reduced.

In the past, there have been studies on tardiness and
earliness applied to scheduling problems, but these two
factors have never been applied to a multi-skill scheduling
problem like MS-RCPSP. The new contribution of this

paper compared to previous studies is to consider delay
and earliness as the objective function for the MS-RCPSP
problem, instead of makespan or cost like previous studies
[3], [4],[5].

This paper proposes a novel problem called E-RCPSP
(Earliness tardiness MS-RCPSP), which is the problem of
finding a project schedule that minimizes total tardiness and
earliness. Figure 1 depicts a project schedule consisting of 5
tasks, whereby the total delay and advance of this schedule
is 6 + 8 + 5 + 15 + 6 = 40.
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Figure 1. Tardiness and earliness of a project consisting of 5 tasks.

The rest of the paper is structured as follows. Section
2 introduces previous research related to the MS-RCPSP
problem as well as the concepts of delay and earliness.
Section 3 presents the mathematical model of the E-RCPSP
problem. Section 4 introduces two solutions to solve the
proposed problem including the GA-E algorithm and DE-E
differential evolution algorithm. To verify the effectiveness
of the two proposed algorithms, section 5 presents experi-
mental results, and analyzes and evaluates them to clarify
the performance of those algorithms.

II. RELATED WORKS

1. Approximate Algorithm for MS-RCPSP Problem

Myszkowski solved the original version of the MS-
RCPSP problem using a variety of methods. Initially, he
used a heuristic method of sorting tasks based on the
order of their processing time, and then assigning resources
in that order. Later, Myszkowski turned to meta-heuristic
algorithms such as the Ant Colony algorithm [3] and the
GA algorithm [5] and obtained higher-quality solutions.
In addition to proposing algorithms, another important
contribution of Myszkowski et al. is the iMOPSE dataset
[2]. This dataset is recognized as a standard benchmark and
is therefore widely used by many other studies to verify the
performance of algorithms for the MS-RCPSP problem.

A variant of MS-RCPSP was named MMSRCPSP
(Multi-mode Multi-skilled Resource-Constrained Project
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Scheduling Problem) by Hosseinian [9]. This variant of the
MS-RCPSP problem adds the constraint that each task can
only be executed in certain modes, and the mode cannot be
changed once the task’s execution has been started.

To find an efficient schedule for the MMSRCPSP prob-
lem, Hosseinian et al. [10] used a traditional GA algorithm
combined with a decision-making method based on the
Shannon-entropy information measure to search for better
schedules for the next generation. Then, with the original
MS-RCPSP problem, Hosseinian turned to using the Dan-
delion Algorithm [11] and verified its effectiveness on the
iMOPSE dataset. In this research, Hosseinian solved the
multi-objective MS-RCPSP problem with two objectives:
makespan and execution cost.

Similar to Hosseinian, H. Davari-Ardakani [1] also stud-
ied a multi-objective variant of the MS-RCPSP problem
with an objective function including two components:
project implementation time and cost. In the proposed
problem, called MSPSP, H. Davari-Ardakani only considers
projects with the following two characteristics:

• Project implementation time is arbitrary. The project
can even be done in the evening or on weekends.

• Energy costs are enormous, equal to employee salaries.

To solve the MS-RCPSP problem in a Grid environment,
Youni and colleagues proposed a hybrid heuristic algorithm
based on a task arrangement mechanism [12]. The works of
Maghsoudlou [13] and Bibiks [14] are similar in that they
apply the Cuckoo Search algorithm to search for the optimal
schedule of multi-risk projects based on three different
evaluation objectives. Zhu et al. proposed an evolutionary
algorithm based on the multi-verse algorithm [15].

2. Solutions to Minimize Earliness and Tardiness

Mario Vanhoucke and colleagues [16] proposed the RCP-
SPWET problem, an extension of the RCPSP problem.
The goal of the RCPSPWET problem is to minimize the
total Earliness-Tardiness penalty cost. Mario Vanhoucke
uses prioritization constraints between tasks and constraints
on continuously available renewable resources. The authors
solved the RCPSPWET problem using the search tree
algorithm and branching algorithm.

Yazdan Khoshjahan [6] proposed a new problem, named
RCPSP-DET, whose goal is to minimize the net present
value of project Earliness-Tardiness penalties. The author
solves this problem through a meta-heuristic algorithm.

Maarten Otten [17] minimized the Earliness-Tardiness
cost across multiple machines for surgical scheduling. The
author has proposed a solution to minimize two factors:
temporary time and overtime of doctors and medical staff.

Saheed Akande [18] proposed three versions of the
RCPSP problem related to earliness and tardiness. The first
version of the problem deals with the total costs incurred
due to tardiness work. The second version of the problem
maximizes earliness and minimizes tardiness during project
execution. The third version of the problem minimizes the
linear objective function of earliness and tardiness. The
results obtained from the three versions of the problem
represent a measure of the degree of penalty arising from
each type of problem. In another paper, Saheed Akande
solved the multi-objective scheduling problem, including
minimum total completion time, maximum tardiness, and
earliness [19].

The general limitation of the above studies is that they
only aim to reduce the total early-late penalty cost of the
RCPSP problem; There is no solution for minimizing the
early-late penalty on the MS-RCPSP problem.

III. PROBLEM FORMULATIONS

Given a set of tasks (denoted by 𝐽𝑜𝑏) to be executed that
are related to each other in order of priority, meaning that
the child task is only allowed to start after the parent task
has been completed. Given a set of resources (denoted by
𝑅𝑒𝑠), each resource possesses different skills. To execute
task 𝐽𝑜𝑏𝑖 , resource 𝑅𝑒𝑠𝑖 must have the skills that match
𝐽𝑜𝑏𝑖’s requirements and one skill level greater than or equal
to the skill level required by 𝐽𝑜𝑏𝑖 .

The goal of the E-RCPSP problem is to find a project
schedule that minimizes total earliness and tardiness. Earli-
ness and tardiness are defined by formulas (1) and (2), re-
spectively. E-RCPSP can be conceptually formulated based
on the following notations:

• 𝑇𝑎𝑠𝑖: set of tasks that need to be completed before the
time task 𝑖 is executed.

• 𝐹𝑖𝑠: the set of skills.
• 𝐹𝑖𝑠𝑖: the subset of skills owned by resource 𝑖, 𝐹𝑖𝑠𝑖 ⊆

𝐹𝑖𝑠.
• 𝐹𝑖𝑠𝑖: skill 𝑖.
• 𝑡𝑖𝑚 𝑗 : the time required to perform task 𝑗 .
• 𝑅𝑒𝑠: the set of resources.
• 𝑅𝑒𝑠𝑚: the set of resources that could handle task 𝑚,

𝑅𝑒𝑠𝑚 ⊆ 𝑅𝑒𝑠.
• 𝑅𝑒𝑠𝑖: resource 𝑖.
• 𝐽𝑜𝑏: the set of all resources.
• 𝐽𝑜𝑏𝑘 : the set of tasks that resource 𝑘 could handle,

𝐽𝑜𝑏𝑘 ⊆ 𝐽𝑜𝑏.
• 𝐽𝑜𝑏𝑖: task 𝑖.
• 𝑟𝑒𝑞𝑖: set of skills required to perform the task 𝑖.
• 𝑆𝑡𝑎𝑘 , 𝐶𝑙𝑜𝑘 : start time and finish time of task 𝑘 .
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• 𝑉𝑎𝑟 𝑡𝑢,𝑣: a boolean variable; it equals 1 means that task
𝑢 will be executed by resource 𝑣 at time 𝑡, it equals 0
in other cases.

• 𝑙𝑒𝑣𝑖: the level of skill 𝑖.
• 𝑔𝑒𝑛𝑖: type of skill 𝑖.
• 𝑚𝑎𝑘: makespan (execution time) of schedule.
• 𝑇𝑆𝑐: a candidate schedule.
• 𝑇𝑆𝑐𝑎𝑙𝑙: the set of candidate schedules.
• 𝑓 (𝑇𝑆𝑐): makespan (execution time) of scheduled 𝑇𝑆𝑐.
• 𝑐𝑜𝑢: number of tasks, 𝑛𝑢𝑚: number of resources.

E-RCPSP problem could be defined as follows:

𝑓 (𝑇𝑆𝑐) → 𝑚𝑖𝑛

where

𝑓 (𝑇𝑆𝑐) =
𝑛∑︁
𝑖=1
(𝑒𝑖𝐸𝑖 + 𝑡𝑖𝑇𝑖) (3)

𝑒𝑖 and 𝑡𝑖 are the penalty units for the earliness and
tardiness times of task 𝑖, respectively. 𝐸𝑖 , 𝑇𝑖 are the
earliness and the tardiness of task 𝑖, respectively.

Subject to:

𝐹𝑖𝑠𝑘 ≠ ∅ ∀𝑅𝑒𝑠𝑘 ∈ 𝑅𝑒𝑠 (4)

𝑡𝑖𝑚𝑖 ≥ 0 ∀𝐽𝑜𝑏𝑖 ∈ 𝐽𝑜𝑏 (5)

𝐶𝑙𝑜𝑖 ≥ 0 ∀𝐽𝑜𝑏𝑖 ∈ 𝐽𝑜𝑏 (6)

𝐶𝑙𝑜𝑖 ≤ 𝐶𝑙𝑜𝑘 − 𝑡𝑖𝑚𝑘 ∀𝐽𝑜𝑏𝑘 ∈ 𝐽𝑜𝑏, 𝑘 ≠ 1, 𝐽𝑜𝑏𝑖 ∈ 𝑇𝑎𝑠𝑘
(7)

∀𝐽𝑜𝑏𝑖 ∈ 𝐽𝑜𝑏𝑘 , ∃𝐹𝑖𝑠𝑞 ∈ 𝐹𝑖𝑠𝑘 : 𝑔𝑒𝑛𝐹𝑖𝑠𝑞 = 𝑔𝑒𝑛𝑟 𝑖 ,

𝑙𝑒𝑣𝐹𝑞
≥ 𝑙𝑒𝑣𝑟 𝑖

(8)

∀𝑅𝑒𝑠𝑘 ∈ 𝑅𝑒𝑠,∀𝑞 ∈ 𝑚𝑎𝑘 :
𝑛∑︁
𝑖=1

𝑉𝑎𝑟
𝑞

𝑖,𝑘
≤ 1 (9)

∀𝐽𝑜𝑏𝑖 ∈ 𝐽𝑜𝑏, ∃!𝑞 ∈ [0, 𝑚𝑎𝑘],
∃!𝑅𝑒𝑠𝑘 ∈ 𝑅𝑒𝑠 : 𝑉𝑎𝑟𝑞

𝑖,𝑘
= 1 𝑤𝑖𝑡ℎ 𝑉𝑎𝑟

𝑞

𝑖,𝑘
∈ {0, 1}

(10)

Note that:

• Formulation (4) means that every resource has at least
one skill.

• Formulation (5, 6) means that task execution time is
greater than or equal to 0.

• Formulation (7) forces the parent task to be finished
before the start time of the children’s task.

• Formulation (8) means that for every task, there is
always at least one resource that has enough skill level
to handle that task.

• Formulation (9) ensures that each resource (𝑘) can only
perform at most one task at any time (𝑞).

• Formulation (10) means that each task is assigned to
a single resource and executed only by that resource.

IV. PROPOSED ALGORITHM

1. DE algorithm for E-RCPSP problem

Differential Evolution (DE) is the information-driven
evolutionary algorithm introduced by R. Storn and K.
Price [20]. DE is the directed evolutionary algorithm that
uses mutation methods to find better solutions in the next
generation. DE has been applied effectively to solve NP-
Hard problems.

This paper proposes a DE-E which is algorithm to solve
the E-RCPSP problem, its operating steps are presented in
Figure 2 and the source codes are detailed in Algorithm 1
below.

Algorithm 1: DE-E algorithm
Data: N (size of population), numGen (number of generations)
Result: the best schedule

1 Load and valid dataset; count = 0; P = initialize(N);
2 gbest = fbest(P); /*the best individual in the population*/

3 while count < numGen do
4 for i < N do
5 𝑥𝑟1 ≠ 𝑥𝑟2 ≠ 𝑥𝑟3 ≠ 𝑥𝑖 ; /*Random different individuals*/

6 𝐹 ← 𝑟𝑎𝑛𝑑 (0, 1); /*mutation constant*/

7 𝑣𝑖 (𝑡) = 𝑥𝑟1 + 𝐹 ∗ (𝑥𝑟2 − 𝑥𝑟3 ); /*mutation*/

8 𝐼𝑟𝑎𝑛𝑑 = randi(1,tCount); /*𝐼𝑟𝑎𝑛𝑑 ensures 𝑥𝑖 ≠ 𝑣𝑖*/
9 CR ∈ [0, 1]; /*probability of crossover*/

10 for j < tCount do
11 if i = 𝐼𝑟𝑎𝑛𝑑 OR rand(0,1) <= CR then
12 𝑢𝑖, 𝑗 = 𝑣𝑖, 𝑗 ;
13 end
14 else
15 𝑢𝑖, 𝑗 = 𝑥𝑖, 𝑗 ;
16 end
17 end
18 𝑢1 = simplebound(𝑢); 𝑧 = 𝑓 (𝑢1); 𝑓 𝑥𝑖 = 𝑓 (𝑥𝑖);
19 /*select population*/

20 if fxi < z then
21 𝑃[𝑖] = 𝑢1;
22 end
23 /*update makepan*/

24 if z<makespan then
25 𝑚𝑎𝑘𝑒𝑠𝑝𝑎𝑛 = 𝑧; ;
26 CopyMPS(𝑢1);
27 end
28 if z <fitness[i] then
29 𝑓 𝑖𝑡𝑛𝑒𝑠𝑠[𝑖] = 𝑧; /*update fitness*/

30 end
31 end
32 /*update gbest*/

33 gbest = fbest(P); count = count +1;
34 end
35 return gbest;

Where, some functions are used in Algorithm 1:

𝑓 : objective function of E-RCPSP problem.

𝑓 𝑏𝑒𝑠𝑡: the function returns the best individual in the
population. 𝑡𝐶𝑜𝑢𝑛𝑡: number of tasks.

𝑠𝑖𝑚𝑝𝑙𝑒𝑏𝑜𝑢𝑛𝑑: validate current particle/individual.

𝐶𝑜𝑝𝑦𝑀𝑃𝑆: update population.

131



Các công trình nghiên cứu, phát triển và ứng dụng CNTT và Truyền thông

Begin

Initialize: p, gbest, count =0

count < 

numGen

true

Create vi is mutation of xi

false

Crossbreeding xi with vi

Get gbest;  count = count +1 End

gbest

Figure 2. DE-E algorithm for the E-RCPSP problem.

2. GA algorithm for E-RCPSP problem

Genetic algorithm (GA) is a computer science technique
that seeks to find the best solution to combination optimiza-
tion problems. GA is an evolutionary algorithm that applies
principles of evolution such as mutation, natural selection,
and crossover. This paper proposes a GA-E, which is a
GA algorithm for E-RCPSP problem, its operating steps
are presented in Figure 3. GA-E algorithm are details as
follows.

Algorithm 2: GA-E algorithm
Data: N (size of population), numGen (number of generations)
Result: the best schedule

1 Load and valid dataset;
2 count = 0; p = initialize(N); gbest = fbest(p);
3 while count < numGen do
4 initialize(fitness);
5 /*Evaluate fitness*/

6 for i < N do
7 fitness[i] = f(p[i]);
8 if finess[i]<makespan then
9 makespan = fitness[i]; CopyMPS(p[i]);

10 end
11 end
12 /*select population*/

13 for i < N do
14 ichon1 = rand(1,N); ichon2 = rand(1,N);
15 if fitness[ichon1] > fitness[ichon2] then
16 Pselect [i] = p[ichon1];
17 end
18 else
19 Pselect [i] = p[ichon2];
20 end
21 end
22 /* Crossover */

23 Crossbreeding of randomly selected individuals;
24 /*mutation*/

25 muta = 0.1*rand(0,1); /*mutation probability*/

26 Create mutation with mutation probability “muta”
and get Pselect;

27 p = Pselect; count = count+1;
28 end
29 return fbest(p);

Some functions are used in algorithm 2:

𝑓 : objective function of E-RCPSP problem.

𝑓 𝑏𝑒𝑠𝑡: the function returns the best individual in the
population.

𝐶𝑜𝑝𝑦𝑀𝑃𝑆: update population.

Begin

End

count < 

numGen

Initialize: p, gbest, count =0

true
Calculating fitness

false

Selected 2 individuals from population

Crossover from selection individuals

Mutate from selection individuals 

p = P_select; count = count +1

fbest(p)

Figure 3. Proposed GA-E algorithm for E-RCPSP problem

V. PERFORMANCE EVALUATION

1. Experimental settings

To verify the performance of the proposed algorithms,
experiments are conducted on C# Visual Studio 2022,
processor Core i5 2.4GHz, RAM 6GB, OS Windows 11.

Experiments were conducted iMOPSE dataset [2]. As
detailed in Table I, iMOPSE’s data is stored in the file
.def, which includes the following information fields:

- Number of the project’s tasks and resources.

- Priority relationship between tasks.

- The number of relationships between tasks.

- Number of skills owned by resources.

- The subset of skills owned by each resource.

2. Experimental Results

To find the optimal schedule for the E-RCPSP problem,
this article proposes two algorithms DE-E and GA-E.
Experiments were conducted to evaluate the performance
of the proposed algorithms. The experimental results of
the two algorithms are described in Table II and Table III,
respectively, in which column E represents the earliness
value, column T represents the tardiness value and column
ET represents the value of the objective function, all of
these values are in seconds.

Figure 4 shows the experimental results of the GA-E
algorithms with the number of generations being 1000,
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Table I
IMOPSE DATASET

No. Dataset Name Tasks Resources Precedence Relations Skills
1 iM1 100_5_22_15 100 5 22 15
2 iM2 100_5_46_15 100 5 46 15
3 iM3 100_5_48_9 100 5 48 9
4 iM4 100_5_64_15 100 5 64 15
5 iM5 100_5_64_9 100 5 64 9

Table II
EXPERIMENTAL RESULTS OF THE GA-E ALGORITHM

Dataset 1000 generations 3000 generations 5000 generations
E(s) T(s) ET(s) E(s) T(s) ET(s) E(s) T(s) ET(s)

iM1 4148 3607 7755 5992 3210 9202 6501 2203 8704
iM2 3547 1936 5483 4850 1017 5867 3113 2359 5472
iM3 2543 2332 4875 2219 2731 4950 3711 1236 4947
iM4 2889 1836 4725 1197 2892 4089 2642 1304 3946
iM5 1052 1950 3002 1363 1479 2842 1102 1408 2510

Table III
EXPERIMENTAL RESULTS OF THE DE-E ALGORITHM

Dataset 1000 generations 3000 generations 5000 generations
E(s) T(s) ET(s) E(s) T(s) ET(s) E(s) T(s) ET(s)

iM1 459 513 972 530 114 644 908 797 1705
iM2 860 1058 1918 1965 378 2343 539 541 1080
iM3 1548 1030 2578 1358 1153 2511 1151 757 1908
iM4 1594 1497 3091 557 504 1061 575 1221 1796
iM5 2663 1808 4471 2665 1777 4442 2681 1732 4413

3000, and 5000. Figure 5 shows the experimental results
of DE-E with the corresponding number of generations.
Through this comparison, it can be seen that the GA-E
algorithm is more effective when performed on datasets
that have a high number of precedence relations and a small
number of skill levels. In other words, for the same number
of tasks and resources, on a dataset with a higher number
of precedence relations and a lower number of skill levels,
the GA-E algorithm finds better results than DE-E.

Figure 4. The efficiency of the GA-E algorithm

Figure 5 depicts that the DE-E algorithm is more effec-
tive when the dataset has a small number of precedence
relations and a large number of skill levels. That is, with

the same number of tasks and resources, on a dataset with a
smaller number of precedence relations and a larger number
of skill levels, the results of the DE-E algorithm are better
than the GA-E.

Figure 5. The efficiency of the DE algorithm

Experimental results with different numbers of genera-
tions (1000, 3000, 5000) show that the results of the DE-E
algorithm are better than GA-E when performed on the
iM1, iM2, iM3, and iM4 datasets. In contrast, the GA-
E algorithm outperforms DE-E on the remaining datasets.
A comparison of experimental results of GA-E and DE-E
algorithms with 1000 generations is depicted in Figure 6:
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• With the iM1 dataset, the ET value of DE-E is only
12.53% of the GA-E.

• With the iM2, iM3, iM4, iM5 dataset, the ET value of
DE-E is 34.98%, 52.88%, 65.42%, and 148.93% of GA-E,
respectively.

Figure 6. The effectiveness of GA-E and DE-E when experiment-
ing with 1000 generations

A comparison of experimental results of GA-E and DE-
E algorithms with 3000 and 5000 generations is depicted
in Figure 7 and Figure 8, respectively.

Figure 7. The effectiveness of GA-E and DE-E when experiment-
ing with 3000 generations

A comparison of experimental results of GA-E and DE-
E algorithms with 3000 generations is depicted in Figure
7:

• With the iM1 dataset, the ET value of DE-E is only
7.00% of the GA-E.

• With the iM2, iM3, iM4, iM5 dataset, the ET value of
DE-E is 39.94%, 50.73%, 25.95%, and 156.30% of GA-E,
respectively.

A comparison of experimental results of GA-E and DE-
E algorithms with 5000 generations is depicted in Figure
8:

• With the iM1 dataset, the ET value of DE-E is only
19.59% of the GA-E.

Figure 8. The effectiveness of GA-E and DE-E when experiment-
ing with 5000 generations

• With the iM2, iM3, iM4, iM5 dataset, the ET value of
DE-E is 19.74%, 38.57%, 45.51%, and 175.82% of GA-E,
respectively.

VI. CONCLUSION AND FUTURE WORK

Earliness and tardiness are very important factors that
allow evaluation of the effectiveness of schedules. In the
family of scheduling problems, the MS-RCPSP problem
has many practical applications, so it attracts the attention
of many researchers. However, the application of earliness
and tardiness to the MS-RCPSP problem has never been
mentioned in previous studies.

This research has built the foundation for project schedul-
ing so that the execution of tasks matches or does not
deviate much from the scheduled deadline. We proposed
a new problem called E-RCPSP and officially stated its
mathematical model. Two evolutionary algorithms based on
GA and DE have been built to find the optimal schedule
for the proposed problem. Experimental results show that
among the two proposed algorithms, each has its own
advantages, meaning that no algorithm outperforms the
other on all datasets.

In the future, the authors hope to find a comprehensive
solution capable of finding the optimal schedule in all cases.
To achieve that goal, we plan to apply deep reinforcement
learning (DRL) to help the proposed algorithm learn from
the knowledge of previous generations to make correct
decisions for the next generations.
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Abstract: This study explored the application of Microsoft’s Phi-3 model to legal document understanding. We fine-
tuned Phi-3-mini-4k-instruct, a compact yet powerful language model, on CaseHOLD’s 53,000+ multiple-choice questions
designed to test legal case holding identification. Employing Low-Rank Adaptation (LoRA) and Quantized Low-Rank
Adaptation (QLoRA) techniques, we optimized the fine-tuning process for efficiency. Our results demonstrated that
the fine-tuned Phi-3-mini-4k-instruct model achieved an F1 score of 76.89, surpassing previous state-of-the-art models
in legal document understanding. This performance was achieved with only 6000 training steps, highlighting Phi-3’s
rapid adaptability to domain specific tasks. The base Phi-3 model, without fine-tuning, achieved an F1 score of 64.89,
outperforming some specialized legal models. Our findings underscored the potential of compact language models like
Phi-3 in specialized domains when properly fine-tuned, offering a balance between model size, training efficiency, and
performance. This research contributes to the growing body of work on adapting large language models to specific domains,
particularly in the legal field.

Keywords: Phi-3, CaseHold, fine-tuning, QLoRA, supervised fine-tuning

Tiêu đề: Phi-3 với Luật pháp: Tinh chỉnh mô hình ngôn ngữ nhỏ trong việc hiểu văn bản luật
Tóm tắt: Nghiên cứu này khám phá ứng dụng mô hình Phi-3 của Microsoft vào việc hiểu văn bản pháp lý. Chúng tôi đã tinh

chỉnh Phi-3-mini-4k-instruct, một mô hình ngôn ngữ nhỏ gọn nhưng mạnh mẽ, trên hơn 53.000 câu hỏi trắc nghiệm
của CaseHOLD được thiết kế để kiểm tra khả năng nhận dạng vụ án pháp lý. Sử dụng các kỹ thuật thích ứng bậc thấp
(LoRA) và thích ứng bậc thấp lượng tử (QLoRA), chúng tôi đã tối ưu hóa quy trình tinh chỉnh để đạt hiệu quả. Kết
quả của chúng tôi cho thấy mô hình Phi-3-mini-4k-instruct tinh chỉnh đạt điểm F1 là 76,89, vượt qua các mô hình tiên
tiến trước đây về khả năng hiểu văn bản pháp lý. Hiệu suất này đạt được chỉ với 6000 bước đào tạo, làm nổi bật khả
năng thích ứng nhanh chóng của Phi-3 với các tác vụ cụ thể theo miền. Mô hình Phi-3-mini-4k-instruct cơ bản, không
cần tinh chỉnh, đã đạt điểm F1 là 64,89, vượt trội hơn một số mô hình pháp lý chuyên biệt. Kết quả thực nghiệm của
chúng tôi nhấn mạnh tiềm năng của các mô hình ngôn ngữ nhỏ gọn như Phi-3 trong các miền chuyên biệt khi được
tinh chỉnh đúng cách, mang lại sự cân bằng giữa quy mô mô hình, hiệu quả đào tạo và hiệu suất. Nghiên cứu này góp
phần vào khối lượng công việc ngày càng tăng về việc điều chỉnh các mô hình ngôn ngữ lớn cho các miền cụ thể, đặc
biệt là trong lĩnh vực pháp lý.

Từ khóa: Phi-3, CaseHold, fine-tuning, QLoRA, supervised fine-tuning

I. INTRODUCTION

Understanding legal documents is important in today’s
judicial and regulatory climate [1]. A legal document is any
text that has legal significance or is used in a legal context
to communicate rights, responsibilities, or procedures [2].
Legal practitioners, politicians, and researchers increasingly
rely on digital texts, making it critical to comprehend
legal papers swiftly and accurately. However, the language

used in these documents is often characterized by special-
ized vocabulary, complex sentence structures and formal.
Statutes, case law, contracts, and regulatory filings are well-
known examples for their complex structure, specialized
terminology, and sophisticated logic. Moreover, accurately
interpreting legal language requires not only linguistic
proficiency but also an understanding of legal principles,
rules of interpretation and precedent. Thus, understanding
legal documents is a challenging task for both human and
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machines to correctly comprehend [3–5].
Numerous studies were conducted to address the chal-

lenges of understanding legal documents using various
approaches. For example, pioneer techniques relied on
rule-based systems [6–8], which were accurate but time-
consuming and difficult to scale. More recent advances
used machine learning techniques, namely as pre-trained
language models, to automate and improve the compre-
hension of legal documents. These pre-trained models,
including K-BERT [9], Lawformer [10], JuriBert [11],
jurBert [12], Paraformer [13], XLM-RoBERTa [14] and
their derivatives, although exhibited promising performance
in the legal domain, they all shared the same challenge
as lack of understanding of natural language due to being
trained on small datasets. This problem could be alleviated
by utilizing large language models (e.g., Llama, GPT).
However, these oversized models are primarily accessi-
ble to big tech companies (e.g., Google and Microsoft)
where computational resources are available, making it
challenging for researchers to conduct experiments [15].
This issue is not limited to the legal domain but extends
to other similar research settings [16]. Therefore, there is a
strong need for a mid-to-mini-sized pre-trained model that
can effectively balance natural language understanding and
model size [16, 17], particularly when specialized in the
legal documents domain.

In response to this need, Microsoft recently released Phi-
3 [18] on March 22, 2024, as pre-trained mid-to-mini-sized
models. However, to the best of our knowledge, there is
no evidence demonstrating the performance of Phi-3 in
the legal document domain. Therefore, the purpose of this
research is to address this gap by conducting an experiment
to evaluate the efficacy of Phi-3 on legal documents.

To meet that objective, we fine-tuned Phi-3-mini-4k with
the CaseHOLD [19] dataset, a benchmark intended exclu-
sively for assessing legal document understanding. Figure 1
presents overview of process in this study. Our goal is to
experiment Phi-3-mini-4k-instruct and evaluate its potential
for comprehending and processing legal texts. This study
intends to add to the body of knowledge in legal Natural
Language Processing (NLP) by giving empirical evidence
on the performance of a mini size pre-trained model, thus
opening the way for more efficient and accessible legal
document analysis applications.

II. MATERIALS AND METHODS

1. The base model

In our study, we used Phi-3 (introduced by Microsoft
on March 22, 2024) as the base model for the fine-tuning
task [18]. Compared to many state-of-the-art models, Phi-
3 is notable for its high-quality parameters and size. The

Figure 1. Overview of process in this study

term "high-quality parameters" refers to high-quality data
curation, extensive post-training, and reinforcement learn-
ing from human feedback (RLHF). Although the number
of parameters is relatively small compared to other large
language models, evidence [18] shows that Phi-3’s perfor-
mance surpasses that of larger models (e.g., Mixtral 8x7B
and GPT-3.5). There is currently no standardized definition
for terms like "mini" or "small" models in the literature.
However, in the field of AI or as in our study, models can
be classified based on the number of parameters: "tiny"
refers to models with fewer than 1 billion parameters,
"mini" ranges from 1 to 5 billion parameters, and "small"
covers models with 5 to 10 billion parameters, following
the terminology used by Microsoft. Phi-3 was released in
several versions including Mini (3.8B parameters), Small
(7B parameters), Medium (14B parameters) and Vision
(4.2B parameters). In this study, we chose Phi-3-mini-
4k-instruct model from the Phi-3 family due to several
compelling factors. First, despite its compact size, Phi-3-
mini-4k-instruct has demonstrated impressive performance
comparable to significantly larger models, suggesting strong
language understanding capabilities. This balance of size
and performance is particularly attractive for resource-
constrained settings. Second, Phi-3’s training methodology
aligns well with the requirements of legal document analy-
sis, where accurate and nuanced language understanding
is paramount. We hypothesize that these characteristics
would translate well to the legal domain, making Phi-3-
mini-4k-instruct a strong candidate for fine-tuning on the
CaseHOLD dataset.

2. CaseHold Dataset

The CaseHOLD dataset serves as a benchmark for eval-
uating legal document under-standing in the U.S. legal
domain. It comprises over 53,000 multiple-choice questions
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Table I
EXAMPLE OF CASEHOLD DATA ITEM

Citing_prompt
CURIAM. Affirmed. See Adams v. State, 76 So.3d
367 (Fla. 3d DCA 2011) (<HOLDING>); accord
Little v. State, 77 So.3d 722 (Fla. 3d

Holding_0 holding that section 89313 as amended by section
893101 florida statutes 2002 is constitutional

Holding_1

holding that the legislature amended section
8120142d florida statutes now renumbered as section
8120143c in 1992 to omit habitual offender penalties
for the crime of felony petit theft

Holding_2 recognizing that the 1992 amendment to section
8930216 florida statutes changed the law

Holding_3
holding florida sexual predators act section 77521
florida statutes 2000 to be unconstitutional as vio-
lating procedural due process

Holding_4 holding that arbitration is not a civil action as that
term is used in section 76873 florida statutes 1991

Label 0

designed to identify the relevant holding of a cited case.
Each question presents a citing context from a judicial
decision as the prompt (named "Citing_prompt"), five
answer choices derived from holding statements within
legal citations (named "holding_[0-4]") and an indicator for
correct answer (named “label”). Table I shows an example
of CaseHold data item. The correct answer corresponds to
the citing text, while the four incorrect options are selected
based on their similarity, making the task challenging.
Constructed from the Harvard Law Library case law corpus,
this dataset offers a robust framework for fine-tuning and
evaluating advanced language models. The precision in
extracting holding statements and the strategic selection
of distractors highlight its value in advancing legal AI
research.

3. Experimental setup

a) Data preprocessing

The CaseHOLD dataset, comprising fields like Cit-
ing_prompt, five holdings, and a label, required careful
preprocessing to align with Phi-3’s fine-tuning instructions.
Our first step involved creating a function to structure
the data into a conversational format, integrating all fields
effectively. This structured data was then passed to the
Phi-3 tokenizer’s apply_chat_template function, adhering
to the "<|user|>Question<|end|><|assistant|>Answer<|end|>"
format for training, example of chat format is shown in
Table II. During evaluation, we adjusted the process by
sending only the Citing_prompt and the holdings, omitting
the label to allow the model to predict the correct answer.
The instruction for apply_chat_template in this phase was
simplified to "<|user|>Question<|end|><|assistant|>", facil-

Table II
EXAMPLE CHAT FORMAT FOR TRAINING

<s><|user|> Choose the best option to fill <HOLDING> based on
this context, answer only with the number of option(for example:
0): CURIAM. Affirmed. See Adams v. State, 76 So.3d 367 (Fla. 3d
DCA 2011) (<HOLDING>); ac-cord Little v. State, 77 So.3d 722
(Fla. 3d Options to choose: 0. holding that section 89313 as amended
by section 893101 florida statutes 2002 is constitutional 1. holding
that the legislature amended section 8120142d florida statutes now
renumbered as section 8120143c in 1992 to omit habitual offender
penalties for the crime of felony petit theft 2. recognizing that the
1992 amendment to section 8930216 florida statutes changed the law
3. holding florida sexual predators act section 77521 florida statutes
2000 to be unconstitutional as violating procedural due process 4.
holding that arbitration is not a civil action as that term is used in
section 76873 florida statutes 1991 <|end|><|assistant|> 0 <|end|>

itating an accurate assessment of the model’s predictive
capabilities in a realistic legal question-answering context.

b) LoRA

There are various fine-tuning approaches in the literature,
ranging from full fine-tuning to partial fine-tuning [20].
Among these, Low-Rank Adaptation (LoRA) [20] is an
innovative fine-tuning technique widely adopted by the
AI community. Compared to other techniques that are
resource-intensive and introduce latency, LoRA addresses
these issues by training only the "intrinsic dimension" and
then updating the original weights accordingly. Mathemat-
ically, LoRA could be expressed as follows [20]:

𝑊 = 𝑊0 + Δ𝑊 = 𝑊0 + 𝐵𝐴

𝐵 ∈ R𝑑×𝑟 , 𝐴 ∈ R𝑟×𝑘

Where:

• 𝑊 is the updated weight matrix.
• 𝑊0 is the original pre-trained weight matrix.
• Δ𝑊 is the low-rank update applied to the original

weights.
• 𝐵 and 𝐴 are low-rank matrices.
• 𝑟 is the rank, a much smaller dimension than 𝑑 or 𝑘 .

The true value of LoRA lies in training matrix 𝐴 and
𝐵 instead of full training the original pretrained weight
𝑊0. As such, LoRA significantly reduces the computational
resources (i.e., training on low-rank matrices) required for
fine-tuning while maintaining performance (i.e., through
𝑊). This approach enables efficient adaptation allowing
researchers to explore specialized applications such as legal
document understanding without the need for extensive
hardware resources. In our experiment, B and A are low-
rank matrices with a rank (𝑟) of 16, which means the
updates only happen in a smaller 16-dimensional space.
We applied an alpha value of 16, which scales the updates
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to ensure they have a noticeable effect on the model’s per-
formance. To prevent the model from overfitting, we used
dropout with a rate of 0.05 (5%), meaning a small portion
of updates was randomly ignored during training to help the
model generalize better. The LoRA updates were applied
to key parts of the model, including the attention mech-
anism (key (k_proj), query (q_proj), value (v_proj), and
output (o_proj) projections) and the feed-forward networks
(gate (’gate_proj’), down (down_proj), and up (up_proj)
projections). This setup balances adaptation capacity with
parameter efficiency, allowing for effective fine-tuning of
the Phi-3-mini-4k-instruct model on the CaseHOLD legal
dataset.

c) QLoRA

To speed up the training process, we utilized Quan-
tized Low-Rank Adaptation (QLoRA) technique [21]. The
basic idea of QLoRA is to reduce the precision of the
model’s parameters (weights) by converting them from
high precision (e.g., 32-bit floating point) to a lower
precision format (e.g., 8-bit or even lower). As such,
it reduces the memory required to store the model and
speeds up computation. In our study, we set the model
to implement 4-bit quantization (load_in_4bit=True) with
the "nf4" quantization type, balancing compression and
accuracy. We set the compute dtype to bfloat16 for im-
proved training stability and employed double quantiza-
tion (bnb_4bit_use_double_quant=True) to further optimize
memory usage. This setup allowed us to leverage the full
potential of Phi-3 while minimizing resource requirements.

d) Supervised fine-tuning

Supervised fine-tuning (SFT) was originally proposed by
Ouyang et al. [22]. It is an important stage in aligning
LLMs that involves training them on a supervised dataset
of high-quality outputs. This procedure involves fine-tuning
the model with a next token prediction aim, similar to pre-
training, but with a focus on simulating desired behaviors.
SFT is computationally efficient and improves the model’s
performance in terms of instruction compliance, coherence,
and accuracy. Given our limited computational resources
and the supervised nature of the CaseHOLD dataset, we
determined that SFT is particularly well-suited for our
study. Accordingly, we employed supervised fine-tuning
using an easy-to-use API of Hugging Face, named Super-
vised Fine-tuning Trainer (SFTTrainer). This API facilitated
the creation of our SFT model, optimizing the use of our
available resources.

e) Training hyperparameters

In fine-tuning Phi-3-mini-4k-instruct on the CaseHOLD
dataset, we carefully selected a set of hyper parameters
to optimize the model’s performance in legal document

understanding. We employed a relatively low learning rate
of 0.0001 to ensure stable training, coupled with small
batch sizes to accommodate the model’s size and memory
constraints. The Adam optimizer was used with standard
beta values, while a linear learning rate scheduler with
a 10% warm-up ratio helped manage the learning rate
throughout training. We ran the fine-tuning process for 6000
steps, balancing between sufficient learning and avoiding
over-fitting.

f) Computational Resources and Training Environment

The fine-tuning process was conducted using an NVIDIA
RTX 3060 GPU with 12GB of VRAM, an Intel Core i7
12700F CPU, and 32GB of RAM. The training spanned
32 hours. The software environment included PEFT ver-
sion 0.11.1, Transformers version 4.41.2, Pytorch version
2.3.0+cu121, Datasets version 2.19.1, and Tokenizers ver-
sion 0.19.1. These configurations ensured efficient process-
ing and optimal model performance.

g) Evaluation metrics

Fig. 2 showcase the process to evaluate a model’s re-
sponse, we considered three possible answer formats: (C1)
a single digit indicating the correct answer position (e.g.,
‘1’), (C2) the exact text of the correct answer (e.g., ‘correct
answer’) and (C3) the correct answer preceded by ‘1.’
(e.g., ‘1. correct answer’). For the first type, evaluation is
straightforward with a direct comparison to the label field.
However, for the second and third formats, we employed
the ROUGE metrics to account for potential variations in
text representation.

The ROUGE (Recall-Oriented Understudy for Gisting
Evaluation) metrics offer a flexible means of compar-
ing textual data based on overlapping units such as n-
grams and longest common subsequences. Specifically, we
used ROUGE-1, which calculates the overlap of unigrams
(single words), ROUGE-2, which assesses the overlap
of bigrams (two consecutive words), ROUGE-L, which
measures the longest common subsequence between two
texts, and ROUGE-Lsum, which is a variant tailored for
summarization tasks by comparing sequences across the
entire text.

Using ROUGE allows us to capture partial matches
between the predicted answer and the ground truth, accom-
modating slight variations in phrasing or formatting, which
may not affect the correctness of the answer. For example,
the ground truth might contain two spaces between words
due to mistyping (e.g., correct answer), while the model
produces a response with only one space (correct answer).
In such cases, a strict text-to-text comparison would incor-
rectly mark the answer as wrong, even though the content
is identical. The ROUGE metric, however, evaluates the
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Figure 2. Process to evaluate a model’s response

level of overlap between the prediction and ground truth,
thereby handling such minor formatting inconsistencies and
ensuring that the model is not penalized for trivial errors.

An answer is considered correct if all four ROUGE
scores ROUGE-1, ROUGE-2, ROUGE-L, and ROUGE-
Lsum each yield a perfect score of 1.0. Since each ROUGE
metric outputs a value between 0 and 1, a perfect match
across all metrics results in a total sum of 4.0. This strict
criterion ensures that the model’s response matches the
ground truth exactly in terms of content, while still being
robust to insignificant formatting differences like extra
spaces or punctuation variations.

Finally, the model’s overall performance was measured
using the F1 score. By using the F1 score in the final step,
we compared the performance between the Phi-3 models
(fine-tuned and not fine-tuned) in this study and other
models from Zheng’s [19] and Chalkidis’s [23] results,
which also used the CaseHOLD dataset. This comparison
provided a comprehensive measure of the model’s accuracy
and effectiveness.

III. RESULTS AND DISCUSSION

The results of our study, along with the comparative
results from Zheng et al. [19] and Chalkidis et al. [23],
are summarized in Table III. The base Phi-3-mini-4k-
instruct model, with 3.8 billion parameters, achieved an F1
score of 66.84 without any fine-tuning. This performance is
notably higher than the standard BERT model from [19]’s
results (61.30) and even the BERT (double) model with
twice the training steps (62.30). However, it falls short
when compared to more specialized legal models such as
Legal-BERT and Custom Legal-BERT, which achieved F1

Table III
EXPERIMENTS’S RESULTS

Model Params Training
steps

Vocab
size

F1
score

Zheng et al’s result[19]

BERT 110M 1M 30K 61.30
BERT (double) 110M 2M 30K 62.30
Legal-BERT 110M 2M 30K 68.00
Custom Legal-BERT 110M 2M 32K 69.50

Chalkidis et al’s result[23]

BERT 110M 1M 32K 70.80
RoBERTa 125M 100K 50K 71.40
DeBERTa 139M 1M 50K 72.60
Longformer 149M 65K 50K 71.90
Bigbird 127M 1M 32K 70.80
Legal-BERT 110M 1M 32K 75.30
CaseLaw-BERT 110M 2M 32K 75.40

Our result
Phi-3 mini 4K (base) 3.8B - 32K 66.84
Fine-tuned Phi-3 mini 4K 3.8B 6K 32K 75.76

scores of 68.00 and 69.50, respectively. This is indicative
of the base model’s general-purpose capabilities, which,
without fine-tuning, do not fully leverage the domain-
specific nuances required for optimal performance in le-
gal document understanding. Upon fine-tuning with 6,000
training steps, the Phi-3-mini-4k-instruct’s performance sig-
nificantly improved, achieving an F1 score of 75.76. This
result surpasses all models in [19] and [23] results, includ-
ing Legal-BERT (75.30) and CaseLaw-BERT (75.40). This
improvement highlights the effectiveness of fine-tuning in
enhancing the model’s understanding of legal documents
and underscores the importance of domain-specific fine-
tuning.

A comparative analysis of parameter efficiency and
training steps reveals that the base Phi-3-mini-4k-instruct
model, with its 3.8 billion parameters, is significantly larger
than the models used by [19] and [23], which typically
have around 110M to 149M parameters. Despite the larger
parameter size, the base model’s performance was initially
modest, highlighting the necessity of fine-tuning. Fine-
tuning with only 6,000 training steps, compared to the
millions of steps used by other models, demonstrates the
efficiency and rapid adaptability of Phi-3-mini-4k-instruct
in acquiring domain-specific knowledge. Several key points
emerge from our analysis: the scalability and fine-tuning
potential of the Phi-3-mini-4k-instruct model, driven by
its large parameter count, enable it to capture complex
dependencies and patterns within the data. The dramatic
performance improvement post-fine-tuning indicates that
while the base model is competent, its true potential is
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realized when it is adapted to specific domains through
fine-tuning.

An interesting observation emerges when analyzing the
impact of vocabulary size across the different studies.
Results [19] demonstrated a marginal improvement in F1
score for Legal-BERT when increasing the vocabulary size
by 2,000 tokens (from 30K to 32K). However, a similar
vocabulary increase for the BERT model in [23] resulted
in a substantial performance boost (from 61.3 to 70.8
F1 score). This discrepancy suggests that vocabulary size
alone does not dictate performance gains and its impact
is likely intertwined with other factors such as training
data, model architecture, and fine-tuning methodologies.
This observation raises the question of whether a larger
vocabulary size, for instance, 50K for Phi-3, could further
enhance its performance. Further investigation is needed
to disentangle the interplay between vocabulary size and
other model parameters for optimizing legal document
understanding.

While our findings are encouraging, this study has lim-
itations. Firstly, both the CaseHOLD dataset and the Phi-3
model are English-centric, restricting the generalizability
of our conclusions. Future work should explore multilin-
gual legal datasets and models to address this constraint.
Secondly, our evaluation focused solely on multiple choice
question answering using CaseHOLD. Investigating Phi-
3’s capabilities on diverse legal tasks and datasets, such
as LexGlue, COLIEE or CAIL, would provide a more
comprehensive assessment of its strengths and weaknesses.
Finally, our focus remained on zero-shot performance and
a single model architecture. Exploring few-shot prompting
techniques and evaluating other promising open-source
models, like LLaMa-3.1 or Gemma 2, could reveal further
performance gains and provide valuable insights into the
optimal model and training paradigm for legal document
understanding.

IV. CONCLUSION

Our study demonstrated the effectiveness of fine-tuning
Phi-3-mini-4k-instruct for legal document understanding.
The model’s performance improvement from an F1 score of
66.84 to 75.76 after fine-tuning highlights its adaptability
and potential in specialized domains. This research show-
cases the capabilities of compact yet powerful language
models in tackling complex tasks such as legal text anal-
ysis. While our study demonstrated the efficacy of Phi-
3-mini-4k-instruct in legal document understanding, sev-
eral promising avenues for future research emerge. Firstly,
exploring the impact of a larger vocabulary size on Phi-
3’s performance could reveal further optimization potential.
Secondly, expanding the evaluation to encompass diverse

legal tasks and datasets, such as those within LexGLUE,
COLIEE, or CAIL, would provide a more holistic view of
the model’s capabilities and generalizability across different
legal domains. Thirdly, investigating the effectiveness of
few-shot prompting techniques with Phi-3 could uncover
new avenues for performance enhancement in resource-
constrained scenarios. Lastly, benchmarking against other
cutting edge open-source models, including LLaMa-3.1 and
Gemma2, would contribute valuable insights into the com-
parative strengths and weaknesses of different architectures
and pre-training paradigms for legal NLP applications.
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Abstract: The Internet of Things (IoT) is widely applied in agriculture and industry. This article proposes a 3-dimensional
temperature monitoring model for cold storage, enhancing the ability to observe and detect abnormal temperature changes
within the storage. Using real-time temperature acquisition and applying trilinear interpolation techniques, this model
determines temperatures at all locations in the storage. It accepts temperature values and sensor locations, appropriately
segmenting the cold storage space to apply trilinear interpolation and determine the temperature value at every location
in the storage. The model was tested based on different number of sensors and different sensor locations. Based on that,
we provide an optimal solution for the number of sensors needed for cold storage.

Keywords: Iot, cold storage, temperature, trilinear interpolation, monitor.

Tiêu đề: Giám sát nhiệt độ kho lạnh bằng phương pháp nội suy ba chiều
Tóm tắt: Internet vạn vật (IoT) được ứng dụng rộng rãi trong nông nghiệp và công nghiệp. Bài báo này đề xuất một mô hình

giám sát nhiệt độ ba chiều cho kho lạnh, tăng cường khả năng quan sát và phát hiện những thay đổi nhiệt độ bất
thường trong kho. Sử dụng việc thu thập nhiệt độ theo thời gian thực và áp dụng các kỹ thuật nội suy tam tuyến, mô
hình này xác định nhiệt độ tại tất cả các vị trí trong kho. Nó chấp nhận các giá trị nhiệt độ và vị trí cảm biến, phân
đoạn không gian kho lạnh một cách thích hợp để áp dụng nội suy ba tuyến tính và xác định giá trị nhiệt độ tại mọi vị
trí trong kho. Mô hình đã được thử nghiệm dựa trên số lượng cảm biến khác nhau và các vị trí cảm biến khác nhau.
Dựa trên đó, chúng tôi cung cấp một giải pháp tối ưu cho số lượng cảm biến cần thiết cho kho lạnh.

Từ khóa: Iot, cold storage, temperature, trilinear interpolation, monitor.

I. INTRODUCTION

IoT applications are widely applied in agriculture and
industry [1]. This article focuses on improving IoT usage
in cold storage temperature management. Specifically, using
temperature sensors in cold storage allows managers to
monitor real-time temperature changes, providing timely
solutions to ensure product quality is maintained optimally.

However, applying temperature sensors in cold storage
has limitations. These include managing the number of
sensors, sensor installation locations, and accuracy when
analyzing data. One significant challenge is determining the
optimal number of sensors to ensure effective monitoring
while minimizing costs. Sensor installation locations sig-
nificantly impact monitoring efficacy, and the accuracy of
temperature data is a concern when sensors cannot cover
all required locations.

To address these issues, we propose a model that calcu-
lates all temperature values within the cold storage and dis-

plays a 3-dimensional (3D) simulation of these values on a
web platform, called Cold Storage Temperature Simulation
with Trilinear Interpolation. The goal is to support visual
monitoring and plan appropriate sensor installations for
maximum efficiency and cost savings. The model calculates
temperature values at all locations within the cold storage
using trilinear interpolation, even in areas without sensors.
It relies on three factors: storage size for sensor location es-
timation, sensor placement for determining storage division
before temperature calculation, and real-time temperature
values from sensors installed within the storage.

The content of this paper is arranged into six main
parts. The first section is the introduction, which provides
a general presentation of the contents of the study. The
second section is the related work that presents previous
studies in the same field. The third section is the proposed
model that provides a detailed description of the research
problem-solving method. The fourth section is the exper-
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iment that provides detailed test scenarios based on the
proposed model. The fifth section is the conclusion, which
summarizes the problems the study has solved and future
development directions. The final section is the references
that provide annotate the documents used for reference in
the study.

II. RELATED WORK

1. Trilinear Interpolation

Trilinear interpolation is a 3D extension of linear and
bilinear interpolation. It estimates values within a cube by
performing linear interpolation along each axis based on
the values at the cube’s eight corners.

Figure 1. The 3-dimensional space used for interpolation

The Trilinear interpolation function gives results at any
point (x, y, z) according to formula (1):

𝑓 (𝑥, 𝑦, 𝑧) = 𝑎0 + 𝑎1𝑥 + 𝑎2𝑦 + 𝑎3𝑧 + 𝑎4𝑥𝑦 + 𝑎5𝑥𝑧 + 𝑎6𝑦𝑧 + 𝑎7𝑥𝑦𝑧 (1)

The values at the vertices are usually known, so we need
to compute the coefficients {𝑎0, 𝑎1, 𝑎2, ..., 𝑎7}. These
coefficients are then used in the interpolation function’s
linear equation.



1 𝑥0 𝑦0 𝑧0 𝑥0𝑦0 𝑥0𝑧0 𝑦0𝑧0 𝑥0𝑦0𝑧0
1 𝑥1 𝑦0 𝑧0 𝑥1𝑦0 𝑥1𝑧0 𝑦1𝑧0 𝑥1𝑦0𝑧0
1 𝑥0 𝑦1 𝑧0 𝑥0𝑦1 𝑥0𝑧1 𝑦0𝑧1 𝑥0𝑦1𝑧0
1 𝑥1 𝑦1 𝑧0 𝑥1𝑦1 𝑥1𝑧1 𝑦1𝑧1 𝑥1𝑦1𝑧0
1 𝑥0 𝑦0 𝑧1 𝑥0𝑦0 𝑥0𝑧0 𝑦0𝑧0 𝑥0𝑦0𝑧1
1 𝑥1 𝑦0 𝑧1 𝑥1𝑦0 𝑥1𝑧0 𝑦1𝑧0 𝑥1𝑦0𝑧1
1 𝑥0 𝑦1 𝑧1 𝑥0𝑦1 𝑥0𝑧1 𝑦0𝑧1 𝑥0𝑦1𝑧1
1 𝑥1 𝑦1 𝑧1 𝑥1𝑦1 𝑥1𝑧1 𝑦1𝑧1 𝑥1𝑦1𝑧1





𝑎0
𝑎1
𝑎2
𝑎3
𝑎4
𝑎5
𝑎6
𝑎7


=



𝑐000
𝑐100
𝑐010
𝑐110
𝑐001
𝑐101
𝑐011
𝑐111


(2)

Solving equation (2) we get the correlation coefficients
{a1, a2, . . . , a7} as in formula (3):

𝑎0 =
−𝑐000𝑥1𝑦1𝑧1 + 𝑐001𝑥1𝑦1𝑧0 + 𝑐010𝑥1𝑦0𝑧1 − 𝑐011𝑥1𝑦0𝑧0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)
+ 𝑐100𝑥0𝑦1𝑧1 − 𝑐101𝑥0𝑦1𝑧0 − 𝑐110𝑥0𝑦0𝑧1 + 𝑐111𝑥0𝑦0𝑧0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)

𝑎1 =
𝑐000𝑦1𝑧1 − 𝑐001𝑦1𝑧0 − 𝑐010𝑦0𝑧1 + 𝑐011𝑦0𝑧0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)
− 𝑐100𝑦1𝑧1 + 𝑐101𝑦1𝑧0 + 𝑐110𝑦0𝑧1 − 𝑐111𝑦0𝑧0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)

𝑎2 =
𝑐000𝑥1𝑧1 − 𝑐001𝑥1𝑧0 − 𝑐010𝑥1𝑧1 + 𝑐011𝑥1𝑧0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)
+ −𝑐100𝑥0𝑧1 + 𝑐101𝑥0𝑧0 + 𝑐110𝑥0𝑧1 − 𝑐111𝑥0𝑧0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)

𝑎3 =
𝑐000𝑥1𝑦1 − 𝑐001𝑥1𝑦1 − 𝑐010𝑥1𝑦0 + 𝑐011𝑥1𝑦0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)
+ −𝑐100𝑥0𝑦1 + 𝑐101𝑥0𝑦1 + 𝑐110𝑥0𝑦0 − 𝑐111𝑥0𝑧0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)

𝑎4 =
−𝑐000𝑧1 + 𝑐001𝑧0 + 𝑐010𝑧1 − 𝑐011𝑧1

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)
+ 𝑐100𝑧1 − 𝑐101𝑧0 − 𝑐110𝑧1 + 𝑐111𝑧0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)

𝑎5 =
−𝑐000𝑦1 + 𝑐001𝑦1 + 𝑐010𝑦0 − 𝑐011𝑦0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)
+ 𝑐100𝑦1 − 𝑐101𝑦1 − 𝑐110𝑦0 + 𝑐111𝑦0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)

𝑎6 =
−𝑐000𝑥1 + 𝑐001𝑥1 + 𝑐010𝑦1 − 𝑐011𝑥1

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)
+ 𝑐100𝑥0 − 𝑐101𝑥0 − 𝑐110𝑥0 + 𝑐111𝑥0

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)

𝑎7 =
𝑐000 − 𝑐001 − 𝑐010 + 𝑐011 − 𝑐100 + 𝑐101 + 𝑐110 − 𝑐111

(𝑥0 − 𝑥1) (𝑦0 − 𝑦1) (𝑧0 − 𝑧1)

(3)

In short, applying formulas (1), (2), (3), we can calculate
the entire set of coefficients {a1, a2, . . . , a7} as shown
above to determine any value inside the space of the given
rectangular box.

2. IoT-Based Cold Storage Monitoring and Control-
ling Systems

Patel et al. [2] introduced a comprehensive Smart Cold
Storage and Inventory Monitoring System that leverages
IoT technology to significantly improve the efficiency and
reliability of cold storage management. Their system inte-
grates real-time monitoring capabilities with early warning
alerts, providing complete end-to-end visibility throughout
the entire product value chain. This integration allows
for precise control of temperature and inventory levels,
which is crucial for maintaining the quality and safety

144



Tập 2024, Số 3, Tháng 12

of stored goods. However, the system’s high complexity
and substantial implementation costs may present barriers,
particularly for smaller operations with limited budgets.
Furthermore, the system’s dependence on continuous inter-
net connectivity could be a critical vulnerability in regions
experiencing unstable network access, potentially impacting
the reliability of the monitoring and control functions.

In contrast, Chen et al. [3] focused on developing an
IoT-Based Low-Cost Cold Storage Atmosphere Monitoring
and Controlling System, aiming to offer a more afford-
able solution while still providing essential monitoring
and control functions. Their system utilizes a combination
of temperature and humidity sensors, a microcontroller,
and a mobile application to deliver real-time updates and
allow for manual adjustments in cold storage environments.
This approach is designed to be cost-effective, making it
accessible for facilities with budget constraints, and helps
in maintaining optimal storage conditions for perishable
goods. However, this low-cost model may impact the sys-
tem’s overall durability and accuracy, as the sensors used
may not be as robust or precise over time compared to more
expensive alternatives. Additionally, the system’s limited
scalability could pose challenges for larger storage facilities
that require more extensive monitoring capabilities.

III. PROPOSED MODEL

This section proposes the "Cold Storage Temperature
Monitoring with Trilinear Interpolation" model (CSTM)
for calculating and monitoring temperature parameters in
cold storage using storage size, sensor locations, and real-
time sensor temperature data. To compare with the research
[2], our proposed model uses interpolation to determine
temperatures at locations without sensors, thereby reducing
the number of sensors needed and lowering costs, while
still providing necessary warnings. In addition, our research
improves upon the research [3] by demonstrating efficient
sensor placement, optimizing the number of sensors needed,
and ensuring cost savings without compromising accuracy.

1. CSTM Overview

In this study, we conduct two main stages:

Firstly, based on sensor numbers, we divide the cold stor-
age space, ensuring compliance with trilinear interpolation
techniques and using all sensor values inside the storage.
This stage outputs divided spaces within the storage.

Secondly, once the storage space is divided, we perform
trilinear interpolation to calculate temperature values at
virtual sensors, using real and virtual sensor values to
interpolate temperatures within all divided spaces. Finally,

Figure 2. Overview of CSTM

we aggregate these values to form a comprehensive tem-
perature picture of the entire storage.

Finally, we change the location and number of sensors
to create different experiments. From there, the difference
can be evaluated, and improvement methods can be drawn
to help optimize the use of sensors.

2. Simulating and Dividing

In this phase, we determine the number of sensors in the
cold storage, which is the most critical factor in dividing the
cold storage space. Fig.3 is the flowchart of the algorithm
used for dividing and saving all storage spaces.

Figure 3. The algorithm divides spaces of the storage

Based on the number of sensors, we divide into 3 cases
that need to be handled as follows:
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Case 1: There are only eight sensors at eight corners of
the cold storage, corresponding to the requirements of the
trilinear interpolation technique. In this case, we propose
to skip the space division step because the cold storage
space already meets the technical conditions and real-time
interpolation can be performed anytime the sensors update
the price new treatment.

Case 2: There are nine sensors inside the cold storage,
including eight sensors at the eight roots (vertices of a
space or the storage) of the storage and one outside of those
locations. In this case, we propose a solution reference table
based on the location of that ninth sensor (x, y, z) as follows:

Figure 4. Eight sensors at eight vertices of the storage

Table I
DIVIDING SPACE BASED ON AN ADDED SENSOR

LOCATION – THE 9TH SENSOR’S LOCATION

Situation Ox axis Oy axis Oz axis Number of separated spaces
Inside 𝑥0 < 𝑥 < 𝑥1 𝑦0 < 𝑦 < 𝑦1 𝑧0 < 𝑧 < 𝑧1 8

On face
𝑥0 = 𝑥 | | 𝑥 = 𝑥1 𝑦0 < 𝑦 < 𝑦1 𝑧0 < 𝑧 < 𝑧1

4𝑥0 < 𝑥 < 𝑥1 𝑦0 = 𝑦 | | 𝑦 = 𝑦1 𝑧0 < 𝑧 < 𝑧1
𝑥0 < 𝑥 < 𝑥1 𝑦0 < 𝑦 < 𝑦1 𝑧0 = 𝑧 | | 𝑧 = 𝑧1

On edge
𝑥0 < 𝑥 < 𝑥1 𝑦0 = 𝑦 | | 𝑦 = 𝑦1 𝑧0 = 𝑧 | | 𝑧 = 𝑧1

2𝑥0 = 𝑥 | | 𝑥 = 𝑥1 𝑦0 < 𝑦 < 𝑦1 𝑧0 = 𝑧 | | 𝑧 = 𝑧1
𝑥0 = 𝑥 | | 𝑥 = 𝑥1 𝑦0 = 𝑦 | | 𝑦 = 𝑦1 𝑧0 < 𝑧 < 𝑧1

In there:

• x0 (x1): is the smallest (largest) x value on the Ox axis.
• y0 (x1): is the smallest (largest) y value on the Oy axis.
• z0 (x1): is the smallest (largest) z value on the Oz axis.

Each situation is reproduced graphically as follows:

Figure 5. The results of divided spaces based on sensor locations

During the division process, roots with no sensors will
be marked as virtual sensors. Their temperatures will be

updated in the interpolation step using the eight original
sensors of the cold storage. The virtual sensor will have
the same role as the sensor at eight roots.

Case 3: More than nine sensors were added to the
cold storage space. In this case, we propose that for each
new sensor (other than the original eight sensors) added,
the space containing that new sensor will be redistributed
according to the convention of the 9-sensor case in cold
storage. This makes us immediately think of recursive
techniques in programming, and its stopping condition is
when a space only has eight sensors left at eight roots.

Figure 6. Dividing space process based on additional sensor
locations

3. Interpolating and Aggregating

Applying the interpolation technique to the problem of
calculating temperature inside cold storage, we can set some
prerequisites as follows:

• Cold storage’s spaces must be rectangular.
• Eight sensors must be installed at the corners of

the storage or the space, which correlates with the
available values in the example above.

From there, we can calculate all the values inside the
cold storage based on a set of coefficients deduced from
the temperature values of 8 sensors at eight corners. In
particular, temperature values will be calculated in real-time
as soon as the sensors update the values.

In addition, we also built an algorithm to support the use
of trilinear interpolation in cases where there were more
than eight original sensors as the Fig. 7.

This means we can add other sensors to the cold storage
at any location and use them for calculations without vio-
lating the conditions of the trilinear interpolation technique.

During this phase, we execute two main jobs and these
jobs are executed periodically in real time to ensure accu-
racy in temperature monitoring of cold storage.

First, we perform trilinear interpolation based on 8
sensors of the cold storage. From there, we determined
the temperature values at the virtual sensors that were
previously determined in the previous stage.

Second, based on the values at the 8 vertices of each
space, it has been divided to perform the trilinear interpo-
lation technique of all temperature values in that space.
Finally, we aggregate all the divided spaces to form a
temperature picture of the entire cold storage.
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Figure 7. The algorithm interpolates and aggregates spaces of the
storage

Figure 8. The aggregated space

As a result, all real-time cold storage temperature values
have been completely calculated.

4. Evaluating the proposed model

Using a cold storage size (length, width, height), position
(x, y, z in the Oxyz coordinate axis) and current temperature
(oC) at all sensors in that cold storage as the input, the
proposed model gives the main result, which is an array
denoted as (4):

𝑇 = {(𝑥, 𝑦, 𝑧, 𝐶𝑥𝑦𝑧) |0 ≤ 𝑥 < 𝑎, 0 ≤ 𝑦 < 𝑏, 0 ≤ 𝑧 < 𝑐} (4)

In there, each array will have N = a * b * c elements, where
a = cold storage length + 1, b = cold storage width + 1, c
= cold storage height + 1 because we consider coordinates
from position 0 to the end of a certain length.

From there, we change sensor locations and the num-
ber of sensors for our experiments differently. Then, we

measure their difference by the average deviation. This is
necessary to help optimize the cost and the accuracy of
results by finding which locations sensors can be placed
and the number of sensors as an improvement method. For
the 3D array result of each experiment, we call them Ti (i
= 1, 2, ..., n where n is the number of experiments). To do
that, we follow a series of steps below:

We calculate the absolute deviation between any two of
the above those arrays according to the following formula
(5):

Δ𝑖 𝑗 = |𝑇𝑖 − 𝑇𝑗 | = {𝑒𝑘 , 𝑘 ∈ [1; 𝑁]} (5)

In there: Δ𝑖 𝑗 is a 3D array that stores the absolute deviation
of each pair of values in the two arrays. Based on that, the
absolute deviation between spaces of i and j is Δ𝑖 𝑗 .

Then, we perform the sum of all values inside each
absolute deviation array, and the result is as a following
formula (6):

𝑆𝑖 𝑗 =

𝑁∑︁
𝑘=1

𝑒𝑘 , 𝑒𝑘 ∈ Δ𝑖 𝑗 (6)

Next, we apply the formula (7) to calculate the average
deviation for each pair of arrays:

𝐷𝑖 𝑗 =
𝑆𝑖 𝑗

𝑁
(7)

In there:

• 𝐷𝑖 𝑗 is the average deviation for each pair of arrays.
• 𝑆𝑖 𝑗 is the sum of the absolute deviations of all elements

in an array.
• N is the total number of elements in an array (N = a

* b * c).

We can evaluate the influence of the number of divided
spaces based on the average difference between the result-
ing arrays. From there, we can find a way to set the sensor
to increase or decrease the number of divided spaces to
reduce that difference.

IV. EXPERIMENT

1. Install sensors

In this study, we installed a thermal sensor system based
on cold storage. According to recommendation of [4] the
cold storage should have 12 meters in length, 3 meters in
width, and 3 meters in height with a temperature range
from −12◦C to −8◦C as a suitable temperature to maintain
frozen products. Besides, we conducted three experiments
as follows:

• Scenario 1: Install eight sensors at eight corners of the
cold storage to capture a particular space and perform
interpolation based on that space.
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• Scenario 2: Install the 9th sensor to check the spatial
division according to the output model. Then, interpo-
lation will be performed based on the divided spaces.

• Scenario 3: Install the 10th sensor to check the spatial
division according to the output model recursively.

Based on the evaluation of the average deviation between
the spaces, we evaluated the above 3 scenarios and proposed
an optimization direction in sensor installation.

2. Scenario 1: Install eight sensors at eight vertices

We build a sensor network consisting of 8 sensors at eight
roots of the cold storage. Based on the division method,
the cold storage will be divided into a single space because
there are no sensors other than the eight sensors at the eight
roots attached.

Below is information about the original eight sensors;
the sensor values will change in real-time:

Figure 9. Sensor locations of scenario 1

Below are the resulting parameters after performing
trilinear interpolation for the entire cold storage based on
the number and changes in temperature values of those
sensors.

Figure 10. The result of scenario 1

3. Scenario 2: Install nine sensors

We add cold storage on a sensor at any location and check
the number of divided spaces. This helps verify the model’s

ability to divide space according to sensor changes. In this
case, we add a sensor at (8, 0, 0). Based on the number
and location of sensors, our model splits the space into 2
smaller spaces including:

Table II
DIVIDED SPACES OF SCENARIO 2

Space No x0 y0 z0 x1 y1 z1
1 0 0 0 8 3 3
2 8 0 0 12 3 3

Figure 11. Divided space of scenario 2

Figure 12. The result of scenario 2

4. Scenario 3: Install ten sensors

We perform additional cold storage on more than one
sensor at any location. In this case, we add the 10th sensor
at (2, 2, 0). Based on the number and location of sensors,
our model splits the space into 5 smaller spaces including:

Table III
DIVIDED SPACES OF SCENARIO 3

Space No x0 y0 z0 x1 y1 z1
1 0 0 0 2 2 3
2 2 0 0 8 2 3
3 0 2 0 2 3 3
4 2 2 0 8 3 3
5 8 0 0 12 3 3
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Figure 13. Divided spaces of scenario 3

Figure 14. The result of scenario 3

5. Improvement

Based on the above experiments, we realized that the
more space is divided, the more virtual sensor values are
used to perform interpolation. This can lead to apparent
differences between experiments. However, the temperature
values at the eight original sensors of each experiment are
equal.

To show the difference between experiments, we de-
termine the average deviation of all three experiments as
follows:

We call the three 3D arrays that store temperatures in the
above three experiments: T1, T2, and T3. Each array has a
size of 13x4x4 elements.

We calculate the absolute deviation between any two of
the above three arrays. The results:

• The absolute deviation between arrays 1 and 2 is Δ12
• The absolute deviation between arrays 1 and 3 is Δ13
• The absolute deviation between arrays 2 and 3 is Δ23

We perform the sum of all values inside each absolute
deviation array, and the result is as follows:

• The total absolute deviation between arrays 1 and 2 is
𝑆12 = 33.60000000000005

• The total absolute deviation between arrays 1 and 3 is
𝑆13 = 64.26666666666671

• The total absolute deviation between arrays 2 and 3 is
𝑆23 = 43.26666666666675

We apply the formula to calculate the average deviation
for each pair of arrays (T1, T2), (T1, T3) and (T2, T3). The
results:

• The average deviation between arrays 1 and 2 is 𝐷12 =

0.1615384615384618
• The average deviation between arrays 1 and 3 is 𝐷13 =

0.30897435897435915
• The average deviation between arrays 2 and 3 is 𝐷23 =

0.2080128205128209

The above results show that the average deviation reflects
the difference in temperature between measurements. The
higher the deviation value, the more significant the differ-
ence. In this case, the largest deviation between spaces 1
and 3 indicates a significant temperature fluctuation. The
deviation between spaces 1 and 2 is the smallest, indicating
that the temperature in this area is relatively stable. From
there, we can see that the division of space and the use of
virtual sensors partly affect the change in temperature after
interpolation because the virtual temperature values will be
used as a parameter of the trilinear interpolation process.
Therefore, we propose an optimal way to install sensors to
eliminate virtual sensor values inside the cold storage. We
propose a method to reduce virtual sensors in cold storage
by strategically placing real sensors to improve temperature
interpolation accuracy. This is done by identifying virtual
sensor locations created by new sensor installations and
replacing them with real sensors.

V. CONCLUSION

This study proposes a model to monitor temperature in
the cold storage, clearly showing each temperature position
inside the cold storage, even where no temperature sen-
sors are installed. In addition, the study also proposed a
solution to optimize the location and number of sensors
used through experiments. In the future, this model will be
applied in practice to help measure and monitor temperature
in cold storages. Furthermore, the model will also be
improved to suggest sensor mounting locations to save the
number of sensors but achieve the highest efficiency.
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Abstract: An extended algorithm using a divide-and-rule approach is proposed in this paper. Instead of generating test
cases by only using Boundary Value Analysis and an experience-based technique for combination of input variables with
functional dependency like the original algorithm, the extended algorithm applies both Boundary Value Analysis and
Equivalence Class Partitioning techniques as well as various techniques for combination of input values. In addition, a
new tool provides advantages when compared with the original one. It provides users with more choices in generating test
cases.

Keywords: Software testing, boundary value analysis, equivalence class partitioning, functional dependency

Tiêu đề: Một thuật toán mở rộng sử dụng phương pháp chia để trị cho kỹ thuật phân tích giá trị biên và phân vùng
tương đương

Tóm tắt: Bài báo này đề xuất một thuật toán mở rộng sử dụng phương pháp chia để trị. Thay vì tạo các trường hợp kiểm thử
chỉ bằng cách sử dụng kỹ thuật Phân tích giá trị biên và kỹ thuật dựa trên kinh nghiệm để kết hợp các biến đầu vào
có phụ thuộc hàm như thuật toán gốc, thuật toán mở rộng áp dụng cả kỹ thuật Phân tích giá trị biên và Phân vùng
tương đương cũng như nhiều kỹ thuật kết hợp khác để kết hợp các giá trị đầu vào. Ngoài ra, một công cụ mới cung
cấp nhiều ưu điểm hơn khi so sánh với công cụ gốc. Nó cung cấp cho người dùng nhiều lựa chọn hơn trong việc tạo
các trường hợp thử nghiệm.

Từ khóa: Software testing, boundary value analysis, equivalence class partitioning, functional dependency

I. INTRODUCTION

Generating effective test cases to thoroughly evaluate the
functionality of developing software is a challenging aspect
of the software testing process. Numerous functional testing
methods are employed for this purpose [1–4, 6]. Among the
various techniques used in black-box testing, Equivalence
Class Partitioning (ECP) and Boundary Value Analysis
(BVA) are the most prevalent techniques for designing test
cases [5, 7, 8]. These techniques are also widely adopted
by various software testing tools to automate the creation
and evaluation of test cases.

ECP is a software testing technique that divides input
data into equivalent partitions to derive test cases. Each
partition is tested at least once to uncover error classes, re-
ducing the overall number of test cases and thus shortening

the testing time [9].

BVA is a software testing technique that focuses on input
values at edges of their valid ranges. The assumption is that
errors are more likely to occur near these extreme values
[4, 5]. This method involves testing input values at the
minimum, slightly above the minimum, a typical value,
slightly below the maximum, and the maximum. These
values can be denoted as min, min+, nom, max-, and max,
respectively.

However, both ECP and BVA are effective for programs
with independent variables but fall when variables are
interdependent. For instance, in the NextDate function,
the variables Month and Day range from 1-12 and 1-31,
respectively. Consequently, using ECP and BVA does not
generate test cases for dates like February 28th and 29th.
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Vij K. et al. [10] developed a testing tool based on an
algorithm that uses a divide-and-rule approach to eliminate
dependencies among variables, creating independent vari-
able sets. The algorithm showed the advantages over the
traditional boundary value analysis technique.

In this paper, a new testing tool is developed based on
a new algorithm that extends the algorithm proposed in
[10]. Our extended algorithm considers the integrated use of
BVA, ECP and different techniques for combination of input
values. Section II presents the divide-and-rule approach
including the extended algorithm and an example. Section
III introduces the implementation of a new testing tool. The
demonstration of the new testing tool is given in Section IV.
Finally, Section V summarizes the paper with a conclusion
and our future plans.

II. EXTENDED DIVIDE-AND-RULE APPROACH

The divide-and-rule approach was presented in detail
in [10]. The algorithm breaks the dependencies among
variables and produces multiple independent sets of vari-
ables. It ensures that variables within these new sets do
not affect each other’s boundary values. This allows for
traditional boundary value analysis to be performed on each
independent set.

In a set of interdependent variables, boundaries of a
variable are influenced by the values of other variables,
a relationship known as boundary dependency. For the
divide-and-rule approach, these variables are categorized
into the following three types: 1) dependent variables:
variables whose boundary values are affected by the values
of other variables, 2) boundary-determining variables: vari-
ables that influence the boundary values of other variables,
and 3) independent variables: variables that neither affect
nor are affected by the boundary values of other variables.

1. Extended Algorithm

The algorithm proposed by Vij K. et al. [10] can create
test cases by only using BVA and an experience-based
technique for combination of input variables. To provide
flexibility and allow users to design effective test cases, we
made some changes to this algorithm. Our extended algo-
rithm can apply BVA, ECP and some various techniques for
combination of input values. More particularly, we extend
Steps 3, 4, 6, 8, 9 and 10 in the algorithm proposed in [10].
All the steps are presented in detail below.

Step 1: Categorize variables into three sets:

• D: set of dependent variables,
• B: set of boundary-determining variables,
• I: set of independent variables.

Step 2: For each dependent variable d ∈ D, create a set VB,d

of its determining variables. Every element in VB,d will also
belong to set B. The boundary values of d are influenced
by all elements in VB,d.

Step 3: For each dependent variable d ∈ D, create distinct
sets representing all possible boundary value ranges for d.
Label these sets d1 through dx. If BVA is used, these sets
will include the boundary values (min, min+, nom, max-,
max). On the other hand, if ECP is used, these sets will
only contain the nominal values (nom). Creating these sets
in such a way that d can assume, based on its boundary-
determining variables.

Step 4: For each boundary-determining variable b ∈ B,
create sets of values that impact the boundary values of
its dependent variable. These sets are labeled b1 to by. It is
important to note that if BVA is applied, sets of values used
for each boundary-determining variable b will include the
boundary values (min, min+, nom, max-, max). In contrast,
the sets of values used for b will only contain the nominal
values (nom) when ECP is applied. The relationship be-
tween boundary-value sets (dx) and boundary-determining
sets (by) is such that if b takes a value from by, then d can
only take a value from the corresponding dx. The details of
these relationships will be outlined in Step 6.

Step 5: For each dependent variable d ∈ D, create all
possible combinations of its boundary-determining sets.
For example, if e and f are elements of VB,d with e
having 2 boundary-determining sets (e1, e2) and f having
3 boundary-determining sets (f1, f2, f3), the possible com-
binations would be: e1f1, e1f2, e1f3, e2f1, e2f2, e2f3.

Step 6: Depending on whether either BVA or ECP is
used, either a boundary-value set or a nominal-value set is
assigned to each possible combination of determining sets.
The relationship between a combination of determining sets
and a boundary value set is such that if the determining
variables e and f take values from a combination epfq, then
the dependent variable d can only assume a value from the
corresponding dr only.

Step 7: Create all possible combinations of the boundary-
determining sets for each boundary-determining variable.
For example, if e, f, and g are elements of B with 2, 3,
and 2 determining sets respectively, this will result in 12
possible combinations.

e1f1g1, e1f1g2, e1f2g1, e1f2g2,
e1f3g1, e1f3g2, e2f1g1, e2f1g2,
e2f2g1, e2f2g2, e2f3g1, e2f3g2.

Step 8: For each combination created in Step 7, assign
the boundary-value sets or nominal-value sets for each
of the dependent variables according to the associations
established in Step 6.
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Step 9: Assign values to all the independent variables for
each combination, generating all possible sets of indepen-
dent variables.
Step 10: Conduct traditional BVA or ECP on each set of
independent variables to create test cases.

In our study, the technique for combination of input
values is one of the following techniques: experience-based,
weak, and strong combination.

• Experience-based combination is referred to as the
combination technique applied in [10].

• Weak combination (a.k.a. 1-way) chooses one variable
value from each partition subset (i.e., equivalence
class) such that all classes are covered.

• Strong combination (a.k.a. n-way) is based on the
Cartesian product of partition subsets, i.e., testing all
interactions of all equivalence classes.

2. NextDate Example

Using the NextDate function as an example, we can
demonstrate the outcomes of each step outlined in Section
II.1. The NextDate function is a function that takes three
variables: Month, Day, and Year, and returns the date of
the day after the input date. In this function, the boundary
values for Day depends on the values of Month and Year.
Step 1: D = {Day},B = {Month, Year}, I = ∅.
Step 2: VB,Day= {Month, Year}.
Step 3: If BVA is used, sets can be created as follows:

Day1 = {1 . . . 31}, Day2 = {1 . . . 30},
Day3 = {1 . . . 28}, Day4 = {1 . . . 29}.
If ECP is used, sets can be created as follows:
Day1 = {15}, Day2 = {15},
Day3 = {15}, Day4 = {15}.

Step 4: If BVA is used, sets can be created as follows:
Month1 = {1, 3, 5, 7, 8, 10, 12} (31 days),
Month2 = {2} (28 or 29 days),
Month3 = {4, 6, 9, 11} (30 days).
Year1 = {1904, 1908, 1912, . . . , 2000} (leap years),
Year2 = {1900, 1901, 1902, 1903, 1905, . . . , 1999}.
(non-leap years)
If ECP is used, sets can be created as follows:
Month1 = {7} (31 days),
Month2 = {2} (28 or 29 days),
Month3 = {9} (30 days).
Year1 = {1948} (leap years),
Year2 = {1950} (non-leap years).

Step 5: Create all possible combinations of boundary-
determining sets for each dependent variable. In the case of
the NextDate function, the only dependent variable is Day.
Its determining value sets are as follows:

Month1Year1, Month1Year2,
Month2Year1, Month2Year2,
Month3Year1, Month3Year2.

Step 6: If BVA is used, assign a boundary value set or if
ECP is used, assign a nominal-value set to each combina-
tion of determining sets. Table I presents an assignment of
the value sets of Day to each combination of determining
sets {Month, Year}.

Table I
ASSIGNMENT OF VALUE SETS OF DAY TO

EACH COMBINATION OF DETERMINING SETS.

Determining value
sets/Combinations

Boundary-value set/Nominal-value
sets

Month1Year1 Day1
Month1Year2 Day1
Month2Year1 Day4
Month2Year2 Day3
Month3Year1 Day2
Month3Year2 Day2

Step 7: The possible combinations for all determining sets
are identical to those listed in Step 5.

Step 8: Assign boundary-value sets or nominal-value sets
to each combination from Step 7. The following sets are
created:

Month1Year1Day1, Month1Year2Day1,
Month2Year1Day4, Month2Year2Day3,
Month3Year1Day2, Month3Year2Day2.

Step 9: This step is omitted due to the absence of indepen-
dent variables.

Step 10: The results, obtained by applying the testing tool,
are presented at the end of Section IV.

III. TESTING TOOL IMPLEMENTATION

Our automated test case generation tool was developed
in C# using the .NET framework. Screens of the modules
are provided to a user as forms. The generated test cases
are displayed in reports. Figure 1 illustrates the process of
generating test cases using our new testing tool.

The tool offers six screens to the user, with each screen
representing a different module of the testing tool. Table
II presents a comparison of the modules between the tool
proposed in [10] and our new tool. It lists changes between
two tools.

There are eight modules in our tool. These modules
are: getVariables, getRelations, getNumOfSetsAndTech-
nique, getBounds, getNoms, getSetRelationsAndCom-
binationTechnique, generateBVATestCases and genera-
teECPTestCases. Each module collects input from the user
and forwards its output to the next module in sequence.

In our tool, two modules getNumOfSetsAndTechnique
and getSetRelationsAndCombinationTechnique extends two
modules getNumOfSets and getSetRelations in the tool
proposed in [10], respectively. This extension allows a user
to be able to make a choice in applying BVA or ECP and
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Figure 1. Process of generating test cases using the new testing
tool

Table II
COMPARISON OF THE TOOL PRO-

POSED IN [10] AND THE NEW TOOL.

Module in the tool
proposed in [10]

Module in new tool

Module 1: getVariables Module 1: getVariables (no change)
Module 2: getRelations Module 2: getRelations (no change)
Module 3: getNumOfSets Module 3: getNumOfSetsAndTech-

nique (extended)
Module 4: getBounds Module 4.1: getBounds (no change)

Module 4.2: getNoms (new)
Module 5: getSetRela-
tions

Module 5: getSetRelationsAndCom-
binationTechnique (extended)

Module 6: generateB-
VATestCases

Module 6.1: generateBVATestCases
(no change)
Module 6.2: generateECPTestCases
(new)

a combination technique (experience-based, weak or strong
combination). In addition, two new modules getNoms and
generateECPTestCases will be used by the user to collect
boundary or nominal values. The design of the modules is
briefly described below.

Module 1: getVariables. This module prompts the user to
input the names of up to 10 variables.

Module 2: getRelations. This module allows the user to
specify the relationships between variables (using check-
boxes), enabling the tool to identify boundary-determining,
boundary-dependent, and independent variables.

Module 3: getNumOfSetsAndTechnique. This module
asks the user to specify the number of sets that can be cre-
ated for each boundary-dependent, boundary-determining
and independent variables. These sets are known as
boundary-dependent, boundary-determining and indepen-
dent sets. Besides, the user is required to choose a black-box
testing technique (i.e., BVA or ECP).

Module 4.1: getBounds. This module asks the user to

provide the {min, min+, nom, max-, max} values for each
independent variable, as well as for all boundary-dependent
and boundary-determining sets.

Module 4.2: getNoms. This module asks the user to enter
the {nom} values for each independent variable, and for all
boundary-dependent and boundary-determining sets.

Module 5: getSetRelationsAndCombinationTechnique.
This module creates all possible combinations of boundary-
determining sets for each boundary-dependent variable. It
prompts the user to link each combination of boundary-
determining sets with a boundary-dependent set. For each
combination, the module displays n radio buttons, where n
is the total number of sets for the corresponding boundary-
dependent variable. In addition, the user is required to
choose a combination technique.

Module 6.1: generateBVATestCases and Module 6.2.:
generateECPTestCases. These modules create all possi-
ble combinations of boundary-determining sets. They then
match each combination with a boundary-dependent set
for each boundary-dependent variable, according to user-
defined associations and the combination technique spec-
ified in Module 5. Next, they link all combinations with
the independent variables. Finally, Modules 6.1 and 6.2
generate test cases.

IV. DEMONSTRATION OF THE TOOL

We will use the NextDate function to illustrate an appli-
cation of the tool. We follow the process of generating test
cases as introduced in Section III.

Figure 2. User Screen 1 - getVariables

Figure 2 displays User Screen 1 (getVariables), where
the user enters the variable names such as Day, Month, and
Year, then clicks "Submit Query".
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Figure 3. User Screen 2 - getRelations

Figure 3 depicts User Screen 2 (getRelations), where the
user defines the relationships between the input variables.
For instance, Day is dependent on Month and Year.

Figure 4. User Screen 3 - getNumOfSetsAndTechnique

Figure 4 illustrates User Screen 3 (getNumOfSet-
sAndTechnique). This screen prompts the user to input
the number of possible sets for each boundary-dependent,
boundary-determining and independent variable. There is
no independent variable in this example. The testing tech-
nique is also chosen by the user.

• Day values can be categorized into four sets:
{Day: 1 ≤ Day ≤ 31}, {Day: 1 ≤ Day ≤ 30}, {Day:
1 ≤ Day ≤ 28} and {Day: 1 ≤ Day ≤ 29}.

• Month values can be categorized into three sets:
{Month: Month has 31 days}, {Month: Month is
February with 28 or 29 days} and {Month: Month has
30 days}.

• Year values can be categorized into two sets:
{Leap years: (Year mod 4 = 0 and Year mod 100 !=
0) or (Year mod 400 = 0)} and {Non-leap years: (Year
mod 4 != 0) or (Year mod 100 = 0)}.

If the BVA option has been chosen, User Screen 4
(getBounds) is displayed as shown in Figure 5. Here, the
boundary values {min, min+, nom, max-, max} for all

Figure 5. User Screen 4 - getBounds

the boundary-dependent and boundary-determining sets are
identified. If the ECP option has been chosen, User Screen
5 (getNoms) is displayed as presented in Figure 6. The
nominal values {nom} are specified for all the boundary-
dependent and boundary-determining sets.

Figure 6. User Screen 5 - getNoms

Figure 7 presents User Screen 6 (getSetRelationsAnd-
CombinationTechnique), where all possible combinations
of the boundary-determining variables are generated. Each
combination is linked to a boundary-dependent set. The
resulting sets are created for either BVA or ECP.
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Figure 7. User Screen 6 - getSetRelationsAndCombinationTech-
nique

{Month1, Year1, Day1 }
{Month1, Year2, Day1 }
{Month2, Year1, Day4 }
{Month2, Year2, Day3 }
{Month3, Year1, Day2 }
{Month3, Year2, Day2 }

BVA and Experience-based Combination: If the user
selects two options BVA and experience-based combination
and the boundary values collected as shown in Figure 5, test
cases generated as below. These test cases are identical to
the ones shown in [10].

• BVA and Experience-based Combination Set #1
{Month1, Year1, Day1}: (1, 1948, 15), (3, 1948, 15),
(7, 1948, 15), (10, 1948, 15), (12, 1948, 15), (7, 1904,
15), (7, 1908, 15), (7, 1996, 15), (7, 2000, 15), (7,
1948, 1), (7, 1948, 2), (7, 1948, 30), (7, 1948, 31).

• BVA and Experience-based Combination Set #2
{Month1, Year2, Day1}: (1, 1950, 15), (3, 1950, 15),
(7, 1950, 15), (10, 1950, 15), (12, 1950, 15), (7, 1900,
15), (7, 1901, 15), (7, 1998, 15), (7, 1999, 15), (7,
1950, 1), (7, 1950, 2), (7, 1950, 30), (7, 1950, 31).

• BVA and Experience-based Combination Set #3
{Month2, Year1, Day4}: (2, 1948, 15), (2, 1948, 15),
(2, 1948, 15), (2, 1948, 15), (2, 1948, 15), (2, 1904,
15), (2, 1908, 15), (2, 1996, 15), (2, 2000, 15), (2,
1948, 1), (2, 1948, 2), (2, 1948, 28), (2, 1948, 29).

• BVA and Experience-based Combination Set #4
{Month2, Year2, Day3}: (2, 1950, 15), (2, 1950, 15),
(2, 1950, 15), (2, 1950, 15), (2, 1950, 15), (2, 1900,
15), (2, 1901, 15), (2, 1998, 15), (2, 1999, 15), (2,
1950, 1), (2, 1950, 2), (2, 1950, 27), (2, 1950, 28).

• BVA and Experience-based Combination Set #5
{Month3, Year1, Day2}: (4, 1948, 15), (6, 1948, 15),
(9, 1948, 15), (9, 1948, 15), (11, 1948, 15), (9, 1904,
15), (9, 1908, 15), (9, 1996, 15), (9, 2000, 15), (9,

1948, 1), (9, 1948, 2), (9, 1948, 29), (9, 1948, 30).
• BVA and Experience-based Combination Set #6

{Month3, Year2, Day2}: (4, 1950, 15), (6, 1950, 15),
(9, 1950, 15), (9, 1950, 15), (11, 1950, 15), (9, 1900,
15), (9, 1901, 15), (9, 1998, 15), (9, 1999, 15), (9,
1950, 1), (9, 1950, 2), (9, 1950, 29), (9, 1950, 30).

BVA and Weak Combination: If the user selects BVA and
weak combination options and enters the boundary values
as shown in Figure 5, test cases generated as below.

• BVA and Weak Combination Set #1 {Month1, Year1,
Day1}: (1, 1904, 1), (3, 1908, 2), (7, 1948, 15), (10,
1996, 30), (12, 2000, 31).

• BVA and Weak Combination Set #2 {Month1, Year2,
Day1}: (1, 1900, 1), (3, 1901, 2), (7, 1950, 15), (10,
1998, 30), (12, 1999, 31).

• BVA and Weak Combination Set #3 {Month2, Year1,
Day4}: (2, 1904, 1), (2, 1908, 2), (2, 1948, 15), (2,
1996, 28), (2, 2000, 28).

• BVA and Weak Combination Set #4 {Month2, Year2,
Day3}: (2, 1900, 1), (2, 1901, 2), (2, 1950, 15), (2,
1998, 27), (2, 1999, 28).

• BVA and Weak Combination Set #5 {Month3, Year1,
Day2}: (4, 1904, 1), (6, 1908, 2), (9, 1948, 15), (9,
1996, 29), (11, 2000, 30).

• BVA and Weak Combination Set #6 {Month3, Year2,
Day2} :(4, 1900, 1), (6, 1901, 2), (9, 1950, 1), (9,
1998, 29), (11, 1999, 30).

BVA and Strong Combination: If BVA and strong com-
bination options are selected and the boundary values are
collected as shown in Figure 5, test cases generated as
below.

• BVA and Strong Combination Set #1 {Month1, Year1,
Day1}: (1, 1904, 1), (1, 1904, 2), (1, 1904, 15), (1,
1904, 30), (1, 1904, 31), (1, 1908, 1), (1, 1908, 2), (1,
1908, 15), (1, 1908, 30), (1, 1908, 31), (1, 1948, 1),
(1, 1948, 2), (1, 1948, 15), (1, 1948, 30), (1, 1948, 31),
(1, 1996, 1), (1, 1996, 2), (1, 1996, 15), (1, 1996, 30),
(1, 1996, 31), (1, 2000, 1), (1, 2000, 2), (1, 2000, 15),
(1, 2000, 30), (1, 2000, 31), (3, 1904, 1), (3, 1904, 2),
(3, 1904, 15), (3, 1904, 30), (3, 1904, 31), (3, 1908,
1), (3, 1908, 2), (3, 1908, 15), (3, 1908, 30), (3, 1908,
31), (3, 1948, 1), (3, 1948, 2), (3, 1948, 15), (3, 1948,
30), (3, 1948, 31), (3, 1996, 1), (3, 1996, 2), (3, 1996,
15), (3, 1996, 30), (3, 1996, 31), (3, 2000, 1), (3, 2000,
2), (3, 2000, 15), (3, 2000, 30), (3, 2000, 31), (7, 1904,
1), (7, 1904, 2), (7, 1904, 15), (7, 1904, 30), (7, 1904,
31), (7, 1908, 1), (7, 1908, 2), (7, 1908, 15), (7, 1908,
30), (7, 1908, 31), (7, 1948, 1), (7, 1948, 2), (7, 1948,
15), (7, 1948, 30), (7, 1948, 31), (7, 1996, 1), (7, 1996,
2), (7, 1996, 15), (7, 1996, 30), (7, 1996, 31), (7, 2000,
1), (7, 2000, 2), (7, 2000, 15), (7, 2000, 30), (7, 2000,
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31), (10, 1904, 1), (10, 1904, 2), (10, 1904, 15), (10,
1904, 30), (10, 1904, 31), (10, 1908, 1), (10, 1908,
2), (10, 1908, 15), (10, 1908, 30), (10, 1908, 31), (10,
1948, 1), (10, 1948, 2), (10, 1948, 15), (10, 1948, 30),
(10, 1948, 31), (10, 1996, 1), (10, 1996, 2), (10, 1996,
15), (10, 1996, 30), (10, 1996, 31), (10, 2000, 1), (10,
2000, 2), (10, 2000, 15), (10, 2000, 30), (10, 2000,
31), (12, 1904, 1), (12, 1904, 2), (12, 1904, 15), (12,
1904, 30), (12, 1904, 31), (12, 1908, 1), (12, 1908,
2), (12, 1908, 15), (12, 1908, 30), (12, 1908, 31), (12,
1948, 1), (12, 1948, 2), (12, 1948, 15), (12, 1948, 30),
(12, 1948, 31), (12, 1996, 1), (12, 1996, 2), (12, 1996,
15), (12, 1996, 30), (12, 1996, 31), (12, 2000, 1), (12,
2000, 2), (12, 2000, 15), (12, 2000, 30), (12, 2000,
31).

• Similarly, BVA and Strong Combination Set #2
{Month1, Year2, Day1}, BVA and Strong Combina-
tion Set #3 {Month2, Year1, Day4}, BVA and Strong
Combination Set #4 {Month2, Year2, Day3}, BVA and
Strong Combination Set #5 {Month3, Year1, Day2},
BVA and Strong Combination Set #6 {Month3, Year2,
Day2} are created using the Cartesian product of the
corresponding sets.

ECP and Weak Combination: If the user selects ECP and
weak combination options and enters the nominal values as
shown in Figure 6, test cases generated as below:

• ECP and Weak Combination Set #1 {Month1, Year1,
Day1}: (7, 1948, 15).

• ECP and Weak Combination Set #2 {Month1, Year2,
Day1}: (7, 1950, 15).

• ECP and Weak Combination Set #3 {Month2, Year1,
Day4}: (2, 1948, 15).

• ECP and Weak Combination Set #4 {Month2, Year2,
Day3}: (2, 1950, 15).

• ECP and Weak Combination Set #5 {Month3, Year1,
Day2}: (9, 1948, 15).

• ECP and Weak Combination Set #6 {Month3, Year2,
Day2}: (9, 1950, 15).

The process of generating test cases using the tool offers
a variety of paths designed to provide flexibility in the
choice of testing and combination techniques. Adaptive
design allows the tool to adjust its behavior, process, and
interface according to the user’s needs. Exhaustive testing is
not possible. In addition, each test case adds to the cost of
testing. Therefore, the user may need a suitable technique
to choose a subset of all the combinations.

The ECP technique allows the user to need less effort to
collect input values and reduce the number of test cases to
be executed due to just selecting one representative value
from each equivalence class (subset) as test data. When the
ECP and Weak Combination option is chosen, a minimal

set of six test cases is created for six possible combinations
of the boundary-determining variables. One variable value
is selected from each equivalence class (one Dayi, Monthi,
and Yeari) such that all classes are covered. However, the
ECP option ignores testing boundary values.

On the other hand, the BVA technique focuses on testing
the boundary or edge values of input ranges and thus needs
a greater number of test cases. To test every boundary value
at least once, we need five test cases {min, min+, nom,
max-, max} from each equivalence class. When the BVA
and Weak Combination option is chosen, a set of thirty
test cases is created for six possible combinations of the
boundary-determining variables. These test cases are good
enough to cover all equivalence classes and all boundary
values. Therefore, the BVA and Weak Combination option
may be more cost-effective than the BVA and Experience-
based Combination option (used in the original algorithm)
and BVA and Strong Combination option.

V. CONCLUSION

This paper addresses some limitations on the testing case
design algorithm using a divide-and-rule approach in terms
of advancement to increase the flexibility of the algorithm.
The core idea is that the extended algorithm considers
the integrated use of BVA, ECP and different combination
techniques. Applying the extended algorithm described in
this paper allows a user more options in selecting input
values and output test data sets. This may reduce the cost
of testing. The tool for automated test case generation was
developed in C# language and can be effortlessly utilized
by navigating the user interface and supplying the required
inputs. Currently, the extended algorithm supports test case
generation from numerical values. As a future direction, we
plan to employ this algorithm to verify a mixing of different
data types such as Boolean, numeric and string variables.
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Abstract: Centralized database-based applications are frequently susceptible to internal threats. The data stored in a
relational database can be changed by any user who has administrative access to the hosting server or database system.
Moreover, this kind of user may alter the associated log files, which would make it very challenging to identify any illegal
alteration. It would also be difficult to attribute the assault to privileged users as well. In this study, we propose a solution
to build a service on the context of student score management based on Blockchain technology. A database system based on
the Blockchain platform along with accompanying services is built to allow storage and query of student learning outcomes.
The database security system operates in parallel with the current system while still ensuring transparency, security and
integrity of data. We develop a verification module that uses Blockchain to verify the integrity of the corresponding tuples
and identify any unwanted modifications. Oracle database, RESTful API, and Hyperledger Fabric have all been used in
the implementation of our method. Our findings show that the overhead of integrity checking remains constant per tuple
in the results of a query and increases linearly using real data and SQL queries of different types and complexity.

Keywords: Blockchain, hyperledger, centralized database systems tamper resistance features.

Tiêu đề: Giám sát nhiệt độ kho lạnh bằng phương pháp nội suy ba chiều
Tóm tắt: Internet vạn vật (IoT) được ứng dụng rộng rãi trong nông nghiệp và công nghiệp. Bài báo này đề xuất một mô hình

giám sát nhiệt độ ba chiều cho kho lạnh, tăng cường khả năng quan sát và phát hiện những thay đổi nhiệt độ bất
thường trong kho. Sử dụng việc thu thập nhiệt độ theo thời gian thực và áp dụng các kỹ thuật nội suy tam tuyến, mô
hình này xác định nhiệt độ tại tất cả các vị trí trong kho. Nó chấp nhận các giá trị nhiệt độ và vị trí cảm biến, phân
đoạn không gian kho lạnh một cách thích hợp để áp dụng nội suy ba tuyến tính và xác định giá trị nhiệt độ tại mọi vị
trí trong kho. Mô hình đã được thử nghiệm dựa trên số lượng cảm biến khác nhau và các vị trí cảm biến khác nhau.
Dựa trên đó, chúng tôi cung cấp một giải pháp tối ưu cho số lượng cảm biến cần thiết cho kho lạnh.

Từ khóa: Blockchain, hyperledger, centralized database systems tamper resistance features.

I. INTRODUCTION

Enhancing the quality of management and training of
educational and training institutions is one of the important
goals for developing an effective and sustainable human
resource. However, the current education and training sys-
tem still has certain limitations, the security and storage of
centralized data are increasingly improved, but the disad-
vantages have not been overcome. Private student records
hold significant value for both individuals and universities
alike. The existing training management system can guar-
antee that operational faults are kept to a minimum or that
outside agent attacks are avoided. This is not the best course
of action, though, as there are still issues with making
sure that data is accurate during management and with

detecting inaccurate or erroneous data. In particular, data
can still be illegally or incorrectly altered during operation,
and the current system has trouble identifying incidents.
Certain vulnerabilities in the integrity and security of the
current system have been made clear by the previously de-
scribed considerations. Data is also not carefully controlled,
and identifying and correcting problems in it requires a
significant amount of time and effort. Specifically, there
is a lack of transparency for fast fixes due to the way
learning outcomes are maintained and kept, which makes
it challenging to check and identify problems.

A malicious attack on a computer system or network
carried out by an individual with authorized system access
is known as an inside attack. Since insiders have authorized
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access and may be knowledgeable about system policies and
procedures as well as network architecture, they have a clear
advantage over external attackers. Additionally, because
many firms prioritize safeguarding against outsiders, there
can be less security against insider attacks. Insider threats
are those who intentionally or unintentionally create vulner-
abilities or who use permitted access to an organization’s
cyberassets for malevolent or unauthorized reasons. They
could be contracted workers, direct employees, or outside
providers of computing and data services. Insider threat
cases account for around 23% of all cybercrime occur-
rences, a ratio that has remained constant over the years
despite a large increase in the overall number of attacks.
Over 50% of firms report having experienced an insider
cyberattack annually. The studies also reveal that insider
assaults continue to be the hardest to identify, with 90% of
firms believing they are vulnerable to insider threats.

In a relational database system, conventional integrity
constraints refer to the process of guaranteeing the integrity
of tuples in accordance with established constraints, such as
data types of attribute values, foreign key constraints, etc.
Malicious alteration of the tuples in a database management
system (DBMS) is another source of integrity issues. Fire-
walls and access control measures are typically used to pro-
tect this data integrity. A DBMS’s access control policies
limit the number of users who are granted administrative
privileges. The DBMS server cannot be directly accessed
by an outsider thanks to firewalls. On the other hand, an
internal modification occurs when a user with legal rights,
such as an administrator, abuses their position to get or alter
data. Internal modifications are now considered a serious
and non-trivial threat to a database management system’s
ability to protect data integrity.

Passive or active internal alterations are both possible.
While active modifications entail manipulating the data
and logs to change query results, passive modifications
involve obtaining and using the data in an unethical manner.
Academic grade record tampering is a straightforward yet
insightful example of the second form of attack, and it has
been documented on several occasions in the recent past.
In order to eliminate paper ballots from elections, several
nations have embraced electronic voting machines. Every
vote cast on an electronic voting machine is treated as a
transaction by the embedded DBMS. Additionally suscepti-
ble to tampering and insider attacks are these computerized
voting equipment. In terms of effective, varied, and scalable
data storage options, traditional databases have advanced
significantly over the previous few decades. The application
has been effectively addressed by SQL query processing
and optimization in conjunction with contemporary hard-
ware. However, as previously mentioned, the modern issues

include data security and integrity, of which detecting and
preventing internal modification are essential components.

Blockchain is a new technology that offers high assur-
ances of tamper resistance and immutability for decentral-
ized data storage. Blockchains are comparable to native
database management systems (DBMSs) that only append
logs. But in an internal modification, the illegal users can
change login records and logs to erase evidence of data
manipulation because they have administrative access. Plac-
ing all of the databases on blockchain frameworks would
be an easy fix. The majority of Blockchain frameworks
and DBMSs enabled by Blockchain technology lack the
robust SQL querying interface found in most contemporary
DBMSs. Concern over data privacy is also growing as
more and more data is being uploaded to public Blockchain
networks.

We have found Blockchain being applied to solve issues
in many fields like educational data security [1, 2], student
certificate management [3], relational database security
[4], and traceability management [2, 5–8]. Similar to the
existing works, our approach allows storing student grades
with authorization. The data will be checked and vali-
dated in off-chain database (Oracle) and on-chain database
(Blockchain). Smart contract is used to maintain security
and consistency. Figure 1 depicts the workflow of the
proposed system.

Figure 1. An overview diagram of the proposed approach.

The paper makes the following primary contributions.

• We develop Blockchain database, storage, and query
services. The solution makes it feasible to validate and
save course scores..

• A history of the creation and adjustment of course
scores will be stored on the Blockchain throughout
time.

• The query speed of Blockchain and the security of
traditional databases are overcome when traditional
data storage (including relational and non-relational)
and Blockchain are combined.

• Consensus procedures along with the limitations and
logic found in smart contracts guarantee that data is
reliable and consistent at all times.
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II. RELATED WORK

Ali et al. [9] put forward three strategies for deploying
Blockchain technology to create a fully operational student
information system that preserves transactions pertaining
to student marks, course registration data, and the records
of both students and instructors. Moreover, staying away
from positions where data integrity is at risk, such as
super administrator or centrally exposed storage. Employ-
ing the suggested models facilitates the transition to an
electronic community in which legitimate certifications
may be quickly generated and disseminated to interested
parties without requiring the involvement of a centralized
administration. In the work [1], the authors investigated
the use of Ethereum’s Proof of Authority (PoA) consensus
method to create an agent-based Blockchain model system
for protecting educational data against insider threats. The
study established a basis for furthering the present compre-
hension of Blockchain systems, creating Blockchain models
utilizing the technology’s unchangeable characteristics, and
integrating intelligent agents. Liang and Xu [10] have
designed and implemented a decentralized system for man-
aging student score sharing using blockchain technology.
Furthermore, they guarantee the traceability, tamper-proof,
distributed storage, and security of the query process by
utilizing the Ethereum smart contract to control on-chain
and off-chain data storage in addition to on-chain inquiry
and verification. The study concludes with examining the
development of a prototype system based on the Ethereum
framework. The outcomes of the experiment demonstrate
the viability of the anti-tampering and traceability plan put
forth in this work. Blockchain technology can completely
meet the needs of different stakeholders involved in student
performance management. Student score information is
completely protected because each subject’s data is en-
crypted using a unique private key.

With the introduction of the work [4], the cloud relational
database (RDB) known as BC over cloud-RDB received an
improved structure based on blockchain technology (BC).
It allows the client to identify and stop incorrect RDB
manipulation through a self-verification method. Agile BC-
based RDB and secure BC-based RDB are the two systems
that the authors proposed to enhance cloud-RDB. Based on
the Byzantine Fault Tolerance consensus, both are divided
among a number of cloud service providers. Furthermore,
both depend on employing the SHA-256 to connect records
to one another. In addition, a proof-of-work consensus is
used by secure BC-based RDB to prevent data offensive
operations. Based on security analysis and system perfor-
mance, the agile BC-based RDB is strongly recommended
for the high throughput database. In order to preserve
control and ownership of the credentials, a framework

for issuing student certifications locally as well as online
has been proposed by Ghani et al. [3]. With the use of
blockchain technology, this framework facilitates electronic
certification sharing and verification. The implementation
of the blockchain-based certification system in universities
is expected to result in reduced latency for the purposes
of certification issuance, sharing, and verification. In the
study, a blockchain-based framework for exchanging e-
certifications is suggested. The framework is evaluated by
calculating the latency time between transactions and the
average time it takes to issue a certificate.

In another work [11], the authors introduce an Ethereum
smart contract-based safe datastore. Initially, the authors
investigate the degree to which a datastore powered by
smart contracts ought to mimic a conventional database
system. Second, they look into the best way to minimize
gas consumption and maximize flexibility while storing
the data in a datastore that is based on smart contracts.
Third, they look for clarification on whether sophisticated
processing like data encryption and data analytic algorithms
should be included in a datastore built on smart contracts.
The authors also come to the conclusion that because
of the cost and security risks, sophisticated processing
shouldn’t be permitted in smart contracts. Furthermore,
traceability data is also managed using blockchain. Cao et
al. [7] examine how blockchain technology might support
sustainable food supply chains, which adds to the growing
body of study in this area. This study suggests a blockchain-
enabled architectural framework for reliable communication
about the sustainability features of food goods in an effort
to promote the use of blockchain for sustainability in
the context of the food supply chain. The multi-layered
architecture for using blockchain-based traceability to com-
municate to customers the reliable sustainability features
of a specific food product is outlined in the blockchain-
enabled architectural framework. This study provides useful
information for industry 4.0 researchers and practitioners,
bolstering sustainability communication with blockchain-
based traceability.

III. METHODOLOGY

The overview of the proposed system can be described as
follows. Users will interact with the system via the website.
Users will be provided with all functions depending on their
role in the system. The system is built with the following
components: NodeJS Server, Oracle Database, Hyperledger
Fabric blockchain and client using ReactJS. The system
uses ReactJS from the web browser using RESTful API
(GET, POST, PUT, DELETE) to interact with the server
via HTTP method. For the function of saving mark data.
Student test marks will be saved simultaneously in the
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Oracle database and the blockchain database. When data
is written to the blockchain database, the system will not
interact directly with the database, instead Hyperledger
Fabric designs an interaction model through smart contracts
(also known as chaincode) and the communication will be
controlled. The blockchain database will store information
including student information and academic results, student
information. All other data will be stored in the Oracle
database. While operating the system, Oracle database will
be prioritized because it will have higher retrieval speed,
for the use case blockchain database is only used when
creating new users, storing student marks.

1. System architecture

The system architecture is as depicted in the Figure
2, where the Hyperledger Fabric network is configured,
launched and managed by Docker, “Blockchain Operator”
acts as the identity manager and Hyperledger fabric net-
work. The user can interact with the application through
ReactJS. The system will interact with the server using
NodeJS. To interact with the blockchain network, the soft-
ware development kit (SDK) will be used for the above
purpose.

Figure 2 is an overview of the architectural system for
a Hyperledger Fabric network that includes a blockchain
operator, Docker, Fabric SDK, ReactJS, and users. This
architecture outlines how these components interact with
each other in a decentralized application. The blockchain
operator manages the Hyperledger Fabric network, includ-
ing deploying and maintaining the network components
like peers, orderers, and certificate authorities (CAs). The
blockchain operator’s responsibilities are to configure and
manage network settings, monitor the network’s health and
performance, manage chaincode deployment and updates,
and ensure security and compliance within the network.
Docker is used to containerize the various components of
the Hyperledger Fabric network, enabling easy deployment,
scaling, and management. Docker responsibilities consist of
creating isolated environments for peers, orderers, and CAs,
ensuring that dependencies and versions do not interfere
with one another, facilitating the rapid deployment of
network components using Docker Compose, and enabling
the running of multiple instances of the blockchain network
for development, testing, and production scenarios. The
Fabric SDK provides developers with the tools to interact
programmatically with the Hyperledger Fabric network.
It is responsible for facilitating application development
by providing APIs for common tasks (e.g., querying the
ledger, submitting transactions), handling user authentica-
tion, endorsement, and transaction lifecycle, and supporting

integration with client applications written in various pro-
gramming languages.

ReactJS serves as the frontend framework for building
user interfaces that interact with the Hyperledger Fabric
network. Its responsibilities include providing a dynamic
and responsive user experience for end-users, facilitating
communication with the backend services through API
calls, displaying the results of transactions, queries, and
historical data in a user-friendly manner, and handling
user authentication and session management. Users are the
individuals or systems that interact with the application
built on top of the Hyperledger Fabric network. Users
are responsible for performing actions such as submitting
transactions, querying data, and viewing historical records,
participating in the blockchain ecosystem by managing
their credentials and interacting with the smart contracts
(chaincode), and utilizing the application’s interface (built
with ReactJS) to engage with the blockchain.

When users interact with the system using chaincode
(smart contracts), data is queried or modified within a com-
ponent that Hyperledger Fabric (or any other blockchain
platform) refers to as a ledger. As its name suggests, the
ledger maintains a record of all data changes from the
system’s inception to the present. In other words, the ledger
has both the current value of the properties of the objects
and the history of changes that led to this current value.
The data will not be stored in the traditional way but will
be encrypted and then stored in blocks in the ledger.

Figure 3 shows the architecture of a ledger stored on a
peer of the system. A ledger in Hyperledger Fabric consists
of two distinct parts like the world state and the blockchain.
Each component represents a set of facts about a set of
stored objects. First, the world state – a database that holds
the current values of a set of ledger states. The world
state makes it easy for a program to directly access the
current value of a state instead of having to calculate it
by going through the entire transaction log. By default,
ledger states are represented as key-value pairs and we
will see later how Hyperledger Fabric provides flexibility
in this regard. The world state can change frequently as
states can be created, updated and deleted. Second, the
blockchain – which contains a transaction log that records
all the changes that led to the current state of the world. The
transactions are collected inside blocks that are attached to
the blockchain. This allows for a historical understanding
of the changes that led to the current state of the world. The
blockchain data structure is very different from the current
state of the world because once it is written, it cannot be
modified because it is immutable. In short, once the data is
stored in the blockchain, only the word state in the ledger
changes, all data stored in the blockchain cannot be changed
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Figure 2. The architecture of the proposed system.

Figure 3. Architecture for hyperledger fabric storage (Source:
hyperledger-fabric.readthedocs.io).

but can only be updated.

The system interaction flow can be describes as follows.

1) User Interface: Users interact with the application
through a web-based interface created with ReactJS.
They can log in, submit transactions, and query data.

2) ReactJS to Fabric SDK: When a user performs an
action (like submitting a transaction), the ReactJS app
sends the request to the backend, which utilizes the
Fabric SDK to communicate with the Fabric network.

3) Fabric SDK to Blockchain Network: The Fabric SDK
handles the logic to create transaction proposals, send
them to the endorsing peers, collect endorsements,
and submit the transactions to the orderer.

4) Docker Management: The Ledgers, peers, orderers,
and other components of the Fabric network run in
Docker containers. The blockchain operator manages
these containers using Docker and Docker Compose,
facilitating easy orchestration.

5) Orderer and Peers Processing: The ordering service

collates transactions and broadcasts them to all peers.
Peers validate the transactions and commit them to
their local ledgers.

6) Data Retrieval: Users can query the blockchain to
retrieve historical data. ReactJS forward the requests
to the Fabric SDK, which fetches the requested data
from the ledger and sends it back to the user interface
for display.

Algorithm 1 Data Processing Flow in Hyperledger Network
1: Initialize Network Components
2: Define Chaincode
3: Deploy Chaincode
4: Prepare Client Application
5: Client Prepares Transaction Proposal
6: Send Proposal to Endorsing Peers
7: if 𝐸𝑛𝑑𝑜𝑟𝑠𝑒𝑚𝑒𝑛𝑡𝑠𝑎𝑟𝑒𝑣𝑎𝑙𝑖𝑑 then
8: Submit Endorsed Transaction to Orderer
9: Orderer Distributes Block to Peers

10: Peers Validate Transactions
11: Commit Transaction to Ledger and Update State
12: Client Queries Updated World State
13: Implement Logging and Monitoring
14: else
15: Handle Invalid Endorsements
16: end if

2. Data Processing Flow in Hyperledger Fabric

To query or perform functions, the system uses the SDK
to query and update the ledger. The steps are as follows.
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• Send transaction: Client sends transaction information
including sender information to Hyperledger network.
SDK takes sender and transaction information to pack-
age and propose transaction. After packaging, transac-
tion will be sent to peers in the system for execution.

• Verify signature and execute transaction: The system
checks the transaction information for validity before
executing the transaction. If the information is invalid,
an error will be reported. After being validated, peers
will call the chaincode and use the input data to
process the data. After executing the transaction, the
chaincode will generate the transaction result. The
value of the transaction just created will be sent back
to the SDK as a “proposal response”.

• SDK compares proposal responses: After receiving the
return value from the peer, the system will check the
validity of the return value (identity of the peer, return
result). If the return transaction is valid, the system
checks whether the transaction created is a query or
valid. The query transaction will send the result to the
client and end the execution process, otherwise it will
send the transaction to the ordering service.

• Collect transactions and save them to ledger: The SDK
will send data to the ordering service (including trans-
action proposal and transaction response). The data
sent will be in the form of a “Transaction Message”,
which contains key-value pairs for the object to be
updated. The Ordering Service will arrange the sent
transactions in chronological order.

• Authenticate transaction: Transactions after successful
arrangement will send updated data to peers. Each
transaction will be then tagged as valid or invalid.

• Update ledger: Each peer will add transactions to the
block when the transaction is valid. For each valid
transaction, data will be written to the ledger. The
updated data will be sent to the system so that users
can know.

Algorithm 1 is a high-level algorithm that outlines the
general steps involved in data processing within a Hy-
perledger network, particularly focusing on Hyperledger
Fabric.

3. Function to save marks to blockchain

The following requirements are met by the terms of the
smart contract.

• (1) Check transaction: Verify the mark’s existence
in the blockchain, as well as the student’s academic
performance. If the performance is already recorded
in the blockchain, report a mistake.

• (2) Check user identity: Verify whether the certificate
authority has registered the user identity or not. The

system will alert the user to a mistake if they are not
in the roles of administrator, instructor, or rector.

• (3) Check the right to update marks: The system will
determine whether or not the user still has the authority
to save or amend marks if they are a teacher. The
system will alert users to an issue if the time for
updating the mark has passed.

• (4) Check semester results: Verify whether or not
student learning outcomes have been generated for the
semester; if they have, the system will display an error.

• The following will be the description of the conditions
of the smart contract.

Algorithm 2 Save Student Marks to Blockchain
Require: StudentID, Subject, Marks
Ensure: Transaction is recorded on the blockchain

1: Initialize Blockchain Network Components
2: Define Chaincode for Student Marks
3: Deploy Chaincode on the Blockchain Network
4: Prepare Client Application with User Credentials
5: Create a Transaction Proposal
6: Set Proposal Inputs: (StudentID, Subject,
Marks)

7: Send Proposal to Endorsing Peers
8: Receive Endorsements from Peers
9: if Endorsements are valid then

10: Submit the Endorsed Transaction to the Orderer
11: Wait for the Orderer to create a Block
12: Receive Block from Orderer
13: Distribute Block to all Peers
14: Commit Transaction to Ledger
15: Update World State with Student Marks
16: Log Transaction for Auditing
17: else
18: Handle Invalid Endorsements
19: Notify User of Failure
20: end if

The algorithm 2 outlines the steps needed to create a
transaction that records student marks on a blockchain,
such as Hyperledger Fabric. The algorithm includes steps
for preparing the data, creating a transaction proposal,
endorsing it, and committing it to the blockchain.

4. Function to update student marks

The smart contract conditions for updating student marks
are described below.

• (1) Check user identity: Verify whether the certificate
authority has registered the user identity or not. The
system will alert the user to a mistake if they are not
in the roles of administrator, instructor, or rector.
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• (2) Check the right to update student marks: The
system will determine whether or not the user still has
the authority to save or amend marks if they are a
teacher. The system will alert users to an issue if the
time for updating the student mark has passed.

• (3) Check semester results: Verify the semester’s
learning outcomes; if there are no student learning
outcomes, the system will flag an error.

• The conditions of the smart contract are described as
follows.

Algorithm 3 Update Student Marks on Blockchain
Require: StudentID, Subject, NewMarks
Ensure: Updated Transaction is recorded on the

blockchain
1: Initialize Blockchain Network Components
2: Prepare Client Application with User Credentials
3: Retrieve Current Marks from Blockchain using Get-
Mark function

4: if Current Marks exist then
5: Create an Update Transaction Proposal
6: Set Proposal Inputs: (StudentID, Subject,
NewMarks)

7: Send Proposal to Endorsing Peers for Validation
8: Receive Endorsements from Peers
9: if Endorsements are valid then

10: Submit the Endorsed Update Transaction to the
Orderer

11: Wait for the Orderer to create a Block
12: Receive Block from Orderer
13: Distribute Block to all Peers
14: Commit Updated Transaction to Ledger
15: Update World State with NewMarks
16: Log Update Transaction for Auditing
17: else
18: Handle Invalid Endorsements
19: Notify User of Failure
20: end if
21: else
22: Notify User that No Current Marks exist for Update
23: end if

The algorithm 3 provides a comprehensive approach to
updating student marks on a blockchain, ensuring that all
necessary checks and validations are performed to maintain
the integrity and security of the data.

5. Function to query the history of mark update

The following is a description of the smart contract
conditions used to query the mark updating history.

• (1) Check user identity: Verify whether the certificate
authority has the user identity registered. The system
will raise an error if the user does not have the role of
admin or rector, or does not have access to the smart
contract.

• (2) Check learning outcome data.
• The following is a description of the smart contract’s

requirements for retrieving the mark update history

The relationships between the various verification com-
ponents for every given SQL query are depicted in Figure
1. The SQL processor parses a SQL query that was started
via the web application interface ( 1⃝) and sends it to the
database management system (DBMS) with the deliberate
changes needed to ensure integrity ( 2⃝). Tuples matching
this amended query are returned by the DBMS ( 3⃝). The
integrity checking stage of verification is subsequently com-
pleted by comparing these tuples to the matching finger-
prints that are kept on the blockchain ( 4⃝, 5⃝). Verification
provides the end user with the results of the initial SQL
query when the check has been successfully completed. As
a result, the end user cannot see the integrity checking
process and is only informed if the integrity check is
unsuccessful. If INSERT, UPDATE, or DELETE requests
contain nested SELECT queries, steps 2⃝ through 5⃝ might
need to be performed twice.

Algorithm 4 Query Student Marks Update History
Require: StudentID, Subject
Ensure: History of Marks Updates for the specified Stu-

dentID and Subject
1: Initialize Blockchain Network Components
2: Prepare Client Application with User Credentials
3: Create a Query Request
4: Set Query Inputs: (StudentID, Subject)
5: Send Query Request to the Ledger
6: Receive Query Results from the Ledger
7: if Query Results are not empty then
8: Display the History of Marks Updates
9: for each Transaction in Query Results do

10: Extract Transaction Details:
11: Print TransactionID, OldMarks, NewMarks,

Timestamp, UpdateBy
12: end for
13: else
14: Notify User that No History Exists for the Given

StudentID and Subject
15: end if

The algorithm 4 is used for querying the history of stu-
dent mark updates on a blockchain. This algorithm outlines
the process for retrieving and displaying the transaction
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history related to a specific student’s marks, including all
past updates

IV. EXPERIMENTAL RESULTS

We have put our strategy into practice and tested it in the
given circumstance. Imagine an educational setting where
grades must be assigned to students. Every semester, the
institution hosts a number of courses. There are several
enrolled students and one or more staffs teaching each
course.

Computation setup: : Hyperledger Fabric was deployed
using docker version 27.0.3. We use Oracle as the under-
lying DBMS and the NodeJS programming language to
construct our SQL parser. For testing, Hyperledger Fabric
is deployed on one system, and queries and requests are
parsed and sent to Hyperledger on another. The machines
were networked together using a LAN cable.

Database: : Any relational database can be used to
record the grades and enrollment information. Oracle has
been utilized in our research. The database’s tables are re-
lated to the following entities: staffs, students, and courses.
The enrollment table, which contains data about students
enrolled in several courses taught by a certain staff member,
serves as a marker of their relationship. In our case, the
enrollment table contains student grade information that
needs to be kept private. Since only the staff is permitted
to alter grades in our situation, as previously said, we have
updated the enrollment table to add columns for the staff’s
identify and transaction ID. Oracle views are used to restrict
which sections of the table are accessible to which entities.
This is carried out in order to guard against any illegal
access to the data kept in the database.

Web application: : To facilitate communication with the
users, we create a web application. NodeJS has been utilized
in the application’s implementation. Every employee and
student has a local web server that they use to retrieve
and fill in data from the Oracle database by connecting
with their username and password. While staff can alter a
student’s grade for any student, each student can only view
his own grades.

Blockchain: : We are utilizing Hyperledger Fabric for
a distributed blockchain because it offers a natural ab-
straction for use cases involving permissioned blockchains
and concentrates on generic data retrieval, timestamping,
and archiving rather than the exchange of assets between
members. Installing Hyperledger and using our script to
connect to a central Hyperledger node is what we expect
from each participant. Next, an address for the chain is
given to each member, which may be used to grant rights.
Students can validate their grades in accordance with proto-
col because the stream’s permissions are distributed based

on staff members’ addresses that were obtained from public
key infrastructure. This permits them to append transactions
and mine blocks while permitting everyone to view the
blockchain. The verification is conducted as follows.

Every time a student accesses his grades, the server
retrieves data from the central database, which also includes
the transaction id and identifier. The transaction id found
in the row is used by the application to get the transaction
from the log-stream. The public key is retrieved by the
application using the identification from the public key
infrastructure. After then, this public key is used to validate
the transaction’s signature. The student can view his marks
if the signature is successfully validated and the data’s hash
matches the hash included in the transaction. If any of the
aforementioned procedures are not followed, a notification
is sent to the relevant authorities to investigate any unautho-
rized changes made to the database and an alarm is raised
on the student’s end.

The outcomes of every course the student completes are
represented in the Table I. The information will first be
stored on the blockchain and then externally as Oracle. The
database has a feature called PERMISSIONGRANTED that
lists the staffs and administrators who are authorized to
modify the learning outcomes of their students. The most
recent data operation on the course results is represented
by the ACTION field, which is created when the smart
contract is called. Its values include create (new course
results), update (update course results), and change access
(change the right to alter learning results).

The hash of the tuple (SUBJECT_MS, STUDENT_MS,
TEACHER_MS, SCORE) is signed on the backend when-
ever a staff member inserts grades for any student (INSERT
query), and the signature is broadcast on log-stream. In
its internal log, the application keeps track of the actual
inquiry. The application collects the grade’s real data and
pushes the query to the database after attaching the staff
member and transaction identifiers once this transaction
has been mined in a block and a predetermined number
of confirmations have been obtained.

We perform 43 queries with various complexities on the
information obtained from the training management system
at Can Tho University. In comparison to Hyperledger
lookup, we have found that the time required to conduct
queries on Oracle is extremely small. There is a linear
relationship between the overall query runtime and the
number of tuples a query affects. The average Hyperledger
lookup time for a SELECT query is 0.07–0.3 seconds per
tuple, but queries that need to modify tuples, such INSERT,
UPDATE, and DELETE, often take 0.9–3.1 seconds per
tuple. The peer-consensus protocol, which requires adding
a fingerprint or changing the number of tuples per table on
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Table I
THE STRUCTURE OF BLOCKCHAIN DATA DESIGN.

Attribute name Data type Description
Result_Key varchar(50) Composite Key learning outcomes
ID varchar(20) ID of learning result
GROUP_MA varchar(10) Course group identification number
SUBJECT_MS varchar(10) Course identification number
STUDENT_MS varchar(10) Student identification number
STUDENT_NAME varchar(20) Student name
TEACHER_MS varchar(10) Staff identification number
SCORE int Course grades
PERMISSIONGRANTED varchar(20) List of score editors
ACTION varchar(20) Type of operation for the course results

the Hyperledger network, is the reason for the longer query
times for the tuple updates. In addition, we also conducted
30 experiments by intentionally changing students’ grades
by directly interfering with the database. The system was
able to detect all these unauthorized changes by comparing
with the data stored on Hyperledger.

This thorough investigation shows that the average Hy-
perledger lookup time for a SELECT query is 0.08–0.1
seconds per tuple, but the average search time for queries
that need to modify tuples, including INSERT, UPDATE,
and DELETE, is roughly 0.8–2.5 seconds per tuple. The
peer-consensus protocol’s requirement to add a fingerprint
or change the number of tuples per table on the Hyperledger
network is the reason for the longer query times for tuple
updates.

The findings suggest that using blockchains in con-
junction with DBMSs leads in overheads that don’t seem
ideal for high-performance throughput. However, our goal
is to be without transferring all of the DBMS data to a
blockchain, and thus maintain privacy, whereas we identify
an internal modification by using a blockchain’s tamper-
resistance features.

V. CONCLUSION

In this work, we have introduced a blockchain-based
method for identifying internal modification and other
unapproved database entry modifications. Because a hash
value and a public key are stored in each row in addition
to the regular data, the system that is being shown has
a low storage overhead. Verification process can assign
the modifications to the appropriate owner for any queries
that alter the data that are processed through it. Because
verification verifies each query’s tuple integrity against the
blockchain, there is some latency. However, we believe that
this latency can be accepted rather than jeopardizing the
integrity of the data in systems where the DBMS tuples’
integrity is crucial since essential decisions are relied on
them. For future work, we are going to improve the time of

data verification process in case of extremely large amount
of data.
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