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Abstract: The Multi-Skill Resource-Constrained Project Scheduling Problem (MS-RCPSP) is an NP-Hard problem that
involves scheduling activities while accounting for resource and technical constraints. This paper aims to present a novel
hybrid algorithm called MIMEM, which combines the Memetic algorithm with the Migration method to solve the MS-
RCPSP problem. The proposed algorithm utilizes the migration method to identify local extremes and then relocates the
population to explore new solution spaces for further evolution. The MIMEM algorithm is evaluated on the iMOPSE
benchmark dataset, and the results demonstrate that it outperforms. The solution of the MS-RCPSP problem using the
MIMEM algorithm is a schedule that can be used for intelligent production planning in various industrial production fields

instead of manual planning.

Keywords: memetic algorithm, evolutionary computing, optimization, MS-RCPSP problem.

Tiéu deé:

Thuit Toan Lai MIMEM Giai Bai Toan MS-RCPSP

Tém tit:

Bai toan lap lich thuc hién du an véi tai nguyén gidi han va da kj nang (Multi Skill-Resource Constrained Project
Scheduling Problem: MS- RCPSP) 1a mot bai toan thudc 16p NP-Hard, muc tiéu clia bai todn nay 12 tim ra lich biéu
d€ thiét 1ap céc tai nguyén thuc hién moi cong viéc cita du 4n trong thdi gian ngin nhét. Bai bdo trinh bay thuat todn
lai ghép méi dé gidi bai todn nay, thuat todn mdi goi 1a MIMEM, 1a su két hop guIa thuat todn Memetic v4i phuong
phap Migration. Trong qué trinh tién héa cla thuat toan Memetic, khi quan thé roi vao cuc tri dia phuong, phu’dng
phdp Migration s& dugc st dung dé di chuyen ca quin thé sang vung khong glan nghlem khac gidp quin thé thodt
khéi cuc tri dia phuong va tiép tuc qua trinh tién héa. D& kiém chiing tinh hiéu qua ctia thuat toan dé xut, bai bdo da
thyc nghiém trén bo dit liéu iMOPSE, két qua cho thiy MIMEM mang lai cic két qua tot dbi v6i bai toan MS-RCPSP.
Loi gidi clia bai toan 1a lich biéu thé hién viéc bb tri cc tai nguyén thuc hién cic coéng viéc cia du an, do vay, c6 thé
stt dung d€ 1ap ké hoach diéu phdi san xut ty dong thay vi cac phucng phap lam truyén théng trudc day.

Tu khoa:

thudt todn Memetic, tinh todn tién héa, tinh todn toi uu, bai todn MS-RCPSP

I. INTRODUCTION

The MS-RCPSP is a complex scheduling problem widely
studied in operations re-search and project management.
It is a type of project scheduling problem that considers
the order in which tasks should be performed and the
resources required to perform each task, such as labor,
equipment, and materials. The goal of solving the MS-
RCPSP is to minimize the project’s completion time, cost,
or both (multi-objective [1, 2]) while ensuring that all
resource constraints are satisfied. It is a widely studied
problem with numerous real-world applications, including

construction, software development, and manufacturing.

The MS-RCPSP problem has an important constraint:
a resource can only perform the task if it possesses the
right skill type and the skill level is greater than or equal
to the required skill level. Moreover, resources have many
skill types and skill levels, so it is necessary to plan for
allocating resources to perform practical tasks to improve
the efficiency of project implementation. MS-RCPSP is a
problem of class NP-Hard, so the optimal solution cannot
be found in polynomial time. However, metaheuristic meth-
ods can solve the problem to find approximate solutions
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in less time. In order to find a suitable solution for the
MS-RCPSP problem, this paper proposes the MIMEM
algorithm developed from the Memetic algorithm [3-5]
integrated with the Migration method.

The rest of this paper is presented as follows: Part II
introduces some research on evolutionary methods and the
Memetic algorithm to solve NP-Hard problems. Part III
describes the mathematical statement of the problem. Part
IV presents the MIMEM algorithm to solve the MS-RCPSP
problem, a hybrid algorithm between Memetic and Migra-
tion to improve the solution’s efficiency by finding and
detecting local extremes and moving populations away from
that. Part V presents the implementation of experiments to
verify the MIMEM algorithm and analyze and evaluate the
quality of the solution. Finally, section VI summarizes the
paper’s main results and future research directions.

II. RELATED WORKS

1. Approximate methods to solve the Scheduling
problems

The most well-known scheduling problems are NP-Hard,
meaning that their solutions cannot be found in polynomial
time. Therefore, it is common to use approximate, evolu-
tionary algorithms to find an acceptable solution quickly
often use evolutionary, approximate algorithms to find an
acceptable solution quickly. Many algorithms have been
proposed for the scheduling problem, such as GA [8—10],
PSO [11-13], DE[14, 15], ANT [16],...

Garg et al. [17] studied and solved the scheduling prob-
lem in the cloud computing environment to improve the
energy efficiency of virtual machines. The authors have
proposed the PESVMC algorithm to schedule the execution
of workflows. In [18], the authors study the scheduling
algorithm combined with deep learning to optimize the en-
vironment that combines fog-cloud computing. The multi-
objective scheduling problem is also studied and solved by
parallel processing algorithms by the author of the [19]
paper.

Besides, many research groups also use the GA algorithm
to solve the scheduling problem. In [9], the authors use
the GA integrated with the Immune to solve the NPV-
Based RCPSP problem. The algorithm is also applied with
two additional variables to improve efficiency: local search
and forward-backward improvement. Also, using a hybrid
GA algorithm to solve problems in a cloud computing
environment, Hussain and colleagues [10] improved GA;
this algorithm combines a blend of a dynamic round-
robin and a local search algorithm and has been deployed
experimentally and verified in the Cloudsim environment.

Another effective metaheuristic commonly used to solve
the scheduling problem is the Particle Swarm Optimization
(PSO) method. In [11], the authors studied the mod-ified
PSO algorithm combined with deep learning models to
apply in the image diagnosis of eye diseases. The appli-
cation of modified PSO is used for both supervised and
unsupervised machine learning models to tune the CLAHE
parameter. In [12], PSO was studied to reduce energy
consumption and the working time of stand-alone tasks in
a cloud computing environment. The proposed algorithm,
EE-APSO, also permits the population to eliminate the local
extremes and expand the search space. In a grid computing
environment, the authors use a three-PSO balanced PSO
algorithm[13] to schedule workflows and improve the uti-
lization of system resources.

Besides the above solutions, many research groups also
use Differential Evolution (DE) algorithm. In [14], the au-
thors proposed an effective method of selecting the presen-
ter feature to improve performance and reduce the process-
ing time of IDS systems. The proposed method uses a DE
algorithm to select valuable features during an extreme ma-
chine learning classifier is applied after feature selection to
evaluate the selected features. Experiments were performed
on the NSL-KDD dataset. In [15], pseudo-descriptors focus
on solving the individual mutation strategy to improve dis-
coverability, convergence accuracy, and convergence speed.
The authors give out a new algorithm called NBOLDE
with neighborhood mutation and opposition-based learning
operators. The proposed NBOLDE includes new evalua-
tion parameters and weighting factors in the neighborhood
model to propose a new neighborhood strate-gy. On this
basis, a new neighbor mutation strategy based on DE to
best. Usually, to experiment with the proposed algorithms,
the authors often use two primary datasets, PSLIB[20] and
iMOPSE [6, 7], which P.B. Myszkowski suggested

2. Memetic algorithm

Memetic algorithms (MAs)[3-5] are optimization algo-
rithms that incorporate both evolutionary and local search
procedures to solve complex optimization problems. MAs
have gained increasing popularity in recent years due to
their ability to over-come the limitations of traditional
evolutionary algorithms (EAs) by incorporating problem-
specific knowledge to guide the search process.

In a memetic algorithm, individuals in the population are
encoded as solutions to the optimization problem and evolve
through selection, crossover (recombination), and mutation.
The genetic algorithm generates new candidate solutions,
while the local search method is used to refine the solutions
generated by the genetic algorithm.



Using local search methods in memetic algorithms can
lead to faster convergence and improved solution quality
compared to traditional genetic algorithms. This is be-
cause local search methods can exploit the structure of
the problem space to find better solutions quickly. At the
same time, the genetic algorithm provides a mecha-nism
for exploring the search space and avoiding getting trapped
in local optima.

However, there are also some disadvantages to using
MAs. One of the main draw-backs is that MAs can be
computationally expensive, as they require both global and
local search procedures. Another challenge is designing
effective, problem-specific, and efficient local search pro-
cedures can be complex. Furthermore, MAs can also suffer
from premature convergence, where the algorithm becomes
stuck in a local optimum and cannot escape finding the
global optimum.

ITII. MS-RCPSP PROBLEM

The MS-RCPSP has a wide range of real-world applica-
tions, such as in project management, scheduling of man-
ufacturing processes, and resource allocation in large-scale
engineering projects. The ability to effectively solve the
MS-RCPSP has significant implications for the efficiency
and success of these real-world applications.

The MS-RCPSP problem can be conceptually formulated
based on the notations in Table I.

The MS-RCPSP problem could be state as follow:

f(P) —> min (1)

Subject to the following constraints:
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In the MS-RCPSP problem, each task has additional skill

requirements of the renew-able resource needed to perform.

Each resource is also divided into different skill types and

skill levels. Figure 1 depicts an example of the resource
skill constraints required to complete a task.

IV. PROPOSED ALGORITHM

This section describes the proposed evolutionary algo-
rithm for the MS-RCPSP prob-lem named MIMEM, a
variation of the Memetic algorithm [3-5] enhanced with
the Migration method.

In the MS-RCPSP problem, the population is calcu-
lated and evolved over several generations to improve the
makespan of the project. Representing each individual in
the population is a vector whose elements correspond to
the total number of project tasks. The value at each vector
element denotes the resource index assigned to perform the
corresponding task.

1. Migration method

The traditional memetic algorithm operates by evolving
a population over several generations through several steps,
including selection, crossover, mutation, local search, and
recombination to create a new population. However, while
evolving, the algorithms may fall into the local extreme
and iterate infinitely without leaving, so finding a better
result is impossible. Therefore, the Migration technique
moves the population to another solution space far from
the local extreme. Integrating the Migration technique into
the memetic algorithm leads to improved results.
The Migration method runs over steps as follows:

Step 1: Catching the local extreme

In this step, the algorithm uses a marked variable ¢z
to count the times the makespan is not changed over
generations; if ¢ r4;; was more significant than a specified
threshold (cj,4x), then the population has fallen into the
local extreme. Equation (10) represents the calculation of
Cfair- (10)

Step 2: Changing the population

Once the population falls into a local extreme, the
MIMEM algorithm tries to move the entire population to a
new area by using the Migration method as follows:

» Repeating with each particle

» Considering each task i of the particle, get out the L;
of resources to execute the current task, reordering the
resources index in L;.
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Table 1

THE NOTATIONS
Symbol Description
C; The set of tasks need to be completed before task i can be executed
S The set of all resource’s skills S;: the subset of skills owned by the resource i, S' C S;
S; The skill i;
tj The duration of task j
L The resources used to execute tasks of the project
L¥ The subset of the resources which can be performed task k; L C L
L; The resource i
w The tasks of the project need to do
wk The subset of task which can be executed by the resource k , WX ¢ W
W; The task i

The subset of the skill required by task i. A resource has the same skill and skill level equal to or
greater than the requirement that can be performed.

By, Ei The begin time and end time of the task k

Au, vt The variable to identify the resource v is running task u at time #; I: yes, 0: no;
hi The skill level i;

gi Type of skill i;

m Makespan of the schedule

P The feasible solution

Pu; The set of all solution

f(P): The function to calculate the makespan of P solution

n Task number

z Resource number

« Replacing the current resource with the resource which
mirrors in L;. The formula (11) shows this action. Ly —— L,

Figure 1 presents the Migration technical by replacing
the execution resource. Primarily, the task being performed
by resource L, will be changed to L,,_;, and resource L,,
does the task will be allocated to L;. Ls Ls

L; - L;

After applying the Migration method, the population
will be moved to a new location, allowing the algo-
rithm MIMEM to escape the local extreme, continue the
evolution-ary computation, and expand the solution space.

The Migration method is present in Algorithm 1 below.

2. MIMEM Algorithm

P
al
¥
P
al

The MIMEM algorithm is a hybrid algorithm from
the memetic algorithm and the Migration method. The L.
improvement of MIMEM is demonstrated in “Migration '
steps”, where the algorithm checks for local extrema within
the population and redirects it to another region if it has
fallen into one. This step is executed by applying the
Migration method.

Y
b=
E:

Figure 1. Replace the resource that performs the task
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Algorithm 1: Migration

Algorithm 2: MIMEM

1 Input: dataset, g;uqx: number of generation, mutation-
Probability, crossoverProbability, localSearchProbability
2 Output: best and duration

3 begin

4 Ppew = {};

5 i=1;

6 | Psize = size(P);

7 while i < pg;. do

8 Pi — Payil;

9 Jrask = 15

10 Nrask = size(Py);

1 for j, a5k =1 to nyqsr do

12 L! « the resources matching with L(j;qsk)
requirement;

13 L « Reorder(L') ;

14 icurrent < current resource index to run
task i;

15 lcurrent = SiZE(Li) —idx + 1;

16 Ljiasi = L'licurrent];

17 end

18 Prew = Ppew +{Pi};

19 end

20 return Py, ;

21 end

The MIMEM algorithm is present in Algorithm 2.

At each evolution generation of the population, the local
search technique is performed by calling the LocalSearch
function, which relies on the localSearchProbability pa-
rameter to calculate the number of neighbor individuals
(localSearchProbability = sizeo f (P,y;)) which they are
used to be calculated to find the best one and return it. The
best individual among the neighbors has been selected if a
better makespan exists than the current.

In Algorithm 2, lines 15-19 aim to detect local extremes,
while commands in lines 20-23 move the population by
calling the Migration function. After moving the popula-
tion, the algorithm continues on the new solution area.

V. EXPERIMENTAL RESULTS

In order to evaluate the performance of the proposed
MIMEM algorithm, we exper-imented on the iMOPSE [6,
7] dataset presented in Table II.

1. Experimental parameters

Experiments were conducted with the following param-
eters and data:

o Benchmark instances: iMOPSE dataset (iMO1 to
iM15), each instance is a project with full input
parameters such as the number of tasks, the number
of resources used to execute the project, the number
of precedence constraints, and the number of resource
skills.

1 Input: P,;; — the population needs to move
2 Output: Py, — the result population
3 begin

4 Read dataset;

5 g =0,crqil =0, cmax = 50;

6 P, = {population initallation} ;

7 {makespan, best, fitness} = {Caculating the fitness of

population and the best individual} ;

8 while g < gnqx do

9 parents = Selection(population);

10 offspring = Crossover(population, crossoverProb-
ability);

11 Mutate(offspring, mutationProbability);

12 LocalSearch(offspring, localSearchProbability);

13 P,;; = CombinePopulation(P;;, offspring);

14 {new_makespan, new_best, fitness} = {Cacu-
lating the fitness of population and the best
individual from Pgy;} ;

15 if new_makespan # makespan then

16 | crair=0;

17 else

18 ‘ C fuil+ =1;

19 end

20 if Cfail = Cmax then

21 Py = Migration(Pgy);

22 Ctail = 0;

23 end

24 if makespan < new_makespan then

25 makespan = new_makespan; ;

26 best = new_best ;

27 end

28 g =g+l ;

29 end

30 return {best, makespan } ;

31 end

o The initial number of particles (i.e., solution, individ-
ual, schedule): 50

o The number of generations: 30,000

o The number of times the experiment was carried out
on each element of the dataset: 30

« Experiment tools: Matlab version 2014

o PC configuration: CPU Core i5 2.2 GHz, 6GB RAM,
Windows 10

2. Performance Analysis

Experimental results with the iMOPSE dataset are pre-
sented in Table III. The results are aggregated, compared,
and evaluated based on three factors:

o BEST - best makespan values - this is the shortest time
to complete the project

o AVG - average execution time of 50 experiments with
each instance dataset

o STD values - the standard deviation value between
experiments on the same data instance
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Table 11
THE IMOPSE DATASET

Name Tasks Resources Precedence Relations | Skills
iMO1 100 5 22 15
iM02 100 5 46 15
iM03 100 5 48 9
iM04 100 5 64 15
iMO5 100 5 64 9
iM06 100 10 26 15
iMO07 100 10 47 9
iM08 100 10 48 15
iM09 100 10 64 9
iM10 100 10 65 15
iM11 100 20 22 15
iM12 100 20 46 15
iM13 100 20 47 9
iM14 100 20 65 15
iM15 100 20 65 9

The average execution time of the GA algorithm and the
MIMEM algorithm are 2.7 hours and 2.3 hours, respec-
tively. Note that normally the time it takes to find a schedule
makes almost no sense because the quality of its solution
is what matters.

Myszkowski has published GArunner tool [21] that al-
lows other research groups to implement his GA algorithm,
which is considered one of the most efficient algorithm.
Thanks to that tool, we implemented the GA algorithm and
the MIMEM on the iMOPSE dataset [6, 7]. The results are
shown in Table III.

The experimental results show that the proposed algo-
rithm MIMEM is more efficient than the GA algorithm on
the following parameters:

e In term of BEST values, the MIMEM algorithm
outperforms GA in 12 out of 15 projects, achieving
improvements ranging from O to 22.33%. However, in
3 projects, MIMEM performs worse than GA. Figure
2 illustrate the BEST values comparisons detail.

o Regarding AVG values, MIMEM yields better results
than GA in 11 out of 15 projects, achieving im-
provements ranging from 0 to 23.31%. However, in
4 projects, MIMEM performs worse than GA. Figure
3 detail the AVG values comparisons for 15 projects.

o Moreover, MIMEM exhibits greater stability than GA
with a total standard deviation of 49.8, compared to
GA’s 68.8 on 15 datasets of iMOPSE. Figure 4 present
the STD values comparisons for 15 projects.

Experimental results demonstrate that the MIMEM al-
gorithm is less effective for projects with fewer tasks, but

iM01 iM02 iM03 iMO04 iMO5 iM06 iMO7 iMO08 iM09 IM10 iM11 iM12 iM13 iM14 iM15

=== MIMEM ==0==GA

Figure 2. Comparison of the BEST parameter between MIMEM
and GA

iM01 imMO6 iMO7 MO8 iMQ9 iM10 M1l iM12 iM13 iM14 iM15

—e— MIMEM *+—GA

Figure 3. Comparison of the AVG parameter between MIMEM
and GA

it achieves higher efficiency for larger projects. This sug-
gests that MIMEM is well-suited for scheduling real-world
projects consisting of a series of jobs with a significant
number of tasks. For instance, MIMEM can be applied
in various fields, such as equipment manufacturing and
industrial sewing lines,...
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Table III
THE RESULTS FROM THE IMOPSE DATASET

Dataset GA MIMEM

Best Avg Std Best Avg Std
iMO1 517 524 5.3 473 477 2.5
iM02 584 587 4.7 587 594 4.3
iMO03 528 535 9.7 522 523 10.4
iM04 527 530 25 503 504 1.6
iMO5 508 521 9.9 490 497 4.7
iM06 292 292 1.7 294 299 0.1
iMO07 296 296 23 280 283 1.7
iM08 279 282 29 274 278 34
iM09 296 305 6.6 258 259 0.7
iM10 286 290 5.0 287 294 35
iM11 163 169 5.8 139 139 1.9
iM12 197 207 6.9 168 169 8.2
iM13 185 186 0.5 183 188 0.4
iM14 240 240 0.5 208 211 5.3
iM15 181 187 4.5 179 185 1.1

. ﬂ ﬂl aab. ﬂl

0
iMO1 iMO6 iMO7 M08 M09 iM10 iM11 iM12Z iM13 iM14 iM15

EMIMEM GA

Figure 4. Comparison of the STD parameter between MIMEM
and GA

VI. CONCLUSION

In this paper, we have presented a mathematical for-
mulation of the MS-RCPSP problem and proposed a new
algorithm, MIMEM, that combines the strengths of the
Memetic algorithm and the Migration method. Our exper-
iments on the IMOPSE dataset demonstrate that MIMEM
outperforms previous algorithms regarding BEST and AVG
values, achieving up to a 22.33% improvement on BEST
values and a 23.31% improvement on AVG values. The
total STD value suggests that the pro-posed algorithm
exhibits more excellent stability, meaning that it produces
less difference between experiment times.

The results suggest that MIMEM is a promising approach
for solving complex scheduling problems with a large
number of tasks, which is critical for various real-world
industrial production scenarios such as industrial machine
lines or some other manufacturing sectors. In future work,

we plan to investigate other approximation methods, such
as random moves based on Gauss, Cauchy, etc., to enhance
further the quality of the schedules produced by MIMEM.
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Abstract: Microphone array (MA) is a perspective technique for speech enhancement, because of its simplicity and low
computation. MA can be decomposed into a concatenation of a spatial filtering, which provides beampattern toward a
certain target directional speech source while attenuating noise, interference or third-party speaker from other directions,
and a post-filtering, which suppresses the remaining noise at the final output signal. Differential Microphone Array (DIF)
is one basic MA, which has many advantages for extracting the desired speech and null-steering to direction of noise.
Nevertheless, in real situation, the performance of DIF often deteriorated due to phase error, imprecise the Direction-Of-
Arrival (DOA) of interest signal, microphone mismatches or imperfect distribution of MA, which significantly degrade the
performance and the speech quality of DIF. In this article, the author proposed a Post-Filtering (PF), which based on the
properties of considered recording environment DOA to enhance the speech quality of target speaker and reduce the other
non-target speaker at the opposite direction. Experimental results were verified in real scenario with dialogue between two
speakers, which stand opposite direction, and show the effectiveness of the suggested PF when compared with the author’s
previous work.

Keywords: microphone array signal, noise reduction, post-filtering, the direction of arrival, speech enhancement

Tiéu dé: Mot phwong phap Post-Filtering khi dp dung ludi microphone vi sai

Tém tat: Cong nghé 1udi microphone 1a mot trong nhiing k¥ thuat t6i vu d€ nang cao chét lugng thoai, bdi tinh don gian, muc
do6 phép tinh thip. Lusi mlcrophone thudng dugdc hiéu 1a phép loc khong gian, trong d6 cung cap gian do dap ung xung
huéng vé mot ngudn thoai cu thé, trén huéng xac dinh trong khi gy suy hao nhiéu, ngudi néi bén ngoai tif cac hudng
khac, va ky thuét Post- Flltermg, cho phép triét tiéu thanh phan nhiéu con lai tai tin hiéu dau ra. Luéi microphone vi
sai ciing 1a mdt dang cd ban, c6 mot s6 uu diém vé tach loc tin hiéu thoai gbc va triét glam nhiéu xung quanh. Tuy
nhién, trong nhu’ng tinh hubng thuc té, két ~qud cua ludi microphoe vi sai thudng bi suy gidm, cho sai s ve pha, sy
khoéng chinh xac vé géc t6i tin hiéu thoai gbc, mét dit liéu khi thu ghi hoic Iudi microphone phan bb khong déu, diéu
ndy c6 dnh hudng rit 16n dén hiéu qua, va chét lugng tin hiéu thoai cudi ciing. Trong bai nghién ciiu nay, nhém tic gia
dé xuit mot Post-Filtering méi, dua trén dic tinh huéng géc t6i méi trudng thu ghi d€ nang cao chit lugng thoai muc
tiéu trong khi triét giam thanh phin thoai clia ngudi néi huéng dbi dién. Két qua thuc nghiém da dugc ching minh
trong mdi trudng thu ghi thuc té trao ddi thoai gitta hai ngudi néi dbi dién nhau, va chi 6 hiéu qua ctia Post-Filtering
dé xuét khi so sdnh véi nghién ciu trudc day ciia tic gid.

T khéa:  [udi microphone, gidm nhiéu, post-filtering, hudng goc tin hiéu t6i, ndng cao chdt lugng thogi.

I. INTRODUCTION Acoustic digital processing devices such as a mobile tele-
phone, cochlear implant, hearing aid, audio device is widely

Almost single-channel algorithms are based on the spec- equipped with an MA to capture the acoustic environment,
tral subtraction method, which often leads to speech distor- target directional speaker, transport vehicle, interference,

tion and decreasing the speech intelligibility and quality of  and surrounding noise. A mixture of speech plus some com-
the output signal. Therefore, MA [1-8] is one of the most  plex noisy signals, reverberation, background interference,
effective techniques for solving this coherent drawback. third-party speaker, imperfect propagation of sound source
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or microphone mismatch are often occurred with signal
processing. Therefore, the task of alleviating background
noise and extracting the target speech speaker, known as
a critical importance speech enhancement, has been an
attractive subject of extensive direction of improvement.
Intelligibility and quality of the final output signal is a
major factor when estimating a speech system in presence
of such environmental noise.

Due to the exploiting the spatial filtering, the knowledge
of target speech source, non-target noise, the characteristic
of recording situation, MA technology are successfully in-
tegrated into various speech enhancement scenarios. How-
ever, because of the constraint of physical size or the dis-
tance between microphones or geometry of MA, an accep-
tance degree of extracting the only desired speaker without
speech distortion cannot be yielded although there are lot
of sufficient spatial beamforming between the observed real
microphone arrays data. Consequently, a post-filtering is
enough to reduce the remaining noise after a beamformer
and increase the speech quality and intelligibility.

DIF is one of the basic elements of MA, which al-
lows blocking a point of noise source by forming a null-
beampattern in the direction of noise. In the previous
author’s paper [26], and equalizer is applied to enhance
the DIF’s performance in situation of two opposite speaker.
However, in many speech applications, the necessary re-
quirement is yielding the only target speaker without noise,
interference, or the other different speaker. So, in this
article, the author proposed a post-filtering, which is based
on the different phase to improve speech enhancement by
suppressing the remaining speech component of non-target
speakers.

In many decades, a numerous works focused on the de-
signing of compact and small-size DMA [4-8], due to their
low computational cost, approximately perfect invariant-
frequency beampattern and good directivity index. Spatial
diversity of DMAs can be calculated and optimized in any
arbitrary order of beampattern, especially first-order are
preferred widely commonly utilized in realistic practical
applications. In real-life environment, DMAs are affected
by many types of noise: white noise, diffuse noise, co-
herent and incoherent noise, and has many characteristics:
phase mismatches, high sensitivity to misplacements, or
error of omnidirectional microphones, amplification in low
frequency.

The interesting term in signal processing technology is
achievement of directional beampattern for compact and
small-size MA, which has been an importance require
due to the proliferation of embedded system for mobile
phone, acoustic surveillance, infotainment. The small-size
arrays, as the distance between microphones must be small
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enough to satisfy the assumption that the directional beam-
pattern can be steered toward target speech. The smaller
distance, the wider the spectrum ranges in obtaining beam-
pattern with perfect nearly invariant-frequency characteris-
tic. Moreover, the polar pattern of DMA can be adjusted
by varying the value of delay time in microphone array
signals. For example, Uniform Linear Arrays (ULAs) and
Non-Uniform Linear Arrays (NULAs) allow receiving the
symmetric beam with respect to the axis of MA.

The development of strategies for designing steerable
beampattern with high order to any arbitrary direction
has been attractive to scholars. In this approach, Elko
[9-12] proposed a method, which is based on a linear
combination of eigen-beam shaped of different order DMA,
one direction focused on target talker and other directions
toward noise source. Otherwise, many scholars developed
designs to receive high robustness, noise reduction, directiv-
ity index and flexibility of steering pattern in any arbitrary
configuration of MA or distribution of microphones [13-
20]. These works have been evaluated and verified the
effective performance in extracting target directional speech
while suppressing all background noise and increased the
robustness of DMA’s working.

An essential important issue is the steering flexibility
in practical applications with any arbitrary type of MA:
linear, circular, planar MA. Numerous efforts have been
proposed to enhance the steering flexibility of DMAs [21-
25]. With great development has been obtained in the
design of DMAs with good steerable pattern, the capability
of DMA becomes more importance in microphone arrays
signal processing.

Dual-microphone system (DMA2) is the most popular
model MA is commonly installed in almost acoustic device,
because of it’s compact, it’s convenient to easy implement
almost MA processing algorithm. In experiment, DMA2
is used for recording two speakers and illustrating the
proposed post-filtering in comparison with the previous
author’s work.

This contribution is organized as follows. In the section
I, an analysis of principle working of DIF is described, and
the model of equalizer, which is used in [26] is presented.
The suggested post-filtering is described in Section III.
Section IV and V is experiment and Conclusion.

II. DIFFERENTIAL MICROPHONE ARRAY

DMAZ? helps achieving good steering flexibility, high
noise reduction, high directivity index, a suitable directional
pattern, which towards to target speech source. Due to
its small size, low computational cost and easy to imple-
ment, DMA is the most appropriate structure for extracting
desired speech source and eliminating background noise.
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Figure 1. The most difficult task in speech enhancement is speech separation.
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We consider the principle DMA2’s working in the STFT
domain.

Two noisy microphone arrays signals X (f, k), Xz2(f, k)
are represented in STFT domain as:

Xi(f, k) =S(f, k)el®s
Xo(f, k) =S(f, ke I®s

ey
@

Where 6 is the direction-of-arrival of useful signal,
S(f, k) is the target desired speech source, @ = 7 f1ycosb,
70 = d/c, d is the inter-distance between two microphones,
¢ = 343(m/s) is the speech of sound propagation; f,k is
the index of frequency and frame, respectively.

With 7: an appropriate delay time was added, the high
flexible steerable directivity pattern of DMA2 obtained by
the described equations:

Yipir(f, k) G, _Xzz(f’k)eijan 3)

=jS(f, k)sin(@(c0s9+ l)) @)
2 T0

Ko/ = XS, el )

JS(f, k)sin(%(cos& - l)) (6)
T0

Yopir(f. k) =

The signal subtraction operation allows deriving equation
of directional beampattern. These patterns can be expressed
as:

7k .

B 0) g = lsin(“S coso + ) (1)
7k .

Ba(120) g = bsin( S cost = S| )

In the previous work, a suggested Equalizer was used for
deriving the original speech component of talker. And the
Equalizer can be expressed as:

6 0 Hz < f < 200 (Hz)
—1 200 Hz < f < Fc
Heq(f) = {03 7e) 9
Fc < f < 2*Fc
0 2%Fc < f
where Fc = 4*170.

A constrained constant threshold 12 (dB) was set for
H.q(f) to avoid gaining the amplitude of original signal.

The obtained final output signals as:

Yi(f, k) =Yiprr(f, k) * Heq (f)
Yo(f, k) =Yopir (f, k) * Heq (f)

(10)
Y
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III. THE PROPOSED POST-FILTERING

We can easily determine two additive post-filtering,
which use the information about directions. With two pre-
ferred directions 6; = 0(deg), 0, = 180(deg), the authors
proposed exploiting the different phase 6 (f) between two
microphone array signals. 6;(f) can be calculated as the
following way in the frequency domain:

Or1(f) =arg(X1(f, k)) —arg(X2(f, k)) — 2 frocos6,
(12)

Or2(f) =arg(X1(f, k) —arg(Xa(f, k)) — 2 frocosb
(13)

0r1(f), Ox2(f) is always in range [—x..7]. In the frames,
which contain the speech component, 8y (f), Ox2(f) tends
to 0 and in the noisy frame, 0y (f), Ox2(f) tends to —m or
.

An effective Post-Filtering, which uses 0 (f) as:

(14)

Ok1
HPost—Filteringl (f) = COos #

5)

Ok2(f)
HPost—Filtering2(f) = COs %f

At the frames, in which the desired target speaker ex-

itS, HPost—Filteringl (f)v HPnst—FilteringZ(f) equal approx-
imately 1 and will save the speech component. Thus in, at

the other frame& HP()S[—Filteringl (f)a HPost—FilteringZ(f)
close to 0 and remove the different speech component of
third-party speaker.

And the final enhanced output signals can be yielded by:

Ylpro (f, k) =Y (fa k) * HPosthilteringl (f)
Y2pro(fa k) :Y2(fa k) * HPust—FilteringZ(f)

(16)
a7

IV. EXPERIMENTS

In this section, the authors illustrated an perspective
experiment with two speakers and a dual-microphone sys-
tem. The speaker stand at distance L = 2(m), the inter-
microphone distance d = 5(cm), two speakers talk with
each other at opposite direction. For further signal pro-
cessing, the sampling rate is F's = 16kHz, overlap 50%,
smoothing parameter ¢ = 0,1, a Hamming window were
used for transforming received arrays signals into STFT
domain. The scheme of experiment is described in Figure
6. In this experiment, DMA2 recorded speech component
from target directional speaker along the axis of DMA2,
05 = 0(deg); while at the opposite direction 6,, = 180(deg),
a noise source corrupted the speech quality. The purpose
of experiment is illustrating the capability of suppressing
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Figure 5. The model of DMA?2 for extracting useful speech source.

the remaining second speaker’s speech component of sec-
ond speaker while saving first speaker’s target speech in
comparison with the previous author’s work.

The original microphone array signal is presented in
Figure 7.

The processed signal by the proposed method and the
previous author’s work [26] are depicted in Figure 8. The
first speaker’s speech component is saved, while the second
speaker’s component still exist with a substantial amount of
speech component.

From figure 9, the effectiveness of the suggested post-
filtering was verified and confirmed. The obtained signifi-
cant benefit is that the remaining of speech component of

13

second talker was suppressed in comparison with the previ-
ous work [26]. The degree of second speaker suppression
is 10,5 (dB). This direction research can be studied and
applied into other speech systems.

DMAZ2 is the one of the most basic MA configuration,
which installed in almost acoustic equipments. Therefore,
the author implemented the experiment with two opposite
speaker to verify the advantage of Post-Filtering. The
different phase between two noisy microphone array signals
help extracting the desired talker with the DOA respectively.
The proposed Post-Filtering has proven its effectiveness by
saving the speaker at 6; = O(deg) while suppressing the
other speaker at 6, = 180(deg). In comparison with the
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Figure 6. The acoustic recording environment in presence of two speakers.
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Figure 9. The obtained signal by the proposed Post-Filtering.

previous author’s research, the correspondence’s achieve-
ment is increasing the DIF’s performance to the target
speaker and removing the third-party talker in the opposite
direction.

V. CONCLUSION

A major problem for acoustic processing applications,
such as hearing aids, teleconferencing, mobile devices,
speech recognition is separating desired speech with good
fidelity. In general, it is well-known that microphone arrays
and beamforming technique for acquisition of desired tar-
get speech has significant advantages compared to single-
channel approach. This paper presents a proposed post-
filtering, which is suitable for extracting distant speakers
while eliminating other different non-target speech. This
paper describes the main stage of using DIF and the
proposed post-filtering to enhance performance compared
to the previous author’s work, the obtained degree of
suppressing second talker’s speech component is to 10.5
(dB). Experimental results showed that the suggested post-
filtering can be integrated into multi-microphone system for
solving numerous complicated speech enhancement tasks.

ACKNOWLEDGEMENTS

This research was supported supported by Digital Agricul-
ture Cooperative. The author thank our colleagues from Digital
Agriculture Cooperative, who provided insight and expertise that
greatly assisted the research.

REFERENCES

[1] Brandstein M., Ward D, Microphone Arrays, Springer-
Verlag, 2001. XVIII, 398 p. doi:10.1007/978-3-66204619-7.

[2] Benesty J., Chen J. Huang Y, Microphone Array Signal
Processing. Berlin, Germany, Springer-Verlag, 2008.240 p.
doi:10.1007/978-3-54078612-2.

15

(3]

(4]

(6]

(7]

(9]

[10]

(11]

[12]

(13]

[14]

[15]

Benesty J., Chen J., Pan C, Fundaments of Differential
Beamforming, Springer, 2016.122 p. doi:10.1007/978-981-
10-1046-0.

Elko G. W.,, Pong A. T. N, "A steerable and variable
first order differential microphone array" Proc IEEE In-
ternational Conference on Acoustics, Speech and Signal
Processing (ICASSP), Apr. 1997, vol. 1. DOIL: 10.1109/1-
CASSP.1997.5996009.

Teutsch H., Elko G. W, "First- and second- order adaptive
differential microphone arrays", Proc. IWAENC, Sep. 2001,
pp. 35-38. DOI:10.1121/1.1646972.

Buck M, "Aspects of first-order differential microphone
arrays in the presence of sensor imperfections", European
Transactions on Telecommunications, vol. 13, no. 1, pp.
115-122, Mar.-Apr. 2002. DOI:10.1002/ett.4460130206.
Elko G. W., Huang Y., Benesty J, Differential microphone
arrays, Audio Signal Processing for Next-Generation Multi-
media Communication Systems, MA, Kluwer Norwell, Ed.,
2004.

Benesty J., Chen J, "Study and Design of Differential Micro-
phone Arrays", vol. 6, Springer Science & Business Media,
2013. ISBN: 978-3-642-33753-6.

Elko G. W, Pong A. T. N, "A steerable and variable
first order differential microphone array", Proc IEEE In-
ternational Conference on Acoustics, Speech and Signal
Processing (ICASSP), vol. 1, Apr. 1997. DOI: 10.1109/1-
CASSP.1997.599609.

Elko G. W, Steerable and variable first-order differential
microphone array, Patent US 006 041 127 A, Mar. 21, 2000.
Elko G. W., Kubli R. A., Meyer J. M, Audio system based
on at least second-order eigenbeams, Patent WO 2 003 061
336 Al, July 24, 2003.

Elko G. W., Meyer J. M, Polyhedral audio system based on
at least second-order eigenbeams, Patent US9 197 962 B2,
Nov. 24, 2015.

Sena E. D., Hacihabiboglu H., Cvetkovic Z, "On the de-
sign and implementation of higher-order differential micro-
phones", IEEE Trans. Audio, Speech, Lang. Process. 20,
162-174 (2012). DOI: 10.1109/TASL.2011.2159204.
Mabande E., Schad A., Kellermann K, "Design of robust
superdirective beamformers as a convex optimization prob-
lem", Proc. IEEE Int. Conf. Acoust. Speech Signal Pro-
cess. (ICASSP-09), pp. 77-80, 2009-Apr. DOI: 10.1109/1-
CASSP.2009.4959524.

Huang G., Benesty J., Cohen I, Chen J, "Differen-



Cic céng trinh nghién cifu, phdt trién va iing dung CNTT va Truyén thong

[16]

[17]

[18]

[19]

[20]

(21]

(22]

(23]

[24]

[25]

[26]

tial beamforming on graphs", IEEE/ACM Trans. Audio,
Speech, Lang. Process. 28(1), 901-913 (2020). DOI:
10.1109/TASLP.2020.2973795.

Bernardini A., Antonacci F., "Sarti A. Wave digital im-
plementation of robust first-order differential microphone
arrays", IEEE Signal Process. Lett. 25(2), 253-257 (2017).
DOI: 10.1109/LSP.2017.2787484

Borra F., Bernardini A., Antonacci F., Sarti A, "Uniform lin-
ear arrays of first-order steerable differential microphones"”,
IEEE/ACM Trans. Audio, Speech, Lang. Process. 27(12),
1906-1918 (2019). DOI: 10.1109/TASLP.2019.2934567
Borra F., Bernardini A., Antonacci F., Sarti A, "Ef-
ficient implementations of first-order steerable differen-
tial microphone arrays with arbitrary planar geometry",
IEEE/ACM Trans. Audio, Speech, Lang. Process. (2020).
DOI: 10.1109/TASLP.2020.2998283.

Huang G., Chen J., Benesty J, "On the design of robust
steerable frequency-invariant beampatterns with concentric
circular microphone arrays", Proc. IEEE ICASSP - Calgary,
2018, pp. 506-510. DOI: 10.1109/ICASSP.2018.8461297
Tiana-Roig E., Jacobsen F., Grande E. F,"Beamforming with
a circular microphone array for localization of environmental
noise sources", J. Acoust. Soc. Am., 128(6), 3535-3542
(2010). https://doi.org/10.1121/1.3500669.

Benesty J., Chen J, Study and design of differential mi-
crophone arrays, Springer-Verlag, Berlin, Germany, 2012.
ISBN: 978-3-642-33753-6.

Huang G., Chen J., Benesty J, "Design of planar differential
microphone arrays with fractional orders", IEEE/ACM Trans.
Audio, Speech, Lang. Process. 28, 116-130 (2019). DOI:
10.1109/TASLP.2019.2949219.

Benesty J., Cohen 1., Chen J, Array processing-Kronecker
product beamforming, Springer-Verlag, Berlin, Germany,
2019. ISBN: 978-3-030-15600-8.

Cohen 1., Benesty J., Chen J, "Differential Kronecker
product beamforming", [EEE/ACM  Trans. Audio,
Speech, Lang. Process. 27(5), 892-902 (2019). DOI:
10.1109/TASLP.2019.2895241.

Buchris Y., Cohen I, Benesty J., Amar A, "Joint
sparse concentric array design for frequency and ro-
tationally invariant beampattern", IEEE/ACM Trans. Au-
dio, Speech, Lang. Process. 28, 1143-1158 (2020). DOI:
10.1109/TASLP.2020.2982287.

Stolbov M., Tatarnikova M., The Q.T. (2018), Using
Dual-Element Microphone Arrays for Automatic Key-
word Recognition, Karpov A., Jokisch O., Potapova R.
(eds) Speech and Computer. SPECOM 2018. Lecture
Notes in Computer Science, vol 11096. Springer, Cham.
https://doi.org/10.1007/978-3-319-99579-3-68.

Quan Trong Thé is currently working at
Digital Agriculture Cooperative, Cau Giay,
Hanoi, Vietnam. He received Master’s De-
gree in Information Systems from Posts
and Telecommunications Institute of Tech-
nology in 2015, and PhD in Engineering
from National Research University ITMO
in 2021. His research directions are infor-

mation systems, signal processing, and speech enhancement.
E-mail: quantrongthe1984 @ gmail.com.

16

Nguyén Ba Huy is currently a PhD student
specializing in "System Analysis, Control
and Information Processing" at ITMO Uni-
versity, Saint Petersburg, Russia. He re-
ceived his Bachelor’s and Master’s degrees
in "Control in Technical Systems" from
ITMO University in 2019 and 2021 respec-
tively. His research areas include control

theory, optimization, analog and digital signal processing.

E-mail: nguyenitmo@gmail.com

Pham Tuén Anh is working as a PhD
student at Russian Federation from 2017
to present, lecturer University of Informa-
tion and Communication Technology Viet-
namese and Korean communication - Uni-
versity of Danang. Field Research includes:
artificial intelligence, machine vision sur-
rounding intelligence system.

E-mail: ptanh@cit.udn.vn



Cdc cong trinh nghién cifu, phat trién va ing dung CNTT va Truyén théng

Ky thuat lra chon dac trung trong du doan
code-smell dua trén hoc may

Nguyén Thanh Binh!, Nguyén Hitu Nhat Minh?, Lé Thi My Hanh®, Nguyén Thanh Binh?
"'Truong Cao ding Co dién-Xay dung va Nong Lam Trung Bo, Binh Dinh
2Truong Pai hoc Cong nghé Thong tin va Truyén thong Viét-Han, Pai hoc Pa Ning

3Truong Pai hoc Bach khoa, Pai hoc Pa Ning
Tic gia lién hé: Nguyén Thanh Binh, Email: thanhbinh@cdtb.edu.vn

Ngay nhan bai: 15/03/2023, ngay sta chita: 20/06/2023, ngay duyét dang: 27/06/2023

Pinh danh DOI: 10.32913/mic-ict-research-vn.v2023.n1.1216

Tém tat: Céc nghién ctiu thii nghiém nham phat hién code-smell trong ma ngudn bing cich st dung cac ky thut hoc
may dua trén tip dif liéu do do ma ngudn da cho thdy nhiéu két qua hifa hen. Cic thi nghiém di budc dau dua cic ky
thuat lua chon dic trung clia cc tip dif liéu vao cdc md hinh hoc mdy, két qua thit nghiém cho thiy céc ky thuat lya chon
dic trung da c6 nhiing tic dong tich cuc dén hiéu suit du dodn clia cdc md hinh. Tuy nhién, chua c6 nghién cifu nao so
sanh hiéu suit du dodn giita cdc ky thuat lya chon dic trung trén cing mot mo hinh trong du dodn code-smell. Bai bdo
nay sé cung cip cac két qua thi nghiém nhiam danh gia toan dién cac ky thuat Iua chon dic trung bang cich so sanh hiéu
suit du dodn code-smell gifta cdc ky thuat nay khi dudc 4p dung v6i ciing mot md hinh hoc mdy; dong thdi, bai bao nay
ciing cho biét ky thuat lua chon dic trung phi hop nhat dbi v6i mot mo hinh phat hién code-smell dua trén hoc mady.

Tir kKhéa: Lisa chon ddc trung, code smell va hoc mdy

Feature selection techniques in code smell prediction based on machine learning

Recent studies that detect code smells in source code using machine learning techniques based on source code metrics
datasets have shown promising results. In this work, we validate feature selection techniques of datasets with machine
learning models. As a result, experiments demonstrate that using feature selection techniques could improve predictive
performance of the models. To the best of our knowledge, no studies have compared the predictive performance
between feature selection techniques on the same model in code smell prediction. In this paper, we would provide the
experimental results to comprehensively evaluate feature selection techniques by comparing the code smell predictive
performance between these techniques when being applied with the different machine learning models. Throughout
extensive evaluation, it shows the best feature selection technique for machine learning-based code smell detection

Title:
Abstract:
models.
Keywords: feature selection, code smell, machine learning

I. GIOI THIEU

Trong qué trinh bao tri va phat trién, cac hé théng phan
mém dudc cdc 1ap trinh vién cip nhat va phat trién mot
cach lién tuc nham muc dich (i) thém cdc cai dit d€ dap
ing cdc yéu cau méi, (ii) cdi thién cic chic ning hién co,
hoic (iii) stia cac 16i nghiém trong [1]. Do dp luc vé thoi
gian, thiéu ky ning hodc kinh nghiém, cdc nha phat trién
khong phéi lic nao ciing sin sang kiém sodt hoan toan do
phiic tap ctia hé théng d€ tim ra giai phép tdi vu trudc khi
ap dung cac siia ddi [2]. Do do, ho thudng dp dung céc
trién khai dudi mic tdi vu va c6 kha ning lam sai léch
thiét k& ban dau ctia hé thong.

Code-smell 1a tridu chiing cta viéc thiét ké hoic trién
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khai dudi mic t6i tu ma cic nha phat trién 4p dung cho
hé théng phian mém. Do d6, code-smell hién dién trong
ma nguodn c6 thé din dén phat sinh hoic c6 nguy co phat
sinh 16i phin mém trong tuong lai. Nhidu nghién citu trudc
day da chi ra ring code-smell khong chi anh huéng dén
viéc hiéu biét vé hé thdng clia cdc nha phat trién trong cic
nhiém vu bdo tri ma con anh hudng dén viéc thiét ké cia
hé théng bi thay d6i va dé bi 16i [3-5]. Do d6, viéc phat
hién code-smell 12 mdt thach thiic quan trong dbi véi cac
nha phat trién d€ gidm thi€u cdc nd Iuc va chi phi bo tri
hé théng [6].

Trong nhiing nim gan diy, cic nghién ctiu thii nghiém
nham phét hién code-smell trong ma ngudn bang cach si
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dung cac ky thuat hoc may (Machine learning techniques -
MLTs) dua trén tap dit liéu d6 do ma ngudn (Source code
metric dataset - SMD) di cho thiy nhiéu két qua hia hen
[7-13]. Céc thi nghiém nay cho thly SMD la mot yéu tb
¢ vai tro quan trong trong md hinh phat hién code-smell
dua trén MLTs; tuy nhién, hau hét cic nghién citu déu st
dung tét ca cic dic trung hién hitu cia tip dif liéu (Dataset
features - DFs) dé huin luyén cho cic md hinh hoc may.
Pay khong phai 1a mot vin dé& quan trong khi SMD chua
di 16n, nhung cung véi su phat trién nhanh chéng clia cac
cong cu phan tich ma ngudn hién nay, dung lugng SMD
va sb lugng DFs c6 thé thu dudc rat 16n, thi né sé 1a mot
thach thiic d6i véi chi phi vé thoi gian va tai nguyén dé dap
ung cho cac mo6 hinh phat hién code-smell dua trén MLTs.

Bai bdo nay sé thir nghiém cac mo hinh phat hién code-
smell hién dién trong ma ngudn dua trén cic MLTs két
hgp v6i cac ky thuat Iya chon dic trung (Feature selection
techniques - FSTs) cia SMD. FSTs la tap hgp cac ky thuét
nhim lua chon tif SMD cic dic trung cé lién quan véi
code-smell; véi sy hd trg ctia FSTs, nhiéu tap dit liéu con
(SubDataset - SD) s€ dudc tao ra dua trén cic dic trung
dudc lua chon tit SMD. Céc thii nghiém sé dudc tién hanh
bing cach 1an ludt 4p dung cac SD cho cic MLTs dé phat
hién code-smell va trich xuét hiéu suit du doan (F1-score)
ctia ching. Céc két qua thit nghiém nay sé dugc can nhac
d€ xdc dinh FST tbt nhit dbi véi mbi MLT va code-smell.

Phan tiép theo clia bai bdo nay 1 tng quan vé cac nghién
ctu lién quan dén vin dé phat hién code-smell dua trén céc
MLTs. Phan 3 ctia bai bdo sé dé cap dén cac can nhic khi
lua chon SMD, cdc k¥ thuat tién x{ 1y dif liéu, cac code-
smell va FSTs sé dudc ap dung cho cac MLTs ctua cac mo
hinh thit nghiém. Y tudng thiét k& mo hinh thit nghiém du
doan code-smell dua trén hoc mdy két hop véi cac ky thuat
FSTs dudc trinh bay trong phan 4. Phan 5 sé thao luan lién
quan dén két qua thir nghiém ctia cdc mo hinh. Cubi cuing
ctia bai bdo sé 1a cic két luan chung lién quan dén cac két
qua thir nghiém va huéng nghién ciu can phat trién dua
trén két qua bai bdo nay.

II. CAC NGHIEN CUU LIEN QUAN

Néam 2016, Fontana va cac cdng su [7] da st dung 16
MLTs dé du doan code-smell trén SMD do nhém phat trién;
Mac du cac ky thuat FSTs khong dugc ap dung nhung do
chinh x4c du doan dat dén 99,10% trong cac thi nghiém
ctia ho. Tiép tuc vé6i tip dif liéu nay, nim 2017 [8], nhém
nghién ctu tiép tuc cong bd két qua phan loai mic do
nghiém trong ctia code-smell dua trén cac MLTs két hop
v6i cac ky thuit FSTs co ban; do chinh xac phan loai cda
thtt nghiém nay dat dén 93%. Mansoor va cic cong su [9]
da thi nghiém dy dodn code-smell trong 5 SMD ma khong
st dung dén cac FSTs; do chinh xdc ctia thir nghiém dat
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trung binh 87,00% ddi véi do do precision va 92,00% d6i
v6i do do recall.

Mot thit nghiém du doan mic dd nghiém trong cua cac
16i ctia ma ngudn c6 st dung cac ky thuat FSTs Information
Gain va Chi-square d€ chon cic dic trung phu hop tr bo
di liéu da dugc Pushpalatha va cong sy thyc hién [10];
do chinh xdc du dodn ctia mo hinh tht nghiém dat dén
89,80%. Mohammad Y. Mhawish va cdc cong su da tién
hanh céc thé nghiém du doan code-smell dua trén cac mo
hinh hoc mdy c6 stt dung cac ky thuat FSTs [11, 12] trén
tap di liéu cua Fontana [7]; d§ chinh xac dy doan cta cac
thit nghiém dugc cai thién dan tir 98,38% dén 99,70% tuy
thudc vio cic ky thuat tién xd ly dif liéu.

Gan day, nhém nghién ctu clia Dewangan da tién hanh
xday dung mo hinh du doan code-smell dya trén 6 MLTs
[13] d€ du dodn code-smell Long-method trén tap dit liéu
cta Fontana [7]; ho da 4p dung cac ky thuat FSTs Chi-
square va Wrapper based d& lua chon cic dic trung phi
hop v6i md hinh thi nghiém, dong thdi phuong phap xdc
thuc 10-Fold- Cross-Validation dudc dp dung dé€ xdc thuc
do tin cdy cla viéc du doan code-smell cia md hinh thi
nghiém. Két qua thit nghiém cho thiy du doan code-smell
Feature-envy dat do chinh xac dén 99,12%.

Céc nghién cifu trén da budc dau dua cac ky thuat FSTs
ctia tap dif liéu vao cidc md hinh d€ ting hiéu suét du dodn.
Két qué thi nghiém cho thiy céc k¥ thuat FSTs di c6 nhiing
tac dong tich cuc dén hiéu suit du dodn ctia cic mo hinh.
Tuy nhién, chua c6 nghién citu nao so sanh kha nang ting
hiéu suit gitta cdc k¥ thuat FSTs dbi v6i cing mot mo hinh
du dodn code-smell. Vi vy, bai bdo nay sé bd sung cho
céc cac nghién ctiu trén trong hai vin dé chinh:

(i) Cung cip mot nghién ciiu nham danh gia toan dién
cac FSTs bang cach so sanh hiéu suit du doan code-smell
gitta cac FSTs khi dugc ap dung véi cing mot mo hinh thi
nghiém.

(ii) Pong thdi, bai bdo nay ciing cho biét ky thuat FST
tot nhét ddi v6i mot mo hinh phat hién code-smell dua trén
MLTs.

III. LUA CHON CAC FSTS

Viéc trich xuit do do tif ma ngudn thudng tao ra cic
SMD c6 sb lugng céc dic trung khd 16n tuy thudc vao
cong cu dudc su dung; Mdc du vdy, khong phai lic nao
céc cdc dic trung hién dién trong SMD déu lién quan truc
tiép dén cac code-smell can dugc phat hién, cho nén céc
MLTs c6 thé tao ra két qua kém chinh xdc va khé hiéu hon
hoic c6 thé khong phat hién ra bét ky diéu gi hitu ich.

FSTs la cdc phuong phap cb ging xdc dinh va loai bd
cang nhiéu cic dic trung khong lién quan va du thita cing
tot trude khi 4p dung vao cac MLTs. FSTs c6 thé niang cao



hiéu suit, tiét kiém thdi gian nhd viéc gidm khong gian
tim kiém trén cdc bién doc 1ap va trong mot sd trudng hop,
gidm yéu cau luu trit. Hién nay, cac phuong phap Iva chon
dédc trung dugc chia lam ba nhém sau: phuong phép Filter,
phuong phap Wrapper va phuong phap Embedded.

1. Phuong phap Filter (Filter methods)

a) Pearson correlation (F-Corr):

Pearson correlation 1a mot hé s6 c6 gid tri tif -1 dén 1;
gia tri nay cho biét mic do ma hai dic trung c6 lién quan
tuyén tinh véi nhau. Néu Pearson correlation = 0, nghia 1a
ching khong c6 lién quan v6i nhau. Muc dich cua ky thuat
nay la xdc dinh cdc dic trung c6 hé sb Pearson correlation
cao va loai bo ching khoi tap dic trung cia SMD.

b) Analysis of Variance (F-Aov):

1a mot ky thuat thong ké kiém tra xem cic dic trung diu
vao khic nhau c6 gid tri khac nhau dang k& cho bién dau
ra hay khong. Ky thuit cho phép phan tich nhiéu nhém dit
liéu d€ xdc dinh su khéc biét gifta cdc mAiu va trong cic
mau, dé c6 dugc thong tin vé mdi quan hé gilta cic bién
phu thudc va bién doc 1ap gitip chiing ta lya chon cic dic
trung t6t nhét.
¢) Mutual information (F-MI):

MI 1a lugng thong tin c¢6 thé thu dudc tif mot bién ngau
nhién cho mot bién khéc. Gia tri ndy thé hién mic do phu
thudc 1an nhau gita cic bién doc 1ap va bién phu thuoc.
MI ludn 16n hon hodc bing 0, trong d6 gia tri cang 16n thi
mbi quan hé gifta hai bién cang 16n. Néu M= 0, thi céc
bién 1a doc 1ap.

2. Phuong phap Wrapper (Wrapper methods)

a) Forward selection (W-Fws):

Mot dic trung tot nhit dudc chon d€ bat dau va thém
nhiéu 14n 13p lai. O méi 1an ldp lai tiép theo, cc dic trung
tot nhit con lai dugc thém vao dua trén tiéu chi hiéu suit
cta ching.

b) Backward elimination (W-Bwe):

Ky thuit nay bat diu véi tit ca cc dic trung va lap di
lap lai loai bo tung dédc trung mot. Mot trong nhiing thuét
toan phd bién nhét 1a Recursive Feature Elimination (RFE)
gitip loai bod céc dic trung it quan trong hon dua trén xép
hang miic d6 quan trong cta ching.

3. Phuong phap Embedded (Embedded methods)

Céc phuong phap thudc nhém Embedded két hop cic
vu diém cda c4 hai phuong phap Filter va phuong phap
Wrapper. Cac phuong phap nay hiéu qua hon cic phuong
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phép Wrapper va chinh xdc hon ciac phuong phap Filter;
trong cac phuong phap Embedded, viéc lya chon déc trung
dugc thuc hién trong qud trinh huin luyén. Hai phuong
phédp lua chon dac trung thudéc nhém Embedded la Héi
quy Ridge (E-Ridge) va Hoi quy Lasso (E-Lasso) dudc
lua chon d€ dua vao cidc mo hinh thi nghiém.

IV. THIET KE VA THU NGHIEM MO HINH DU
POAN CODE-SMELL KET HOP FSTS

ml-code smell
Dir ligu sdn sang [~

Két qua 1

N\

Cac kj thuat lya chon dac trung

.

i

1

Kétqua 2

Tién
Xt ly

!

Kétqua3

Céac ky thuat hoc may

l

Kétquan

Hinh 1. M6 hinh thit nghiém x4c dinh hiéu suét cfia cic ky thuat
lva chon déc trung

1. Lwa chon SCM va k¥ thuét tién xi Iy dir liéu

Bai bao st dung tap dit liéu ml-Codesmell ciia nhém tac
gia va da dudc cong bd [14]. Tap dit liéu nay da dugc dé
xuit cho cac md hinh du doan code-smell dya trén phuong
phap hoc mdy véi mot lugng 16n quan sat ciing v6i nhiéu
dic trung dudc tao bang cich thu thap cic do do ma ngudn
dugc trich xuét tir 525 du 4n ngudn md.

Tap di liéu ml-Code-smell dugc phan tach thanh 2 tip
dit liéu con: tap dit liéu huén luyén (training) d€ huin luyén
cac MLTs va tap dif liéu ki€m tra (testing) dé kiém tra hiéu
suit du dodn ctia cdc MLTs ddi vdi su hién dién cia céc
code-smell c6 trong tip nay. Dua trén két qua da thu dugc
qua thd nghiém cdc ty 1€ phén tach training:testing khac
nhau trén cung 1 tdp di liéu va ky thuit hoc may [14], ty
1¢ phan tich dif liéu training:testing 1a 80:20 dudc chon dé&
ap dung cho céc thit nghiém ctia bai bao nay.

K§ thuit can bing dit lieu SMOTE dugc ap dung dé xi ly
mit can bang di liéu trong tap di liéu huén luyén. SMOTE
12 mot trong céc k¥ thuat 1dy miu qua miic (Oversampling);
trong d6 cdc miu tdng hop dugc tao ra cho 16p thiéu sb.
Thuat todn nay gitip khic phuc van dé over-fitting do qua
trinh 14y mau ngiu nhién (Random Oversampling) gay ra.
N6 tap trung vao khong gian cic dic trung dé tao ra cic
mau quan sat mdi véi sy trg gitip cta phép noi suy giita
16p thiéu s6 nim clng nhau.
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2. Lua chon cac code-smell cho mé hinh thir nghiém

Tap dit liéu ml-Codesmell !, bao gém 8 code-smell &
clp do 16p (Class-level) va 6 code-smell & cip do phuong
thiic (Method-level), dugc thé hién trong Béang L.

Bang I
TOM LUOC THONG TIN VE TAP DU LIEU ML-CODESMELL
Cap do Dung SO lugng | SO luodng SO lugng
code-smell lugng mau | dic trung | code-smell
Class-level 76 MB 373,400 41 8
Method-level | 491 MB | 2,486,282 33 6

Trong pham vi bai bdo, dé tap trung vao muc tiéu danh
gia hiéu sult ctia cac FSTs va tiét kiém thdi gian, nim code-
smell G cﬁp dd 16p (Brain-Class, Data-Class, God-Class,
Model-Class, va Schizophrenic-Class) dudc lua chon dé dua
vao mod hinh th nghiém.

3. Cac m6 hinh hoc may (MTLs)

Céac m6 hinh hoc mdy dudc tao ra véi nhiéu thuat toin
khac nhau. Nim thuit todn dudc chon dua trén miic d6 pho
bién, tinh don gian va hiéu suit cao ctia chiing. Cac thuat
toan nay dudc mo ta ngan gon nhu sau:

« Random Forest Classifier (RFC): RFC phu hop véi
mot s& bd phan loai cdy quyét dinh dua vao céc tap con
khac nhau ctda SMD va tap hop cic cidy dau ra theo
gia tri trung binh cla ting cdy. P9 chinh xic dau ra
cia RFC phu thudc vao stic manh cua ting cdy trong
riing va moi tuong quan giita ching. Do dé, RFC c6
thé cai thién d6 chinh xdc du doan va tranh van dé
khép qua muc (over-fitting) [15].

« Light Gradient Boosting (LGB): LGB xay dung mdt
mo hinh dua trén cdc cdy quyét dinh don gidn khong
dudc t6i uu héa tét va sau d6 khai quat hoa ching bing
céch t6i vu héa mot ham méit mat (loss-function) dugc
x4c dinh tlly y d€ dua ra cdc du dodn manh mé hon.
Céc uvu diém cta LGB nhu sau: (i) c6 téc dd huin
luyén nhanh hon va hiéu qui cao hon nhiéu thuét toan
khéac nhung tiéu tén bd nhd thap hon, (ii) c6 do chinh
x4c cao hon bét ky thuit todn ting toc nao khic va
(iii) c6 kha ning tuong thich t6t hon véi cic bo dit
liéu 16n [16].

» K-nearest Neighbors Classifier (KNN): Cac quan sat
dugc phan loai dua trén 16p ctia miu 1an cin gan nhit
cta chung. KNN c6 hai giai doan: (i) Xac dinh céac
mAu gan nhét va (ii) xdc dinh 16p st dung cac lan cin
d6. Mot s6 uu diém ctia KNN nhu sau: (i) nhanh chéng
trién khai va g 16i, (ii) rit hiéu qua néu céc 1an cin
dudc st dung phan tich d€ lam gidi thich va (iii) c6

Uhttps://doi.org/10.6084/m9.figshare.21343299.v2
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nhiéu k¥ thuat c6 thé nhanh chéng ting do chinh xéc
va cai thién ding k& thdi gian qud trinh thi nghiém
trén cac tap di li€u 16n [17].

o Linear Logistic Regression (LLR): Thuit todin manh
mé nay cho phép nhiéu bién doc lap dugc phan tich
ddng thai va gidm cdc tic dong giy nhiéu bing cich
phan tich mdi lién hé clia tit ci cac bién. LLR phan
loai cdc miu dua trén xdc suit cia mot su kién, vi
viy cdc bién phu thudc va doc lap ctia hdi quy logistic
khong can méi tuong quan [18, 19].

» Linear Support Vector Classification (SVM): SVM
la mot moé hinh hoc mdy c6 giam sat (supervised
learning model) véi su két hop cac thuat toan hoc may
nham phén tich dif liéu d€ phan loai va phan tich hdi
quy. SVM hoat dong tuong dbi t6t khi c6 bién do phan
cach ro rang gilta cac 16p. SVM hiéu qua hon trong
khong gian nhiéu chiéu va tuong dbi hiéu qua vé bo
nhé [20].

4. Lua chon cic dd do hiéu suit d€ danh gia mé
hinh

Sau khi dudc huin luyén véi training, cic MLTs c6 thé
du doan mot mAu trong testing 1a duong tinh(1a code-smell)
hay 12 dm tinh (khong phéi code-smell). Két qua du dodn
clia md hinh c6 thé roi vao mot trong 4 trudng hop sau:

« TP (True-Positive): Du doéan ding 1 miu duwong tinh.
o TN (True-Negative): Du doan ding 1 mau dm tinh.

o FP (False-Positive): Du doan sai 1 miu duong tinh.
o FN (False-Negative): Dy doén sai 1 mau dm tinh.

Sau khi xac dinh dugc cac gia tri trén, do chinh xac du
dodn ctia mo hinh thit nghiém dugc danh gid bang cac do
do co ban sau:

« Accuracy Accuracy 1a mot do do ding d€ danh gid
hiéu suit dy doan ctia mot MLTs. Gid tri Accuracy
cang cao thi do chinh x4c du doan cang 16n. Accuracy
dugc tinh todn dua trén cong thic sau:

TP+TN
TP+TN+FP+FN

Accuracy = 1)
Tuy nhién, khi tap dif liéu bi mit can bang nghiém
trong, viéc st dung Accuracy lam do do danh gia hiéu
suit ctia md hinh thuong khong hiéu qui vi hau hét
chiing déu c6 dd chinh xdc rét cao; bit ky mo hinh
nao c6 thé du doan tit ci cac mau thudce vé 16p da sb
ciing sé cho két qua gan 100%. Do d6, cic dd do nhu
Precision, Recall va FI-score thudng dugc can nhic
d€ thay thé cho Accuracy. Cic dd do nay dé cao tinh
chinh xac ctia 16p thiéu s6 hon 1a 16p da sb.
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« Precision Do do nay nhim cb ging tra 15i cau hoi ) ) ) Béing I1I
sau: TS’ lé nhé.n dang dling cic mﬁu deUI’lg tinh 1a bao KET QUA HIEU SUAT DU POAN CODE-SMELL DATA-CLASS
nhiéu? Precision dugc dinh nghia nhu sau: MLTs
FSTs KNN | LGB | LRR | RFC | SVM
Precision = —LE__ ) None-FST 085 T 095 1 T
TP+ FP E-Lasso 0,86 1 0,9 1 1
. 2 14 . P x E-Ridge 0,96 0,99 0,92 | 0,97 0,95
o Recall Recall (;Ilnh lu?dng ty le dU.' doan dung mau F_ong 0,98 1 0,95 0,99 0,96
duong tinh tu tat ca cac du doan duong tinh da dugc F-Corr 0,89 1| 096 | 09 | 099
" R 4 . 22 x F-MI X 1 ) ) S
thuc hién. Khong giong nhu Precision ch1, tr? Ve cac W-Bwe g’gg h 8’32 8’32 8,23
du dodn chinh xdc mau duwong tinh trong so tat ca cac W-Fws 0,98 1] 095 ] 099 1
du doén duong tinh, Recall con cung cip du hiéu ctia
cac du doan duong tinh bi bd 16. Cong thic tinh Recall
nhu sau: P ¢) God-Class:
Recall = TPIEN 3) Két qué hiéu suét thit nghiém véi code-smell God-Class,
+

o o o . dugc trinh bay trong Bang IV, cho thiy chi c6 2 MLTs 1a
. Fl-score\Day la mdt do do hai hoa gitta Precision va LGB va RFC 1a phit hdp v6i code-smell nay khi cho thiy
Recall, dong thi cting 1 do do ly idng d€ danh gid  pigy sudt dy dodn dat tit 99%; tuy nhién, céc ky thuit FSTs
cac mo hinh c6 bd di 1i€u mat can bang nghiém trong. khong phat huy hiéu qua khi hiéu sut ciia cdc md hinh
2(Precision * Recall) @) khong td ra vugt trdi so véi SMD nguyén ban.
Precision + Recall

Trong bai bao nay, Fi-score dugc st dung lam thudc do i o . Bang IV
hiéu suit cia cic mé hinh du dodn dya trén MLTs. KET QUA HIEU SUAT DU DOAN CODE-SMELL GOD-CLASS

Fl-score =

R L ) R ESTs MLTS |l kNN | LGB | LRR | REC | SVM

V. KET QUA VA THAO LUAN None-FST 0,62 11036 | 097 | 053
% ” , Ze s E-Lasso 0,64 0,96 0,24 0,95 0,48

1. Két qua du doan doi voi cac code-smell E-Ridge 0.6 | 096 05 | 095 | 047
. F-Aov 0,62 0,96 0,54 0,95 0,3

a) Brain-Class: F-Corr 0,56 | 0,97 | 0,24 | 087 | 0,59
£ , , . o a E-MI 0,71 1] 044 | 099 | 0,58

Két qua du dodn code-smell Brain-Class dugc thé hién W-Bwe 0’65 087 | 052 0’66 0.64
trong Bang II. Hau hét cac FSTs déu cho hiéu suit tot hon W-Fws 065 | 0.87 | 052 | 0.66 | 064

so v6i SMD nguyén ban, ngoai trit d6i v6i mo hinh MLTs
ap dung gidi thuat LGB; Nhin chung, hiéu suit dy dodn cia 4 ) Model-Class:
cdc MLTs dbi v6i code-smell nay khong cao; tuy nhién, khi
LGB st dung FSTs 1a F-Corr thi hiéu suit dat dén 95%,
tuong duong v6i SMD nguyén ban.

Hau hét cac MLTs dugc dua vio md hinh t ra phit hop
v6i code-smell Model-Class bdi vi ching déu tra vé hiéu
suat rit cao (tif 98% trd 1én) khi thit nghiém, ngoai trir k§
thuat SVM; tuy nhién, bén canh doé, cic phuong phap FSTs
lai khong c6 hiéu qua nhu ky vong khi hiéu suét ctia ching
chénh 1éch khong dang ké so véi SMD nguyén ban mic du

Bang II
KET QUA HIEU SUAT DU POAN CODE-SMELL BRAIN-CLASS

FSTs MLTs KNN | LGB LRR | RFC SVM tiéu t6n kha nhiéu thoi gian cho qllé. trinh 10211 bd bét cac
None-EST 0,30 0,95 0,15 0,47 0,43 DFs khﬁng lién quan va du thﬁa (két quﬁ thfl’ nghlém co
E-Lasso 0,31 0,66 0,12 | 0,48 0,46 trong Béng V).
E-Ridge 0,26 0,64 0,32 0,5 0,42
F-Aov 0,33 0,58 0,30 | 0,50 0,48
F-Corr 0,33 0,95 0,17 0,5 0,45 ) ) Bang V
F-MI 0,28 | 0,63 | 024 | 048 0,51 KET QUA HIEU SUAT DU POAN CODE-SMELL MODEL-CLASS
‘W-Bwe 0,5 0,68 0,24 0,39 0,5
W-Fws 042 | 0,55 | 021 | 040 | 020 MILTs
KNN | LGB | LRR | RFC | SVM
FSTs
None-FST 1 1 0,98 1 0,77
b) Data-Class: E-Lasso 1 1] 098 1| 064
P . o ) E-Ridge 1 1| 098 1 1
S0 liéu cua ket qua duy doan dugc thé hién trong Bang F-Aov 098 | 098 | 096 | 097 | 092
III. Hiéu suit duy doan ctia ciac MLTs dbi véi code-smell F-Corr 1 1] 098 1] 024
e w2 . . . X F-MI 1 1 0,98 1 0,31
Data-Class vugt trdi va on dinh so vdi Brain-Class; Hau W-Bwe 097 | 098 | 094 | 098 | 0091
hét cac FSTs déu c6 hiéu suit du dodn dat tit 99% trd 1én W-Fws 097 | 098 | 094 | 098 | 091

tuy theo MLTs dugc chon.
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e) Schizophrenic-Class

Khi tht nghiém du doan code-smell Schizophrenic-Class
bing cidc md hinh dp dung cic MLTs LGB va RFC, céc
FSTs khong cho thiy su chénh léch hiéu suit du dodn so
véi SMD nguyén ban bdi vi tit ci ching déu tra vé hiéu
sudt 100% (Bang VI); tuy nhién, khi ding cic mo6 hinh
dudc 4p dung cidc MLTs con lai, cac FSTs da thé hién dugc
tinh hiéu qua clia ching: ting hiéu suit tit 58% lén 86%
dbi v6i MLTs KNN, ting tit 84% lén 99% dbi véi MLTs
LRR va ting tit 40% 1én 53% d6i v6i MLTs SVM.

) Bang VI
KET QUA HIEU SUAT DU POAN CODE-
SMELL SCHIZOPHRENIC-CLASS

MLTs NN | LGB | LRR | REC | SVM
FSTs
None-EST 0,58 T [ 084 I 0.4
E-Lasso 0,64 1 0,69 1 0,53
E-Ridge 0,73 1] 088 1] 034
F-Aov 0,66 1] 098 1 0.4
F-Corr 0,63 1] 084 1| 035
E-MI 0,75 1] 099 1 0.4
W-Bwe 0,86 1] 099 1] 034
W-Fws 0,79 1] 099 1 0.4

2. Thao luén chung vé cic két qua thi nghiém

Két qua tht nghiém cho thiy sau khi tap di liéu dugc
ap dung cic ky thuat FSTs, hiéu suét du doan clia cic md
hinh MLTs da c6 nhiing céi thién tich cuc tuy theo ting
FSTs va MLTs. Dua vao cac két qua thii nghiém trén, céc
FSTs da thé hién mot s6 dic diém tich cyc sau:

- Cai thién do chinh x4c ctia mo hinh: Bing cich chon
ky thuat FSTs phu hgp v6i MLTs, viéc lua chon dac trung
da thé hién kha ning cai thién do chinh x4c ctia m6 hinh
thit nghiém. Tit ca céc thir nghiém déu cho thdy véi mdi
MLTs déu c6 it nhat mot ky thuat FSTs cho hiéu suét bing
hodc cao hon véi tdp di liéu nguyén ban SMD.

- Cai thién kha ning dién giai: Bing cach chi chon cdc
dic trung phu hop nhét, cic ky thuat FSTs c6 thé cai thién
kh4 niing dién gidi cla mo hinh, gitp dé hiéu va gidi thich
cédc dic trung gép phan vao du dodn ctia mo hinh.

- Giam dung lugng tap dit liéu: Cac FSTs gitp giam kich
thudc ctia tap dif liéu, diéu nay c6 thé gidp truc quan héa
va phan tich di liéu dé dang hon.

- Giam thoi gian huin luyén ciac mé hinh: Bing cich
giam sb luong dic trung, FSTs c6 thé gidm do phic tap
tinh toan ctia mo hinh, vi vay thdi gian huin luyén ciac mo
hinh dugc gidm di dang ké.

Nhin chung, két qua thii nghiém da cho thiy cic FSTs
gitip giam thiéu thoi gian huin luyén, cdi thién do chinh
xdc, hiéu qui va kha ning dién gidi cia cic md hinh hoc
mdy, gitip ching trd nén hiéu qua va hitu ich hon cho nhiéu
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ting dung. Tuy nhién, qua trinh thif nghiém cling cho thiy
mot s6 vin dé can can nhac khi 4p dung cic FSTs:

- Ton thoi gian: FSTs c6 thé 1a mot qua trinh tn nhiéu
thoi gian, dac biét khi lam viéc véi cac bo dir liéu 16n hodc
st dung céac ky thudt thuéc nhém phuong phap Wrapper.

- Mt thong tin: Viéc x6a cic dic trung khoi tap di liéu
c6 thé dan dén mét thong tin c6 gia tri tiém 4n, diéu nay
c6 thé anh hudéng dén do chinh xic ctia md hinh. Két qua
thtt nghiém cho thiy nhiéu FSTs da cho hiéu suit du dodn
thip hon so véi tap dit liéu nguyén ban (None-FSTs).

Vi vay, khi 4p dung céc FSTs, didu quan trong 1a phai
danh gid can than cic vu di€ém va nhugc diém tiém 4n cla
titng ky thuat FSTs va chon ky thuat tot nhat dua trén céc
muc tiéu va yéu cau cu thé ctia md hinh hoc mady.

VI. KET LUAN

DPén phan cudi bai bdo ndy, qua két qua thi nghiém,
c6 thé két luan rang FSTs la cac ky thuat vé viéc giit cac
déac trung hitu ich va cé lién quan mot cach ty dong thong
qua cdc quy trinh da dudc dp dung trong cac mo hinh thi
nghiém. Bai bdo da thd nghiém cac ky thuit FSTs dugc
xdy dung tif cic quan diém khéc nhau: tir s6 liéu théng ké
dén phuong phéap hoc mdy. Nhin chung, khi 4p dung FSTs
cho cic MLTs, cé thé dan dén cic mo hinh t6t hon, dat
dugc hiéu suét cao hon va dé& hiéu hon. Cubi ciing nhung
khong kém phan quan trong, d6 1a viéc c6 mét tap hop con
céc dic trung cho phép mo hinh hoc mdy dudc huin luyén
nhanh hon ma van cai thién dugc hiéu suit duy dodn. V&
huéng nghién ctiu sau hon déi véi cac ky thuat FSTs, viéc
két hop nhiéu ky thuat FSTs d€ lua chon céc dic trung can
dugc tiép can; mot tip hop cac ky thuat FSTs phu hop c6
thé cai thién dugc hiéu suit va giam thiéu thdi gian huén
luyén cho cac mo6 hinh hoc may trén tap dir liéu siéu 16n.

TAI LIEU THAM KHAO

[1] M. Lehman, “Programs, life cycles, and laws of soft-
ware evolution,” Proceedings of the IEEE, vol. 68, pp.
1060-1076, 1980.

[2] D. Parnas, “Software aging.”
Press, 1994, pp. 279-287.

[3] P. Avgeriou and P. Kruchten, “Managing techni-

cal debt in software engineering,” Dagstuhl Seminar

16162, 2016.

F. Khomh, M. D. Penta, Y.-G. Guéhéneuc, and G. An-

toniol, “An exploratory study of the impact of antipat-

terns on class change- and fault-proneness,” Empirical

Software Engineering, vol. 17, pp. 243-275, 8 2012.

D. Spadini, F. Palomba, A. Zaidman, M. Bruntink,

and A. Bacchelli, “On the relation of test smells

to software code quality,” 2018 IEEE International

IEEE Comput. Soc.

(4]



(6]

(7]

(8]

(9]

(10]

(11]

[12]

[13]

[14]

[15]
[16]

(17]

(18]

(19]

Conference on Software Maintenance and Evolution
(ICSME), pp. 1-12, 8 2018.

A. Yamashita and L. Moonen, “Do code smells re-
flect important maintainability aspects?” IEEE Inter-
national Conference on Software Maintenance, ICSM,
pp- 306-315, 8 2012.

F. A. Fontana, M. V. Mintyld, M. Zanoni, and
A. Marino, “Comparing and experimenting machine
learning techniques for code smell detection,” Empir-
ical Software Engineering, vol. 21, pp. 1143-1191, 6
2016.

F. A. Fontana and M. Zanoni, “Code smell sever-
ity classification using machine learning techniques,”
Knowledge-Based Systems, vol. 128, pp. 43-58, 7
2017.

U. Mansoor, M. Kessentini, B. R. Maxim, and K. Deb,
“Multi-objective code-smells detection using good
and bad design examples,” Software Quality Journal,
vol. 25, pp. 529-552, 6 2017.

P. M. N and M. M, “Predicting the severity of open
source bug reports using unsupervised and supervised
techniques,” International Journal of Open Source
Software and Processes, vol. 10, pp. 1-15, 1 2019.
M. Y. Mhawish and M. Gupta, “Generating code-
smell prediction rules using decision tree algorithm
and software metrics,” International Journal of Com-
puter Sciences and Engineering, vol. 7, pp. 41-48, 5
2019.

——, “Predicting code smells and analysis of predic-
tions: Using machine learning techniques and software
metrics,” Journal of Computer Science and Technol-
ogy, vol. 35, pp. 1428-1445, 11 2020.

S. Dewangan and R. S. Rao, Code Smell Detection
Using Classification Approaches, 2022.

B. N. Thanh, M. N. N. H, H. L. T. My, and
B. N. Thanh, “Ml-codesmell: A code smell prediction
dataset for machine learning approaches.” Associa-
tion for Computing Machinery, 12 2022, pp. 368-374.
L. Breiman, “Random forests,” pp. 5-32, 2001.

D. A. McCarty, H. W. Kim, and H. K. Lee, “Eval-
uation of light gradient boosted machine learning
technique in large scale land use and land cover
classification,” Environments, vol. 7, p. 84, 10 2020.
P. Cunningham and S. J. Delany, “k-nearest neighbour
classifiers - a tutorial,” ACM Computing Surveys,
vol. 54, pp. 1-25, 7 2022.

S. Sperandei, “Understanding logistic regression anal-
ysis,” Biochemia Medica, vol. 24, pp. 12-18, 2014.
C.-Y. J. Peng, K. L. Lee, and G. M. Ingersoll, “An
introduction to logistic regression analysis and report-
ing,” The Journal of Educational Research, vol. 96,
pp- 3—-14, 9 2002.

23

Tip 2023, S6 1, Thing 6

[20] G. Fung and O. L. Mangasarian, “Semi-supervised
support vector machines for unlabeled data classifica-
tion,” pp. 1-14, 2001.

Nguyén Thanh Binh t6t nghiép Thac sy

chuyén nganh Khoa hoc may tinh ndm 2011
—— va dang 1am Nghién cttu sinh chuyén nganh
: Khoa hoc mdy tinh tai Pai hoc Pa Ning.
Hién cong tac tai Phong Pao tao va Hgp
tac qubc té, Trudng Cao ding Co dién-Xay
dung va Nong Lam Trung B9, Binh Dinh.
Email: thanhbinh@cdtb.edu.vn

Nguyén Hiru Nhit Minh t5t nghiép Dai
hoc chuyén nganh Khoa hoc va Ky thuat
Mady tinh, Truong Dai hoc Bach Khoa TP.
Hb Chi Minh nim 2013. Nim 2020 bao vé
— Tién si nganh Khoa hoc va Ky thuat May
M tinh cta truong Pai hoc Kyung Hee, Han
‘ . Québc. Hién 1a gidng vién, nghién ctiu vién
cta truong Pai hoc Cong nghé Thong tin &
Truyén théng Viét Han, Pai hoc Da Ning., phu trach Chuong trinh
nghién ciiu Vién Khoa hoc va Cong nghé S6 ciia trudng. Cac linh
vic nghién cttu chinh bao gdm wireless communications, mobile
edge computing, federated learning, xd ly ngén ng@ ty nhién va
xt 1y hinh anh.
Email: nhnminh@vku.udn.vn

Lé Thi My Hanh hién la gidng vién Khoa

Cong nghé Thong tin, Truong Pai hoc Bach

;= Khoa Pa Néng, Viét Nam. Nhan bing Thac

— s§ nam 2004 va bing Tién si Khoa hoc May

tinh nim 2016, tai Pai hoc Pa Ning. Céc

linh vyc nghién ctiu gdm Cong nghé phan

mém va Ung dung cic kj thudt heuristic

\ 'y cho cic vén dé trong cong nghé phin mém.
Email: Itmhanh@dut.udn.vn

Nguyén Thanh Binh nhin bing Tién si
Cong nghé Thong tin tai Truong Pai hoc
Bach Khoa Grenoble, Cong hoa Phap nam
2004 va da dugc cong nhan Phé Gido su
tu nam 2013. Hién cong tc tai Trudng Dai
hoc Cong nghé Thong tin va Truyén thong
Viét-Han, Pai hoc Pa Ning. Cac linh vic
nghién cifu chinh bao gdm Cong nghé phin
mém va Chét lugng phan mém.

Email: ntbinh@vku.udn.vn




Cdc cong trinh nghién cifu, phat trién va ing dung CNTT va Truyén théng

Using LSTM Network for Predicting Radio
Mobile Networks’ Behaviors

Cuong Pham-Quoc', Tuan Tang-Anh?, Chien Tang-Tan’
I MobiFone Corporation, Hanoi, Vietnam

2 Faculty of Electronics and Telecommunication Engineering, University of Science and Technology, The University of

Danang, Danang, Vietnam

3 Faculty of Computer and Electronics Engineering, Vietnam — Korea University of Information and Communication

Technology, The University of Danang, Danang, Vietnam

Correspondence: Cuong Pham-Quoc, cuong.phamquoc@mobifone.vn
Received: 28/02/2023, revised: 23/06/2023, accepted: 30/6/2023
Digital Object Identifier:: 0.32913/mic-ict-research-vn.v2023.n1.1212

Abstract: Breakthroughs in artificial intelligence, machine learning and deep learning with great recent achievements have
been strongly impacting the mobile communication industry. The traditional method of mobile network management and
operation has been shifting toward automation and proactive monitoring. Forecasting radio mobile networks’ behaviors in
coexisting multi-layer technology mobile networks for improving resource allocation efficiency and optimizing network’s
key performance indicators becomes a critical task. The use of a Long-Short Term Memory (LSTM) network for predicting
radio networks’ behaviors based on real statistical data from operational support systems is suggested in this research. The
promising results show the potential of our approach. The prediction results can help mobile network operators leverage

networks’ operating performance.

Keywords: Long-Short Term Memory, predicting, behavior, radio mobile network, data.

Tiéu de:

Tém tit:

St dung mang LSTM dé dur bao hanh vi mang théng tin vé tuyén di dong

Nhitng dot pha trong linh vuc tri tué nhén tao, hoc mdy va hoc sau véi céc thanh tyu vugt trdi da tdic dong manh mé

dén nganh cong nghiép thong tin di dong. Cac phuong phap van hanh khai thic, quan ly mang ludi truyén thdng dang
tiing budc dich chuyén sang huéng ty dong héa va chi dong gidm sat. Viéc du bdo céc hanh vi mang thong tin v
tuyén di dong trong mang 1udi thong tin tich hop da cong nghé nhiim cai thién hidu qua cip phat tai nguyén va tbi
uu cic chi s6 chit lugng mang 1udi 1a nhiém vu cip thiét. Nghién ctiu nay dé xuit sit dung mang Long-Short Term
Memory (LSTM) d€ du bao hanh vi mang lu6i dua trén tap dit liéu théng ké thuc té€ tit hé théng hd trg van hanh khai
thac OSS (Operational Support System). Cic két qua du bdo cho thiy tiém ning ciia phuong phap ma bai bao d& xuit,
V6i nhiing két qua dat dudc cé thé gilip cac nha mang di dong tdi vu hiéu ning van hanh khai thac mang ludi.

Tu khoa:

Long-Short Term Memory, dw bdo, hanh vi, mang thong tin vo tuyén di dong, dit lidu.

I. INTRODUCTION

Nowadays, with a tremendous volume of data and ad-
vances in computing power, deep learning (DL) has played
a key role in complicated challenges. It is anticipated that
next-generation mobile networks would combine DL and
advanced machine learning (ML) to complete tasks that
previously seemed impossible [1]. The world’s leading
telecommunication vendors, such as Nokia and Ericsson
have applied Al and DL to provide technical solutions for
Mobile Network Operators (MNOs) to operate and manage
their networks more efficiently [1, 2].

For optimizing Capital Expenditure and Operating Ex-
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penditure with high-quality services, MNOs need a well-
planned network strategy. To devise such a network strategy,
MNOs should have an in-depth insight into the charac-
teristics of their networks’ behaviors. Big data generated
by state-of-the-art network systems, when paired with DL
techniques, can dramatically enhance network design and
management [3].

In order to find insights and make important actions
for mobile networks, a huge dataset must be gathered,
organized, and analyzed using data analytic and mining
techniques. The method of employing data analysis to
predict uncertain outcomes is the subject of this work. The



objective of this research is using LSTM network to predict
radio mobile networks’ behaviors with real data obtained
from the NetAct operational support system (OSS) system
[4].

Up to now, mobile communication networks have ex-
perienced a huge change [5] which is a journey from
analogue cellular systems (1G) to state-of-the-art cellular
systems (5G, 6G and beyond 6G). A new generation of
mobile technologies debuts roughly every ten years [6],
which enhances capability, performance, effectiveness, and
experience. Although each generation differentiates itself
from the previous one by its standards, capacities, tech-
niques and new features, the general network design has
the common foundation of the Radio Access Network
(RAN), the core network and the back-haul network [7].
These commercial mobile network technologies that are
2G, 3G, 4G and currently 5G are all connected to the
MNO’s OSS via signaling interfaces to operate, exploit
and manage. RANs’ behaviors consisting of customers’
attempts, network events, major alarms, etc. are gathered
to monitor, optimize and leverage network performance.

There has been extensive research on applying DL and
ML to support the operation, management and exploitation
of mobile networks as [8] in which a deep generative
adversarial network with LSTM cells was proposed to
detect anomaly KPIs in the cellular networks. In addition,
it is suggested to employ a Random Forest based method
to determine the primary reason for the decline in 5G
radio quality [9]. Recent research has demonstrated the
great potential of utilizing DL/ML to improve the quality
of mobile communication networks.

Periodically, network’s performance counters record and
store behaviors related accessibility, retainability, mobil-
ity, etc. These counters are triggered by events generated
by user equipment or network elements like base station
transceivers (BTS), eNodeBs (eNBs) or serving gateway
(S-GW) and so on [10]. Then, counter data which is
integer values is sent to OSS’s server via control planes
for monitoring operation and optimization.

The 4G/LTE radio mobile network behaviors including
Random Access Channel (RACH) attempts, Radio Re-
source Control (RRC) attempts, E-UTRAN RACH Setup
attempts, etc. are logged by numerous counters. In this
paper, based on the collected data, we examine the pre-
diction of the network behaviors by using proposed LSTM
network. The results has showed potential of our approach
in different scenarios.

So this paper is structured as follow: In section 2, we
discuss our research methodology. Section 3 presents the
experiment results. Finally, section 4 concludes the paper
and discusses future works.
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II. RESEARCH METHODOLOGY
1. The LSTM Network

The LSTM network that is an advanced form of the
recurrent neural network architecture combats against the
problem of vanishing gradients. The LSTM-based network
is ideal for prediction of temporal sequences, and are replac-
ing many traditional approaches to DL. In LSTM networks,
each module, which is called memory cell contains three
different gates. An input gate, an output gate and a forget
gate denote as i;, o, and f;, respectively.

he

A
Co [ . )\ %
fi i r—)~ 0
t t c tr-)T
o [} tanh o}
ha | 11 1) e
J
Xt

Figure 1. A basic LSTM memory cell unit [11].

The three gates in Fig. 1 are calculated as (1) to (3).

fi=oWexx + Wephi—1 + by) (D
ir = o (Wixx; + Wiphi_1 + b;) (2)
Oy = O—(Woxxt + Wonhi—1 + bo) 3)

Where o is the nonlinear activation function. The ex-

pression for an intermediate state is:
¢t =tanh(Wexxs + Wephy—y + be) (@)

Updates are made to the hidden state and memory cell
as (5) and (6), respectively.

C;=ft®C,+l't®C, (5)

(6

where tanh is the nonlinear tanh activation function. The
symbol © is used to denote Hadamard product.

h: = 0; © tanh(c;)

2. Implementing and Evaluating the Proposed LSTM
Network

The MNO’s OSS is utilized to gather the data needed to
train and validate the proposed LSTM network. Since the
coexisting multi-layer multi-technology mobile network has
a high data volume, the amount of data that can be collected
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Figure 2. The proposed LSTM network’s architecture.

and stored in the OSS is constrained owing to the servers’
limited storage capacity. The LSTM network is trained and
tested using a dataset with three different KPIs, including
E-UTRAN RACH Setup Attempts, RRC Setup Attempts,
and E-UTRAN Data Radio Bearer Attempts across time.
It was gathered over the period of two weeks at a 15-
minute granularity from one Nokia’s eNodeB located in
Thua Thien Hue province in Vietnam. The entire dataset
which includes 1344 samples is split into two subsets with a
ratio of 80% and 20% for training and testing, respectively.
The network’s behaviors prediction model is implemented
using Python and Keras library.

A single hidden layer with 50 neurons and an output
layer make up the proposed LSTM network to predict a
single numerical value, as illustrated in Fig. 2. The Adaptive
Moment Estimation (Adam) [12] version of stochastic gra-
dient descent and Mean Squared Error (MSE) are used to
optimize the network. Adam calculates an adaptive learning
rate for each parameter and it is superior to other adaptive
learning rate algorithms in terms of convergence [13].

The hidden layer and output layer are designed to utilize
Rectified Linear Unit (ReLU) as the activation function
in order to benefit from ReLU, which combats against
the vanishing gradient problem and enhance deep neural
network learning efficiency [14]. The definition of ReLU
function is expressed (7):

Sfreru (hix) = max(0, h; r) @)

Other important hyper-parameters in our experiment,
including Optimizer, Loss, Batch size and Epochs, are listed
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in Table I.

Table 1
THE PROPOSED LSTM NETWORK’S
MAIN HYPER-PARAMETERS.

[ Hyper-parameters | Values |

Optimizer Adam
Loss MAPE
Batch size 50
Epochs 1000

Mean Average Percentage Error (MAPE), also known
as the mean absolute percentage deviation, which is a
statistical measure to define the accuracy of a learning
algorithm on a specific dataset, is used as the metric to
assess the prediction model’s error rates across various
datasets. The smaller the error is, the better the model is.
If and only if the MAPE’s value equals zero, the model is
ideal.

MAPE that is calculated as (8) can also be expressed in
term of percentage.

1 &
MAPE = — '
P4

Aq_FfI

> ®)

In (8), where A, means the actual value and Fj is the
predicted one. The vertical bars represent absolute values,
while p denotes the number of observations.

III. EXPERIMENT RESULTS

This section provides the visualized fit-level prediction
results for three 4G/LTE KPIs that describe network be-
haviors as from Fig. 3 to Fig. 5. As seen in these figures,
our approach can predict almost all the sudden changes and
overall network behavior trend which are some of the most
important factors of monitoring and optimizing network
operations.

As we can see, the LSTM network has a promising
precision for predicting RANs’ behaviors [16]. MNOs are
developing and gradually transiting to a Software De-
fined Networking (SDN) based mobile network architec-
ture paradigm [17]. That means they can flexibly deploy
multiple mobile network technologies in the same physical
elements such as radio frequency modules, antenna mod-
ules, base-band modules, etc. Therefore, thanks to forecast
information related to RANSs’ behaviors, SDN controllers
can decide to activate suitable RAN technologies to reduce
cross interference and improve qualities of mobile services
[18].

Moreover, investigated results of error rates of each
prediction are calculated and synthesized in Table II.

Table II shows computed MAPE values of each behavior
prediction:
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Behavior 1: E-UTRAN RACH Setup Attempts
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Figure 3. E-UTRAN RACH Setup attempts - predicted data versus actual data

Behavior 2: RRC Setup Attempts

4000

3000

2000

Number of Attepmts (#)

,_.
o
o
S

—+— Actual data
- LSTM based predicted data

00:00
17-Mar
2020

00:00
18-Mar

Time

Figure 4. RRC Setup attempts - predicted data versus actual data

Table II
ERROR RATES OF EACH PREDICTION.
[ Behaviors | MAPE (%) |
E-UTRAN RACH Setup Attempts 27
RRC Setup Attempts 10
E-UTRAN Data Radio Bearer Setup Attempts 12

According to Table II, the MAPE values varying from
10% to 27% are equivalent to the accuracy of forecasts
ranging from 73% to 90%. Because of the limited training
dataset retained on OSS, we can expand the dataset by
utilizing data aggregation techniques to increase prediction
accuracy. However, with the limited dataset, the quite
high accuracy shows strong potential of our approach in
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predicting network behaviors.

Compared with conventional predictive models including
LR and ARIMA in [18], the proposed LSTM network gives
similar predictive accuracy, but the complexity of the time
series dataset is more complex. The forecasting methods
in [18] can only handle data with a stable and regular
nature. The proposed LSTM network, on the other hand,
can predict more complex data with acceptable accuracy.

Based on the proposed LSTM network, MNOs can put it
in use in different prediction scenarios related to separate
mobile technologies such as 3G, 4G, 5G and beyond
5G to have forecast information available for deploying
appropriate technical solutions.

The operators can proactively monitor their mobile net-
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Behavior 3: E-UTRAN Data Radio Bearer Attempts
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Figure 5. E-UTRAN Data Radio Bearer Setup attempts - predicted data versus actual data

works and take advantage of user-experience-driven net-
work features by using the predicted information [2]. In
addition, self-learning and adaptive networks are being
researched [7] and developed to enhance qualities and
capabilities of future cellular networks for satisfying sub-
scribers’ experiences.

IV. CONCLUSION AND FUTURE WORK

Based on actual statistical data from network counters
in OSS, this research proposes using the LSTM network
to forecast network behaviors in radio mobile network
systems. With a size-limited dataset, the model’s accuracy
shows its potential in forecasting a majority of counters
that reflect network behaviors. With the help of network’s
behavior predictions, operators can have a better overview
of the radio networks to allocate resources, implement
technical solutions and optimize networks. In the future, we
will optimize our model to improve the predicting accuracy
for each network behavior and for several network behaviors
together to have a better overview of the whole network.
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Abstract: Nowadays, smart service systems are value co-creating configurations of people, technologies, organisations,
and information that are capable of in-dependent learning, adaptation, and decision-making. They are propelled by
unprecedented advancements in connectivity, sensors, data storage, computation, and artificial intelligence. One of the
key challenges faced by those systems is how to provide smart interfaces, which can assist business users with limited
knowledge in business analytics in gaining business insights from business data. For this reason, this paper proposes a
knowledge-based framework for developing smart interfaces for smart service systems, which will assist business users
in exploring business data to gain business in-sights and subsequently make better business decisions to promote value
co-creation. A prototype with simulation data has been developed and presented as a running example to illustrate how the
proposed framework can be applied to create an effective smart interface for a typical smart service system: a customer
intelligence system.

Keywords: Smart interface design, smart service systems, customer intelligent systems, service-oriented approach.

Tiéu deé:

Tém tit:

Tu khoa:

Khung hé tr¢ dua trén tri thitc cho phép trién khai giao dién thong minh cho cic hé théng dich vu théng minh

Hién nay, cic hé théng dich vu thong minh nhim tao ra gia tri kinh t& bing cach két hgp con ngudi, cong nghé, td
chiic va thong tin, c¢6 kha niing hoc, thich ting va ra quyét dinh ddc 1ap. Ching dugc thiic diy bdi su tién bo chua tiing
c6 trong két ndi, cam bién, luu trit dif liéu, tinh toan va tri tué nhin tao. Mot trong nhitng thach thic quan trong ma
cdc hé théng nay dbi mit 1a cung cAp giao dién thong minh, gitip nhan sy trong cdc t& chic doanh nghiép cé thé khai
thac tri tué kinh doanh mét cach phu hgp véi vai tro va yéu cu ma khong can hi€u biét qua sau vé k§ thuat va cic
cong nghé. Vi ly do nay, bai bdo ndy dé xuit mdt khung hé trg dé phat trién giao dién ngudi dung théng minh cho
cdc hé thdng dich vu théng minh, gitip ngudi dung kinh doanh kham phé dif liéu kinh doanh dé€ nhan thifc thong tin
kinh doanh va sau d6 dua ra quyét dinh kinh doanh t&t hon dé thiic ddy su tao gia tri chung. Khung hd trg sé cung
cip mot kién triic tdng quat dinh nghia cic thanh phan thiét yéu cia mot hé théng dich vu théng minh cé hd trg giao
dién théng minh. Kién tric nay bao gdm mot sb thanh phan hé thdng di dugc xdy dung sin va thuit toan du dodn
thanh phin nio clia giao dién phii hgp nhit véi thong tin ngudi ding. Viéc cung cp cic thanh phan sin cé nay giip
cdc doanh nghiép c6 thé tai st dung dé trién khai giai phdp giao dién théng minh ctia chinh ho véi chi phi thip nht.
Khung hd trg ciing da dugc tich hgp vao mot hé théng dich vu théng minh c¢é sdn nhim minh hoa kha ning c6 thé
dua vao st dung trong thuc t& cta khung hd trg.

Thiét ké giao dién thong minh, hé thong dich vu thong minh, hé thong tri tué khdch hang, hudng tiép cdn hudng dich
i,

I. INTRODUCTION One of the key challenges faced by those systems is how

to provide smart interfaces, which can assist business users

Nowadays, smart service systems are value co-creating with limited knowledge in business analytics in gaining
configurations of people, technologies, organizations, and business insights from business data. The term “smart

information that are capable of independent learning, adap- interface” or “intelligent interface” refers to both the design
tation, and decision-making. They are propelled by unprece- of user interfaces for smart systems and the design of user
dented advancements in connectivity, sensors, data storage, interfaces, which utilizes intelligent approaches [4].

computation, and artificial intelligence [1-3].

30



For this reason, this paper addressed this challenge by
proposing a knowledge-based framework for developing
smart interfaces for smart service systems. Smart interfaces
will assist business users with a limited knowledge in busi-
ness analytics in exploring business data to gain business
insights and subsequently make better business decisions to
promote value co-creation. Furthermore, a prototype with
simulation data has been developed and presented as a
running example to illustrate how the proposed framework
can be applied to create an effective smart interface for
a typical smart service system: a customer intelligence
system.

The rest of the paper will be structured as follows.
The Theoretical Background section introduces funda-
mental concepts of customer intelligent systems and smart
user interfaces. The Research Motivation section provides
an explanation for the rationale behind this paper. The
Related Work section provides an overview of previous
research conducted in the domain of smart interfaces. The
Methodology section outlines the processes and principles
employed to conduct this study. The Framework section
describes the knowledge-based framework for the design
of smart interfaces for smart service systems, including the
data, information, and knowledge modules. The evaluation
activities of the proposed approach is presented in the
Validation section, which is based on a running example
extracted from a specific case of an effective smart interface
for a customer intelligence system, which is as a typical
and popular smart service system. Finally, the Conclusion
section will summarize the contributions of the paper and
outline potential directions for future research.

II. THEORETICAL BACKGROUND
1. Smart Service System

A smart service system (SSS) is a service system that can
learn, adapt dynamically, and make decisions depending
on information it receives, transmits, or processes to better
handle a scenario in the future [1, 2]. An example of a
smart service system is one that has smart devices installed
to help people recognize, learn from, adapt to, monitor,
and make decisions [3]. The area of smart service systems
is indeed a multi-disciplinary research field that encom-
passes various disciplines, making it difficult to provide
a comprehensive definition [1]. From the service-oriented
and data-application perspective, a smart service system can
be defined as a system that leverages data analytics and
user interaction to assist business users in gaining valuable
insights and then optimizing their service offerings [5].

In particular, customer intelligent systems (CIS) are a
type of smart service systems that focus on gathering,
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processing, and analyzing large volumes of customer data
(e.g., customer behaviors, preferences, profiles). Customers
are a gold mine for valuable information and can aid
in developing important business strategies [6]. By em-
ploying customer analytics, a CIS provides business users
with precious insights related to their customers’ needs
and behaviors, that can aid them in improving customer
satisfaction, increasing revenue, and achieving sustainable
long-term growth.

2. Smart User Interface

Smart user interfaces (SUI), a sub-field of Human-
Computer Interaction (HCI), focus on enhancing interaction
between end-users and systems by proposing interface
elements, along with relevant information to end-users in-
telligently [7]. Unlike traditional HCI, which focuses mainly
on how to design interfaces to facilitate user actions, SUIs
go further by assisting users in performing actions with
incorporated knowledge.

SUIs not only enable users to perform "smart" actions
but also facilitate intelligent and fashionable interaction
between humans and computers by dealing with various
input and output mechanisms. SUIs employ a variety of
techniques and technologies, including machine learning,
natural language processing, computer vision, and robotics,
to create intelligent interfaces that can adapt to the user’s
needs and preferences. These interfaces can be found
in various applications, including mobile devices, smart
homes, wearable devices, and virtual and augmented reality
environments.

III. RESEARCH MOTIVATION

The paper aims at proposing a knowledge-based frame-
work for the design and implementation of smart interfaces
for SSS that will assist business users with limited knowl-
edge in business analytics in exploring business data to gain
business insights to make better business decisions.

Studies about human-centered service systems are rapidly
emerging as a highly promising approach for transforming
service systems into smart service systems. A smart service
system can act on data analysis results to develop insights
related to human behaviors to support the actions of smart
service systems [1]. Smart user interfaces (SUIs) aim
at facilitating intelligent interaction between humans and
computers [7]. Through the use of a variety of intelligent
techniques and technologies, including machine learning,
natural language processing, computer vision, and robotics.
Consequent, smart interfaces can be created to adapt to the
user’s needs and preferences that can be found in various
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applications such as mobile devices [8, 9] and smart homes
[10].

The topic of smart service systems and smart user
interfaces has emerged in their respective domain in recent
years. However, a unified approach that takes into account
smart interfaces from the perspective of smart service
systems is still lacking. In fact, a smart interface can assist
business users in gaining business insights from business
data to make better decisions and improve the service
experience to promote value co-creation [1]. However, in
an enterprise, business users in different roles may require
varying levels of knowledge, as well as typical manners
of knowledge consumption. A general interface might not
be able to satisfy all the needs of different user roles.
In addition, the emergence of big data has created both
opportunities and challenges for exploring business data
from large data sources [11, 12]. For instance, big data
is a great source for promoting different types of customer
intelligence, such as customer segmentation based on their
characteristics, customer journey discovery, product/service
recommendation, or customer value calculation [13, 14]. On
the other hand, information overload may make it difficult
for business users to benefit from smart service systems.

To respond to this issue, smart interfaces should be
designed in such a way that they can learn about the context
of a business user (e.g., needs, profiles, behaviors), and
then present the user with appropriate interface elements
and pertinent information to facilitate their decision-making
process.

Consequently, this paper focuses on analyzing and then
proposing a knowledge-based framework for answering the
following research question:

“How to design and implement a smart user interface
for a smart service system?”.

IV. RELATED WORK

Various studies have explored the design and the im-
plementation of intelligent user interfaces, while others
emphasize the critical role that smart user interfaces plays
in the success of business intelligence and recommendation
systems [15]. The next paragraphs provide an overview of
earlier studies done in the field of smart interfaces.

For example, there is a study that aimed to improve
customer satisfaction through optimizing the user interface
[16]. The study has developed a conceptual model that
enables the classification of different levels of the user in-
terface design in the field of business analytics (e.g., Visual
Friendly UI for basic users, Advanced UI for experienced
users, and Professional Ul for pro-users).

Another study addressed the challenges of smart user
interface design based on an analysis of the characteristics
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of users and their emotional state [17]. The system will
create user groups with appropriate interface design based
on this analysis.

Thus, a study based on a rule-based adaptation mecha-
nism is proposed for the educational sector [18]. By using
rules, it is possible to identify user interface components
and educational content that are tailored to the individual
needs of learners.

Finally, the SitAdapt system was presented that enables
context-aware adaptations of the user interface during de-
sign and runtime [19]. The system is currently operational
in the domains of e-business and travel and incorporates
a variety of situation patterns to facilitate the adaptation
process.

Although numerous studies have acknowledged the im-
portance of smart user interfaces and focused on the smart
interface design and implementation, none has yet proposed
a comprehensive framework for developing such interfaces
for a smart service system in the context of business analyt-
ics. Based on the knowledge-based perspective [2, 20], the
proposed framework is one of the first that aims at assisting
business users with limited knowledge in business analytics
to transform business data into business information and
explore that information to gain business insights.

V. METHODOLOGY

The exploratory research methodology is used to conduct
the study (see Figure 1).

Identify research problem
Lack of a general approach for promoting customer intelligence in business
decisions through smart interfaces, specifically tailored to small and
medium-sized enterprises (SMEs) with limited resources and funds.

"
( Determine the potential solution
Proposing an approach based on the service science perspective, which aims
at designing a smart interface for smart service systems, specifically
\Customcr Intelligent Systems (CIS), to facilitate business analytics in SMEs. p,

|

Design and Implementation
A framework for guiding the conception of a smart interface in CIS, which
can automatically recommend Ul elements suitable for a particular business
user.

1

Validation
A prototype created to e-commerce business users by using the proposed
framework, accompanied by sample data to facilitate testing.

N

4

Figure 1. Adopted Methodology

The methodology includes a literature review to identify
the research problem and determine the potential solution,
experimentation to design and implement the proposed
smart interface, and a validation to evaluate the proposed



approach [21]. To demonstrate the design and implemen-
tation of the proposed framework, a running example ex-
tracted from a specific case of an effective smart interface
for a typical smart service system: a customer intelligence
system will be presented accordingly in the rest of the paper.
Indeed, customer intelligence systems have been selected
because those systems can help business users, especially
marketers, to acquire knowledge and skills from big data
through customer analytics and then apply them to the
process of creating, communicating, delivering, and co-
creating to promote customer intelligence [14].

VI. A KNOWLEDGE-BASED FRAMEWORK FOR
SMART INTERFACE

This section presents a comprehensive knowledge-based
framework for developing smart interfaces for smart service
systems that considers the specific needs and preferences of
business users, including essential elements of the frame-
work. It can serve as a guide for the conception and
implementation of future SSS projects that promote smart
user interfaces. The overall architecture of the framework
comprises a front-end layer, a backhand layer, and data
sources (see Figure 2).

The front end layer serves as the interface between users
and the SSS and is responsible for visualizing UI elements.
In the fronted layer, the elements such as dash-boards,
reports, or charts are designed and presented interactively to
provide an intuitive user experience in order to be adaptable
to a particular business user profile.

The back end layer handles data management, analytics,
as well as Ul recommendations. To structure the elements
of the back end layer, the study has drawn inspiration from
the DIKW model [20] and organized these elements hier-
archically into three levels: Data management, Information
management, and Knowledge management. The back end
layer is the core of the framework and will be presented in
more detail in the next paragraphs.

Concerning the data sources, the back end layer gathers,
organizes, and conducts analytics on business data from
a variety of data sources, including websites, enter-prise
databases, and even the internet. For instance, related to
customer intelligence systems, the collected data can be
categorized into two types: customer data and business user
data. The former contains information about customer’s
demographic, transactions, or customer interactions, which
is examined to produce business insights. The latter, on the
other hand, comprises business user profiles and business
user history data, which is utilized to recommend UI
elements.

In summary, the back end layer is designed in a manner
that enables the smooth transition of data, information, and
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knowledge between different modules of the system. The
primary focus of this paper is to utilize (business) user data
to create intelligent user interfaces. Analyzing business data
is beyond the scope of this paper and will not be explored.
More information about the suggested architecture is shown
in Figure 2, whereas the next subsections present the
architecture in more detail.

Frontend Layer
(ReactJs)

____________________i _________________________________

Knowledge Management Module

Ul Element Visualization

Backend Layer

Ul Element
(Django Framework, MySQL)

Generation

Predefined

Module|

User Prcm-
v—{ Al Modules }—» Analytics

Business Question
Data Management Module

Customer Data
Analytics

Mapping
Algorithm
User Data
Databases Processmg

Customer Dala
Processing

( Enterprise | \

‘-‘ Enterprise | \
| websites | |

/ A
\ databases | | | mtemet | )

Figure 2. General architecture of the proposed framework

1. Data Management Module

The Data management module is composed of two key
elements for the collection, processing, and transfer of cus-
tomer data (Customer data processing) and business user
data (User data processing) into the systems’ databases.
To structure the data, a tabular-based organization is used,
which is suitable for the mapping algorithm in the superior
layer. For Ul element generation, (business) user profile and
history are considered in this project. On one hand, user
profiles describe specific characteristics of users, including
their gender, location, level of management, industry, and
any pertinent business questions or reports. These profiles
are utilized to customize user interfaces based on char-
acteristics. On the other hand, the user history comprises
details about the user’s previous interactions, preferences,
and behavior over time. By tracking user history and
analyzing previous behavior data, it is possible to enhance
recommendations for UI elements, improving the user’s
experience.

2. Information Management Module

The Information management module consists of four
elements, including artificial intelligence (AI) modules,
Business data analytics, User profile analytics, and Map-
ping algorithm.
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Firstly, the AI modules are pre-programmed with data
mining and machine learning techniques such as linear
regression, K-nearest neighbors (KNN), random forest, de-
cision tree, and LightGBM, which are employed to discover
relationships among data. Secondly, in the customer data
analytics, AI modules are used for grouping similar cus-
tomers, recommending products, and predicting profitable
products/customers (a summary of those use cases can
be found in [14]). Thirdly, in the user profile analytics,
recommendation techniques, such as collaborative filtering,
are applied to analyze the profiles and historical data of
business users. These techniques are used to predict the
most suitable user interface (UI) elements for a particular
user profile.

Finally, the mapping algorithm is the key element
for smart user interface recommendations. The algorithm
receives a business user’s profile specifying role (e.g.,
managers, staffs), domain (e.g., IT, marketing), and fields
of interests (e.g., customer engagement and social media)
as input data (see Figure 4)). Following that, the algorithm
is used to calculate scores for Ul elements based on each
user’s profile. These scores are used to identify the most
suitable Ul elements for a specific business user. The
interaction between business users and Ul elements is also
collected each time they perform an action on a Ul element
to improve the scores. The output data of the algorithms
consists of a collection of the most suitable UI elements,
along with relevant data.

The mapping algorithm consists of the following main
steps (see Figure 3):

Training Model

Testing Mode!

Figure 3. Mapping algorithm

« Firstly, the most recent data from the databases is
extracted. In this study, data will be collected from
the previous 30 days. This data was then divided into
training (50%) and test datasets (50%) randomly to
train and evaluate our model.

o In the next step, the usage frequency of each UI
element for every user is summarized. This data will
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be combined with the user profiles through a jointure
process, resulting in a complete dataset for analysis.

o The number of occurrences of each Ul element for a
specific user will be normalized before being sent to
the training model.

o Several training models based on machine learning
techniques, such as KNN, Random Forest, can be used
to predict the score of each UI element for a new user
profile.

o The last step (optional) based using the collaborative
filtering algorithm (i.e., a very popular technique used
to recommend similar products according to behaviors
of similar users) can be performed to improve the
accuracy of predicted scores.

3. Knowledge Management Module

The Knowledge Management module comprises two key
components: Ul element generation and a predefined set
of business questions, which is a collaborative result of
Dimalab, Canada, as proposed in 2022 (see Table I).

Table 1
LINKING OF BUSINESS QUESTIONS,
UI ELEMENTS, AND PERTINENT DATA

Business questions | UI Elements Pertinent Data

Top Products,

Which products Highlighted productN.alme3 )
can be sold productDescription,
together? Products, Best productCategory
’ Sales
Which customers Referred ..
. visitNumber,
have relations to Customers,

sessionld, visitorld

others? Best Referrals
Who are the transactionRevenue,
. Revenue from
most profitable productld,
Top Customers
customers? customerld

visit, timeOnSite,

Line chart of . .
hits, screenView,

How the website

traffics? website traffics . .
uniqueScreenViews
How attraction of Bar chart of new
website to new user creation and lastVisitDate,
customers? What is visit back createdAt
the turn-back rate?
.. Pie chart of

Where do visitors .

sources of the trafficSources

come from? ..
visitors

UI element generation utilizes the results of the map-
ping algorithm (scores as-signed to UI elements for each
user) in the Information management module to generate
a smart user interface consisting of the recommended Ul
elements. The generated interface includes relevant data,
which is sent to the front end layer for visualization
when the user logs into the system. The recommended UI
elements will be arranged according to the scores assigned



to each element. For example, the highest-scoring UI ele-
ment will be displayed at the top of the page, indicating
its importance and relevance. Returning to the running
example about customer intelligence systems, “What is the
most profitable customers” could be addressed through a
bar chart associated with revenue from customers. Table
1 presents the relationships between predefined business
queries, user interface (UI) components, and pertinent data.

VII. VALIDATION

The proposed approach was implemented and validated
by developing the smart interface prototype for an open-
source customer intelligence system for small and medium
enterprises (SMEs), along with some sample datasets for
testing the prototype. In-deed, business users in SMEs
have a limited knowledge and expertise in information
technology in general and business analytics, in particular
[14] that are a real-world situation for validation of the
framework.

In terms of tools and technologies for developing this test
prototype, Django framework (www.djangoproject.com),
which is a very well-known and powerful plat-form for
data analytics and machine learning algorithms is selected
for the back end. Furthermore, MySQL (www.mysql.com),
which is a highly suitable database for storing a moderate
amount of data for this test prototype is also selected for
the back end layer implementation. Concerning the front
end layer, React]S (reactjs.org) was selected because of
its robust capabilities in creating dynamic and engaging
interfaces.

A possible testing scenario could be outlined as follows:

1) A business user A creates a new account and provides
their profile information (see Figure 4).

The mapping algorithm allows assigning a score to
each UI element, such as the top product bar chart or
website traffic line chart, based on the similarity of

user A’s profile data to existing data associated with

2)

those elements.

A predefined threshold value is used to determine
which UI elements are suitable for the user A based
on the Ul element’s score.

If a Ul element has a score greater than the threshold
value, it is considered suitable and will be automati-
cally recommended to the user whenever they log in
to the system (see Figure 5).

User A’s interaction with Ul elements is also used
as feedback, which is stored in the history data to
recalculate UI element scores. This will help improve
the accuracy of the mapping algorithm over time.

3)

4)

5)

Figure 4 depicts a piece of user profile data, including
business roles (e.g., director, manager, staff), demographics
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(e.g., gender, location), and other relevant information,
while Figure 5 expresses the Ul elements that are dynami-
cally generated based on the profile of User A.

interested_field_pos interested_field_cus

incarested_fiald_m_ interastad_field_busi interested_field_targ _tioning_and_differe tomer_sngage_and_
uwserid  gender arket_and_product ness_and_revenue et_marketing ntation sacial_media
1 Male RE
2 Female  TH
3 Male =]
4 Male ”»
s female  CN
& Male 5l

domain  seriority
Industrial Me staff
na

Auta Parts:
Auta Parts-0 manager
Semiconduct directer
Major Phari leader

manager
1

0
0
0
1
[
0

oo
USSP
~rorom
crese—e

Figure 4. User profile data sample

For example, tabular representations can list top products,
while charts (bar charts, pie charts, and line charts) can
illustrate website traffic (see Figure 5). The generated Ul
elements, reconfigured with relevant data, assist business
users in obtaining valuable insights. This, in turn, can help
them answer critical business questions, such as “What are
the most profitable products? How does the website traffic?
Or where are visitors coming from? etc.”.

B m B D 4

110505.12

Figure 5. Example of Ul elements generated for a manager

Table 2 provides a brief comparison of our framework to
other relevant studies in the literature. Each paper will be
evaluated based on 5 units of analysis (UA), or aspects to be
investigated: Data Management (UAI), Information Man-
agement (UA2), Knowledge Management (UA3), Transition
between Data, Information, & Knowledge (UA4), and Inte-
gration into CIS (UAS5). As shown in the table, our proposed
framework covers all critical phases of data, information,
and knowledge management, from initial handling to final
integration into a CIS system. Furthermore, our framework
places a strong emphasis on facilitating the smooth transi-
tion of data, information, and knowledge. This integration
improves the framework’s ability to function effectively in a
variety of technological environments. SMEs can optimize
and reuse the framework to create or integrate a new one
into their existing system at a low cost.
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Table II
COMPARISON TABLE
Paper UA1 | UA2 | UA3 | UA4 | UAS

[16] X X

[17] X X

[18] X X

[22] X X X

[23] X X
This study X X X X

VIII. CONCLUSION

The topics of smart user interfaces have been investigated
in the field of human-computer interface (HCI) for many
years. However, there has been limited research exploring
smart interfaces from the perspective of smart service
systems. This study is among the first to combine the
principles of smart service systems and user inter-face
design to create an interface that is user-friendly, intuitive,
and customized to the specific needs of business users.

In terms of implication, by integrating these domains, the
study aims at developing an interface that can effectively
analyze business data, present it in a meaningful way, and
provide insights to enhance the productivity and perfor-
mance of business users, leading to improved business
outcomes.

Since business users of those systems usually have lim-
ited capacity to use analytics tools, a smart interface is
critical to provide an opportunity for business users with
limited knowledge and experience to adopt analytics tools,
which may help them to maintain the company’s compet-
itive position and generate positive results with minimal
costs and efforts. In addition, the prototype implementation
provided a practical example of how the suggested approach
can be utilized to create an effective smart user interface
for customer intelligence systems, which is a typical and
popular smart service system.

In terms of future work, there are various potential
research areas that can be explored to continue the study.
Firstly, the algorithm used in the system is only suitable
for a small amount of data, and it may require significant
effort to process data when user data grows fast. Sec-
ondly, the current prototype is primarily concerned with
recommending Ul elements, but interesting future research
could explore recommending data elements that align with
the needs of specific business users. Finally, exploring the
business aspects of smart interfaces to demonstrate how
smart inter-faces can address specific business questions
should be also a priority for future work.
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Abstract: This scholarly research paper addresses the crucial and complex challenge of detecting and categorizing Internet
of Things (IoT) botnets through the utilization of machine learning algorithms. The study is focused on conducting
meticulous analysis and manipulation of IoT botnet data, with a specific emphasis placed on the widely acknowledged IoT-
23 dataset. The principal aim is to employ widely recognized and widely-used machine learning algorithms, encompassing
Decision Trees (DT), k-Nearest Neighbors (KNN), Random Forests (RF), and eXtreme Gradient Boosting (XGBoost), with
the purpose of effectively classifying and detecting botnets within the confines of the IoT-23 dataset. By implementing
these algorithms, the paper seeks to augment our understanding of their performance and efficacy within the domain of
IoT botnet detection and classification. The execution of a comparative analysis, contrasting the outcomes derived from the
diverse algorithms, will furnish invaluable insights into their respective merits and constraints, thereby enabling researchers
and practitioners to make informed decisions concerning the most suitable algorithm for achieving successful IoT botnet
detection and classification.

Keywords: Internet of Things, Supervised learning, Intrucsion detection, 1oT Botnet, Machine Learning.

Tiéu dé:  Phat hién va phan loai tAn cong mang bing cich sit dung cic thuit toan hoc may

Tém tat:  Bai bdo nghién ciu nay tap trung vao thach thic quan trong va phuc tap cua viéc phat hién va phan loai cac cudc
tin cong mang (botnet-IoT) thong qua viéc st dung cic thuit todn hoc mdy. Nghién ciu di tap trung vao viéc phan
tich ti mi va diéu chinh dit liéu botnet IoT, v6i su tip trung dic biét vao tap dit liéu I6T-23 dudc cong nhin rong rai.
Muc tiéu chinh ctia bai béo 1a st dung cic thuét toan hoc méy dudc cong nhan va phd bién, bao gom cdc thuit todn
nhu cdy quyét dinh (Decision Trees), K lang giéng gin (K-Nearest Neighbors), riing ngiu nhién (Random Forests) va
eXtreme Gradient Boosting (XGBoost), nhim phan loai va phét hién tn cong mét cach hiéu qua trong khudn khd ciia
tap du liéu IoT-23. Bﬁng viéc trién khai cdc thuat toan nay, bai bdo nhim ning cao nhan thifc cla ching ta v& hidu
suit va hiéu qui cta ching trong linh vuc phét hién va phan loai botnet IoT. Thuc hién da phan tichva so sanh cdc
két qua thu dugc tlf cdc thuit toan khac nhau, s& mang lai nhing théng tin quy gid vé uu di€ém va han ché cda chiing,
tir d6 gitip cdc nha nghién ciu va chuyén gia cé thé dua ra quyét dinh vé lua chon thuit toan phii hgp nhét dé phat
hién va phan loai tin cong mang thanh cong.

Tixt khoa:  Internet cia van vdt, voc ¢é gidm sdt, vhdt hién xdm nhdp, Botnet 10T, hoc mdy.

I. INTRODUCTION decision-making processes. Notably, IoT is a vital technol-
ogy in Industry 4.0 [1]. Industrial IoT (IIoT) represents a
The concept of the Internet of Things (IoT) was initially specialized implementation of IoT that connects engines

proposed by K.Ashton (1999) as a solution to the increas- and industrial components to enhance the productivity and
ing number of devices that require internet connectivity. performance of industrial activities. IIoT achieves this goal
The European Union Agency for Network and Information by providing real-time monitoring, efficient management,
Security defines IoT as a cyberphysical ecosystem that com- and control of industrial processes, assets, and operational

prises interconnected sensors and actuators that facilitate  time. Moreover, IIoT aims to reduce operational costs while
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improving overall efficiency [2].

However, developing IoT systems presents significant
security challenges. IoT devices often have limited security
and resource management. Besides ol systems develop-
ment there also should be effective security measures to
protect against cyber threats and data breaches [3].

Preventing various attacks and intrusions and protecting
data is very essential. Nowadays, There are a lot of Intrusion
Detection Systems (IDS) have been developed to respond
to this problem. IDS has a mission to detect and report
intrusion systems. In addition, IDS prevents malicious at-
tacks and maintains performance during at-tacks. IDS is an
important component of modern security systems[4].

An IoT botnet is a network of compromised IoT devices
controlled by malicious actors for malicious activities.
These botnets exploit vulnerabilities in IoT devices to gain
unauthorized access and create a large interconnected net-
work of compromised devices. Key features of IoT botnets
include device diversity, vulnerability exploitation, com-
mand and control infrastructure, DDoS attacks, spamming
and phishing capabilities, cryptocurrency mining, and data
theft and privacy breaches. To address the threats posed by
IoT botnets, it is crucial to enhance IoT device security,
implement strong authentication mechanisms, regularly up-
date software, segment net-works, and educate users about
security best practices.

The impetus behind crafting a scholarly paper centered
on the identification and categorization of Internet of
Things (IoT) botnets through machine learning techniques
arises from the exigent necessity to address the escalating
perilous landscape posed by these malevolent networks. The
proliferation of interconnected IoT devices has undeniably
amplified the potential for botnet attacks, thereby jeopar-
dizing the well-being of both individual users and essen-
tial infrastructures. By harnessing the power of machine
learning methodologies, we can augment our proficiency in
discerning and classifying IoT botnets, thus facilitating the
implementation of proactive measures to forestall and al-
leviate their deleterious consequences. Employing machine
learning algorithms empowers us to meticulously scrutinize
substantial volumes of network traffic data, facilitating the
identification of regular patterns and anomalies, while con-
currently distinguishing normal IoT device behavior from
botnet operations. By immersing ourselves in this realm
of inquiry, we can contribute to the formulation of robust
and efficacious defensive mechanisms, thereby fortifying
the security of IoT ecosystems.

The main objective of this scholarly research paper is to
address the pivotal challenge of detecting and categorizing
IoT botnets through the utilization of machine learning
algorithms. The study places significant emphasis on the
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meticulous analysis and manipulation of IoT botnet data,
with a specific focus on the renowned IoI-23 dataset.
The primary aim is to implement widely recognized and
extensively employed machine learning algorithms, namely
Decision Trees (DT), k-Nearest Neighbors (KNN), Random
Forests (RF), and eXtreme Gradient Boosting (XGBoost),
with the intention of effectively classifying and detecting
botnets within the confines of the IoT-23 dataset. The appli-
cation of these algorithms serves the purpose of augmenting
our comprehension of their performance and efficacy when
applied to the task of IoT botnet detection and classifica-
tion. The execution of a comparative analysis, juxtaposing
the outcomes derived from the diverse algorithms, will
yield invaluable insights into their respective strengths and
limitations, enabling researchers and practitioners to make
well-informed decisions pertaining to the most suitable
algorithm for the successful detection and classification of
IoT botnets.

II. RELATED WORKS

In recent years, research on IoT intrusion detection has
been more attention. Re-search on this topic is becoming
more necessary. Based on the results from previous re-
search, there are many solutions to develop IoT intrusion
detection systems. Under-standing the strengths as well as
the problems of previous research helps researchers find
research directions that bring great benefits for building
IDS systems. Therefore, previous studies are fundamental
in providing knowledge for future development.

The proliferation of IoT devices has ushered in an escalat-
ing threat posed by IoT botnets, presenting cybercriminals
with new avenues for orchestrating large-scale attacks. The
imperative task of detecting and categorizing these botnets
assumes critical importance in curbing the burgeoning risk.
Leveraging the capabilities of machine learning techniques
has emerged as a potent strategy to bolster cybersecurity
measures by facilitating the identification of distinctive pat-
terns, anomalies, and malevolent behaviors ingrained within
the labyrinthine network traffic of IoT botnets. This under-
scores the indispensability of deploying machine learning
algorithms to tackle the intricate challenges inherent in IoT
botnets.

J. Hajji et al. [5] conducted a study to apply unsupervised
machine learning algorithms, including K-means, PCA,
and Autoencoder, to detect anomalous network traffic. A.
Rahim et al. [6] employed statistical analysis to determine
the most significant features and then applied several ma-
chine learning algorithms, such as DT, RF, and Naive Bayes
(NB), to classify normal and malicious traffic.

S. M. Z. Islam et al. [7] devised averaging and stacking
models based on Support Vector Machine (SVM), RF, and
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Gradient Boosting Algorithms. Y. Li et al. [8] devel-oped
a bagging model from four machine learning models based
on DT, KNN, Logistic Regression (LR), and RF to classify
network traffic as normal or malicious.

P. H. Do [9] proposed a feature extraction method by
dividing feature sets into various classes, followed by the
application of machine learning algorithms to those at-
tribute classes. These studies utilized a range of algorithms,
including some combinations, to achieve high accuracy in
their classification tasks.

Several researchers have explored the potential of deep
learning models to detect anomalous behavior in network
traffic. Alotaibi et al. [10] developed a Convolution-al
Neural Network (CNN) based model to classify network
traffic as normal or malicious. Li et al. [11] utilized Long
Short Term Memory (LSTM) and a Dense Neural Network
to classify network traffic as normal or malicious. Similarly,
Abdallah et al. [12] employed a deep learning model based
on CNNs and LSTM.

Kiani et al. [13] proposed a Deep Autoencoder Neural
Network to learn the normal behavior of IoT network
traffic and used it to detect anomalous behavior in real-
time. Additionally, Rasool et al. [14] experimented with
transfer learning models such as VGG16, ResNet50, and
InceptionV3. These studies suggest the potential of deep
learning models in detecting anomalies in network traffic.

The IoT-23 [15] dataset, released in 2020, has been a
focal point for researchers in IoT security and machine
learning. It has been extensively used to develop and eval-
uate techniques for detecting and mitigating IoT malware
infections. One notable study combined machine learning
algorithms with deep learning approaches to im-prove mal-
ware detection accuracy using the dataset. Another project
utilized the dataset to create a tailored intrusion detection
system for IoT devices, focusing on real-time detection
of anomalies and malicious activities. Additionally, re-
searchers have used the IoI-23 dataset to assess various
feature extraction methods and classification algorithms for
IoT malware detection. The availability of this dataset has
significantly contributed to advancements in IoT security
research and the development of effective algorithms and
systems to protect IoT devices from malicious activities.
Ongoing exploration of the IoI-23 dataset continues to
enhance the security and resilience of the expanding IoT
ecosystem.

Each of these researches presents different methods for
detecting and classifying cyberattacks and all have shown
good results. However, some researches have not mentioned
the performance of the model as well as the execution
time of the model, a few others only present detection or
classification.
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II1. METHOD

This section will commence with a presentation of the
dataset that will be used in the subsequent analysis. Pre-
processing techniques will then be applied to ensure the
accuracy and reliability of the data. Following that, we will
delve into the process of data selection, visualization, for-
matting, and splitting. Our analysis will culminate with an
evaluation of the effectiveness of the algorithms employed,
accompanied by a comparative analysis of the outcomes.
The main execution flow of this study is illustrated in Figure
1.

T
e

START ——>
loT-23 Dataset

s

Data
preprocessing

Data Partition
~——
(—Jﬁ

‘ Training ‘Validation‘ Testing ‘

Models
(DT, kNN, RF, XGB)

Model training

Figure 1. Proposed model

To evaluate the effectiveness of machine learning models
for classifying IoT-Botnets, we first perform data prepro-
cessing. Data preprocessing helps improve the classification
process’s effectiveness. Next, we divide the dataset into
corresponding training, testing, and validation sets. Finally,
we deploy popular machine learning models such as deci-
sion trees, k-nearest neighbors (kNN), random forests, and
XGBoost (XGB) to assess the effectiveness of each model.



1. Dataset

The IoT-23 dataset, released in January 2020, has been a
significant focus of re-search in the domains of IoT security
and machine learning. Researchers have extensively utilized
this dataset to develop and assess various techniques for
the detection and mitigation of IoT malware infections.
The dataset encompasses network traffic captures from
a diverse array of 23 distinct Internet of Things (IoT)
devices, spanning devices such as smart plugs, cameras,
smart locks, and smart thermostats, among others. These
traffic captures were meticulously obtained within a con-
trolled environment, wherein each device was connected
to a segregated Wi-Fi network and exposed to a range
of attack scenarios, comprising brute-force attacks, Mirai
botnet attacks, injection attacks, and more.

Table I
THE TRAFFIC CONTENT OF THE IOT-
23 DATASET BY EXECUTED ATTACKS.

Attack Name Flows
Part-Of-A-Horizontal-PortScan 213,852,924
Okiru 47,381, 241
Okiru-Attack 13, 609, 479
DDoS 19,538,713
C&C-Heart Beat 33,673
C&C 21,995
Attack 9398

C&C- 888
C&C-Heart Beat Attack 883
C&C-File download 53
C&C-Torii 30

File download 18

C&C-Heart Beat File Download
Part-Of-A-Horizontal-PortScan Attack 5
C&C-Mirai 2

Detailed metadata pertaining to each capture is incor-
porated in the dataset, encompassing information such as
device type, firmware version, and attack type. A compre-
hensive depiction of the traffic distribution is provided in
Table I, while an elaborate listing, presenting the descrip-
tion of all features, is presented in Table II.

To assist in the detection of malicious traffic, the Strato-
sphere laboratory devel-oped labels for the different types of
network flows, based on their analysis of mal-ware captures.
The labels used for malicious flow detection were At-
tack, C&C, DDoS, FileDownload, HeartBeat, Mirai, Okiru,
PartOfAHorizontalPortScan, and Torii. The "Attack" label
was assigned to flows that attempted to exploit vulnerable
services, such as brute-forcing a telnet login or injecting a
command in the header of a GET request. The "Benign"
label indicated that no malicious or suspicious activities
were detected. The "C&C" label indicated that the infected
device was connected to a CC server, while the "DDoS"
label indicated that the infected device was participating
in a Distributed Denial of Service attack. The "FileDown-
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load" label was assigned to connections that involved the
downloading of a file to the infected device.

Table 11

I0T-23 DATASET FEATURES.
Feature Name  Description
fields-ts Start Time flow
uid Unique ID
id.orig-h Source IP address
id.orig-p Source port
id.resp-h Destination IP address
id.resp-p Destination port
proto Protocol
service Type of Service (http, dns, etc.)
duration Flow total duration
orig-bytes Source-destination transaction bytes
resp-bytes Destination-source transaction bytes
conn-state Connection state
local-orig Source local address
local-resp Destination local address
resp-pkts Destination packets
orig-ip-bytes Flow of source bytes
history History of source packets
missed-bytes Missing bytes during transaction
orig-pkts Source packets
resp-ip-bytes Flow of destination bytes
label Name of type attack

The "Heart-Beat" label was assigned to connections that
were used to track the infected host by the C&C server. The
"Mirai" label was assigned to connections that exhibited
characteristics of a Mirai botnet attack, while the "Okiru"
label was used for connections with similar patterns to
the less common Okiru botnet. The "PartOfAHorizontal-
PortScan" label was assigned to connections used for
horizontal port scanning to gather information for further
attacks. Finally, the "Torii" label indicated connections that
exhibited characteristics of a Torii botnet attack.

The availability of the I0T-23 dataset, featuring labeled
malware captures and real IoT device traffic, has played
a pivotal role in advancing research on IoT security. It has
served as a valuable resource for the development and eval-
uation of machine learning algorithms, intrusion detection
systems, and other security solutions aimed at safeguarding
IoT devices from malicious activities. Researchers continue
to explore and expand upon the insights provided by the
IoT-23 dataset to further enhance the security and resilience
of the rapidly expanding IoT ecosystem.

2. Preprocessing

The data pre-processing phase plays a crucial role in
preparing the data for model training, encompassing various
steps and considerations. This process, as depicted in Figure
2, is essential for ensuring data quality and addressing
specific challenges that may arise during analysis.

The initial step in data preprocessing involves reading
the data source, enabling access to the dataset for fur-
ther examination and manipulation. Subsequently, the focus
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shifts to assessing the data quality through comprehensive
checks and diagnostics. This critical step aims to identify
and resolve potential issues, such as missing data, outliers,
or the need for numeric conversions.

To address these challenges, suitable solutions are de-
vised for each specific issue encountered, while ensuring
minimal impact on the overall dataset. This approach en-
ables targeted interventions and safeguards the integrity of
the data.

loT-23 Dataset

Read Source
data

Data
Diagnostics

Digitization
- data

" Imbalance
Oulier ‘A data

[Detection task} {Classmcatlon}

task
Handle
Imbalance data

Figure 2. The steps of data preprocessing

Missing data

Furthermore, it is important to acknowledge that different
tasks require tailored data handling techniques. Specifically,
data imbalance emerges as a prominent concern due to
the substantial variations in the number of records across
different classes. To mitigate this issue, distinct strategies
are adopted based on the task at hand.

Upon meticulous examination and assessment of the IoT-
23 dataset, it was determined that the dataset is devoid
of any missing data points. However, a minor presence of
outlier data points was observed. Furthermore, the analysis
yielded an overview of the dataset, revealing pertinent
information such as a total count of 3,000,779 records,
encompassing 20 distinct features. Table III provides a
comprehensive representation of the data types associated
with each feature.

In order to handle features with non-numeric data types,
a categorization process was conducted, resulting in the
division of these features into two distinct groups. The
first group comprises non-numeric data types that can-
not be readily converted into a numeric format. This
group includes features such as uid, id.orig_h, id.resp_h,
local_orig, and local_resp. Conversely, the second group
consists of non-numeric data types that can be conveniently
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converted into a numeric format. This group encompasses
features such as proto, service, conn_state, history, duration,
orig_bytes, and resp_bytes. To facilitate this transformation,
each distinct value within the aforementioned features was
assigned a unique integer value, starting from 0. The Labe-
1Encoder class from the sklearn library was employed for
this purpose. Subsequently, with the data type processing
completed on the original dataset, experimentation was
carried out on 15 select features as part of the subsequent
analysis.

Table III
DATA TYPE OF I0T-23 FEATURES

No. Feature Name Data Type
1 fields-ts Float
2 uid Object
3 id.orig-h Object
4 id.orig-p Float
5 id.resp-h Object
6 id.resp-p Float
7 proto Object
8 service Object
9 duration Object
10 orig-bytes Object
11 resp-bytes Object
12 conn-state Object
13 local-orig Object
14 local-resp Object
15 resp-pkts Float
16 orig-ip-bytes Float
17 history Object
18 missed-bytes Float
19 orig-pkts Float
20 resp-ip-bytes Float
21 label Object

In order to align the label column data type with the
requirements of our research, it is imperative to undertake a
bifurcation process. This division serves a crucial purpose,
particularly in the context of our detection tasks. Within this
framework, records bearing benign labels will be attributed
a value of 0, while all other records will be assigned a value
of 1. In the realm of classification tasks, classes exhibiting
limited records and sharing identical attack types will
be amalgamated into cohesive class entities. The intricate
details of this labeling schema are meticulously outlined
in Table IV, providing a comprehensive overview of the
classification and detection assignments.

In the context of network environments, the occurrence
of events unfolds with remarkable speed, necessitating
swift, continuous, and automated data operations. Data col-
lection is seamlessly orchestrated by IoT systems, encom-
passing essential parameters, and subsequently funneled
into automated processing pipelines and trained models to
generate real-time results. The underlying objective of these
dynamic actions revolves around the prompt detection and
prevention of network anomalies, ensuring timely responses
and interventions.



Table IV
THE DETAILED LABEL FOR MULTI-CLASSIFICATION TASK

Label Name

Beingn

C&C-Heart Beat

C&C

C&C-

C&C-Heart Beat Attack
C&C-File download
C&C-Torii

File download

C&C-Heart Beat File Download
C&C-Mirai

Attack

DDoS

Okiru

Okiru-Attack
Part-Of-A-Horizontal-PortScan

Label Number

DR B W —m - O

In the context of detection tasks, where distinguishing
between malicious and benign classes is crucial, sampling
techniques are employed to address the significant imbal-
ance. This involves carefully adjusting the distribution of
the malicious group to ensure optimal representation.

For classification tasks, where multiple classes with a
limited number of records are involved, a merging ap-
proach is implemented to reduce data imbalance. This
consolidation facilitates more balanced representations of
the different classes, improving the classification process.

3. Analysis Method

a) Decision Tree

In the realm of IoT botnet classification, decision trees
represent a foundational and effective machine learning
technique. These trees offer a transparent and compre-
hensible framework for decision-making, leveraging the
distinct attributes found within IoT network traffic data.
Their extensive utilization in the field of cybersecurity
demonstrates their prowess in detecting and categorizing
IoT botnets.

At its core, the principle underpinning decision trees
revolves around the iterative division of datasets, guided
by various features, to generate a tree-like structure. Each
internal node within this structure signifies a decision based
on a specific feature, while each leaf node corresponds to
a definitive classification outcome. Constructing a decision
tree entails the meticulous selection of the most informative
features and the determination of optimal splitting criteria at
each node, aiming to maximize the differentiation between
distinct classes.

Decision trees possess notable advantages in the context
of IoT botnet classification, stemming from their ability
to capture intricate relationships and feature interactions.
Their versatility in handling both categorical and numerical
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features renders them suitable for a wide range of net-
work traffic data. Furthermore, decision trees demonstrate
robustness in the face of real-world data imperfections,
accommodating missing values and outliers effectively.

The interpretability factor assumes a vital role in the
realm of IoT botnet classifi-cation with decision trees. The
pathways inherent to the tree structure offer invaluable
insights into the characteristics and behavior of IoT botnets.
Through diligent examination of the decision rules, security
analysts can attain a deeper comprehension of the dis-
tinguishing features and patterns associated with different
types of botnet activities.

The decision tree algorithm is a widely used and popular
type of supervised learn-ing model that is effective in solv-
ing both classification and regression problems. Its structure
consists of nodes that represent variables and branches that
represent the relationship between these variables. At the
root node, the algorithm considers the entire dataset, and
through a series of binary decisions based on the input
variables, it recursively partitions the data into smaller
subsets. These partitions form internal nodes in the tree, and
the leaves correspond to the predicted value of the target
variable for each subset.

To build a decision tree, the algorithm follows a top-
down approach that selects the best attribute to split the data
based on a criterion such as information gain, Gini index,
or entropy. Once the data is split, the algorithm recursively
applies the same process to each of the resulting subsets
until a stopping criterion is met, such as a predefined tree
depth, minimum number of instances per leaf, or no further
improvement in the predictive performance.

To update and calculate node values in a decision tree,
two formulas are used: the impurity measure and the
criterion for selecting the best split. The impurity measure
quantifies the degree of homogeneity or heterogeneity of
the target variable within a node, while the criterion for
selecting the best split determines which attribute provides
the highest information gain or the lowest impurity after
splitting the node.

The entropy of probability distribution
P = (p1,p2,p3,...,pn) satistied 31" p1 =1
H(p) =~ pi xlog p; (1)

i=1

The information gain is a node test formula that yields
the amount of that node information that remains after
switching to k child node.

k
Gain(p) = H(p) - | =L x H(i) @

i=1
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b) Random Forest (RF)

Random Forest stands as a prominent machine learn-
ing algorithm that has exhibited remarkable effectiveness
within the realm of IoT botnet classification. Its utilization
as an ensemble learning technique enables the combination
of multiple decision trees, culminating in predictions that
are both robust and accurate. In the field of cybersecurity,
Random Forest has garnered substantial adoption for its
adeptness in identify-ing and classifying IoT botnets.

At the heart of the Random Forest algorithm lies the
construction of an ensemble comprising decision trees.
Each decision tree is trained on a random subset of the
training data, incorporating a random subset of features at
each node. By introducing randomness in both the data
and feature selection processes, Random Forest augments
the diversity within the model, effectively curbing the risks
associated with overfitting. This diversification empowers
the algorithm to capture varied facets and intricate patterns
intrinsic to IoT network traffic data, thereby elevating the
performance of classification.

Throughout the training phase, individual decision trees
within the Random Forest are meticulously constructed
through the recursive partitioning of data. This partitioning
is conducted based on distinct feature thresholds, with
the primary aim of minimizing impurity or maximizing
information gain at each split. Consequently, a hierarchical
arrangement of nodes and leaves materializes, serving as
a collective representation of the acquired patterns and
interrelationships contained within the data.

Upon reaching the prediction stage, Random Forest amal-
gamates the outputs generated by each individual decision
tree through a voting mechanism, specifically tailored for
classification. Each decision tree presents its vote for the
predicted class, and the class that accumulates the majority
of votes is ultimately deemed the final prediction. By
leveraging this ensemble-based approach, Random Forest
successfully mitigates the potential biases or errors inherent
in individual decision trees, thereby fortifying the overall
robustness and accuracy of classifications.

Random Forest encompasses several notable advantages
in the realm of IoT botnet classification. It adeptly handles
high-dimensional and intricate data, rendering it particu-
larly suited for the analysis of the multifaceted features
and patterns inherent in IoT network traffic. Additionally,
Random Forest excels in estimating feature importance,
furnishing invaluable insights into the pivotal factors con-
tributing to botnet activities.

c¢) K-Nearest Neighbor (KNN)

The k-Nearest Neighbor (k-NN) algorithm stands as a sig-
nificant and versatile ma-chine learning technique employed
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in IoT botnet classification. Esteemed for its simplicity, k-
NN presents an intuitive approach to discern and classify
IoT botnets based on their network traffic data.

At its core, the k-NN algorithm endeavors to assign a
class to a new data point by assessing the classes of its k
nearest neighbors within the feature space. This assessment
relies on distance metrics like Euclidean or Manhattan
distance, facilitating the identification of the k closest
neighbors from the training dataset. The class label of
the new instance subsequently emerges through a majority
voting process conducted among these selected neighbors.

In the context of IoT botnet classification, the k-NN
algorithm offers a plethora of advantages. Foremost, it
exhibits the capacity to encapsulate intricate relationships
and non-linear patterns prevalent in network traffic data.
This adaptability empowers k-NN to accommodate diverse
manifestations of 10T botnet activities and their associated
features. Moreover, k-NN demonstrates proficiency in han-
dling both categorical and numerical features, facilitating
its application to the heterogeneous data en-countered in
IoT environments. Lastly, the inherent simplicity of k-NN
obviates the necessity for explicit training, rendering its
implementation and comprehension straightforward.

However, the k-NN algorithm does harbor certain lim-
itations. As the dataset’s size expands, the computational
complexity of determining the nearest neighbors escalates
significantly. Consequently, the prediction times lengthen,
particularly in high-dimensional spaces. Furthermore, the
performance of k-NN hinges on the judicious selection of
the parameter k, as an inappropriate choice can result in
underfitting or overfitting.

d) Extreme Gradient Boosting (XGBoost)

Extreme Gradient Boosting (XGBoost) stands as a
formidable machine learning algorithm that has garnered
notable acclaim within the realm of IoT botnet classifica-
tion. As an ensemble learning method, XGBoost seamlessly
amalgamates multiple weak prediction models, typically
decision trees, to construct a robust and precise classifier.
Its exceptional performance and capacity to tackle intricate
IoT botnet classification tasks have positioned XGBoost as
a favored choice in the realm of cybersecurity.

The fundamental functioning of the XGBoost algorithm
lies in its iterative training process, wherein weak prediction
models are sequentially incorporated into the en-semble
while concurrently minimizing the overall prediction er-
ror. Each subsequent model concentrates on capturing the
residual errors of its predecessors, progressively refin-
ing the predictive capabilities of XGBoost. By skillfully
combining gradient boosting and regularization techniques,
XGBoost adeptly balances model complexity and general-



ization prowess, culminating in superior performance.

Within the context of IoT botnet classification, XGBoost
affords several notable advantages. It effortlessly navigates
the challenges posed by high-dimensional and heteroge-
neous data frequently encountered in IoT environments,
thereby facilitating the incorporation of diverse features
and patterns intrinsic to botnet activities. Additionally,
XGBoost excels at capturing intricate relationships and
interactions among these features, heightening its ability to
accurately classify IoT botnets. Moreover, XGBoost seam-
lessly integrates regularization techniques that effectively
mitigate the perils of overfitting, enhancing its robustness
and generalization capabilities.

Nevertheless, XGBoost encounters challenges in terms
of interpretability. As an en-semble of decision trees, elu-
cidating the individual contributions of each tree within
the XGBoost model can prove arduous. Nonetheless, tech-
niques centered around feature importance analysis can be
employed to gain insights into the relative significance of
features in the classification process.

Extreme Gradient Boosting (XGBoost) emerges as a
potent and commendable algorithm within the domain of
IoT botnet classification. Through its ensemble learning
approach, amalgamated with gradient boosting and regu-
larization techniques, XGBoost adeptly captures intricate
relationships and deftly handles high-dimensional data.
Notwithstanding potential challenges pertaining to inter-
pretability, XGBoost’s resolute performance and accurate
classification of IoT botnets underscore its indispensable
role in the cybersecurity domain.

4. Performance Evaluation

In assessing the algorithmic models described earlier,
diverse techniques were em-ployed to gauge the precision of
the outcomes and derive comprehensive findings for each
model. This study involved several fundamental concepts,
such as TP, TN, FP, and FN. TP signifies the count of
true positives that have been accurately determined, while
TN is the number of true negatives that have been correctly
identified. FP represents the actual number of positive cases
that have been erroneously classified as negative, whereas
FN denotes the count of negative cases that have been
mistakenly classified as positive.

a) Precision (PRE)

Precision is a performance metric utilized to assess a
model’s effectiveness by determining the proportion of
accurately identified positive instances. This measure can
be mathematically calculated through the use of a formula,
which takes into account the number of true positives
and false positives. Specifically, precision is computed by
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dividing the number of true positives by the sum of true
positives and false positives.

PRE =TP/(TP + FP) (3)

b) Accuracy (ACC)

Accuracy is a performance metric utilized to gauge a
model’s efficacy by determining the proportion of correct
predictions out of the total number of predictions. This
measure can be mathematically calculated through the use
of a formula, which considers the number of true positives
and true negatives. Specifically, accuracy is computed by
dividing the sum of true positives and true negatives by the
total number of predictions.

ACC = (TP+TN)/(TP + TN + FP + FN) “4)

¢) Recall Score (RE)

The recall score is a performance metric utilized to
evaluate a model’s efficacy in correctly identifying actual
positive instances. This measure can be mathematically cal-
culated through the use of a formula, which incorporates the
number of true positives and false negatives. Specifically,
the recall score is computed by dividing the number of true
positives by the sum of true positives and false negatives.

RE =TP/(TP + FN) 5)

d) FI Score for Binary class

The F1 score is a performance metric that is obtained by
averaging both the accuracy and recall scores. This measure
is widely used in assessing the overall effectiveness of
a model since it provides a comprehensive view of false
positives and false negatives. Specifically, the F1 score is
calculated as the harmonic mean of precision and recall.
The formula for computing the F1 score takes into account
both the number of true positives, false positives, and false
negatives, thereby providing a more balanced evaluation of
a model’s performance.

PRE X RE

F1—- score =2 X ————
PRE + RE

(6)

e) F1 Score for Multi-class

The F1 score [16] is a widely recognized and commonly
employed metric for evaluating the performance of multi-
class classification algorithms. It serves as a comprehensive
measure that takes into account both precision and recall,
thereby enabling a balanced assessment of the classifier’s
overall efficacy.

Within the context of multi-class classification in the IoT-
botnet problem, the F1 score offers valuable insights into
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the algorithms’ capability to accurately classify instances
across diverse classes. By considering the occurrence of
false positives (misclassified instances) and false negatives
(missed instances) for each class, the F1 score provides a
robust evaluation of the algorithm’s performance.

The calculation of the F1 score involves determining
the harmonic mean of precision and recall for each class.
This approach effectively evaluates the equilibrium be-
tween correctly identifying positive instances (precision)
and capturing all positive instances (recall). A higher F1
score signifies a superior balance between precision and
recall, thereby demonstrating the classifier’s competence in
accurately identifying instances across all classes.

To summarize, the F1 score assumes a pivotal role as
a critical metric in assessing the performance of multi-
class classification algorithms in the IoT-botnet problem.
It facilitates a comprehensive evaluation by considering
precision and recall for each class, thereby enabling a well-
rounded assessment of the classifier’s overall effectiveness
in accurately classifying instances across multiple classes.

IV. RESULTS AND DISCUSSION
1. Binary Classification

Table V presents a comprehensive analysis of the evalu-
ation results obtained from binary classification in the IoT-
botnet problem. Four distinct machine learning algorithms,
namely Decision Tree (DT), Random Forest (RF), k-Nearest
Neighbor (KNN), and Extreme Gradient Boosting (XGB),
were employed to discern their performance using various
metrics.

Table V
SOME METRICS OF BINARY CLASSIFICATION
Evaluation DT RF KNN XGB
ACC 99.9% 89.5%  99.6% 99.8%
PRE 100.0%  88.0%  100.0%  100%
RE 100.0%  86.0%  99.0% 100%
F1 100.0%  87.0%  100.0%  100%
Time (s) 59 40.2 58.2 99.4

In terms of accuracy (ACC), the Decision Tree algorithm
exhibited unparalleled precision, achieving an exceptional
accuracy rate of 99.9%. Close on its heels, Extreme Gra-
dient Boosting demonstrated an impressive accuracy of
99.8%. k-Nearest Neighbor showcased commendable accu-
racy at 99.6%, while Random Forest achieved a respectable
accuracy of 89.5%.

Precision (PRE), which measures the ability to accurately
classify positive instances among all instances predicted
as positive, yielded noteworthy outcomes. Both Decision
Tree and Extreme Gradient Boosting achieved flawless
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precision scores of 100.0%. k-Nearest Neighbor also show-
cased excellent precision, matching the perfect score of
100.0%. Although slightly lower, Random Forest performed
commendably with a precision score of 88.0%.

The evaluation of Recall (RE), which quantifies the pro-
portion of correctly classified positive instances among all
actual positive instances, revealed exemplary results. Both
Decision Tree and Extreme Gradient Boosting excelled
with perfect recall scores of 100.0%. k-Nearest Neighbor
demonstrated a commendable recall rate of 99.0%, while
Random Forest achieved a respectable recall of 86.0%.

The F1 score, representing the harmonic mean of pre-
cision and recall, provided an overall assessment of the
classifiers’ performance. Both Decision Tree and Extreme
Gradient Boosting achieved perfect F1 scores of 100.0%.
k-Nearest Neighbor showcased excellent performance with
an F1 score of 100.0%, while Random Forest achieved a
respectable score of 87.0%.

In terms of computational time, the Decision Tree al-
gorithm emerged as the most efficient, requiring a mere
5.9 seconds for processing. Random Forest followed with
a processing time of 40.2 seconds, while k-Nearest Neigh-
bor demanded 58.2 seconds. Extreme Gradient Boosting
exhibited the longest processing time, clocking in at 99.4
seconds.

2. Multi classification

Table VI illustrates the comprehensive evaluation and
analysis results pertaining to multi-classification in the
context of the IoI-botnet problem. The study involved the
assessment of four distinct machine learning algorithms,
namely Decision Tree (DT), Random Forest (RF), k-Nearest
Neighbor (KNN), and Extreme Gradient Boosting (XGB),
utilizing a range of performance metrics.

The primary metric of accuracy (ACC) reveals the
remarkable performance achieved by both the Decision
Tree and Extreme Gradient Boosting algorithms, attaining
high accuracy rates of 99.9%. Following closely, k-Nearest
Neighbor demonstrated commendable accuracy at 99.8%,
while Random Forest exhibited a slightly diminished accu-
racy of 78.2%.

Table VI

SOME METRICS OF MULTI-CLASSIFICATION
Evaluation DT RF KNN XGB
ACC 99.9%  78.2%  99.8%  99.9%
PRE 99.9%  59.6%  99.7% 100.0%
RE 99.7%  46.1%  98.7%  99.8%
F1 99.6%  49.8%  99.2%  99.9%
Time (s) 115 206.1 852 956.2




Precision (PRE), which assesses the ability to correctly
classify instances within each class, underscores the ex-
ceptional precision scores attained by the Decision Tree
(99.9%) and Extreme Gradient Boosting (100.0%) algo-
rithms. k-Nearest Neighbor demonstrated a commendable
precision of 99.7%, while Random Forest displayed a
relatively lower precision of 59.6%.

The metric of recall (RE), which reflects the sensitivity
to correctly classify instances within each class, showcased
outstanding results for the Decision Tree (99.7%) and
Extreme Gradient Boosting (99.8%) algorithms. k-Nearest
Neighbor exhibited a recall rate of 98.7%, while Random
Forest achieved a recall of 46.1%, indicating a relatively
lower performance in this aspect.

The F1 score, serving as a comprehensive evaluation of
both precision and recall, further highlights the remarkable
performance of the Decision Tree (99.6%) and Extreme
Gradient Boosting (99.9%) algorithms. k-Nearest Neighbor
achieved a respectable F1 score of 99.2%, while Random
Forest yielded a comparatively lower score of 49.8%.

In terms of computational time, the Decision Tree al-
gorithm demonstrated the shortest processing time of 11.5
seconds, showcasing its efficiency. k-Nearest Neighbor re-
quired 85.2 seconds, while Random Forest consumed a
longer processing time of 206.1 seconds. On the other
hand, the Extreme Gradient Boosting algorithm exhibited
the highest computational demand, with a processing time
of 956.2 seconds.

The findings of this evaluation highlight the superior
performance of the Decision Tree and Extreme Gradient
Boosting algorithms across multiple metrics, including ac-
curacy, precision, recall, and F1 score. Additionally, the
Decision Tree algorithm stands out for its computational
efficiency. However, it is important to consider the spe-
cific requirements and priorities of the application when
selecting the most suitable algorithm, taking into account
a balanced consideration of accuracy, precision, recall, and
computational efficiency. The results of this research offer
valuable insights into the performance characteristics of
various machine learning algorithms for multi-classification
in IoT-botnet problems.

3. Models evaluation

In order to ascertain the suitability of a given model
for a particular problem, performance evaluation techniques
are utilized. A range of methodologies may be employed,
including but not limited to accuracy, precision, recall, and
Fl-score measurements. These methods serve as reliable
indicators of a model’s ability to effectively address the
original problem at hand.
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Accuracy, F1-score, Precision and Recall of some
algorithms for binary classification.
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Figure 3. Accuracy, Fl-score, Precision and Recall of some
algorithms for binary classification

The performance evaluation of the DT, RF, KNN, and
XGB algorithms for binary classification is presented in
Figure 3, providing a comprehensive overview of the ac-
curacy, precision, recall, and Fl-score metrics. The results
distinctly demonstrate the outstanding performance exhib-
ited by both the DT and XGB algorithms, surpassing their
respective counterparts. Additionally, in terms of training
time, the Decision Tree algorithm emerges as the more
efficient option, thereby delivering superior overall perfor-
mance.

Accuracy, F1-score, Precision and Recall of some
algorithms for multi-classification.
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Figure 4. Accuracy, Fl-score, Precision and Recall of some
algorithms for multi-classification

The multiclass problem was evaluated to assess the
performance of four distinct algorithms, namely Decision
Tree, Random Forest, KNN, and XGB, as depicted in
Figure 4. The evaluation encompassed the comprehensive
analysis of accuracy, precision, recall, and F1-score metrics.
Notably, the results demonstrate that the Decision Tree
algorithm surpasses the other algorithms in terms of these
performance metrics, showcasing superior performance.

Figure 5 presents the training time of the algorithms for
the binary classification problem. The findings reveal that
the XGB algorithm exhibits significantly longer training
time compared to the other algorithms. Conversely, the
decision tree algorithm emerges as the most efficient in
terms of training time, outperforming all other algorithms
in this regard.

In the multi-classification problem, the training time of
the algorithms is presented in figure 6. The results illustrate
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Training time for binary classification
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Figure 5. Training time for binary classification

that the XGB algorithm takes significantly longer to train
compared to the other algorithms, with a training time
almost 100 times that of the decision tree algorithm. On
the other hand, the decision tree algorithm exhibits the best
performance in terms of training time.

Training time for multi-classification
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Figure 6. Training time for multi-classification

V. CONCLUSIONS

In conclusion, this scholarly research paper has under-
taken the critical task of detecting and categorizing IoT
botnets using machine learning algorithms. The study has
placed considerable emphasis on the thorough analysis and
manipulation of IoT botnet data, with a specific focus on the
highly regarded 10T-23 dataset. By deploying widely recog-
nized and extensively utilized machine learning algorithms
such as Decision Trees (DT), k-Nearest Neighbors (KNN),
Random Forests (RF), and eXtreme Gradient Boosting
(XGBoost), the objective was to effectively classify and
detect botnets within the confines of the IoT-23 dataset.
The application of these algorithms has aimed to advance
our understanding of their performance and effectiveness in
the realm of IoT botnet detection and classification tasks.

Through a comparative analysis of the outcomes derived
from these diverse algorithms, valuable insights have been
acquired, shedding light on their respective strengths and
limitations. Such insights equip researchers and practition-
ers with the knowledge required to make well-informed
decisions when choosing the most appropriate algorithm
for successful IoT botnet detection and classification. This
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research contributes significantly to the field by providing
a comprehensive evaluation of the performance of these
machine learning algorithms, thereby facilitating the de-
velopment of more resilient and efficient detection and
classification methodologies.

By addressing the pivotal challenge of IoT botnet de-
tection and classification, this study has implications that
extend to the realm of enhancing cybersecurity measures
within IoT ecosystems. The findings and insights gleaned
from this research have the potential to inform the de-
velopment of proactive measures aimed at preventing and
mitigating the detrimental effects of IoT botnet attacks. It is
anticipated that this work will inspire further research en-
deavors and foster collaboration within the field, ultimately
leading to the advancement of more secure IoT systems and
the safeguarding of critical infrastructures.

This research study opens up promising avenues for
future exploration and advancement in the realm of IoT
botnet detection and classification. Firstly, there is a need
to undertake comprehensive exploration and evaluation of
additional machine learning algorithms to expand the reper-
toire of options available for effectively detecting and cat-
egorizing IoT botnets. Incorporating newer algorithms and
techniques holds the potential to enhance the overall perfor-
mance and accuracy of the detection process. Additionally,
the exploration of ensemble learning approaches, where
multiple algorithms are combined synergistically, presents
an intriguing avenue to potentially unlock improved results
and a more robust detection framework.
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