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Abstract: Abstract: Utility mining (UM) is an efficient
technique for data mining which aim to discover critical
patterns from various types of database. However, mining
data can reveal sensitive information of individuals. Privacy
preserving utility mining (PPUM) emerges as an important
research topic in recent years. In the past, integer program-
ming approach was developed to hide sensitive knowledge in a
database. This approach required a significant amount of time
for preprocessing and formulating a constraint satisfaction
problem (CSP). To address this problem, we proposed a new
algorithm based on a hash data structure which performs
more quickly in itemsets filtering and problem modeling.
Experiment evaluations are conducted on real world and
synthetic datasets.
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I. INTRODUCTION

Data mining is the process of discovering interesting
patterns in a massive and complicated data collection.
Those patterns can be used to make the world a more
prosperous and secure place to live. In truth, data mining is
a double-edged sword. It can be used to improve our lives
through personal advertising, improved medicine and health
care, reduced crime, and many more ways. At the same
time, however, it can also be used to discover confidential
information, to target us with unwanted advertising, and fur-
thermore, to control our behavior through social networks.
The debate between the benefits and privacy considerations
of data mining are apparent in the discussions [1].

The above issues make Privacy-Preserving Data Mining
(PPDM) a critical research problem. The first work was
published by Agrawal et al. [2]. Since then, several methods
has been proposed to hide patterns in binary datasets [3, 4].
The most common approach of PPDM is hiding sensitive
information by perturbing the original database. However,
it will cause several side effects such as missing non-
sensitive patterns and introducing redundant information.

Sanitizing data and hiding sensitive information is a NP-
hard optimization problem [2, 5].

Utility pattern mining is a high practical technique in
data mining that can analyze relationships between itemsets
in transactional database [6]. It allows revealing itemsets
yielding high profits by considering both unit profits of
items and their quantities in transaction. This method can
also cause privacy concerns since hidden pattern found
by mining process may implicitly reveal private informa-
tion [7]. For this reason, various approaches for privacy
preserving utility mining (PPUM) were proposed [8]. In the
majority of published studies, PPUM conceals confidential
information, perturb the original database by removing or
reducing quantities of certain items in transactions. The
first strategies was introduced by Yeh and Hsu with two
algorithms named HHUIF and MSICF [7]. Each algorithm
find target transaction and item in each iteration by its
own way then modify item’s quantities to reduce the
utility of sensitive high-utility itemset (SHUI). Another two
algorithms was presented by Lin et al. [9, 10]. They hide the
itemsets by transaction insertion and transaction deletion.
Lin also proposed three evaluation measure for PPUM [11].
Although all sensitive itemsets can be hidden by those algo-
rithms, obtained results have less generality and high rates
of side effects. To solve this problem, an algorithm named
PPUM-ILP was proposed by Li et al. [12]. They model
hiding process as a CSP and solve it with integer linear
programming (ILP) technique to change itemset states in a
precise and general way. However, their publication does
not specify the CSP formulation mechanism which can
cause serious performance problem.

In this paper, we introduced a new algorithm which based
on integer programming and hash data structures with main
contributions as follows.

1) Introducing a hash structures called IT which can
be used to quickly filter itemsets and formulating
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constraints.
2) Proposing an efficient strategy for modeling sanitiza-

tion process.
3) Providing extensive experimental results with more

complicated utility generation to illustrate the disad-
vantages of ILP based approach.

II. RELATED WORKS

1. High utility itemset mining

High-utility itemset mining (HUIM) was first represented
by Chan et al. [13]. HUIM methods consider items with
different profits and their quantities (or frequencies) in
transactions not only present with binary values. They aim
at discovering all itemsets that yield utilities larger than a
user-defined threshold.

In recent years, HUIM has become a popular research
topic. It was first represented by Chan et al. [13]. Later
on, Yao and et al. published two algorithms with a formal
model for HUIM [6]. For an effective pruning process,
Liu et al. introduced the Transaction Weighted Utilization
(TWU) [14] model. This model speed up the discov-
ering process by finding High-TWU itemset (HTWUI).
All above methods follow the level-wise approach, they
perform unnecessary candidate generations and database
scans. To overcome this issue, Lin et al. [15] designed a
tree structured named HUP-tree. First, the algorithm find
all 1-HTWUIs (HTWUIs contain only one item). After
that, the HUP-tree is constructed for finding all HUIs.
Another approach with a novel algorithm called HUI-miner
was presented by Liu and Qu [16]. They used the utility-
list structure for storing database information and directly
mining HUIs without database scan either candidate gen-
eration. For real life problems, Lin et al. [17] introduced a
new approach named potential high-utility itemsets mining
(PHUIM) to discover itemsets with high-utility as well
as itemsets with high existence probabilities. Besides, Lin
proposed algorithms for mining HUIs with negative unit
profits [18] and multiple minimum utility thresholds [19].
Stream data [20], closed HUIs [21, 22], etc. were also
received attention.

2. Privacy-preserving utility mining

With the development of high-utility pattern mining, con-
cerns about privacy especially in commercial environments
have become increasingly important. The requirement of
protecting sensitive information is becoming more and
more urgent. In order to mitigate the privacy threats in
utility pattern mining, privacy-preserving utility mining was
proposed and got attention of researchers all over the world.

The first work in PPUM was introduced by Yeh et al. [7]
with two algorithms, namely, HHUIF and MSICF. The
main approach of these algorithms is using heuristic for
finding and reducing the quantities of items in specific
transactions, thereby achieving the goal of the problem.
However, over scanning database in HHUIF and MSICF
leads to slow executions. To alleviate this problem, Yun
and Kim [23] constructed the FPUTT tree structure and
used two structures to speed up the hiding process. FPUTT
only need three database scans for the hiding process.
Although faster than previous algorithms, FPUTT tree is
not compact. During sanitization process, many conditional
trees are generated, which make highly computational and
memory costs.

Two other heuristic algorithms were proposed by Lin
et al. [11] named MSU-MAU and MSU-MIU [11]. They
designed the Maximum Sensitive Utility concept to delete
items or reduce their quantities. Because the differences
with traditional frequent itemset mining, Lin also proposed
three evaluations for utility mining. In the other hand,
meta-heuristic method also got adapted to solve PPUM
problems. Two algorithms based on genetic algorithm,
namely, PPUM+insert and PPUMGAT were designed by Li
et al. [9, 10]. PPUMGA+insert insert artificial transaction
to original database while PPUMGAT remove available
transaction. However, insertion/deletion change the number
of transactions and may introduce ghost itemsets.

Minimizing the negative effects of the data perturbation
is still a problem that has to be solved. To address this
problem, an improved algorithm of MSICF named IMSICF
was proposed by Liu et al. [24]. The conflict counts of
each sensitive itemset are computed dynamically during the
hiding process. Although the computational cost is high, in
worst cases, we still lose nearly eighty-percent non-sensitive
information. For more accurate and general results, instead
of using heuristic Li et al. [12] formulate the sanitization
process into a CSP problem and use the CSP solution to
hide sensitive data.

III. PRELIMINARIES

In this section, some preliminaries and PPUM problem
is described briefly. A quantitative transactional database 𝐷

contains 𝑁 transactions: 𝐷 = {𝑇1, 𝑇2, ..., 𝑇𝑁 }. A transaction
𝑇𝑛 ∈ 𝐷 (1 ≤ 𝑛 ≤ 𝑁) includes one or more different items
and their quantities in transaction. Let 𝐼 = {𝑖1, 𝑖2, . . . , 𝑖𝑀 }
denoted the 𝑀 unique items of 𝐷, a transaction will be a
subset of 𝐼 (𝑇𝑛 ⊂ 𝐼). Each transaction is identified with a
𝑖𝑑: 𝑡𝑖𝑑. Table I represents a quantitative database, values in
table I are external utilities of items in 𝐼.
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Figure 1. The general PPUM process.

TABLE I
A QUANTITATIVE TRANSACTIONAL DATABASE

tid A B C D E
0 3 7 0 4 5
1 3 6 0 0 0
2 0 0 4 6 0
3 0 0 6 4 3
4 7 1 0 6 0
5 0 0 0 3 9
6 7 3 0 0 0
7 5 0 2 3 0
8 8 0 6 0 0
9 6 0 8 0 6

TABLE II
EXTERNAL UTILITY VALUES

Item External Utility
A 9
B 8
C 1
D 6
E 4

Definition 1 (Internal Utility): The internal utility of item
𝑖𝑚 in transaction 𝑇𝑛 denoted as In(𝑖𝑚, 𝑇𝑛) is the quantity of
𝑖𝑚 in transaction 𝑇𝑛.

For example, in Table I the internal utility of item 𝐴 in
transaction 𝑇0 is 3: In(𝐴,𝑇0) = 3.

Definition 2 (External Utility): The external utility of
item 𝑖𝑚 denoted as Ex(𝑖𝑚) represents the significant or
profit of item 𝑖𝑚.

For example, in Table II the external utility of item 𝐵 is 8:
Ex(𝐵) = 8.

Definition 3 (Utility of item 𝑖𝑚 in transaction 𝑇𝑛): The
utility of item 𝑖𝑚 in transaction 𝑇𝑛 denoted as 𝑢(𝑖𝑚, 𝑇𝑛) is
computed by: 𝑢(𝑖𝑚, 𝑇𝑛) = In(𝑖𝑚, 𝑇𝑛) × Ex(𝑖𝑚).

For example, the utility of item 𝐵 in transaction 𝑇0 is :
𝑢(𝐵,𝑇0) = In(𝐵,𝑇0) × Ex(𝐷) = 7 × 8 = 56.

Definition 4 (The utility of itemset 𝑋 in transaction 𝑇𝑛):
The utility of itemset 𝑋 in transaction 𝑇𝑛 (𝑋 ⊆ 𝑇𝑛) denoted
as 𝑢(𝑋,𝑇𝑛) is the sum utility of all items of 𝑋 in transaction
𝑇𝑛:

𝑢(𝑋,𝑇𝑛) =
∑︁
𝑖𝑚∈𝑋

𝑢(𝑖𝑚, 𝑇𝑛).

Note that, 𝑢(𝑋,𝑇𝑛) = 0 if 𝑋 ⊈ 𝑇𝑛. Particularly, the utility of
itemset {𝐴𝐷} in transaction 𝑇0: 𝑢 ({𝐴𝐷}, 𝑇0) = 𝑢(𝐴,𝑇0) +
𝑢(𝐷,𝑇0) = 3×9+4×6 = 51. Because {𝐴𝐷} ⊈ 𝑇1 its utility
in transaction 𝑇1 𝑢({𝐴𝐷}, 𝑇1) = 0.

Definition 5 (The utility of transaction): The utility of
transaction 𝑇𝑛: 𝑡𝑢(𝑇𝑛) =

∑
𝑖∈𝑇𝑛 𝑢(𝑖, 𝑇𝑛).

Definition 6 (The utility of itemset 𝑋 in database 𝐷):
The utility of itemset 𝑋 in 𝐷 is the sum of utilities of 𝑋

in all transactions contain 𝑋: 𝑢(𝑋) = ∑
𝑇∈𝐷,𝑋⊆𝑇𝑛 𝑢(𝑋,𝑇𝑛).

For example, the utility of itemset {𝐴𝐶} in the database I
is: 𝑢({𝐴𝐶}) = 𝑢({𝐴𝐶}, 𝑇7) + 𝑢({𝐴𝐶}, 𝑇8) + 𝑢({𝐴𝐶}, 𝑇9) =
(5×9+2×1)+(8×9+6×1)+(6×9+8×1) = 47+78+62 = 187.

Definition 7 (The minimum utility threshold): The min-
imum utility threshold denoted as 𝛿, is a constant defined
by the user to determine whether an itemset is valuable or
not.
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Definition 8 (The high-utility itemset (HUI)): An itemset
𝑋 is called high-utility if its utility is greater than or equal
the minimum utility 𝛿.

Let 𝐻 be the set of all high-utility itemset in 𝐷: 𝐻 =

{𝑋 ⊆ 𝐼 : 𝑢(𝑋) ≥ 𝛿}. Problem. Given a database 𝐷, a set
of HUIs 𝐻 and its subset 𝑆 contains sensitive high-utility
itemset (SHUIs) defined by the user. PPUM problem is
finding an appropriate way to modify 𝐷 into the sanitized
one 𝐷′ that conceals all itemsets in 𝑆 and minimizes the
negative effects to the non-sensitive patterns in 𝐻.

A general process of PPUM is described in Figure 1

1. Side effects

All information that does not affect privacy should be
retained to acquire benefits of pattern discovering pro-
cess. However, hiding sensitive information cause some
undesirable impact to the non-sensitive information. Three
measures for the negative effects proposed by Lin [11] will
be used for results evaluations. Let the original data denoted
as 𝐷, the perturbed 𝐷′. 𝐻′ is the set of high-utility itemsets
(HUIs) in 𝐷′. Let 𝑁 is the set of non-sensitive high-utility
itemsets (NHUIs) in D and 𝑆 is the set of SHUIs in D.

Definition 9 (Hiding Failure): Hiding Failure represents
that some sensitive itemsets in D are still be found as high-
utility itemsets in D’. Let 𝐻𝐹 denote the hiding failure, HF
can be calculated as follows:

𝐻𝐹 =
|𝑆 ∩ 𝐻′ |
|𝑆 |

Definition 10 (Missing Cost): Missing cost indicates the
lost of NSHUIs after the sanitization process. Let MC
denoted the missing cost. MC can be calculated as follows:

𝑀𝐶 =
|𝑁 − 𝑁 ∩ 𝐻′ |
|𝑁 |

Definition 11 (Artificial Cost): Artificial cost represents
the redundant itemsets introduced by PPUM algorithms.
Let AC denote the artificial cost. AC can be calculated as
follows:

𝐴𝐶 =
|𝐻′ − 𝐻 ∩ 𝐻′ |

|𝑁 |

In addition, in [12] Li et al. proposed a new measure
named hiding cost by combining the missing cost and the
artificial cost and used hiding cost to evaluate the side
effects of PPUM algorithms.

Definition 12 (Hiding cost): Hiding cost denote the ratio
of the number of lost NSHUIs and false HUIs in 𝐷′ to the
number of NSHUIs in the original database. HC can be
calculated as follows:

𝐻𝐶 =
|𝑁 − 𝐻′ |
|𝑁 |

The formula show that the hiding cost represents no infor-
mation about the redundant HUIs (or the false HUIs) in 𝐷′.
Therefore, we did not use the hiding cost for our evaluation.

Figure 2. Three side effects of PPUM.

IV. THE PROPOSED ALGORITHM FILP

The main idea of PPUM based on integer programming
is formulation the hiding sensitive information process
into a constraint satisfaction problem. The CSP has two
principal objectives, i.e, hiding SHUIs and minimizing
negative effects. To do that, we divide the PPUM based
ILP approach into four main steps. Firstly, data structures
maintain relationships between itemsets and their support
transactions will be constructed. Secondly, the unaffected
and redundant itemsets get removed. Thirdly, CSP is formu-
lated and solved. Finally, the CSP solution is used to perturb
the database. The whole sanitization process is described
in Figure 3.

1. It tables construction

The PPUM problem input consists of: the original
database 𝐷, the set of sensitive itemsets 𝑆, the set of HUIs
𝐻 and the minimum utility threshold 𝛿. For preserving the
relations between itemsets and transactions, and speeding
up the preprocessing and establishing constraints processes,
we designed a table structure called itemset-tidset table
(IT).

Definition 13: Given a set of itemsets, the itemset-tidset
table (IT) consists of 3 columns. The first column stores
itemset by hash set structure. The second also uses hash
set to store tids of transactions that respectively support
the itemsets in first column. The third column stores the
itemset utilities.

The sensitive itemset-tidset table (S-IT) is constructed by
scan the original database once. Each 𝑠𝑖 ∈ 𝐼𝑆 get hashed
and stores in S-IT table with it utility. Transactions support
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TABLE III
THE IT TABLE STRUCTURE

(Hashed)
High-utility itemset

(Hashed)
Tidset Utils

𝑎1 𝑡1 𝑢1
𝑎2 𝑡2 𝑢2
𝑎3 𝑡3 𝑢3

𝑠𝑖 are found by the scan and the set of their tids gets
hashed. The S-IT table is used to establish CSP and find
special HUIs. With the utilization of S-IT and a prober CSP
construction methods, we can reduce database scanning
times in preprocessing and CSP formulation of PPUM
based ILP approach and avoid handling separately each
SHUI like heuristic, based methods. Non-sensitive itemset-
tidset (N-IT) table also is constructed in same database
scan. The only difference of N-IT and S-IT is that N-IT
store information for NSHUIs instead of SHUIs. The table
construction is described in Algorithm 1.

Algorithm 1: Table Construction
1 Input: 𝐷, the original database; 𝐻, the set of HUIs

discovered from 𝐷; 𝑆, the set of SHUIs to be hidden
2 Output: N-IT, S-IT tables.
3 begin
4 foreach transaction 𝑇𝑛 ∈ 𝐷 do
5 foreach itemset 𝑋 ∈ 𝐻 do
6 if 𝑋 ⊆ 𝑇𝑛 then
7 if 𝑋 ∈ 𝑆 then
8 Insert 𝑋 , 𝑈 (𝑋) into S-IT, stores tid

of 𝑇𝑛;
9 end

10 Insert 𝑋 , 𝑈 (𝑋) into N-IT, stores tid of
𝑇𝑛;

11 end
12 end
13 end
14 Hash stored tidsets and insert them to IT tables;
15 end

2. Preprocessing

Concealing SHUIs affect the NSHUIs that share same
items and transactions. The consequence is losing infor-
mation or introducing redundant information. As [12] sug-
gested, filtering itemsets that get affected by perturbation
make the hiding process more efficient. The proposed
algorithm also used the same filtering strategy. The first
phase of preprocessing is applying a filter mechanism.

Definition 14 (Filter mechanism [12]): Given the sets of
sensitive itemsets 𝑆 and the set of NHUIs 𝑁 . Itemset 𝑛𝑖 ∈ 𝑁
will be affected by hiding process if it shares at least one
item and one transaction with any sensitive itemset 𝑠𝑖 ∈ 𝑆

Let 𝑁 ′ be the set of remaining NSHUIs of 𝑁 after the
filtering. Next step we find bound-to-lose itemsets in 𝑁 ′.

Because such itemsets have utility lower than its sensitive
superset, removing them can help avoid some conflict
constraints in the CSP.

Definition 15 (Bound-to-lose itemset [22]): Given itemset
𝑋 , sensitive itemset 𝑌 and the set of transactions 𝑇𝑋, 𝑇𝑌 that
respectively support 𝑋 , 𝑌 . 𝑋 is called bound-to-lose itemset
if 𝑋 is a high-utility itemset and 𝑋 ⊂ 𝑌 ∧ 𝑇𝑋 = 𝑇𝑌 .

Let the set of remaining NHUIs is 𝑁 ′′. Last step is re-
moving itemsets corresponding to unnecessary constraints.
In particular, if two itemset 𝑛𝑖1 , 𝑛𝑖2 ∈ 𝑁 ′′ share same
transaction set 𝑇𝑛𝑖1 and 𝑛𝑖1 ⊂ 𝑛𝑖2 , 𝑛𝑖2 will be removed of
𝑁 ′′. The whole preprocessing is described in Algorithm 2.

Algorithm 2: Preprocessing
1 Input: N-IT, S-IT tables
2 Output: Modified N-IT, S-IT tables. begin
3 foreach itemset 𝑛𝑖 in N-IT do
4 𝐿 ← 0; ;
5 foreach itemset 𝑠𝑖 in S-IT do
6 if 𝑛𝑖 ∩ 𝑠𝑖 ≠ ∅ and 𝑇𝑛𝑖 ∩ 𝑇𝑠𝑖 ≠ ∅ then
7 if 𝑛𝑖 ⊆ 𝑠𝑖 and 𝑇𝑛𝑖 = 𝑇𝑠𝑖 then
8 Delete 𝑛𝑖 from N-IT;
9 end

10 end
11 𝐿 ← 𝐿 + 1;
12 end
13 if 𝐿 == |𝑆 | then
14 Delete 𝑛𝑖 from N-IT;
15 end
16 end
17 foreach itemset 𝑛𝑖2 in N-IT do
18 foreach itemset 𝑛𝑖1 in N-IT do
19 if 𝑛𝑖1 ≠ 𝑛𝑖2 and 𝑛𝑖1 ⊆ 𝑛𝑖2 and 𝑇𝑛𝑖1

= 𝑇𝑛𝑖2
then

20 Delete 𝑛𝑖2 from N-IT;
21 break;
22 end
23 end
24 end
25 end

As shown in Algorithm 2, the preprocessing perform
various operators to find the relation, i.e, the intersections
between itemsets. Let 𝑚 is the mean length of high-
utility itemsets, the time complexity to find the intersection
between two itemsets is 𝑂 (𝑚𝑚). In worst cases, we need to
find the intersections of

( |𝐻 |
2
)

pair of itemsets, which lead

to 𝑂

( ( |𝐻 |
2
)𝑚𝑚 )

. With the utilization of IT table, tidsets and
itemsets are represented by hash structures. It reduced the
time complexity for intersection to 𝑂 (𝑚) and the whole
preprocessing in the worst case to 𝑂

( ( |𝐻 |
2
)𝑚)

.

3. Problem formulation

The effective way to hide sensitive itemsets is chang-
ing internal utilities of item. Finding the CSP solution
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Construct tables

High-utility itemsets

Sensitive high-utility itemsetsDatabase

Preprocess

N-IT

S-IT


Establish constraints

Preprocessed N-IT

S-IT

Return solution

CSP

Perturbed
Database

Figure 3. The PPUM based ILP approach.

is finding the optimal values for internal utilities. Those
values make the sensitive high-utility itemsets become low-
utility itemsets and minimize the negative impact to non-
sensitive high-utility itemsets. In [12], authors did not
specify the CSP formulation. The problem is a brute-
force CSP formulation can lead to serious performance
degradation. The proposed algorithm uses a well-designed
process and utilizes the proposed data structure for faster
formulating.

First, all the internal utilities of SHUIs in 𝑆 is sub-
stituted by integer variables. Specifically, for each SHUI
stored in S-IT, we will get the combinations of item
and tid. Each combination will be used as index to
indicate its utility. After this step, a hash table with
variables and their utilities is constructed. Let 𝑉 =

{𝑣𝑛𝑚 |𝑛 ∈ [1, 𝑁] ∩ N, 𝑚 ∈ [1, 𝑀] ∩ N}, 𝑣𝑛𝑚 represents the
internal utility of itemset 𝑚 in transaction 𝑛. The minimum
value of a variable is suggested to be 1 [12]. A SHUI 𝑋

become LUI, if: ∑︁
𝑇𝑛∈𝐷,𝑋⊆𝑇𝑛

∑︁
𝑖𝑚∈𝑋

𝑣𝑛𝑚𝐸𝑥(𝑖𝑚) < 𝛿 (1)

In the same above step, the constraints that correspond to
formula 1 also are established. Note that, for better com-
munication with mathematical solvers, constraints should
be represented by coefficient matrix. For example, let 𝑴𝑺

be the coefficient matrix of constraints corresponding to
formula 1, 𝒗 be the vector of variables. To add these
constraints to a solver, we simply multiply the coefficient
matrix 𝑴𝑺 with the vector of variables 𝒗: 𝑴𝑺𝒗 ≤ 𝜹.

Let 𝑈 is the set of internal utilities of item in 𝑅:

𝑈 = {𝑢𝑛′𝑚′ |𝑛′ ∈ [1, 𝑁] ∩ N, 𝑚′ ∈ [1, 𝑀] ∩ N}

𝑢𝑛′𝑚′ represents two states of internal utility, i.e:

𝑢𝑛′𝑚′ =

{
𝑣𝑛′𝑚′ , if 𝑣𝑛′𝑚′ ∈ 𝑉,
In(𝑖𝑚′ , 𝑇𝑛′ ), otherwise

An itemset 𝑌 ∈ 𝑅 utility remains higher than minimum
utility threshold if:∑︁

𝑇𝑛′ ∈𝐷,𝑌⊆𝑇𝑛′

∑︁
𝑖𝑚′ ∈𝑌

𝑢𝑛′𝑚′𝐸𝑥(𝑖𝑚′ ) ≥ 𝛿 (2)

Building constraints according to formula 2 without the
hash table of variables and the N-IT table has enormous
time cost. To establish the constraint of a NHUI in 𝑅,
we have to find the intersection between it and each
SHUI, which time complexity is 𝑂

(
|𝑆 |𝑚𝑚 )

. Besides, in-
tersections between tidsets of SHUI and NHUI also have
to be found. Let 𝑡 is the average number of transac-
tions that support a HUI, the time complexity for getting
tidset intersections is 𝑂

(
|𝑆 |𝑡 𝑡

)
. Moreover, we need to

scan the database once to compute the remaining util-
ity of the NHUI after substitution. Average time com-
plexity for this scan (not included data loading time) is
𝑂 (𝑚 × 𝑡). So the complexity for establishing the constraint
of a NHUI is 𝑂

(
|𝑆 |𝑚𝑚 + |𝑆 |𝑡 𝑡 + 𝑚 × 𝑡

)
. The complexity

of establishing constraints corresponding to formula 2 is
𝑂

(
|𝑅 | |𝑆 |𝑚

𝑚+|𝑆 |𝑡𝑡 +𝑚×𝑡
)
. With the variable hash table to

check whether a combination is substituted or not only has
time complexity 𝑂 (1). Because the utilities of variables
and utilities of NHUIs are stored in data structures. We

17



Journal on Information Technologies & Communications

can compute the remaining utility of a NHUI only by a
subtraction. The time complexity of establishing formula
2 constraints is reduced to 𝑂 ( |𝑅 |𝑚×𝑡 ). The time complex-
ity comparison of proposed algorithm and PPUM-ILP is
shown in Table IV. Let 𝑴𝒏 be the coefficient matrix of
constraints corresponding to formula 2, 𝒓 be the vector of
remaining utilities. These constraints can be formulated by:
𝑴𝒏𝒗 ≥ 𝜹 − 𝒓.

For reducing artificial cost, the objective function is
minimizing the sum of integer variables. Formally, the CSP
is described as follows:

𝑚𝑖𝑛
∑︁

𝑣𝑛𝑚∈𝑉
𝑣𝑛𝑚 (3)

𝑠.𝑡.
∑︁
𝑖𝑚∈𝑋

∑︁
𝑇𝑛∈𝑇𝑋

𝑣𝑛𝑚𝐸𝑥(𝑖𝑚) ≤ 𝛿, ∀𝑋 ∈ 𝐼𝑆 (4)∑︁
𝑖𝑚′ ∈𝑌

∑︁
𝑇𝑛′ ∈𝑇𝑌

𝑢𝑛′𝑚′𝐸𝑥(𝑖𝑚′ ) ≥ 𝛿, ∀𝑌 ∈ 𝐼𝑅 (5)

𝑣𝑛𝑚 ≥ 1, ∀𝑣𝑛𝑚 ∈ 𝑉 (6)

The CSP does not always arrive at a feasible solution.
The proposed algorithm uses the same relaxation method
introduced in [12], finding relaxation by removing con-
straints iteratively.

Algorithm 3: CSP Formulation
1 Input: S-IT, N-IT tables.
2 Output: CSP model.
3 begin
4 Using the S-IT table create a hash table 𝑉 to store

variable positions and utilities; establish inequalities
according to formula 4.;

5 foreach itemset 𝑛𝑖 in N-IT do
6 Subtract the sum of the variable utilities in 𝑛𝑖

from 𝑛𝑖 utility.;
7 Establish inequalities according to formula 5.;
8 end
9 end

V. ILLUSTRATED EXAMPLE

In this section, the overall algorithm process is described
step-by-step via an illustrated example. Returning to the
database 𝐷 in Table I, suppose that the minimum utility
threshold 𝛿 is set to 124 and {𝐴𝐵} is the sensitive itemset.
The N-IT (Table V) and S-IT (Table VI) tables are first
constructed. To reduce the size of problem, the itemsets
in the N-IT table are preprocessed. First, the itemsets that
will not be affected by the sanitization process are removed.
In this case, itemsets {𝐷} and {𝐷𝐸} are removed because
they have no items in common with itemset {𝐴𝐵}. Itemsets
{𝐴𝐶} and {𝐴𝐵} are not supported by any of the same trans-
actions; thus, we delete {𝐴𝐶} from the N-IT table. Itemset
{𝐵} is not closed to {𝐴𝐵}, so it is eliminated to avoid

conflict when establishing the constraints. Last, redundant
itemsets are removed to obtain a smaller-sized problem.
Itemset {𝐵𝐷} is not closed to itemset {𝐴𝐵𝐷}, so {𝐴𝐵𝐷}
is deleted directly. Table VII shows the preprocessed N-IT
table.

After preprocessing, we establish the CSP. Sensitive
items of sensitive itemsets in transactions are replaced
by integer variables, and constraints corresponding to for-
mula 4 are formulated by scanning the S-IT table (Table V).
Next, we scan the N-IT table (Table VII) and establish
constraints for formula 5. We can compute the remaining
utilities of the itemsets rapidly after substitution by sub-
tracting variable utilities from their utilities. In our example,
remaining utility of itemset {𝐴} after subtracting its utility
from the 𝑇0, 𝑇1, 𝑇4 and 𝑇6 transactions is 171. One-hundred
seventy-one is higher than minimum utility threshold (124),
so there is no need to establish a constraint for {𝐴}. In
this example, the CSP does not have a feasible solution, so
a relaxed solution is used to create sanitized database 𝐷′

(Table VIII).

In the mining result (Table IX), sensitive itemset {𝐴𝐵}
is hidden; note that we lose some NSHUIs: {𝐵} (bound-to-
lose itemset), {𝐴𝐵𝐷𝐸} and {𝐵𝐷}. Furthermore, no LUI
becomes a HUI. Overall, 𝐻𝐹 = 0, 𝑀𝐶 = 0.3 and 𝐴𝐶 = 0.

VI. EXPERIMENTAL RESULTS

1. Experimental environments

We performed the experiments on an Intel(R) Core(TM)
i7-6700 CPU @ 3.40GHz, RAM 32GB. Two real world
small datasets and a synthetic large dataset with their char-
acteristics are displayed in Table X. The density of a dataset
is measured as the average transaction length divided by
the number of distinct items: Density =

𝐴𝑣𝑔𝐿𝑒𝑛

|𝐼 | . For each
dataset, the external utility of each item is generated in
the interval [1, 1000] ∩N with the log normal distribution,
whereas the internal utilities of the items in the transactions
are generated to be between 1 and 10 using the uniform
distribution. In this paper, we used the state of the art
d2HUP [25, 26] algorithm as the mining technique. The
performances of the proposed algorithm were evaluated
and compared with other algorithms across the datasets by
execution time and side effects. The selected algorithms
are as follows: PPUM-ILP, HHUIF, MSICF [7], MSU-
MAU, MSU-MIU [17]; we did not compare our algorithm
with PPUMGAT [9] and PPUMGAT+ [17] because these
two algorithms hide information based on insertion/dele-
tion transactions and have the different context. For better
comparison all the algorithms were implemented with the
high performance language Julia and the fastest solver for
ILP, i.e, Gurobi 9.1.2 [27] was used to solve the CSP
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TABLE IV
COMPARISON OF TIME COMPLEXITY BETWEEN PROPOSED ALGORITHM AND PPUM-ILP.

Algorithm FILP PPUM-ILP
Phase Preprocessing Establishing formula 2 Preprocessing Establishing formula 2

Time complexity 𝑂

( ( |𝐻 |
2
)𝑚)

𝑂
(
|𝑅 |𝑚×𝑡

)
𝑂

( ( |𝐻 |
2
)𝑚𝑚

)
𝑂

(
|𝑅 | |𝑆 |𝑚

𝑚+|𝑆 |𝑡𝑡 +𝑚×𝑡
)

TABLE V
S-IT TABLE.

SHUI Tidset Utility
𝐴𝐵 𝑇0𝑇1𝑇4𝑇6 316

TABLE VI
N-IT TABLE.

NSHUI Tidset Utility
𝐴 𝑇0𝑇1𝑇4𝑇6𝑇7𝑇8𝑇9 351
𝐵 𝑇0𝑇1𝑇4𝑇6 136
𝐷 𝑇0𝑇2𝑇3𝑇4𝑇5𝑇7 156
𝐴𝐶 𝑇7𝑇8𝑇9 187
𝐴𝐸 𝑇0𝑇9 125
𝐴𝐷 𝑇0𝑇4𝑇7 213
𝐵𝐷 𝑇0𝑇4 124
𝐷𝐸 𝑇0𝑇3𝑇5 134
𝐴𝐵𝐷 𝑇0𝑇4 214
𝐴𝐵𝐷𝐸 𝑇0 127

TABLE VII
PREPROCESSED N-IT TABLE.

NSHUI Tidset Utility
𝐴 𝑇0𝑇1𝑇4𝑇6𝑇7𝑇8𝑇9 351
𝐴𝐷 𝑇0𝑇4𝑇7 213
𝐴𝐸 𝑇0𝑇9 125
𝐵𝐷 𝑇0𝑇4 124
𝐴𝐵𝐷𝐸 𝑇0 127

TABLE VIII
THE SANITIZED DATABASE 𝐷′.

tid A B C D E
0 3 5 0 4 5
1 1 1 0 0 0
2 0 0 4 6 0
3 0 0 6 4 3
4 1 1 0 6 0
5 0 0 0 3 9
6 1 1 0 0 0
7 5 0 2 3 0
8 8 0 6 0 0
9 6 0 8 0 6

(for our algorithm and PPUM-ILP). The time limit for all
algorithm is set to 1200 seconds. The sensitive itemsets
are randomly sampled from the set of high-utility itemsets
𝐻 based on a sensitive information percentage. Execu-
tion time of an algorithm is the average of five running
times. The experiments to analyze execution time were
conducted under two contexts: increasing the minimum
utility threshold and increasing the sensitive information
percentage (SIP). Because the utility generation process is

TABLE IX
HIT TABLE FOR 𝐷′.

HUI Tidset Utility
𝐴 𝑇0𝑇1𝑇4𝑇6𝑇7𝑇8𝑇9 225
𝐷 𝑇0𝑇2𝑇3𝑇4𝑇5𝑇7 156
𝐴𝐶 𝑇7𝑇8𝑇9 187
𝐴𝐷 𝑇0𝑇4𝑇7 159
𝐴𝐸 𝑇0𝑇9 125
𝐷𝐸 𝑇0𝑇3𝑇5 134
𝐴𝐵𝐷 𝑇0𝑇4 134

TABLE X
THE CHARACTERISTICS OF THE DATASETS.

Dataset 𝑁 𝑀 Density(%)
Mushrooms 8124 119 19.3
Foodmart 4141 1559 0.25
T20I6D100K 99922 929 2.22

more complicated than [12], we can see the weakness of
the PPUM based ILP approach. In mushrooms datasets,
the minimum utility threshold and the sensitive information
percentage were set respectively to 10% and 9%. All the
ILP based algorithms can not finish under the time limit
(included the proposed algorithm). Because mushrooms is a
dense dataset, their itemsets share many similar items. That
causes many conflict constraints in CSP and moreover the
CSP is harder to check whether it is feasible or not. In
order to find a solution these algorithms need to iteratively
remove a constraint and presolve the CSP, which makes
their runtimes exceed the time limit.

2. Foodmart

The PPUM-ILP algorithm can only execute successfully
in foodmart dataset. In the large and sparse T20I6D100K
dataset, it failed to finish under the time limit because
the computational cost for preprocessing and establishing
constraints. The comparison with PPUM-ILP will be con-
ducted separately in foodmart. Foodmart is a small and
sparse datasets so that all PPUM algorithms can finish
successfully the hiding. Although the length of high-utility
itemsets in foodmart is small, we still gain performance
advantages with the proposed IT table structure. As we can
see in Figure 4 and Figure 5, all the time the proposed
algorithm has lower execution time than PPUM-ILP. It
also can be seen that, when the minimum utility threshold
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Figure 4. Execution times of algorithms in foodmart dataset under various
SIP.

Figure 5. Execution times of algorithms in foodmart dataset under
different minimum utility thresholds.

increases, the execution time decreases since the size of 𝑆

become smaller. Table XI show the ability of algorithms
to minimize negative effects in foodmart dataset. Since all
the algorithms are able to hide all sensitive itemsets, we
only compare the other two side effects. From table XI,
we observed that even with the more general problem
formulation the obtained solutions are not better. The reason
behind this is the lack of accurate when finding a relaxation
by iteratively removing constraints. As described in [12],
the removed constraint of each iteration corresponds to the
itemsets which has the longest length and lowest utility. But
there is no mathematical proof for that constraint should be
the most conflict in the CSP.

3. T20I6D100K

The execution times of algorithms in T20I6D100K is
shown in Figure 6 and 7. Observing the results we see that
in most cases, algorithm execution time increases as the
sensitive information percentage (SIP) increases. This result

TABLE XI
SIDE EFFECTS OF ALGORITHMS IN FOODMART.

SIP 2 4
Side effects MC AC MC AC

HHUIF 79.7% 0.0% 82.4% 0.0%
MSICF 74.5% 0.0% 81.8% 0.0%

MSU-MAU 79.7% 0.0% 82.3% 0.0%
MSU-MIU 76.3% 0.0% 80.7% 0.0%
PPUM-ILP 81.7% 2.6% 84.4% 7.1%

FILP 81.7% 2.6% 84.4% 2.8%

TABLE XII
SIDE EFFECTS OF ALGORITHMS IN T20I6D100K.

SIP 2 8
Side effects MC AC MC AC

HHUIF 8% 0% 26.1% 0%
MSICF 8% 0% 24.2% 0%

MSU-MAU 8% 0% 26.1% 0%
MSU-MIU 4.3% 0% 20.3% 0%

FILP 0% 0.6% 8.5% 168%

is reasonable since as we increase the sensitive informa-
tion percentage while maintaining a fixed minimum utility
threshold, the number of sensitive high-utility itemsets in-
creases. As a consequence, the CSP becomes harder to solve
for PPUM based ILP approaches and the hiding iterations of
heuristic algorithms increases. However, T20I6D100K is a
sparse dataset, time for solving CSP problem is not changed
much. Additionally, in worst cases, to hide a sensitive
itemset, heuristic algorithms need to perform database scan
for every item belong to the itemset. Too many database
scans will slow down the hiding process and increase the
running time. In some cases, when increases the minimum
utility thresholds, the runtimes of algorithms increase. This
is because the higher the minimum utility thresholds, the
more frequent the itemsets appear in database and the more
database scans for heuristic algorithms.

The side effects of algorithms in T20I6D100K are shown
in Table XII. The FILP algorithm achieves better results for
retaining non-sensitive information but in some cases it can
introduce too much redundant information. Beyond that the
proposed algorithm always runs faster than PPUM-ILP.

VII. CONCLUSION AND DISCUSSION

Data mining can reveal implicit sensitive pattern and pri-
vate information in a database. Privacy concerns about data
mining are becoming more and more serious. Protecting
privacy in data mining, especially for utility mining is a
critical problem. However, hiding sensitive patterns while
retaining non-sensitive information is a NP-hard problem.
In this paper, we introduced a faster PPUM method based
on ILP approach with the utilization of hash structures.
The conducted experiments have shown the efficiency of
proposed algorithm. Besides, we still have some problems
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Figure 6. Execution times of algorithms in T20I6D100K dataset under
various SIP.

Figure 7. Execution times of algorithms in T20I6D100K dataset under
different minimum utility thresholds.

with the ILP based approach. The CSP of hiding process
does not have specific constraints to limit artificial cost.
The time for solving the CSP is too high, so we need
a better way to find a feasible solution. In addition, the
preprocessing can be run asynchronously using parallel
programming methods.
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