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Abstract: Maximum distance separable codes (MDS codes)
have been studied for a long time in error correcting code
theory and have important applications in cryptography.
There are many different methods have been studied to build
MDS matrices such as: from MDS codes, Cauchy matrices,
Hadamard matrices, Vandermonde matrices, circulant and
circulant-like matrices etc. In this paper, the construction of
MDS matrix from random matrices is studied, and the possi-
bility of satisfying the MDS condition of any random matrix
is presented. Then, the method of random search of MDS
matrices will be given. In addition, we propose algorithms
to randomly search for efficient involutory Hadamard MDS
matrices of size 4, and 8. These results will be meaningful to
determine the possibility that MDS matrices can be obtained
from random matrices and diversify the methods of searching
for MDS matrices. The involutory Hadamard MDS matrices
make the encryption and decryption processes identical, which
makes them very efficient for both hardware and software
implementation.

Keywords: MDS matrix, random matrices, Hadamard MDS
matrix, Circulant-like MDS matrix

I. INTRODUCTION

MDS matrices [5, 11, 16, 17] play an important role
in cryptographic applications. They are often used for
the diffusion layer of block ciphers and hash functions
to provide high diffusion. Therefore, many well-known
ciphers have used MDS matrices in their diffusion layer
such as AES, Twofish, KHAZAD, Anubis, SHARK, Square
Hierocrypt, Camellia, Manta, MUGI, WHIRLPOOL, etc.

Because of the benefits of MDS matrices, many different
methods have been studied to generate them, including:
from MDS codes [5, 13, 14, 15], from suitable matrices
such as Cauchy matrices [1, 3], Hadamard matrices [2, 7,
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10, 12], Vandermonde matrices [10], Companion matrix [6,
9], recursive MDS matrices [18-22], etc.

The method of constructing MDS matrices from MDS
codes [5, 13, 14, 15] has the advantage of being able
to generate a large number of MDS matrices, but the
disadvantage is that we cannot control the elements within
the matrix. On the other hand, constructing MDS matrices
from the Vandermonde matrix [10] and the Cauchy matrix
[1, 3] allows for the advantage of building large-sized
MDS matrices. However, the elements in these matrices
often have high Hamming weights, leading to significant
execution costs.

The method of constructing MDS matrices from recur-
sive matrices [18-22] and Companion matrices [6, 9] has
the advantage of being convenient for hardware imple-
mentation. However, recursive matrices are not necessarily
MDS matrices, so they always need to be checked for the
MDS condition. On the other hand, checking this condition
for large-sized recursive matrices can be challenging. As
for Hadamard matrices, they are a special type of matrix
with many advantages in execution. Works on constructing
MDS matrices from Hadamard matrices [2, 7, 10, 12] also
provide various methods to generate matrices of this form.
However, these works do not approach the construction
randomly, as well as the ability to control the elements in
this matrix.

Recently, in [24], the authors shared findings from the
all-encompassing exploration of (iterative) MDS matri-
ces over GL(4, F2). The investigation specifically delves
into circulant MDS matrices ranging from orders 4 to 8,
Hadamard MDS matrices of orders 4 and 8, as well as
recursive MDS matrices derived from companion matrices
of order 4, and recursive MDS matrices stemming from



sparse DSI matrices spanning orders 4 to 8. In this paper,
the authors sought involutory matrices but over the field
GL(4, F2); furthermore, they have not considered the fixed
points of these matrices. In [25], the authors introduced
novel construction frameworks, specifically, transposition-
permutation path configurations for 3 x 3 involutory and
MDS permutation-equivalent matrices across Fy; and Fa.
They created 33 involutory and MDS matrices across Fy3
and F,4, subjecting all these matrices to analysis by identi-
fying their permutation-equivalent matrices. Subsequently,
an examination was conducted to identify any distinctive
permutation patterns, particularly within matrices of this
size. Consequently, they identified a total of 28,088 unique
transposition-permutation path configurations, offering a
direct means to construct 3x3 involutory and MDS matrices
from any representative 3 X 3 involutory and MDS matrix
over F»; and F,:. However, this work only focuses on
matrices of size 3x3. In [26], a fresh hybrid approach is in-
troduced, amalgamating search-based techniques and direct
construction methods, aiming to produce the complete set
of 4 X 4 involutory maximum distance separable (MDS)
matrices over Fom. The innovative method significantly
reduces the complexity of the search space to the square
root of n, with n denoting the count of all 4 X 4 invertible
matrices over Fom subject to exploration. Consequently, this
approach facilitates the generation of all 4 X 4 involutory
MDS matrices over and . In this work, the authors solely
concentrated on matrices of size 4 X 4 over F,3 and F,a.

One of the other methods to search for MDS matrices
is to search from random matrices. A random matrix is a
matrix whose elements are chosen randomly, independently,
with uniform probability in some finite field GF(p"),
where p is a prime number. In [23], the authors presened
an algorithm of generating random MDS matrices, but
the article is quite sketchy, and the authors cannot control
the coefficients of the generated matrix according to this
algorithm.

Our contributions: In this paper, a lower bound for
the probability of satisfying the MDS condition of any
random matrix is presented. Then, a method of random
search of MDS matrices is given and based on specific
examples to present an estimate for this possibility. In
addition, we propose efficient random search algorithms
for involutory Hadamard MDS matrices of size 4, 8. These
results will be meaningful to determine the possibility that
MDS matrices can be obtained from random matrices and
diversify the methods of searching for MDS matrices. With
our search approach, involutory Hadamard matrices can be
found efficiently for implementation due to the presence
of elements with small Hamming weights. In addition, the
involutory Hadamard MDS matrices make the encryption
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and decryption processes identical, which makes them very
efficient for both hardware and software implementation.

The paper is organized as follows. In Section II, prelimi-
naries are introduced. Section III presents a lower bound
for the possibility of satisfying the MDS condition of
any random matrix and a method for random search of
MDS matrices along with specific examples to present an
estimate for this probability. Then is to search for efficient
random Hadamard MDS matrices for executions of size 4,
and 8. Section IV is the conclusion.

II. PRELIMINARIES AND RELATED WORKS

2.1. MDS matrix. The MDS matrices come from the
theory of error correction codes with maximal distance
separable codes or MDS codes. To better understand the
MDS matrix, we can see the important theorems about the
MDS matrix in the code theory as follows:

Theorem 1: ([5, p. 33]). If C is a [n, k,d] code, n—k >
d-1.

The code C is called an MDS code if n —k=d -1 (or
d=n—-k+1).

Theorem 2: ([S5, page 321]). A code [n,k,d] with a
generator matrix G[I|A] where A is a k X (n— k) matrix is
MBDS if and only if every square submatrix (generated from
any i rows and any i columns, for any i = 1,2, ..., min{k, n—
k} of A is nonsingular.

Thus, it can be seen that the MDS matrix is a very special
matrix whose every square sub-matrix is nonsingular.

2.2. Hadamard MDS matrix. The authors in [2, 7, 10,
12] use Hadamard matrices to construct MDS matrices for
their block cipher design.

Elumalai and Reddy in [12] defined the Hadamard matrix
as follows:

Definition 1: With k elements «g, ay, ..., ¥x_1 , a matrix
A = [a; ;] is called a Hadamard matrix if each element in
this matrix is constructed as: a;; = ; ¢y ;

The authors in [8] also defined a Hadamard matrix of
size 2" in a different way as follows:

A matrix H of size 2" x2" is a Hadamard matrix over the
finite field GF(29) (FFHadamard) if it can be represented

U
as follows: H = [V U

matrices over GF(27).

, and two submatrices U,V are

An example of a 4 x4 FFHadamard matrix is as follow:

ay ap ay as
ay ay aiz ap

H = had(ay, ay,az,a3) = (*)
a aiz ap ai
as dz ap ap

where hij =a;q ;
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Comment 1. Each Hadamard matrix A over a finite field
will have the following property: A> =y - I where y is a
constant. When v = 1, then A is an involutory matrix.

III. SOME RESULTS

In this section, some results will be presented on the
method of finding MDS matrices from random matrices,
in which a lower bound for the possibility of satisfying the
MDS condition of any random matrix is given. Then, a
method of random search of MDS matrices is presented
and an estimate for this probability is given on specific
examples.

3.1. MDS matrices of size 2

Let A = [a; j]lmxm be an any random matrix over
GF(p"), where p is a prime number.

Then, it can be easily seen that the number of sub-
matrices of size i(1 <i < m) created by any i rows and i
columns of the matrix A will be equal to (C? )2 .

In the case of p =2, r = 1 we see that there is only one
MDS matrix of size 1, and there are no MDS matrices of
size 2 or higher.

For the case GF(p”") and r > 1 , we have the following
lemma:

Lemma 1: The number of MDS matrices of size 2 over
GF(p") for r > 1, is equal to P>(P—1), where P = p" — 1.
Proof: Indeed, the number of singular matrices of size
2 over GF(p") (with all four elements being nonzero) is
equal to P3. Also, the number of possible matrices of size
2 with all four elements being non-zero over GF(p") is
equal to P*. Therefore, the number of MDS matrices of
size 2 is equal to P* — P> = P3(P - 1). ]
3.2. The ability to satisfy the MDS condition of
random matrices

In this section, an any random matrix is partitioned
into disjoint square matrices of size 2, producing a series
of Bernoulli’s tests on these matrices. On this basis, the
probability that an any random matrix not being MDS is
estimated.

Let A = [a;i j]lmxn » (m > 2) be an any random matrix
over GF(p").

The partition of the disjoint submatrices of size 2 of
the matrix A is as follows:

- Consider pairs of consecutively disjointed rows and
columns of the matrix A .

- Denote N is the number of disjoint sub-matrices of
size 2 created by the above mentioned pairs of rows and
columns of the matrix A. Then, N = [%]2 . These matrices
are N completely random and independent matrices of size
2.
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- According to the proof of the Lemma 1, the probability
that each of these N matrices being MDS is equal to
% =1- %; the probability that each matrix not being
MBDS is equal to % . Note that, the larger P is, the higher
the probability to choose the MDS matrix is.

Series of Bernoulli’s tests for the N above matrices of
size 2

Consider the following event: ©Q =There are at least
i(1 <i < N) matrices in N above matrices not being MDS.
Obviously, if Q occurs, then the matrix A is not MDS.

Then, the probability of the event Q is determined as
follows:

N 1\ [\
P(Q) =) Ct (—) (1——) ()
; Np p
On the other hand, it is to have:
N i N-i
(1 1
Baffi-y e
i=1 P P
Then:
1\
P(Q)=1- (1 - —) 3)
p

Comment 2. The larger N is, the smaller (1 — %) is,
that is, the larger P(Q) is.

Probability that the random matrix A = [a; ;]uxm
over GF(p") is not MDS

Denote the event Q = The matrix A is not MDS.

It is to have:

P(Q) > P(Q) )

Because, as suppose matrix A has N sub-matrices of
order 2, but in addition to sub-matrices of order 2, A can
also have sub-matrices of level 3, level 4, ..., of order m.
So in addition to the submatrices of order 2 which may not
be MDS, the higher order submatrices may not be MDS
either. Therefore, we have formula (4).

Obviously, it is difficult to directly compute the value of
P(ﬁ), so we can estimate the lower bound of this value by
computing P(€).

Comment 3. From the Comment 1 and the formulas (3),
(4), it can be seen that, when N is larger or when the size
of the matrix m is larger, the probability for the matrix A
being not MDS is larger.

These results are also significant for estimating the
number of MDS matrices of any size m.



Example 1.

- For m = 4 and GF(2}) it is to have: P = 255 and
N =" =4 Then, P(Q) = 1 - (1 - 1)*=0,0156, that is,
the probability that the matrix A is not MDS > 0, 0156.

- For m = 8 and GF(2%) it is to have: P = 255 and
N =" = 16. Then, P(Q) = 1 — (1 - £)* = 0,0609, that
is, the probability that the matrix A is not MDS > 0, 0609.

- For m = 64 and GF(2%) it is to have: P = 255 and
N = = 1024. Then, P(Q) == 0.984.

Thus, the larger the matrix size is, the smaller the
probability that the matrix being MDS is. In the case of
m > 64, it is almost certain that a random matrix obtained
will not be an MDS matrix.

3.3. Searching for MDS matrix from random matrices
and probability

Consider A = [a; j]lmxm is a matrix with elements
taken independently, randomly with uniform probability
over GF(p"). The method of random search of MDS
matrices is implemented through Algorithm 1 as follows:

Algorithm 1 m X m base

Input: An empty matrix A of size m X m over the finite
field GF(p").
Output: An MDS matrix A of size m X m over GF(p").
Step 1: Construct a matrix A by randomly taking the
elements of GF(p”) to fill in the cells of the matrix A.
Step 2: Check if this matrix is MDS:

+ If true, then save this matrix to a file.

+ If false, then go back to Step 1 to create another
random matrix A

Experiment:

We experimented this method to find the MDS matrices
over the field GF (28) , and obtained the following results:

- Searching for MDS matrices of size 4 from random
matrices of size 4: with 500 random matrices, 56 MDS
matrices of size 4 are obtained.

Assume the ratio that a random matrix of size 4 is not
MDS is Py.

With a sample size of n = 500, we have the ratio that a
random matrix of size 4 on a particular sample is not an
MDS is: fy = ¥4 = (.888. For accuracy is 1 —a = 95% —
Ui—g =ug,975 = 1.96. Then, the precision of the confidence

500
interval is:
& 2 = 196/ LEBU08) o~ 0,0276.

And, the confidence interval of pg is: (fo — &; fo +&) =
(0.8604;0.9156)

We see that the interval estimate for the true pg is
larger than the lower bound value 0.0156 (in the example)
theoretically calculated.

— /fo(l—fo)
n

up—
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-Searching for MDS matrices of size 8 from random
matrices of size 8: with 500 random matrices, 34 MDS
matrices of size 8 are obtained.

Assume the ratio that a random matrix of size 8 is not
MDS is p; .

With a sample size of , we have the ratio that a random
matrix of size 8§ on a particular sample is not an MDS
is: f1 = % = 0.932. For accuracy is 1 — @ = 95%. Then,
Uj—g =ug975 = 1.96. Then, the precision of the confidence
interval is:

= up_g LU = 1,96, [222U032) ~ 00221

And, the confidence interval of p; is: (fi —&; fi+¢&) =
(0.9099;0.9541).

It can be seen that, almost certainly, the resulting random
matrices will not be MDS matrices.

Comment 4. These results help us to estimate the
efficiency of the method of choosing MDS matrices from
random matrices for cryptographic applications, and can
also help determine the quantity of MDS matrices of any
size m. In addition, these results show that the probability
that a random matrix is MDS is very small, from which
it can be seen that other methods of constructing MDS
matrices are more efficient than this one. However, when
we apply the method of random search of MDS matrices
with specific matrix types, this method becomes very useful.
For example, with Hadamard matrices, the nature of these
matrices is not necessarily satisfied by themselves that they
are MDS matrices, so our random search for elements in the
these matrices, then checking whether the obtained matrices
satisfy the MDS condition can help us to find a lot of
efficient Hadamard MDS matrices for execution, and have
good use in cryptography.

In the next section, we will present in detail the random
search method for involutory Hadamard MDS matrices for
execution.

3.4. Finding random 4 x4 and 8 x 8§ Hadamard MDS
matrices efficient for execution

From Algorithm 1, we improve by not only finding a
random MDS matrix A of any form, but we also ran-
domly searching for MDS matrices of a particular form.
For example, here we can fix the initial matrix A to be
of Hadamard form. Hadamard matrices are capable of
being self-inverting matrices, so it is very convenient to
implement when the encryption and decryption processes
at the linear layer using MDS matrices are exactly the same.
Therefore, in random search, we will find elements such
that the sum of the elements in a row of the Hadamard
matrix is 1 so that the matrix is involutory.

If A is a Hadamard matrix of size m, then from the
Definition 2, it can be seen that there are only m distinct
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elements in the matrix A, and these m elements will be
filled into matrix A in the Hadamard form in Definition 2.
For example, these matrices have the form (*) for m = 4,
and these matrices have the following form for m = 8.

H = had(ay, a1, a2, a3, a4, as, as, ay)

ap ay a» az as as das a7
ay adop a3z az ds a4 aj de
a a3 ap aiy de ajy a4 ds
_ a3 dp ay apgp a7 daeg ds dg (**)
as ds aeg aj ap a; daz das
as d4 ajy dade¢ A1 apg dasz Aap
ae a7 a4 a5 a3 dz ap dai
|47 de6 d4s a4 d4aAz dz a4y ao]

where the elements @;(0 > i > 7) are distinct.

To find the efficient Hadamard matrices, we restrict the
elements a; € [0l,,...,08].

We propose Algorithm 2 to find efficient 4x4 involutory
Hadamard MDS matrices, Algorithm 3 to find efficient
8 x 8 involutory Hadamard MDS matrices for execution.

Algorithm 2 4 x 4 base

Input: An empty matrix A of size 4 X 4 over the finite
field GF(2%); The set T includes a list of tuples of the
form (ag,ai,az,a3), T = 0.

Output: An MDS matrix A of size 4 x 4 over GF(2%).
Step 1: Set up the matrix A in the form of a Hadamard

matrix (%) with 4 different symbolic elements a; €
GF(2%),0>i>3.
Step 2: Select three distinct elements a; €

{01,,..,07,}(0 > i > 2). Calculate a3 = 1 - Y2 a;.
Step 3: If a3 matches any a;(0 > i > 2) element, return to
Step 2. Otherwise:

+ If the tuple (ag,ai,as,a3) does not belong to 7,
then fill these elements in the Hadamard matrix A; and
add this tuple (ag,ai,az,a3) to T.

+ Otherwise, go back to Step 2.
Step 4: Check if the Hadamard matrix obtained after Step
3 is MDS.

+ If true, then save this matrix to a file.

+ If false, then go back to Step 2.

Note that, with the construction as in Algorithm 2,
Algorithm 3, the resulting Hadamard matrices from these
algorithms will be involutory Hadamard MDS matrices.

Note that, as the Hadamard matrix is of size 4 X 4 in the
form (), on the other hand, to ensure the sum of elements
in a row of the Hadamard matrix A equals 1, in Step 2 of
Algorithm 2, we only select 3 distinct elements, and the
remaining element in the row of the Hadamard matrix is
computed as: a3 =1 — Z?:o a;. Similarly, we only select 7
distinct elements in Step 2 of Algorithm 3.
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Algorithm 3 8 x 8 base

Input: An empty matrix A of size 8§ X 8 over the finite
field GF(2%); The set T includes a list of tuples of the
form (a(), aj,az,as, ..., a6), T=0.

Output: An MDS matrix A of size 8 X 8 over GF(2%).
Step 1: Set up the matrix A in the form of a Hadamard

matrix (sx) with 8 different symbolic elements a; €
GF(2%),0>i>1.
Step 2: Select three distinct elements a; €

{01y,...,08,}(0 > i > 6). Calculate a7 = 1 - X0 a;.
Step 3: If a7 matches any a;(0 > i > 6) element, return to
Step 2. Otherwise:

+ If the tuple (ap, a1, az, as, ..., as) does not belong to
T, then fill these elements in the Hadamard matrix A; and
add this tuple (ag,ai,az, a3, ...,aq) to T.

+ Otherwise, go back to Step 2.
Step 4: Check if the Hadamard matrix obtained after Step
3 is MDS.

+ If true, then save this matrix to a file.

+ If false, then go back to Step 2.

We choose the primitive polynomial for GF(28) as: x®

+xX0+x2+1.

+

%6

Since the elements a;(0 < i < m — 1) are distinct, for
matrices of size 4, we try 7 X 6 X 5 210 involutory
Hadamard matrices and then obtain 16 MDS matrices.
Thus, the ratio of 4 x4 involutory Hadamard MDS matrices
obtained from randomly generated involutory Hadamard
matrices according to Algorithm 2 is 16/210 =~ 0.076.

The proposed algorithms, including Algorithms 2 and 3,
can generate involutory Hadamard MDS matrices. There-
fore, the encryption and decryption processes using these
matrices are performed identically, resulting in significant
execution cost savings. In software, if the encryption pro-
cess is represented as y = A.x, then the decryption process
is x = A.y. Thus, the encryption and decryption processes
are identical, allowing the use of the same lookup table for
both encryption and decryption. In hardware, it is possible
to design encryption and decryption circuits to be identical,
resulting in cost savings in implementation.

In addition, we proceed to calculate the number of fixed
points and the number of XORs of the obtained matrices.
The results are shown in Table 1.

Table I is a list of 16 involutory Hadamard MDS matrices
of size 4 obtained. The resulting matrices have a small
number of XORs that range from 192 to 200. The number
of fixed points equal to 4 is quite small. Compared with
AES’s Mixcolumn matrix, this matrix has the number of
fixed points equal to 2'® which is very large. Therefore,
the proposed MDS matrices have a much smaller number



LIST OF 16 INVOLUTORY HADAMARD MDS MATRICES OF SIZE 4 WITH

TABLE I

PRIMITIVE POLYNOMIAL x8 + x0 + x> + x2 + 1
No Involutory Hadamard Number of Number of
MDS Matrix of size XORs fixed points
4x4
2 4 6 1
4 2 1 6
1 6 1 2 4 192 4
11 6 4 2
2 5 7 1
5 2 1 7
2 71 2 5 224 4
1 7 5 2
3 4 7 1
4 3 1 7
3 71 3 4 240 4
1 7 4 3
nm 2 4 6
2 1 6 4
4 4 6 1 2 192 4
6 4 2 1
1 2 5 7
2 1 7 5
5 5 7 1 2 224 4
17 5 2 1
1 2 6 4
2 1 4 6
6 6 4 1 2 192 4
4 6 2 1
nm 2 7 5
2 1 5 7
7 7 5 1 2 224 4
5 7 2 1
nm 3 4 7
3 1 7 4
8 4 7 1 3 240 4
7 4 3 1
nm 3 5 6
31 6 5
9 5 6 1 3 240 4
6 5 3 1
nm 3 6 5
31 5 6
10 6 5 1 3 240 4
5 6 3 1
nm 3 7 4
31 4 7
11 7 4 1 3 240 4
4 7 3 1
m 4 6 2
4 1 2 6
12 6 2 1 4 240 4
2 6 4 1
i 4 7 3
4 1 3 7
13 7 3 1 4 240 4
3 7 4 1
nm 5 6 3
5 1 3 6
14 6 3 1 5 240 4
3 6 5 1
1 5 7 2
51 2 7
15 7 2 1 5 224 4
2 7 5 1
35 6 1
5 3 1 6
16 6 1 3 5 240 4
1 6 5 3
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of fixed points, in favor of safety.

If we bring back the same method of evaluating the
number of XORs that we perform, the AES matrix has
a number of XORs of 152, Hierocrypt’s MDS matrix is
448. Thus, the 4 x 4 involutory Hadamard MDS matrices
we propose not only have a small number of fixed points,
but also a smaller number of XORs than the AES and
Hierocrypt MDS matrices.

With matrices of size 8, we try 8 X 7 X 6 X 5 X 4 X
3 x2x1 = 40.320 involutory Hadamard MDS matrices
and then we obtain only one MDS matrix. That’s the
matrix Had(0x1,0x2,0x3, 0x4, 0x5,0x6, 0x7, 0x8, 0x13) .
This matrix has the number of fixed points is 1, the number
of XORs is 1.272. This matrix has the smallest possible
number of fixed points, so it is very good one, but the
number of XORs is quite large, larger than the MDS matrix
of the Kalyna block cipher when we perform the same
evaluation method. Kalyna’s is 952.

In general, the Hadamard MDS matrices we propose have
a small number of fixed points, and the number of XOR
operations is quite small. Their biggest advantage, on the
other hand, is that they are involutory MDS matrices, so
they’re really useful for execution.

Compare with other MDS matrix generation meth-
ods.

In Table II, we present a comparison of our methods
for generating MDS matrices with other approaches. With
the proposed algorithms, we fixed the matrix format as
Hadamard, and the coefficients in these matrices can be
controlled. Specifically, in Algorithm 2 and Algorithm 3,
we select the elements in the set , so we can create MDS
matrices with low execution cost. Meanwhile, with matrices
generated from MDS codes such as Reed-Solomon codes,
and other methods we cannot control the coefficients of
the matrices. The methods for generating MDS matrices
from Cauchy [1, 3] and Vandermonde matrices [10] often
produce matrices with elements having high Hamming
weight and do not control the number of fixed points.

In comparison with the work [24], the authors of the
current paper focus solely on the execution cost of invo-
lutory matrices, without considering their fixed points. In
this study, we prioritize matrices with a small number of
fixed points, and then select matrices with low execution
costs. Meanwhile, works [25, 26] primarily concentrate on
matrices of sizes 3 X 3 and 4 X 4 over Fy; and F,s. The
authors in [25] and [26] also did not calculate the fixed
points of the obtained matrices.

On the other hand, in Algorithm 2 and Algorithm 3, we
select elements from the set {01, ...,08,} rather than ex-
haustively searching through all possible elements, making
the algorithms run quite quickly. The time taken to search
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TABLE II
COMPARISON OF OUR MDS MATRIX GENERATION METHODS WITH OTHER APPROACHES
No. Our Method for generat- | Methods for gener- | Method for gen- | Method for gen- | Method for
algorithms ing MDS matrices | ating MDS matrices | erating MDS ma- | erating MDS ma- | generating
(Algorithm 2, | from MDS code from Cauchy matri- | trices in [24] trices in [25] MDS
Algorithm 3) ces [1, 3], Vander- matrices
monde matrices [10] in [26]
Hamming weight of | Small Large Large Small Small Small
elements in the matrix
Matrix size 4x4 and 8x8 4x4, 8x8, 16x16 4x4, 8x8, 16x16 4x4 and 8x8 3x3 4x4
Checking the number | Yes No (number of fixed | No (number of fixed | No No No
of fixed points points may be large) | points may be large)
Involutory property of | Yes No No Yes Yes Yes
the resulting matrix
Ability to control ele- | Yes No No Yes Yes Yes
ments in the matrix

for 210 4 x 4 matrices and verify the MDS condition was
87.5 minutes. The time taken to search for 40,320 8 x 8
matrices and verify the MDS condition was 896 hours.

Furthermore, the most crucial objective is to find MDS
matrices with a small number of fixed points and a low
number of XOR operations, ensuring both security and
minimizing execution costs. In this paper, we are not only
concerned with matrices that have low execution cost, but
we also need to select matrices with the small number of
fixed point to ensure the security of the block cipher in the
future.

IV. CONCLUSION

In this paper, the possibility of satisfying the MDS
condition of any random matrices is presented, and the
method of finding MDS matrices from random matrices
is given. In addition, we propose algorithms to randomly
search for involutory Hadarmard MDS matrices. These
results will be meaningful to determine the possibility that
MDS matrices can be obtained from random matrices and
diversify the methods of searching for MDS matrices. The
obtained involutory Hadamard MDS matrices are those in
which both the encryption and decryption matrices are
efficient for execution, so they are very significant in the
implementation of today’s cryptographic algorithms. On the
other hand, they also have small number of fixed points,
which is highly favorable for the security of the block cipher
and cryptographic algorithms that use them in the future.
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