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Abstract: The implementation of Software-Defined Net-
work (SDN) across multiple data centers aims to simplify the
control and management of networks. However, the increasing
popularity of SDN has also attracted the attention of attackers.
To tackle this problem, it is essential to have an intrusion
detection system (IDS) in place, which plays a crucial role in
cybersecurity by addressing external threats. The advantage
of SDN’s centralized nature is that it facilitates the training of
an IDS based on machine learning. However, there is a scarcity
of research specifically focused on intrusion detection in SDN.
Existing literature often treats SDN intrusion detection as
similar to traditional computer systems and relies on intrusion
datasets generated for those systems. We explore the issue
of intrusion detection in SDN using the most recent public
dataset (InSDN). However, InSDN is an imbalanced data set.
In this paper, we have recommended a method to balance the
data as well as a method to find the best features to improve
the quality of IDS using Machine Learning. In addition, we
also suggest a method of classifying SDN network traffic and
normal network traffic. At the same time, we also evaluate the
efficiency of the SDN system with the load balancing system
and without the load balancing system.

Keywords: Software-Defined Network, Intrusion Detection
System, Machine Learning, Data Augmentation, Load Balancing,
Network Flow Feature, SDN Detection, Feature Fusion.

I. INTRODUCTION

1. Overview

The demand for network usage is continually growing in
complexity, driven by advancements in both hardware and
software technologies. Operating and managing the network
manually shows certain disadvantages when errors occur,
and flexibility is not high. Therefore, modern networks
are moving towards automation as well as softwareization
using advanced technologies such as SDN. SDN is a

network architecture that allows centralized control over
the network by separating the control plane from the data
plane. There, the control plane will do things like traffic
routing, congestion control, and so on.

Instead, the data plane just forwards the network traffic
based on the configurations provided by the control plane.
The control plane has the ability to control and view the
network centrally. Therefore, it can make smart decisions
to manage and operate the network securely. The advantage
of SDN is indisputable, and it is increasingly widely used
in data centers and enterprises. It is estimated that by 2027,
the SDN market could reach 52 billion USD [1].

With its numerous advantages, SDN is gaining popularity
and is increasing widely in network management. However,
along with its increasing adoption, SDN has also drawn
the attention of attackers. In SDN, the control plane holds
centralized control and management over the network. If
the control plane is compromised by an attacker, they can
potentially gain control over the entire network, inadver-
tently turning SDN into a target for malicious attacks. This
highlights the importance of implementing robust security
measures to protect the control plane and mitigate the risk
of such attacks in SDN environments.

Infiltrating the SDN server grants attackers unauthorized
access, allowing them to acquire crucial system informa-
tion. Their primary objective is to target the SDN con-
troller, recognized as the brain of the network. Attackers
may execute various malicious activities, including Denial-
of-Service (DoS) attacks, Distributed Denial-of-Service
(DDoS) attacks, Brute Force attacks, and other methods
to compromise the controller’s functionality and disrupt
network operations. Protecting the SDN controller from
such attacks is crucial to maintaining the security and
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integrity of the entire SDN infrastructure.
It is extremely important to detect such attacks quickly

so that prevention methods can be put in place. Normally,
we would be able to think of IDS [2] as a common
way to detect such attacks. More importantly, current
IDS mostly use rules to detect attacks that have certain
weaknesses, while IDS rely on network traffic analysis
and packet characteristics to detect intrusions. Supposedly,
such network traffic does not fall under the rules that the
network administrator sets for a traditional IDS, but with an
IDS using packet analysis, they can still be detected. This
improves the quality of detecting malicious packets and
attacks on network systems, helping network administrators
quickly prevent attacks.

The utilization of Machine Learning (ML) for analyz-
ing network packets and constructing IDS has become a
well-established approach. ML has demonstrated notable
advantages in terms of accuracy compared to traditional
IDS methods. However, prior research has often overlooked
the detection of specific attack details. Detecting these
details can enable administrators to take targeted measures
to prevent attacks effectively.

Furthermore, a prevalent issue in the ML-based IDS
domain is the usage of imbalanced datasets for training
ML algorithms. These datasets often exhibit a significant
disparity in the frequency of different labels, which can
result in learning algorithms becoming biased toward the
more prevalent label during training. Consequently, when
these algorithms are used to predict network flows, they
may produce errors due to their skewed learning experience.
Addressing this data imbalance challenge is crucial for
developing reliable and effective ML-based IDS systems.
Techniques such as data balancing methods, including over-
sampling and under-sampling, can help mitigate this issue
and improve the performance and accuracy of the ML
algorithms for intrusion detection.

In addition, it is also important to detect what is SDN
traffic and what is traditional network traffic. This helps
attackers determine what their targets are and how they
attack. However, there has not been much research on
how to detect traditional network traffic and SDN network
traffic. The use of modern technologies such as ML, DL is
almost nonexistent. Therefore, we also focus on proposing
a method that can classify whether the traffic belongs to
the SDN network traffic or not.

2. Our contributions

In this paper, we focus on developing an IDS for SDN
to detect and predict attacks and what types of attacks they
are. In addition, we also develop a method for detecting
SDN networks.

Our contributions can be explained as follows:

- Create a balanced dataset: The collected dataset
obtained from real-world scenarios often exhibits a sig-
nificant data imbalance, with the majority of data records
representing instances when no attack is present. This
imbalance can greatly skew the learning models used for
IDS in SDN. The success of an IDS system in SDN heavily
relies on the availability of a well-balanced dataset for
training the models. Consequently, our first contribution in
this paper is focused on the creation of a balanced dataset
specifically tailored for SDN networks.

- Identifying a set of optimal features: Our second
contribution is to evaluate the features from the balanced
dataset in order to efficiently feed to our proposed algo-
rithm. In general, using too many features leads to long
training times and large file sizes that make it difficult to
implement in practice. Therefore, we propose a method to
find the feature set with the best classification ability while
the model still ensures accuracy.

- Discover the best method:The third contribution is to
conduct experiments and to find the most suitable method
as well as an algorithm for detecting and also classifying
data of attacks. Our suggested algorithms can improve IDS
performance.

- Find a suitable load balancing algorithm: Lastly, we
evaluate the performance of web servers in SDN without
load balancing and with load balancing.

3. Roadmap

The rest of this paper is arranged as follows. Section II
discusses the related work and theory analysis. In section
III, the proposed method algorithm is described in detail.
The experimental results and comparisons are shown in
section IV. Finally, a short conclusion is drawn in section
V.

II. RELATED WORK

Intrusion detection is a difficult problem [3], which has
been attempted by a lot of previous researchers to solve
particularly in SDN. Most recent research works focused on
applying ML [4–6] to build IDS for SDN. Deep Learning
(DL) algorithms are also used in some research but not
much. In this section, we discuss some of the previous
studies concerned IDS for SDN.

In the article [7], the authors have built an IDS system
using ML algorithms on the available data set. The results
show that using ML to build IDS gives relatively good
results, reducing dependence on leading experts and replac-
ing the need for a large amount of data to train models.
However, the method proposed by the authors has many
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limitations, not overcoming the inherent weaknesses of the
data set as well as improving the efficiency of IDS attack
detection.

In more detail, IDS using ML in SDN has made great
contributions to generating a relatively large and rich
dataset of attacks in SDN [8]. This is the foundation for
subsequent researchers to develop highly transparent ML-
using IDSs for SDN systems. The authors also evaluated the
generated dataset with basic ML algorithms and achieved
very good results with specific detection of each type of
attack. However, the authors have not solved the imbalance
problem and are using a model to detect attacks in binary
form, which has not been done at the multi-class level. In
order to detect and defense the specific network attack such
as flooding DDoS attack for SDN, Song Wang 𝑒𝑡 𝑎𝑙. [9]
had employed lightweight supervised learning techniques.
However, their experimental dataset is not belong to real
SDN. Tuan 𝑒𝑡 𝑎𝑙. [10] proposed to compute entropy and
logarithmic values to detect TCP-SYN and ICMP flood
attacks in SDN, respectively. KNNs (𝐾-Nearest Neighbor)
are recruited to find the 𝐾 nearest Euclidean distance points
from the current entropy or logarithmic point to determine
if the network is subject to a DDoS attack. This model
is evaluated with CAIDA 2007 dataset and self-generated
traffic using Bonesi, accuracy is over 99% when 𝐾 = 9.

In another paper[11], the authors propose a method to
detect early attacks in SDN networks. Their method took
a set of 9 features and then transform them through CNN
to obtain a 128-dimensional feature vector. Then let that
feature vector go through algorithms like XGBoost and
Random Forest (RF) for training. The solution method
is relatively good and practical, and the training time is
relatively low. However, they can only do it at the level
of detecting attacks and not being attacked, not solving
the problem of what type of attack. There are also some
studies [12] on applying ML and Deep Learning (DL)
to IDS problems of SDN. They summarized in detail
the methods that have been applied and the technologies
applied are relatively new. However, the authors use data
sets that are not large enough, and the data imbalance is
not resolved.

In the article “Network intrusion detection in software
defined networking with self-organized constraint-based
intelligent learning framework” [13], the authors have also
outlined a number of ways to use Machine Learning to
detect network intrusions, but the problem they focus on
solving is to reduce the error when the model predicts as
well as to avoid problems such as over-fitting. Recently,
the application of AI technology to systems is gradually
gaining popularity. There are many research works related
to network intrusion detection using AI. A group of authors

conducted a synthesis of methods to apply AI network
intrusion detection in SDN [14]. However, the article has
not yet provided solutions for the weaknesses of the existing
works.

In the paper “Survey on SDN based network intrusion
detection system using machine learning approaches” [15],
the authors have synthesized methods of network intrusion
detection using ML. The article mentioned tools that can
develop NIDS (Network Based Intrusion Detection System)
in a real environment. Conversely, the methods they came
up with have not yet solved the problem of data imbalance.
In another way, applying deep learning for network intru-
sion detection is also a very positive and potential direction.
There are many groups of authors who have applied differ-
ent deep learning methods to realize that. In the paper ”A
Novel Approach To Network Intrusion Detection System
Using Deep Learning For Sdn: Futuristic Approach” [16],
the authors used 12 features out of 41 features in the NSL-
KDD dataset1 by using the feature selection method. It
is also considered to choose the effective feature of real
network traffic. The results of the paper are relatively good
and capable of applying it to practical implementation.
However, the paper uses a general data set for the IDS
system and it has not been specialized for SDN application.

In the paper “Early Detection of Intrusion in SDN” [17],
Towhid 𝑒𝑡. 𝑎𝑙. focused on detecting network intrusions
as early as possible. Using real-time stream-based traffic
network features, they built a method for early detection
of network intrusions. They used the InSDN dataset [8],
then employed the 9 features outlined in the paper “A
novel hybrid model for intrusion detection systems in SDNs
based on CNN and a new regularization technique” [18].
However, their method also reduced the effectiveness of
intrusion detection, not solving the problem of data imbal-
ance. They also have not specifically detected each type of
network attack.

According to previous studies, we found that there are
several problems that are not still solved for SDN envi-
ronment. Those are data imbalance and type of network
attack detection for SDN. Our method proposes a method
to balance the data and detect the details of each type of
attack for IDS of SDN applications.

III. OUR PROPOSED METHOD

In traditional networks, IDSs are commonly positioned
behind firewalls. These IDSs typically receive data from the
SPAN port of the switch, enabling them to analyze network
data and make predictions. In the case of software-defined
networking (SDN), all network traffic flows through the

1https://www.unb.ca/cic/datasets/nsl.html
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Figure 1. Pipeline for experiments of this paper

Figure 2. IDS location in SDN

SDN controller. Therefore, it is recommended to place the
IDS behind the firewall and retrieve network traffic from
the SDN controller. Our proposed IDS setup is illustrated
in Fig. 2. Following the training of the model, the Machine
Learning (ML) algorithm identified the model with the
most effective classification capabilities. This model is
then utilized for network intrusion detection in SDN. The
network traffic originates from the client and passes through
the SDN controller before reaching the server. During this
process, the network traffic is directed through the IDS
by the SDN controller. If the IDS detects any abnormal
network traffic behavior and classifies it as intrusive, an
alarm is triggered.

In this section, we present the issues that have been
resolved in the article. Firstly, data imbalance is a big
problem. Therefore, we have studied and proposed different
methods to solve the data imbalance problem. Secondly,
we propose a method to find the set of data imbalances
features with the best classifier. This can improve the
network intrusion detection classification ability for IDS. In

addition, we also focus on reducing the number of features
used in order to reduce the training time and weight of
the model after training. This is the basis for being able
to deploy IDS on actual devices. We perform this test on
the dataset InSDN [7]. Thirdly, we propose an algorithm to
classify traditional network traffic and that of SDN. To the
best of our knowledge, this is the first method to classify
the network traffic of traditional network (physical-based
network) and that of SDN (software-based network). After
distinguishing the type of network traffic from physical-
based network or from software-based network (SDN), we
can build different attacks and defense solutions for the
SDN network. Finally, we evaluate the SDN system with
and without load balancing for real applications.

In the second experiment, we build an SDN network with
Mininet2 and Ryu controller3. Conduct network traffic data
collection of traditional networks and SDN networks. After
collecting the data from the traditional network and the
SDN network, we build a classifier of these two networks.
Finally, based on the built-in network model, we evaluate
the SDN system with load balancing and without load
balancing in order to evaluate the its performance in real
applications.

1. Our Approach

Data imbalance poses a significant challenge in Machine
Learning (ML) [19] as it can adversely affect the learning
process of algorithms. When the data is imbalanced, the
algorithm tends to assign more weight to the labels that
appear more frequently. To address this issue, various tech-
niques such as down-sampling and over-sampling can be
employed. However, down-sampling the data significantly
reduces its size, then leads potentially resulting in the loss
of important training data for the trained model.

In our paper, we present a novel approach for ad-
dressing data imbalance through the use of over-sampling,
specifically employing the Synthetic Minority Oversam-
pling Technique (SMOTE) [20]. The SMOTE technique,
introduced by Nitesh Chawla 𝑒𝑡 𝑎𝑙. [21], operates by iden-
tifying instances that are close to each other in the feature
space. It establishes a connection between these instances
and generates synthetic samples along that connection,
effectively increasing the representation of the minority
class in the dataset [22].

Once we successfully addressed the issue of data im-
balance, our focus shifted toward developing a method
to identify features that serve as effective classifiers for
our IDS. By identifying such features, we were able to

2http://mininet.org/
3https://ryu-sdn.org/
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reduce the number of features required to construct the
IDS. This reduction not only decreased the training time
but also reduced the overall weight of the model. The
resulting streamlined IDS was more efficient and effective
in detecting network intrusions.

In this paper, we recognized the significance of dis-
tinguishing between SDN network traffic and traditional
network traffic. To address this, we collected relevant data
and constructed models to classify network traffic into these
two categories. By developing these models, we aimed to
accurately differentiate between SDN-specific traffic and
traffic associated with traditional networks. This classifi-
cation process provided valuable insights and contributed
to a better understanding of network traffic patterns in the
context of SDN.

Our project involved the design and implementation of
a basic Software-Defined Networking (SDN) infrastructure
using Mininet and Ryu controllers. The purpose of this
setup was to assess the performance of the SDN system
under two conditions: with load balancing and without load
balancing. By comparing the outcomes of these two sce-
narios, we aimed to evaluate the impact of load balancing
on the overall performance of the SDN system.

2. Data Pre-processing

In our data preprocessing phase, we performed cleaning
operations on the existing dataset. Specifically, we removed
any records that contained missing values represented as
“NaN” fields. Subsequently, we addressed the data imbal-
ance problem by applying techniques such as over-sampling
and down-sampling. However, during our experimentation,
we observed that down-sampling led to the loss of crucial
data points, and therefore, we decided not to proceed with
this method.

After addressing the data imbalance, we proceeded to
split the dataset into three sets: training, testing, and valida-
tion. The split was performed at a ratio of 80% for training,
10% for testing, and 10% for validation. This division

Figure 3. Before and After Using Data Augmentation

allowed us to have separate sets for training the model,
evaluating its performance, and validating its generalization
capabilities.

3. Data Augmentation

In our study, we utilize the Synthetic Minority Over-
sampling Technique (SMOTE) [22] to enhance the existing
dataset. By employing SMOTE algorithm, our objective is
twofold: to augment the data and to ensure a balanced
representation across different IoT devices. To achieve
this purpose, we leverage the largest number of device
samples present in the dataset and apply SMOTE to gen-
erate an equivalent number of samples for the remaining
devices [23]. This approach allows us to address the data
imbalance issue and create a more representative and bal-
anced dataset for further analysis and modeling.

Our approach follows a two-step process. First, we utilize
the Imblearn [24] library, specifically leveraging the over-
sampling technique, to augment the dataset. This step
involves generating synthetic samples to balance the class
distribution in the dataset. Next, we apply this data augmen-
tation method to our specific dataset, resulting in outcomes
comparable to those shown in Fig.3. This approach allows
us to effectively address the data imbalance and create a
more balanced dataset for further analysis and modeling.

4. Features Selection

In fact, the collected IoT data includes many different
features in which there are many features of less importance
and features with low classification ability. Using all the
features can cause interference with the model during the
learning process, increase model weight after training, and
training time.

In order to select the efficient features, we propose
an algorithm, which allows us to find features with high
classification ability for many ML algorithms. The input of
this algorithm is all the features of the data set, the output
is the features with the best classification ability.

In this problem, we use the function available in the li-
braries as feature “ importances ”. This function is created
by the library based on the mathematical formula of the
authors Trevor Hastie, Robert Tibshirani, and Jerome Fried-
man [25]. They define the calculation of feature importance
using the following equation:

𝐼2𝑙 (𝑇) =
𝐽−1∑︁
𝑡=1

𝑖2𝑡

∏
[𝑣(𝑡) = 𝑙], (1)

where 𝑇 is the whole decision tree, 𝑙 feature in question,
𝐽 number of internal nodes in the decision tree, 𝑖 squared
the reduction in the metric used for splitting,

∏
is indicator
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Algorithm 1 Find the best features
Input: List of all features
Output: List of best features

1: Initialize Algorithms: models = {RandomForest, Xg-
boost, LightGBM}

2: Initialize important feature of models: iF = [ ]
3: Initialize list of best features: bestFeature = [ ]
4: for each in models do
5: Model training with all features
6: Append to iF
7: end for
8: for 𝑖 = 0 to 50 do
9: for 𝑗 = 0 to 50 do

10: for 𝑘 = 0 to 50 do
11: if 𝑖𝐹 [′𝑅𝐹′] [𝑖]=𝑖𝐹 [′𝑋𝑔𝑏′] [ 𝑗]=𝑖𝐹 [′𝐿𝐺𝐵𝑀 ′] [𝑘]

then
12: Append feature to bestFeature
13: end if
14: end for
15: end for
16: end for
17: Return bestFeature

function, 𝑣(𝑡) is a feature used in splitting of the node 𝑡
used in splitting of the node. This math formula will sum up
all the decreases in the metric for all the features across the
tree (Random Forest, Xgboost, and LightGBM algorithms
are all based on Decision Tree algorithm).

We train algorithms like RandomForest, XGBoost, and
LightGBM with all features. We then superimpose the
significant features of each algorithm. Within the 50 most
important features of each algorithm, if it is also the
important feature of the rest of the algorithms, we add the
most important feature.

Once we have found those important features, we’ll
retrain them with basic Machine Learning algorithms to
evaluate accuracy of IoT devices classification.

Based on Formula (1), we utilize the ” importances ”
function in the libraries to conduct experiments as described
earlier. As a result, we got 12 features, as shown in Table
I.

5. Data Collection and Pre-processing

To be able to distinguish traditional network traffic and
SDN network traffic. We collect network traffic data of
traditional networks and SDN networks. We use Wireshark
to capture packets exchanged in the experimental network.

To do this, we built an experimental system. We use
docker to create a traditional network. This network consists
of 10 clients and 3 servers. Similarly, in SDN we use

Mininet and Ryu controller to build an equivalent network
of 10 clients and 3 servers.

Then, we collect the data in turn of the networks. We let
the devices in the traditional network communicate with
each other and used Wireshark4 to capture the packets it
exchanged and label them as “0”. Next, we let the devices
in the SDN communicate with each other and also use
Wireshark to capture those packets and label them as “1”.

In order to be able to use this data to classify traditional
networks and SDN networks. We need to clean the data
first. The collected data will include a lot of “NaN” data
fields. We need to get rid of them. For example, the
problem we are solving is based on IPv4 data fields, so
the information in the network related to IPv6 will be
corrupted. We need to remove the records with IPv6 data
fields away.

In general, most of our experiments are built on a rela-
tively small network model. The allocation of IP addresses
to devices in network models is relatively limited. When
the number of IP addresses allocated in the network is
relatively small, the IP address data collection that exists in
the training dataset is also relatively small. This causes the
model during training to be biased. It will default when it
sees IP address A as the traditional network. Otherwise, it
will default when it sees IP address B as SDN. To solve this
problem, we can do it in two ways. We can build a large
enough network with a large enough number of source and
destination IP addresses to avoid this problem. The above is
only suitable for large systems, we do not recommend it for
small experimental systems. Another simpler way, we can
remove the source IP and destination IP address features to
train the model. Based on our preprocess, the bias of small
dataset can be avoided.

IV. RESULTS AND COMPARISON

1. Experimental environment

Our experimental environment is on a PC with the
following configuration: Intel i7-10700f CPU, 32 GB RAM,
and 16GB VRAM RTX A4000 VGA card. We choose
Python language and jupyter notebook platform to per-
form the experiments. When we train the model, we use
Python version 3.6.13, sci-kit learn 0.24.2, TensorFlow
2.6.2, Numpy 1.19.2, pandas 1.1.5, and some other tools
to analyze and train the model in the experiment.

In this paper, we use some popular Machine learning
algorithms for testing such as Random Forest (RF), XG-
Boost (XGB), LightGBM (LGBM), and some others. They
require the use of relatively different libraries. RF belongs

4https://www.wireshark.org/
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to sci-kit learn library, XGB belongs to XGBoost library5

and LGBM belongs to Lightgbm library6.

2. Dataset preparation

In this section, we provide a description of the dataset
utilized for training our Machine Learning algorithms. We
employed the InSDN dataset [8], which was created in
2020. This dataset is notably extensive and encompasses
a wide range of SDN network data. It incorporates data
related to diverse types of attacks, including DoS, DDoS,
Web-attacks, and numerous other attack types. The dataset
contains a total of 343889 distinct records of network traffic
in SDN. It comprises 84 columns, with 83 columns repre-
senting various network features, and 1 column indicating
the label. Among the different types of attacks, Probe
attacks make up the majority with 98129 records, while
U2R attackers have the smallest representation, comprising
only 17 records.

It is evident that the dataset is significantly imbalanced,
with a substantial difference in the number of records be-
tween different labels. To address this issue, we employ the
SMOTE method with over-sampling. By utilizing SMOTE,
we successfully generate synthetic samples and achieve a
balanced dataset, as depicted in Fig. 3. That is the first
training dataset in our experiment.

In the second training dataset, we use the selected
features. To select these features, we used all the features
of the dataset to train with machine learning algorithms
such as Random Forest, XGBoost, and LightGBM. After
training, we obtain the order of important features for each
algorithm. Within the 50 most important features of each
algorithm, we superimpose each other to obtain the most
important features. This method has been described in the
section III.4.

We then obtain a list of features that fall within the 50
most important features of each algorithm. This list includes
12 features which is shown in Table I.

3. Result of ML application in intrusion detection

In this section, we do experiment with two training
datasets. These two data sets are the result of our two
different experimental directions. Both datasets we created
for the experiment are based on the original data set,
InSDN. For the first experiment, we used an incremental
dataset. In the second experiment, we use the dataset after
the important features have been extracted based on our
proposed method.

5https://xgboost.readthedocs.io/
6https://lightgbm.readthedocs.io/

Figure 4. Topology of SDN

TABLE I
LIST OF IMPORTANT FEATURES

Ft/Algo XGBoost LightGBM RandomForest
Bwd Pkts/s 0.179 425 0.039

Dst Port 0.073 987 0.052
Bwd Header Len 0.067 110 0.015

Timestamp 0.046 1753 0.093
Src IP 0.034 1470 0.048

Init Bwd Win Byts 0.027 351 0.061
Flow ID 0.014 1715 0.038
Dst IP 0.006 564 0.031

Src Port 0.005 892 0.035
Flow IAT Min 0.001 394 0.025

Fwd Pkts/s 0.0006 302 0.027
Flow Duration 0.0002 822 0.029

We tested in turn with algorithms such as Decision Tree,
Random Forest, XGBoost, Logistic Regression, and Light-
GBM. First, we do experiment with the original dataset.
Then, we implement experiment with the balanced and
enriched dataset. Finally, we evaluate with the dataset after
having extracted the important features.

Table II presents a comparison of the results before
and after applying the data balancing method. The initial
dataset was unbalanced, leading to low values for evalu-
ation metrics such as F1-score. Furthermore, there were
noticeable differences between the performance indexes.
However, after applying the data balancing method, sig-
nificant improvements are observed in our experimental
results. The F1-score shows substantial enhancement. This
indicates that balancing the data has positively impacted the
performance of the model, resulting in improved accuracy
and effectiveness in the classification task.

The algorithm for the highest accuracy is Random For-
est with accuracy up to 99.95%. However, the XGBoost
algorithm has the largest Recall and F1-scores at 99.90%
and 99.86%, respectively. This index reflects the learning
level of the model with the unbalanced dataset. With
the current stats showing, the XGBoost algorithm with
augmented dataset (XGBoost + Aug) is superior compared
with another ML methods. The details of experimental
results are shown in Table II.
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Figure 5. Scores of The Methods

TABLE II
RESULTS USING THE METHODS

Method Accuracy Precision Recall F1-score
Decision Tree 0.9755 0.9311 0.9457 0.9398
Random Forest 0.9915 0.9604 0.9815 0.9704
XGBoost 0.9833 0.9645 0.9890 0.9835
Logistic Regres-
sion

0.6755 0.5545 0.6208 0.6932

LightGBM 0.8156 0.7839 0.7943 0.7108
Decision Tree +
Aug

0.9972 0.9955 0.9912 0.9983

Random Forest +
Aug

0.9995 0.9932 0.9967 0.9936

XGBoost + Aug 0.9988 0.9962 0.9990 0.9986
Logistic Regres-
sion + Aug

0.6955 0.6549 0.6188 0.6898

LightGBM +
Aug

0.9954 0.9987 0.9943 0.9981

Decision Tree +
FS

0.9785 0.9512 0.9595 0.9212

Random Forest +
FS

0.9991 0.9759 0.9863 0.9801

XGBoost + FS 0.9985 0.9789 0.9885 0.9763
Logistic Regres-
sion + FS

0.7032 0.6821 0.6501 0.6132

LightGBM + FS 0.9338 0.9402 0.9101 0.9271
InSDN[8] + Ran-
dom Forest

- 0.9942 0.9969 0.9955

NIDS-DL[16] +
CNN

0.9863 0.9845 0.9898 0.9872

As shown in Table II, the accuracy of algorithms such
as Random Forest, and CNN on datasets like InSDN[8] and
NIDS-DL[16] is relatively high. However, algorithms such
as Random Forest, XGBoost, and LightGBM improved
performance when combined with augmented datasets.

In addition, our Features Selection (FS) method gives less
accurate results than the data enrichment method. However,
after applying the FS method, the model training time is

TABLE III
TRAINING TIME AND FILE SIZE WITH FS

Method Accuracy Training time File size
Random Forest 99.15 1m16s 4.9mb

Xgboost 98.33 5m59s 821.3kb
LightGBM 81.56 35.5s 2.1mb

Random Forest + FS 99.91 48.8s 2.3mb
Xgboost + FS 99.85 1m14s 815.1kb

LightGBM + FS 93.38 15.7s 2.0mb

TABLE IV
RESULTS USING ML FOR SDN DETECTION

Method Accuracy Precision Recall F1-score
Decision Tree 0.9935 0.9201 0.9655 0.9638

Random Forest 0.9951 0.9356 0.9832 0.9614
XGBoost 0.9973 0.9745 0.9830 0.9795

Logistic Regression 0.9765 0.9641 0.9608 0.9432
LightGBM 0.9906 0.9539 0.9747 0.9632

significantly reduced and the model weight is also reduced
relatively. It implies that our FS method is effective for
feature selection from many less efficient features.

Table III shows that after applying FS method, the
training time and file size of the model after training are
greatly reduced. There is a slight increase in the accuracy
of the model compared to using the original data set. The
file size of the Random forest algorithm is halved.

4. SDN Detection

In this section, we explain the results of traditional
network and SDN detection based on network traffic. With
the dataset collected in both types of networks, we proceed
to process, label and train the model.

The dataset we collected includes 91489 rows and 35
columns. After preprocessing the data, we removed 2
columns, so the training data remained 33 columns. The
two columns of data that we leave out are ip.src and ip.dst.
As we explained above, because our dataset is small, it is
necessary to remove the source and destination IP addresses
to avoid the bias of experimental results.

With the collected data set as described above, we train
the model to detect SDN. The algorithms we tested cover
the basics of Machine Learning. Our experiment works
on algorithms like Decision Tree, Random Forest, and
XGBoost. With our dataset, when testing with the above
basic algorithms, the results are significantly improved.

The dataset we collected has not yet resolved the imbal-
ance problem, so the results still have a difference between
F1-score and Accuracy. Table IV shows that when using
ML, we can be completely possible to detect SDN. The
above results are also very positive and have potential for
real development.
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TABLE V
SYSTEM RESPONSE TIME

Method max avg min
Non-LB 23.8ms 13.2ms 0.5ms
LB-RR 13.8ms 7.2ms 0.4 ms

LB-WRR 15.3ms 7.5ms 0.51ms

5. Evaluation of SDN system with load balancing

In this section, we have successfully constructed a basic
SDN network using the Mininet network emulator and
the Ryu controller. Building a simple SDN network is
straightforward with these tools. For our setup, we opted
for the simplest network topology, which is a star topology.
The network architecture includes 10 clients, 3 web servers,
1 switch, and 1 controller. This configuration allows for the
evaluation and testing of SDN functionalities and applica-
tions within a controlled environment.

Setup three web servers to open port 80 providing HTTP
services. With the web server installed as Apache. Program
the Ryu controller to test all 3 cases: Non-Load Balancing,
Load Balancing with Round Robin, and Load Balancing
with Weight Round Robin. With Weight Round Robin we
set the weights for servers 1,2,3 to be 1,3,5, respectively.

In order to evaluate the response time of the system, we
conducted experiments using three different network con-
figurations. The network topology was set up as depicted in
Fig. 4, utilizing Mininet and the Ryu controller. For the load
balancing experiment, we programmed the Ryu controller
to manage the traffic distribution among the servers. In
the Round Robin algorithm case, equal weights of 1 were
assigned to all servers. In the Weight Round Robin scenario,
the weights were set as 1, 3, and 5 for servers 1, 2, and 3
respectively. Through these experiments, we measured and
analyzed the response time of the system under different
load balancing strategies.

We can see the response time is extremely small. The
response time of the system with load balancing is compar-
atively much better than the system without load balancing.
In particular, the Round Robin algorithm proved to be
superior when there were significantly better coefficients.
The fastest response time was 0.4 ms and the longest was
23.8 ms.

V. CONCLUSIONS

SDN is a relatively new and highly applicable field.
However, it also has many potential security problems when
centralizing control in the controller. The study of network
intrusion detection methods is extremely necessary for the
system.

In this paper, we have proposed a method to build
IDS based on ML using network traffic. Our results are
relatively good and can be deployed into real systems.
We also propose methods to solve the problem of data
imbalance. In addition, we also found the features with
the best classification. The detection of SDN traffic has
also been demonstrated by us. Finally, we also evaluate the
performance of the SDN network with the load balancing
system and without the load balancing system.

In the future, we will continue to develop our research.
We will study and apply Deep Learning models to the
problem. Test the actual implementation of the model on a
given company.
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