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Abstract - Reducing power consumption of switches
contributes to scale down the overall energy needed by
data centers, In this paper, we propose some new
energyssaying modes for the OpenFlow switch based on
NetFPGA platform, which are LOW-POWER mode and
SLEEP,mode. In normal scenario, switch operates in
HIGH‘POWER mode; however, when the traffic going
through the switch becomes lower than a certain
threshold level, it will be activated in LOW-POWER
mode; moreover, if there is no traffic, it will operate in
SLEEP mode to save most energy. Experimental results
show excellent evident in energy saving according to
various ranges of traffic load. Our switch can save
about 46.6% of power consumption when running at
Low-POWER mode and up to about 60% if running at
SLEEP mode by comparing to HIGH-POWER mode.

Keywords — OpenFlow Switch, NetFPGA, Power control,
Data Center Network, Green networking.

I. INTRODUCTION

Power consumption in the worldwide ICT
infrastructure is one of top concerns about saving
energy trend. In data centers, reduction of electrical
usage is placed as the top of to-do list that helps
organizations to cut down operating costs. Core
servers, storage devices, network equipment, cooling
systems cost in high use of electricity in which IT
equipment accounts for about 50%, cooling devices
takes of 25% [1]. These costs have risen steady and
seem to have no limitation due to the expansion of
nested devices.

A number of researches have pointed out that data
centers can save energy by optimizing some
components in servers and cooling systems [2] [3].
However, the energy efficiency of network devices
has not received more attention as expected although
the percentage of those devices is estimated about
50% in the whole data center [1]. Some mechanisms
have been proposed to reduce power consumption of
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network devices. Those methods focus on two main
categories: sleep mode [4] [5], and rate adaption [6]
[7]. The former puts inactive devices into very low
power mode - sleep state [5], and wakes them up if
new packets arrive. However, this method is not
suitable for burst traffic [7].

Reducing Energy Consumption in Data Center
Network based on Traffic Engineering framework -
also called as ECODANE' - has been worked out to
focus on optimized network devices on which an
intelligent network control system is applied. This
novel managing system dynamically adjusts whole
data center bases on correspond traffic passing
through its switches, routers. Such a framework
requires a flexible and configurable mechanism in
both network device and control protocol such as
Software Defined Network (SDN) and OpenFlow
architecture. In [8] [9] shows some experimental
results about disabling unused ports, links or even
switches. Those testing systems could save from 25%
to 40% of total power. This has opened new direction
in researches nearly. In addition, an OpenFlow
Switch Controller (OSC) [10] was designed to receive
control messages from the OpenFlow Controller, and
then turns on/off target ports. In testbed, NetFPGA
OpenFlow switch [11], with OSC, can form a power-
aware switch that is not only compliant with
OpenFlow protocol [12] [13], but also have extended
functions controlling unused ports. A Clock
Controller [14] (CC) which can adjust the operating
frequency of switch is added into the NetFPGA
Switch to extend the ability of saving energy. This

! Part of the work in this paper is done within the scope of the
ECODANE research project which is co-sponsored by the
Ministry of Science and Technology (Vietnam) and the Federal
Ministry of Education and Research (Germany)
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feature actually is the premise™o create some,new
operating modes of OpenFlow switchessto.put them
into some different sleyels of power coemSumption
while still keeping \bandwidth sufficient to the
required traffic¢low./In this paperjywe focus on some
modificationSwen NetFPGA. switches to equip them
new power-aware funcCtionalities as the following
main parts:

e Based on variable rate on Ethernet links, and
some’ different/ frequencies of NetFPGA core, three
operating modes,vincluding High-Power, Low-Power,
and Sleep modes, are given to define power levels
corresponding to available states of switch. Switches
aré€ now no longer running in the highest power level.

e.’4 To support new operating modes, OpenFlow
protocol must be extended to carry control messages
which enable/disable links, switches and modes of

target switches.

The rest of the paper is organized as follows:
Section II describes energy aware adaptation on
NetFPGA Switch. Section III describes extend
openflow standard. Section IV  describes
experimental results. After all, some conclusions are
drawn in Section V.

II. ENERGY-AWARE ADAPTATION ON NETFPGA
SWITCH

A. The method to reduce the frequency of switch

In [15], we already know that switch power
consumption can be calculated as the below equation:

P () = PC (f) + KPE (f) +NIEp (f) + RIEr (f) + ROEt (f) (1)
where f is the NetFPGA clock frequency;

According to the formula (1), we can easily see
how the power interrelates with the operating
frequency. To save the power, we proposed that the
operating frequency should be reduced by two, four,
or eighth times or more. In [14] we built a clock
divider module shown Fig.1. This module gets clock
pulse from cpci_clk, so we only have to scale this
clock source down to 32 times to achieve factor 1/64
of the core clk. In fact, both clocks are kept as clock
sources because it is required to keep a 125 MHz
output clock in case of no reduction are required or in
case it is necessary for doing some calibrations to
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avoid clock skews when changing clock between
various levels. Because of queues between system
interfaces — input queue and output queue, we can
keep whole system to run properly even frequency is
set at lower levels. We could scale down the
frequency to 3.90625 MHz and could not go further
because of system failure.

Nf2_top
Clock
Input queue controller Output queue
I
" User data path > I"l
cpci_clk v
—%
Cm divider Nf2_core

Figure 1. Structure of the frequency divider for
NetFPGA Switch

Directly control the Ethernet Chip

We can set the bandwidth of the input/output
packet stream of four Ethernet ports by changing the
frequency of TEMAC module to control the transmit
clock to the respective PHY [16]. However, in this
paper, we introduce a different method to make switch
run at several bandwidth level by directly impact on
an internal register in Ethernet chip. Management
Data Input/Output (MDIO), also known as Serial
Management Interface (SMI) or Media Independent
Interface Management (MIIM), is a serial bus defined
for the Ethernet family of IEEE 802.3 standards [17]
for the Media Independent Interface, or MII. The MII
connects Media Access Control (MAC) devices with
Ethernet physical layer (PHY) circuits. On the
NetFPGA-1G board, we have one NIC of Broadcom
BCM5464SR which supports MDIO with an MII
register.

[sT oP | PHY ADD I REG ADD I TA ][ DATA [15:0]j
0 1=Write
1 0=Read

Figure 2. Structure of a MDIO message

In the BCMS5464SR NIC, the manufacture
included four MII registers to control four Ethernet
port individually. Each MII register has its own the



register address, and has thexsame of physical address.
With OpenFlow driver,  We “can sendsa.’ message
directly to them.

Auto:negotiation mode

r Low-power mode

o[ [T
27 11
Speed Select

Figure 3. Special functional bits on MII register

To contrel the bandwidth on each port, first we
must disable,the auto-negotiation mode by setting the
12" bit'te,‘0’. Then we use the combination of the 6™
biteand.13™ bit to choose three different link
capacities, “00” means that port runs at 10Mbps, “01”
is 100Mbps, “10” is 1Gbps and “11” is not used. To
put a port to idle mode, we toggle the 11™ bit to “0’.
Addresses of four Ethernet ports start at 0x440000 and
increase by 0x000080 for each port.

C. Define New Operating Mode of NetFPGA
Switch

Based on vary link-rates of Ethernet and some
different frequency of OpenFlow Switch, we define
three new main operating modes. They are HIGH
POWER mode, LOW POWER mode, and SLEEP mode.
We divide the different modes depended on the
operating frequency of switch. In each mode, the
bandwidth of one port can be independently controlled
and restricted to the corresponding level as in Tab.I
The working mode of OpenFlow Switch is described
as follows:

e HIGH POWER mode: Switch runs at the maximum
frequency (f = 125 MHz). In this mode, Switch has
the highest processing performance, but also
consumes the most energy. This mode is activated
when at least one Ethernet port is running at
1Gbps. Ethernet ports that are at lower traffic also
can be change to lower bandwidth mode
(100Mbps/10Mbps) or put to idle mode to reduce
total energy.

Low POWER mode: When traffic on all Ethernet
ports drop below 100Mbps, we decided to cut
down the Switch’s frequency to 62.5 MHz, and set
the Ethernet port operating at maximum 100Mbps
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or lower. Of course, in this mode, switch power
consumption is lower than HIGH POWER mode.

SLEEP mode: This mode is activated only when
there is not any traffic going through any Ethernet
port. Switch does not need to process the data
flow; we propose frequency at 3.90625 MHz of
switch and completely turn off all ports. In this
mode, switch is still maintaining connections with
Controller and can wake-up intermediately to
normal operation. This mode saves the most
energy.

Table 1: three new operating modes of netFPGA

switch
Mode Frequency Bandwidth per port
High power | 125 MHz Idle/10Mbps/100Mbps/1Gbps
Low power | 62.5 MHz Idle/10Mbps/100Mbps
Sleep 3.90625 MHz | Idle

The new three working modes of NetFPGA switch
can solve two drawbacks [16] when reducing power
consumption. First, in contemporary switch, SLEEP
modes may be too drastic because this affects the state
of link (as perceived by the corresponding receiver) or
may cause software support issues in operating
systems. However, in OpenFlow system, we have a
NOX controller where an algorithm is running to
ensure the capacity on links. Only in the suitable
situation can switch be put in power save mode or
SLEEP mode. In addition, even in SLEEP mode, the
switch is interacts with controller, control signals are
always exchanged between them and switch only has
to change its frequency which can be scale up in few
cycles of clock.

III. EXTEND OPENFLOW STANDARD

OpenFlow messages are sent between Controller
and OpenFlow switches for managing, controlling
them through OpenFlow channel. Each OpenFlow
message begins with the OpenFlow header [18]:

struct ofp header ({
uint 8 version;
uint 8 type;
uint 16 length;
uint 32 xid;

}i
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The Switch receives W instructions  fromy, the
OpenFlow controller to control the working modes.
These instructions include:

e OFPT SWITCH MOD message:
Type of message: Controllerito Switch
Length: 32 Bytes

Funetions: Change operating mode of Switch

Structure:

struct ofp switch mod {
struct ofp header header;
uint8 t switch mode;
uint8 t pad[3];
}i
The switch_mode field stores the information to
configure the switch as shown in Tab.II. Structure of
this message and switch mode field is described as
below:
Table 2: ofpt_switch_mode message

Switch Mode Pad
1 Bytes 3 Bytes

OpenFlow Header
8 Bytes

A value ‘1’ in the flag bit will instruct the Switch
to change its state. The MODE field indicates the
working mode of the switch as HIGH POWER
(M;M,=00), Low POWER (M;M,=01) and SLEEP
(MIMO0=10). MIMO=11 is not used and set for
reserved mode.

7 (0]
,,,,,,,,, B ———r)
Flag Reserved Mode

Figure 4. Switch mode field structure
e OFPT PORT _MOD message:
Type of message: Controller to Switch
Length: 32 Bytes

Functions:
Switch.

Configure bandwidth of port on

Structure:

struct ofp port mod ({
struct ofp_header header;
uintl6é t port no;
uint8 t hw addr[OFP ETH ALEN];
uint32 t config;
uint32 t mask;

uint8 t link state;
uint32_ t advertise;
uint8 t pad[3];

}i

The link state field stores the information to
configure the port as shown in Fig.5. A value ‘1’ in
the flag bit will instruct the port to change its state.
While {P;, Py} indicates port number, {B,, By} is
bandwidth of that port: “l11” means port is running at
1Gbps, “10” means port is running at 100Mbps, “01”
means port is running at 10Mbps, and “00” means
port is on idle state.

F [0}
B | | - [s=|se] et e

N P N e ——
Flag Reserved Link Rate PortNo.

Figure 5. Link state field

The algorithm shown on flowchart in Fig.6. below
illustrates the process of receiving and processing
OpenFlow  Switch control messages. After
successfully handshaking with controller, switch runs
in listening mode — capture all control messages and
determine running mode. As soon as receiving new
operating mode, switch changes the limit bandwidth
on each port and set the corresponding frequency of
FPGA chip. It is notable that before turning switch to
SLEEP mode, switch must be sure that there is no
packet left in system queues; therefore, a queue
monitor is used to check if queues are empty or not.
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Figure 6. Communicating flow chart between the
NOX and Switch

IV. EXPERIMENTAL RESULTS

Our test-bed has a NOX controller and an
Openflow switch with modified controller that
enables to send and receive new OFPT PORT MOD
message. The NOX controller version 1.0.0 is
implemented on a host PC running Ubuntu version
10.10. OpenFlow switch version 1.0.0.4 based on
NetFPGA version 3.0.1 which is developed by
Stanford [18] is used.

We also use a client and a server to generate
traffic load on ports of Openflow switch in oder to put
switch under hardworking mode and consume highest
power. In fact, PC1 sends a stream at approximately
1Gbps and PC2 will monitor state of Openflow
switch. The test-bed’s model can be seen on Fig.7 and
Fig.8. Oscilloscope and Power Measure Board are
used to read ADC value at test-point 3.3V and 5.0V
via PCIEXT-64UB [19], and then display, and
calculate power consumed.
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Figure 7. Testbed for power consumption
measurement

' PCIEXT-64UB I

Power Measure Board

Figure 8. Test-bed system for measurement
A. Power of Switch at Multi-frequency

With each level of clock frequency, we have
measured the power consumption of the FPGA chip,
and got results shown on the chart in Fig.9.

We also measured the power consumption of the
whole NetFPGA card running at the different
frequencies. The results are shown on chart in Fig.10.

3000 269

s \

£ 2000 5

]

£ 1000 677

& 337 167 81
0 3

125 625 3125 15625 7.8125 3.90625

Frequency (MHz)

Figure 9. Power consumption of FPGA chip depends
on frequency
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Figure 10. Power, consumption of whole NetFPGA
board at multiple frequencies

In conclusion, our switch can save about 97% of
dynamic power consumption of FPGA chip when
rufning ‘at lowest frequency mode. In total, if using
thissclock controller, switch can save about 22.6%
energy (2611 mW of 11576 mW). Compared to
another paper [20], they only control the frequency of
several functional blocks in the FPGA chip, and the
amount of saving power is a small number. Instead of
modification of some sub-blocks, we change the
frequency of whole FPGA chip, and then the energy
saved is much larger than ever.

B. Power of Switch at different bandwidth level

We measured the power consumption of switch
with different bandwidth: 1Gbps, 100Mbps, 10Mbps
and the off state on four ports. Based on the results
shown in Fig.11, the energy saves the most, about
4W, when we decline the bandwidth from 1Gbps
down- to 100Mbps. When we continue to decrease
bandwidth to 10Mbps, we do not save much energy.

— 11576
Z 11000 Q\\
£ 10000 e
5 9000 7530
2 2000 N2 7284 7190
s — °
& 7000 e
6000
1Gbps 100Mbps 10 Mbps Idle
Bandwidth/port

Figure 11. Power consumption depends on
bandwidth

Based on those results, the energy saves the most,
about 4W, when we decline the bandwidth from
1Gbps down- to 100Mbps. Moreover, we continue to
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decrease bandwidth to 10Mbps, we do not save much
energy.

C. Power of Switch at three new defined working
modes

We designed the software monitor that show state
of switch when running at different modes. Firstly, we
set NetFPGA switch to run in three modes as
proposed. Those modes are monitored by software
shown on Fig.12, Fig.13 and Fig.14. Traffic passing
through each mode of switch is set at the maximum
level.

Figure 12. Monitor states of switch when running
High power mode

Figure 13. Monitor states of switch when running Low
power mode

& openflow@long-ET:~/Desktop/final_test/counterdump - 0x

File Edit View Search Terminal Help

IDI0 PHY 3 CONTRO

Figure 14. Monitor states of switch when running
Sleep mode



Then we measured the power, consumption ‘of the
whole NetFPGA card. The'tesults are,showsi on chart
in Fig.15. Those results,are the greatest value of the
power consumption,corresponding withtmodes on the
Openflow switch!

12000 11574

10060
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0

6175
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High
Power

Low
Power
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Figure 15. Power of NetFPGA Switch at new three
operating modes

Sleep

In conclusion, our switch can save about 46.6% of
power consumption when running at LOW POWER
mode and up to about 60% if running at SLEEP mode
by comparing to HIGH POWER mode.

V. CONCLUSION

In this paper, we have defined and implemented at
least two new modes of OpenFlow Switch to reduce
power consumption that enables energy saving in data
centers. We also have implemented some
mechanisms to flexibly and effectively reduce power
consumption of switch. Finally, we have defined new
OpenFlow messages and protocols

We are focusing on building a standalone
NetFPGA switch running an embedded OS without
host PC, supporting OpenFlow protocol, and still
holding our new advanced modifications.
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