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Abstract: In this paper, we propose some protocols
which allow several parties to cooperate mining
frequent itemsets on their joint data, while preserving
privacy of the participants. The security of the proposed
protocols are better than that of previous ones, More
specifically, we achieve full privacy protection of the

parties while preserving efficicncy as the best existing
protocol.
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I. INTRODUCTION

This paper considers a scenario in which data are
maintained by different parties. Those parties wish to
share their data in certain ways to benefit ¢ach other
for association rules mining that are standard
algorithms are baSed on finding of frequent itemsets.
We consider how to preserve privacy in frequent
itemsets mining for distributed database [4]. That is,
we study how a group of parties cooperatively mine
frequent itemsets in  distributed setting  withouwt
revealing each party's portion of the data to the other,

Privacy-preserving  association  rules/itemsets
mining 15 one of the most active topics in PPDM
(Privacy Preserving Data Mining). Some examples are
[3,15,20,25]. However, the purpose of these studies is
to mde the sensitive rules, rather than privacy in
distributed mining. In distributed setting, a simple
method of PPDM in distributed databases is to perturb
the original data. The procedure of transforming the
original database into a new one that hides some
information is called the perturbation process
[1,2,3,6,7,8,14,17,18]. An association rules mining
process on the perturbed database can reduce the risk
of revealing the privacy information. Although these

solutions are very efficient, the mining result on the
perturbed database i1s less accurate than that of the
original database.

Some other solutions are based on the secure
distributed computation for the privacy frequent
itemset mining. In [12] Kantarcioglu and Clifton
presented a solution for horizontally partitioned data,
this solution was designed based on Yao's generic
secure computation protocol. However, the generic
secure  computation protocols are wvery highly
expensive that showed in [9]. Thus, some other
solutions for honzontally partitioned data have a
better performance proposed in [26], [13].

In our work, we present some protocols for
vertically partitioned data: a portion of each
transaction 1s present at each party, but no party
contains complete information for any transaction.
There exists several works directly related to our
works. Vaidya and Clifton proposed the secure set
intersection cardinality method that was used for
association rule mining in vertically partitioned data
[23]. This method has been used to preserve privacy
in decision tree learning [24] as well. The drawback of
the secure set intersection cardinality method is that it
has  high computational communication
complexity. In [22], the authors presented an algebraic
solution to dealing with vertically partitioned data.
However, studies have shown that this solution can
disclose many linear combinations from each party's
private data. Zhong [27] proposed a frequent itemset
mining protocol that is based on homomorphic
encryption techniques for vertically partitioned data
involving multiple parties. This protocol is more
efficient than other protocols, but requires that one
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party has to play the role as a trusted party. The
protocol proposed in [10] 15 as efficient as Zhong's
solution, but only resist the collusion of at most
corrupted parties among  participants. In [19], authors
proposed a privacy preserving method for mining
frequent itemsets; it works in presence of malicious
participants and has property to be against collusion
up to n-1 parties. However, it only obtains this
property in computational models that their outputs
are not revealed the support count information.
Moreover, it requires two different protocols for two-
party and multi-party, respectively. Thus, it has more
complexity when using in a iteratively algorithm for
mining all frequent itemsets since it requires the
system have to set and store two difference set of
parameters.

In this paper, we propose the protocols for privacy
preserving frequent mining involving multiple parties.
The proposed protocols do not require any trusted
party while they can protect the privacy of each party
against the collusion of any group of corrupted
parties. These protocols also have the same
communication cost and computational complexity as
Zhong's protocol. In addition, we give two protocols
that allow the parties to be able to select one of two
privacy level corresponding to two protocols; one of
them reveals only the support count, and the other
reveals nothing,

The rest of this paper is organized as follows:
Section 2 presents the problem fomulation. Section 3
presents the preliminaries. In section 4, we introduce a
privacy preserving protocol for “frequent itemset
identifying without disclosing the support count. In
Section 5, we present another protocol for identifying
frequent itemset based on the support count
computation, and after that we show that this protocol
can run on the bmary communication structure to
obtain the better performance in Section 6. In each
section, we prove the correctness and privacy
properties of each protocol, evaluate the efficiency of
each protocols based on estimate, and present
experimental results of the efficiency as well. The last
section concludes our work in this paper.

Vaolume E-2, No. 5 (%)

II. PROBLEM FORMULATION

A, Association rules and frequent itemset

The association rules mining problem can be
formally stated in [4]. Let /={/,/,....,0,} be the

set of all items; 282 be a database of m transactions,
where each transaction I, ( f=1, ., m ) 1s a set of

items such that T, — /. We say that the transaction
' contains X, a set of some items in [, if and only

if X < 7,. The problem is to find the association

rules that have an implication of the form X — Y,
where X cf, Ycl,and XY =¢.

We say that such an association rule has a support
5% if the percentage of records containing both X
and ¥ in D8 15 5% . The rule has confidence % if

the percentage of records contaiming both X and ¥
with regard to the total number of records containing

A 15 c%.

Let X.count be the support count of the itemset
A , which stands for the number of transactions
contaiming the set X in £25, and | DB | denotes the

total number of transactions in DB . The strong
association rules are required to meet a minimum

support { §_. )} and a minimum confidence (¢, )

wun

defined by the miner.

A set of items 1s referred to as an itemset. An item
set that contains £ items is a & -itemset. The support

count of an itemset 15 the number of transactions
contaimng the temset. The minimum support count is

defined as = 5__ | DB|. An itemset is frequent if its

support count 15 not less than the minimum support
count. Association rule mining is a two-steép process:
(1) Finding all frequent itemsets; (2) Generating
strong association rules from the frequent itemsets.
The main technical problem in association-rule
mining 1s the frequent itemset identification.

B. Frequent item set identifving in vertically

distributed data

In association rules mining, the transaction set
{28 is represented by a boolean matrix M . Each row
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<20f the matrix corresponds to a transaction, while each
column corresponds to an item. Denote an element of

the matrix by M(j,l), where M(j.[)=1 if the ;"
transaction contains the /™ item' [, it is 0 otherwise.

Assume that M is vertically distributed on n parties
F. ..., F,. Each party owns the set of columns of the

matnix M , denoted by C . ... C
(.. wC =[l,m] and C,NC, =¢ with any

where

i N

[# j.

We consider a scenario that the parties wish to find

the frequent itemsets from DB, where DR is called
the jont data set of all parties. Our aim is to design
distributed protocols to obtain the frequent itemsets
while preserving privacy of each party's data. We
consider privacy as protecting individual data records
as well as protecting information about the local
support count of the frequent itemsets of each party
and even the global support count of the joint

database.

For this. problem, we study an itemsei
X={,|leC}, where C be the set of columns

corresponding to X~ Note that the column set C of
this itemset is partitioned into the subsets: C~C,, ...,

ey

T

CnC, . which are owned by parties P,

respectively. The support count 5 of X can be
computed by

.*:LEM: [T MG.0.. TT M.

F=lsCnC, leCrC_
Letw, =] crc M(i1). Note that each P, can

privately compute all u, 5. Therefore, identifying if

the itemset X' be frequemt can be formulated as
follows.

Definition 1 Assume that there are n parties, each
party F has a private vector U, =(u,,...,u,)
where each u, €{0,1}, i=1,...n, and j=1,..m.
For a public threshold t=s_, | DB|, the privacy-

preserving frequent itmset identifving problem is to
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check if s = Z:;l_[,hnln*f =1 without disclosing any

privacy information of participanis.

L. COMPUTATIONAL AND PRIVACY MODEL

Privacy preserving protocols implement among a
set of semi-honest parities, We assume that all parties
are online, where each party has a communication
channel with each other. To be applicable, we require
that the protocol can ensure users' privacy in an
environment that doesn't have any secure channels
between the party.

The privacy preservation of this proposed protocol
s based on the semi-honest security model [9]. Thus,
we consider the possibility that some corrupted parties
share their data with each other to derive the private
data of the honest parties. One requirement is that no
other private information about the honest parties
should be revealed, except the final result.

In particular, we are giving the privacy definition
for the protocol with the following parameter model.
There are n parties involved in the protocol. Each

party £} has the private input U, , where [/, is a the
binary vector. We assume that prior to the protocol,
each party has obtained the key pairs for the Elgamal
encryption scheme: the private key x, and the public

key ¥, . Each party's public key has known by

members in the system, while the private key is
secretly kept. The definition of privacy preserving in
semi-honest model is as follows:

Definition 2 A protocol for the frequent itemse
mining problem in the definition 4.1 is said to protects
each party's privacy against t corrupted parties in the
semi-honest model if, for all I < {1,....K} such that
| f|=1t, there exists a probabilistic polynomial-time

algorithm M such thar

MU Pls b L b =P LIU L X T )

where =
indistinguishability.

denotes computational



Basically, the definition 4.2 states that the
computation 15 secure if the joint view of the
corrupted parties during the execufion of the protocol
can be effectively simulated by a simulator. The
corrupted parties have observed in the protocol using

only the result f, the corrupted parties' knowledge,

and the public keys. Therefore, the corrupted parties
can not learn anything from f . By the definition, it

indicates that there exists a simulator satisfied the
above equation.

IV. SUPPORT COUNT PRESERVING PROTOCOL
A Cherview

Assuming that X is an frequent itemset, we have
{Ss5=m . Thus, there exists a 0 in the list

A= { A=s-1-t , AL=5-2-t , ..
Ay =85—=k—t}, where k=m—t. If 5 is known by

all parties, this problem can be solved immediately.
However, for our purpose with strong privacy, this
vector cannot be revealed.

Therefore, the basic idea of the protocol is follows.
Let p and ¢ be two primes such that g |(p~1), let
G be a sul::gmup of E; of order g, and g 15 a
generator of G .*All computations in this chapter
always take in IZF. The proposed protocol is to
implement the following function

I:UHU;" !“-:-[-'r..,] = {grldm'“ !“‘EFFL##*} }

b

where ( A_ . Az, ) 15 a rapdom permutation

(1y* =

Y- where 1, is

of (A, ... 4, ). Assume that r =E'
uniformly generated from [1,g —1] by Party i . Then,

the parties can check whether existing A; =0 that is
FoA

equal with g’/ =¢"=1. Clearly, when A =0,

ET" 15 a random number, the protocol does not leak

any other information except the final result.

To achieve this goal, we use extensively ElGamal
encryption together with a rerandomization technique
and a joint decryption technique. These techniques
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have been used to some other
[11,28,29].

problems, e.g.

The joint decryption technique and ElGamal
encryption. We assume that each party has a private

key x, €[l,g—1] corresponding to the public key

Y =K " . Without loss of generality, we assume in

the sequel that the parties are numbered from | to n.
We define

In our protocol, the parties use the public value y

as a public key to encrypt their data, and we also use
variants of the ElGamal encrvption in which the

messages m is changed to g" [11] before

encrypting:
C=(a,h)=(g"y,g")

Decrypting these encryptions needs the private
key x, which 1s not known to any individual party. To
decrypt a ciphertext C, all participants need to jointly
perform the distnbuted decryption. That is, each

participant computes and publishes % . The plaintext
can then be decrypted by computing

.. g“ga'zf' i
nh't’ EIE :'rr

The decryption algorithm is not efficient when m
15 large, however, in our protocol it is an efficient
algorithm, because we only uses the private key to

decide whether a ciphertext decrypis to 1 (or g"), and
we use this property at the final step of the protocol.

A

Rerandomization techmique. Another key
technigue in our scheme is known as rerandomization
that 1s introduced in [16] for privacy protection. A
rerandomization is multi-party protocol that involves
sevieral mix servers. The input to the protocol is a list
of ciphertext items and the output 15 a new,
permutated hst of those ciphertext items such. The



related operations are the permutation of the order of

itemns and the re-encryption. Therefore, it randomly
rearranges the order of items. If we re-randomise and
permute a sequence of cipher-téxts, then we get
another sequence of cipher-texts with the same
multiset of clear-texts but in a different order. The
security of this technique is characterized by Looking
at these two sequences of cipher-texts, the adversary
cannot  determune any  information about the
comespondence  between the new  cipher-tex
corresponding and the old cipher-text.

In the proposed protocol, we use a rerandomization
technique based on the ElGamal cipher, in which each
party plays the role as a mix server. Each party
implements the permutation task. In the following, we
describe how this technique works. The input to this
techmque consists of a lhist of ElGamal ciphertext
a, h)..(a_.h )} encrypied by the joint public
keyv v . The comresponding private key is x. Then,

gach participant performs a random permutation on
this input list m tumn by re-encrypting every ciphertext
and output them randomly. The final output then be a
sequence {(a_,. . h_..'h..(a_ " A .'}} , this

=l *

represents a random re-encryption of
ta,, i ),.ola i )}, and 7 is a random permutation

function on the set of & elements,
B. Protocol design

Basically, the 1dea of our protocol consists of four
phases as follows (The detailled protocol is
implemented in" Figure 4.2). The first phase is to
pbitain the joint encryption of the dot product (support
count 5§ ) of all wvectors from parties using

multiphcative ‘monomorphic property and additive
monomorphic property of the encryption scheme. The
second phase creates encryptions of the masked values

rjiﬁ (j=41,..&}). To obtain this result, each party
divide the first component of the encryption of 5 by

values {g"',....g""} . and randomize it by the
random values r, . Then, the parties follow one

communication rounds to connect all encryptions to
obtain the encryptions of »,A . The third phase, the

partics execute the n round to permute and randomise

the set of the encryptions using the re-randomisation
technique. The final phase, the parties jointly decrypt
the received new encryptions, which are in an
independent order of the original encryptions. They

check if existing a decryption are equal to | (g").

The support count preserving protocol 15 presented as
follows.

Input: There are n parties, each party F has
U, =(u,,.u ) (u, €{0,1})

OQutput: Check € {True, False)

« Phase 1. Encryption and connection. For
j=1,...,m

-For i =1,...,n: F computes

.IIII.'II il dd
C.()=(a,h)=(y".g"), where a is

randomly picked from [1,g—1].

ofit =
- P, computes C, =(a,,h))=(g "a,,.h)
and sends E’JI o F,.

-For i=2..,n: E computes

C,={a, k)= fﬂ:"" ﬂu.h?"' h,) and sends

C to P

i o |iiemaned @ b

- P, computes C =(a,h) = {“T a “T

and broadcasts it.

h.)

|

* Phase 2. Encryption randomization. For

j=1,...k

-For i =1,....n: P computes

C.(j)=(a,,h,)=(alg’")" h"), where
r.. 15 uniformly chosen from [l,g-1],

o

- R osets C,=(a,,h)=(a,,h,) and sends
C, o F,

-For i=2,...,n: P computes

C,=(a, h)=(aa,hh) and sends C,

i

d

o FI limoda )

* Phase 3. Randomization and permutation. For
[=1,.,n




- F computes: for j=1....k,

F. JE— :

JX 1) g
g T 1
.rr.(;]." !h.-.-in;,..';g

R, = (R, R")=(a )

where &, is an permutation on {1,..,k}

and Eﬁj (y 15 uniformly chosen fronr [1,4-1].
- £ sets: for j=1...k, C, =R, and sends
C,n' Lo "F:".-l-l[m.l-llnj

k
- P broadcasts ; to the other parties

* Phase 4. Decryption. For j=1,...,

-Fori=1.....n: P computes frﬂ. =fff;-}1'

- £ sets h, =h,, and sends it to P,
FI'

computes ft, =h h,
and sends h, to P

r+l{modm|
- F, computes df Eﬂjﬂiﬂ if d’} =] then

Check = True else Check = False
- B outputs Check

C.  Correctness Analysis

Theorem 1 If all participants follow the protocol
and there exists one plaintext 1" in the decryption

list {d,..d,} then t<s<n. If there is no
plaintext 1" existing +in the decrvption list, then
§<t, i

Proof. To complete the proof of theorem, we need
Jj=10.....k} . Indeed,

P o
ol fY )

to prove that d, = g

In Irlhi.e: phase 1, starting from F;,, we  have

C,=(a;,h)=(g"y",g") Each P
(i=2,.,n) receives C, =(a,.h,) from P_, and
computes i new value

C,=(a,h)= {:I ﬂ'u..

of the phase 1, using the inductive method, we have

.“I‘j}, Therefore at the end

n—l m

m Zl_[u Lll[u“ *nt!
l—[ ,_g;n ,rlrl.£|+|

_— EI}JH

30
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m=l m

4[ ﬁ'ﬁ Z-I ZIJ':l_[] ‘Fﬂ . ] &
P = = s 1§ e
where, denote g = Eﬂln;—lu"«" and

= Z:ﬂl:zﬂn-:.[_[:-iquﬁj‘ﬂv T II:I"I!.I':I '

In Phase 2, each party firstly obtains a set of
encryptions of { A =5-=1-1, A, =s5-1-2, ..,

A, =s=t-k } _
(a,,h,)=(alg"")" (")

follow a round to compute the product of all

encryptions, thus the final result of this phase 1s &
o Cp) as

by computing

and then the parties

randomized encryptions denoted by ( C, ..
follows,

C, =(a, )= Jeag”y" T W)
= {HE *fi _vﬂri.f #]_i[gﬂ‘ﬂ )
Z Zﬂf "’"Z

J=] g

(g
AF, ¥ e
=gy ,g’)

h P L
bl _E'“I*;J"

In Phase 3, the protocol receives the set ( C, ,...,
C, ) and permutes this set n times. Thus, the parties
obtain O, =(a,_;,.n.,,), where  is the final result

of the permutation of the n times.

fl

e - ok el ) "Zﬁyllm
— =m0 r !
Ilr"i-J:rnl_J'l- -g .--I'JI s L4
)
':}.Tl'jl"'zﬁ.rll.l;n
mma =]
Ry = 8

Therefore, in Phase 4, the partics obtain



Comresponding private key

d, =EIIH{!1:.]L‘
|

-
o 0 "'}:m"zﬁ#,-m"
w1 =l ) n

g i i

Zw:‘z

=]

n
#-E‘H]‘Zﬁﬂj'lfl':l

Jmj

" i
Iﬂl.!'l'_.-:l - E Ircll:.l.'lill_.l"l bZ”-!
dw] r=]

g

H

5
".'rijr”',-:n:;'}g e

g

£

"-.'r| _.lj"'.!l Ih

-5
This finishes the proof.
D. Privacy Analysis

In the proposed protocol, only the final results are
published at the end of the process, and other
information, such as each party' the binary vector and
even the support count of the itemset are always kept
secret. In such a way, we ensure the privacy protection
of cach party in maximum degree. In the protocol,
each party publishes the binary vector in a particular
ElGamal encrypted vector form using a public key v,

instead of plaintexts. Without the knowledge of the
X, nﬂ]:}ﬂd}r can get the
values of parties without breaking the ElGamal
cryptosystem, which 15 assumed to be infeasible.
Making use of the homomorphic properties of
ElGamal encryption, we get the randomized

encryption list of A, . By employing the re-

randonuzation technique, and the joint decryption
technique we can identify if an itemset is frequent,
without leaking any further information. Since the
basic building blocks of the encryption scheme and
the re-randomization technique are proved to be
secure, 1t 15 easily to deduce that our scheme is secure
against any passive attack.

The important security feature of our protocol
which 1s better than the previous method is that we
achieve the full privacy protection of the parties. That

3l

&@?@@rﬁ Development and Application on Information and Communication Technology

15, we do not assume the existence of any kind of
trusted parties. Moreover, no collusion of parties can
possibly lead to the revelation of any private
information, unless all parties together form a single
collusion, which is not significant.

Theorem 2 The protocol in Subsection IV-B
preserves the privacy of the honest parties against the
collusion, up to n=1 corrupted parties.

Proof. To prove this theorem, we will design a
simulator M that simulates the joint view of the
miner and the corrupted users by a probabilistic
polynomial-ime  algorithm.  Subsequently, this
simulator is combined with a simulator for the
ElGamal cipher-texts to obtain a completed simulator.
Toe do so, basically we show a polynomial-time
algorithm for computing the joimt view of the
corrupted parties. The computation of the algorithm is
based on what the corrupted parties have observed in
the protocol using only the final result, the corrupted
partics’ information, and the public keys. The
algorithm outputs the simulated values for the
encryptions generated by a simulator of ElGamal
encryptions. Without loss of generality, it suffices to
consider the case in which only one party is honest,

indexed by & . We will show the simulator that its
steps follow the protocol's steps,

Foreach C, (j) of F, in Phase 1, M computes

C, (/)= (@, h) —
i Ay Pty ) =
Z X
I"! At dEk Jl A ik
=(g¥g’.g")
where ., denotes a random number in
[l....g—=1] . Note that Elgamal encryption is
semantically secure under the DDH, thus, M can

simulates €', by a random ciphertext of the Elgamal

encryption,
To simulate all C, =(a,,h,) of F, in Phases 2,

we note that given (g”, g™, 2™, ™), since the
computational indistinguishability follows from the




semantic security of ElGamal encryption, which 1s

well known under DDH, ( g7,g"%,g ',g ) and

are not computationally

(g, g% )
distinguishable. Therefore, M can simulate cach C, ,

by E'.'u'=l:g#ﬂgf“}. where e, and e, are randomly
and independently chosen in [1,g-1].

In Phase 3, M simulates all R, =(H}”,Rf]} by

using a randomly permuted vector of m ElGamal
cipher-texts. If X is frequent, among these m

cipher-texts, the one of encryptions of g', all the

remaining cipher-texts should be the random number.
If 5 =t. all the cipher-texts should be the encryptions
of random numbers.

In Phase 4, each message d , in the protocol can be

simulated as in Phase 3, it is similar to the choosing a
uniformly random element of G . This finishes the
simulation algornthm.

E.  Performance analysis

=

Communication  Analysis. Communication
protocols. of this type are generally analyzed either
based on the communication cost or number of
modular ﬂpﬂmtiﬂﬂﬁ performed.

The basic communication cost for a single party 1s
as follows. In Phase 1, a set of 4m messages is
transmitted in each of the » rounds and broadcasted

by £ . In each-round i, the party i sends the set to

the next party. Similarity, Phase 2 requires the
transmission of 2k messages. Phase 3 transmits 24
messages and Phase 4 is 2k messages. The entire
protocol is symmetric, so all of the parties transnut the
equal amounts of data. To calculate the total
communication cost, we simply multiply the single
party cost by 1. Thus, let us assume that the size of
the parties's key is K bits, the upper bound on the
total communication cost of the protocol 15 in
(O(nmK) . Note that, this is much lower than the

O(mn” K complexity of Vaidya and Chifton [23] and

is equivalent to the one by Zhong [27]. The detailed
communication cost is showed in Table 1.

Volume E-2, No.5 (9)

Tahle . The communication cost

Th.E‘-II‘Il mber of rounds

u={}{_n}

The number uﬁlmﬂgﬁ

| n(dm+6k)= {]'_{}nn} B

The number of bits

nﬂm +.5'-I!-'.'}H ={NnmK)

Computational complexity evaluation. In this
section, we show the results of the complexity
estimation of the protocol and the efficiency
measurement of the protocol in practice. In the
proposed protocol, the computational cost of all
parties in Phase 1 is 2nm modular exponentiations
and 2nm modular multiplication, and at Phase 2 1s
Ink modular exponentiations and kn modular
multiplication inversions. The computational cost of
the parties is at most of all 2nk modular
multiplications and 2nk modular exponentiations in
Phase 3. and the parties wuse An modular

multiplication inversions for Phase 4. We conclude
that the total computational complexity is bounded by

(X nm) modular exponentiations, Cmn) maodular

multiplications and O(mm) modular multiplication

inversions (Table 1). Note that these computational
costs do not include the overhead of key generation
and computing the parameter y . However, generating

these parameters belongs to the preparation period of
the mining process. Therefore, it can be implemented
before the protocol is executed without affecting the
computation time of the protocol.

Table 2. The complexity of the support count

[

preserving profocol
= ) _|_ E:r.p: | Mul. Inv. |
# Operations | n(2m+4k) n(2m+4k) kn
# Rounds i I I
" The average 0 (2 +4K) | f2m+ak -_- 2k
Estimation I}_ﬁimj = Ofnm) - Dﬁ!ﬂ

32

Note that our protocol follows a communication
ring with n parties, a mount of calculations of each
parties is equal. Thus it is regarded as the protocol run
n rounds. each round conmsists of computational

complexities of O(m) modular multiplications,

(Nm) modular exponentiations and O(k) modular
INVErsions.
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Note that time for modular multiplications is much
lower than exponentiation and inversion operations,
thus we can say that the complexity of the protocol is

bounded by ((mn) and exponentiations and O{mn)

inversions. However, these operations can be computed
concurrently. Therefore, the overall computational
complexity is Ofm), which is much lower than the
O(mn) complexity of Vaidya and Clifton [23] and is
equivalent to the one by Zhong [27].

For evaluating the efficiency of the protocol in
practice, we build an experiment on the privacy
preserving frequent itemset mining in the C# language
of Microsoft Visual Studio 2005 environment, All
experiments are performed on the Window XP
operating system with Intel core 2 duo E7500
293GHz and 2GB memory. As communication
complexity depends on the network performance and
physical distance of two parties, we simply considered
partics as threads that exchange data directly by
shared memory method. The used ecryptographic
functions are derived Open
OPenGPGBBlackbox Library.

from

We measure the computation cost of the protocol
for the number of the difference parties from 2 to 10.

Betore executing the protocol, we generate a pair of

keys for each party-with p=1024 and g =160 bits.

Table 2 illustrites our measurements of all parties's
computation time all of phases: it is in regard to m
and n, for a typical scenario, where m=1000 .

n=10 and. fix The

we

computation time of all parties is about 26.5 seconds.

Table 3. The parties's time for the support count
preserving protocol

im
" 200 400 | 600 800 1000
2 1.4 27 | 38 48 | 5.1
3 1.5 3.0 4.9 6.3 7.7
s | 22 44 75 | 104 13.9
L 10 | 60 10.2 152 | 203 | 263

LK

V. SUPPORT COUNT COMPUTATION-BASED

PROTOCOL.
Cherview

Recall that, the problem s
5= Z:T Irr w21, where each U,

( n,e{0,1} ) is

A.
1
(1 i)

P Let
A, = E:..“n -n (j=1,...,m), note that 1_[': by =1

as long as A, =0. Therefore, 5 is the number of

to  decide

owned by party

A, =10. We design a protocol to compute this value,
our basis idea is that, the parties should obtain a

A
L
+ B ).
) 15 a random permutation of

';'.'.'Il;l

random permutation of the set ( g

where ( A Y |

F{lp* * rim

- P

implement the following function

A, ). In other words, We need a protocol to

(U UsynU,) - (g7, g =)

[f we obtain this result, we obtain two goals. First,
the parties can be counted the number of 4, =0 that

. : A s
is equal with g ' = g" =1, After obtaining support
counts we can compare it to the threshold . Second,

A
when A, #0, g * is a random number, so we obtain

the privacy goal as well, because the parties can not

r
know g * generated from which A .

To achieve this goal, we use variants of the
ElGamal encryption as used in the above sections.
Basically, the algorithm works as follows.

B.  Protocol Design

Basically, the idea of protocol is as follows. For
cach value wy, the party holding the value u; encrypts
this value using the joint public key of parties. Note
that, without the help of all parties, nobody can
decrypt any of this encryption. By additional
monomorphic property of Elgamal scheme, the parties
follow »n communication rounds to connect all
encryptions of the binary values u; to obtain the



encryptions of E=|Hﬂ" At the end-of this step, the
A A

rtqlll!. '

parties obtain the m encryptions of

The parties execute the n round to permute and
randomise the set of the encryptions of A '....,A '.

Finally, the parties jointly decrypt the received new
encryptions, which are in an independent order of the
original encryptions. They count how many of the

decryptions are equal to | (g"). This number is equal

to the support count. The detailed protocol is
implemented as follows.

Input: There are n parties, each party P has
U, =51, ) (u,; €{0,1})

QOuput: s = E:IH:HJ .

* Phase 1. Encryption and connection: For
j=1,....m

- For i=1, .., n: each B computes

Cg_{,.lr} = [ﬂ !h:r} o= {g"{i.v“ﬁ*guui }
¢ 1s randomly chosen from [1,g—1].

where

P} computes €, = (@)= (&0 )
and sends C o E

-For i=2,...,n: each P computes

Cj ={ﬂ#f‘r";}:[ﬂ_fﬂwﬁ_f&j] and sends it to
P

d+Eimoda

* Phase 2. Randomization and permm'minn.
Fori=1,....n,

- £ computes: for j=1,...,m,

..Ifﬂ'r'l--”

&r. (0
i
-'-'I;IH']-I

I

» )

R, =(R",RP)=(a )

where 7, is an permutation on {1,..,m} and

4]

/
- P sets: for j=1,...,m, ITJ, =R:‘ and sends

is uniformly chosen from [1,g—1].

E: Lo E—rl-l'n'in-d.ub'

* Phase 3. The key component computation.
For y=1,....m,

- F| broadcasts /& ; to the other parties
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- For i=l..,n: each P computes
- B sets h, =}, and sends h to P,
- For 1=2,..n: each F computes
h,=hh, andsends h, to P,

* Phase 4. Decryption. F} does:
= =]
- For j=1,...m: d;=a/h; if d, =1 then
s=s5+1:
- Output s

C.  Correctness Analysis

Theorem 3 If all participants follow the protocol,
the number of plantexts 1" in the decrvption list

id,.d,.....d_1} is the support count.

Proof. The end of phases 1, the parties obtain

Ly " I

Su 30 3

C,=@,h)=@" y= g= )

A, B, i
=R TET)
Where, denote 4, = Z"H:uﬁ —=n and &, = Eﬂﬂ'&f

In Phase 2, the protocol receives the set (C, ...,
C,, ) and permutes this set n times. Thus, the parties
obtain C;, =(a, .k, ). where, x(/) is the final
result of the permutation of the n times.

]

x. (i)

. min 20

w{ §) i

¥

P
"'-rmzﬁr,m
d=|

"
=]

=

ey — 8

"riarm =g

The result of phase 3 is [ |" (k)" where h, is

received from Phase 2. Therefore. in Phase 4. the
parties obtain

34
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b
3 . ¥ existence of any mix server and the random
d, = H;fnfﬁ:} I permutation is instead performed by all parties one by
= » one. In such way, even n—1 parties collude. they still
8, cannot decide the correspondence between the Input
- w"'”'gﬁ"’”ﬁ ciphertexts and the output re-encrypted ciphertexts.
- S i Mote that this theorem can be also proved by
mﬂ”iﬁ;rmbiﬁ . Eﬂnﬂ:fﬂtﬂling a simu‘tatnr M based the simulators of
2 o par the Elgamal encryption.
" : E.  Performance analyvsis
. y r"“nmzﬁ-f.-m‘ Communication  Analysis,.  The  main
_ g I N communication occurs at Phases 1, 2. and 3. The ?m
o iﬁ#-*ﬂ]ix“ messages are tran:;mittﬂ::ll In each of l:ha: n rounds of
Ry T Phase 1. In each round i, the party i sends a set of
5 encryptions to the next party, Similarity, the
=g*:q” ransmussion in Phase 2 is 2m messages. Phase 3
transmits 2m  messages. The entire protocol is
Ifd, =1, C, is the encryption of g° that means symmetric, so all of the parties transmit equal

amounts of data. So, to calculate the total
communication cost, we simply multiply the single
record of the- data set and so the frequency [ is party cost by n . The upper bound on the total
increased to 1. The final result in Phase 4 is correct. communication cost of the protocol is in Table 3. We
can see that the communication overhead of this
protocol 15 less than the support count preserving
Theorem 4 The protocol in Subsection V-B  protocol.

preserves the privacy of the honest parties against the
collusion, up to n—J corrupted parties.

A, =0, It further follows that the tuple occurs at

D, Privacy Analysis _

FTable 4. The communication cost

- _ The number of rounds | n ='T'.'J-|[nj _|
Sketch of proof. We recall that in our scheme, each The number of ME‘EEHEE_E 6nm = Ofnm)

party submits an encrypted vector of m ElGamal | The number of bits 6nmK. = O{nmk)
encryptions of u, . The only one way to know the _

=

, Computational complexity evaluation. The
ge value of a party is to decrypt encryptions USINE  computational cost of all parties in Phase | and Phase

the joint private key x . In proposed protocol, we 2 is 4mm modular exponentiations and 4nm modular
assume all parties is honest without trusted party to multiplication. The computational cost of the parties is
create the key pairs, which means that each party self o+ mact of all nm modular multiplications, and nm
generates its key pair and after that all parties jointly modular exponentiations in Phase 3. The party 1 uses
compute the joint public key y . Therefore, no m modular multiplication inversions for Phase 4. We
individual knows the private key (x ) corresponding  conclude that the total computational complexity is
o v, and the only way to decrypt the encrypted CNnm) modular exponentiations, O(nm) modular
vector is that all parties participate in the computing multiplications and {m) modular multiplication
using their secret keys. Therefore. any group of
colluding parties cannot open any specific encrypted
value, without the cooperation of all other parties,
While employing the re-randomization technique, we
use a similar idea. That is, we do not suggest the

inversions. These computational costs do not include
the overhead of key generation and computing the
parameters y . Table 4 shows the computational

complexity of the protocol.




Table 5. The complexity of the support count

computation protocel
- sl I:'EI]]. ' Mul. | Inv. |
The number of operations | Som_ | Sam | m
The number of rounds . H !
The average number/round | S im | m
I_ Estimation B . Ofnm) ﬁr’mu.ﬂ (m)

Similarity to the first protocol, this protocol
follows a communication ring with n parties, a mount
of calculations of each parties is equal. Thus it is
regarded as the protocol run m rounds, each round
consists of computational complexities of (nm)

modular  muluplications and mm) modular

exponentiations,

For evaluating the efficiency of the protocol in
practice, we build an expernnment in the environment
as the first expennment. We measure the computation
cost of the protocol for the number of the difference
parties from "2 to 10. Table 5 illustrates our
measurements of all parties's computation time: it is in
regard to m and n . for a typical scenario, where

m=1000, n=10. The computation time of all
‘parties 1s abouit 15.1 seconds.

Table 6. The parties's time for the support count
compbutation protocol
=

m
" 200 | 400 | 600 [ 800 1000
2 0.7 | 14 2.7 1.8 4.1
3 1.3 f'—-z.ﬁ 3.7 g2 .55
5. 2.5 38 | 54 | ';E 9.5
1) 44 [ 70 | 106 13.9 [ 151

VI. USING BINARY TREE COMMUNICATION
STRUCTURE

The homomorphic addition and multiplication
operations may be expensive, because of the
computational complexity of the cryptographic
operations and the relatively high latency and low
bandwidth of Internet connections. In order to make
certain secure functions faster, we can use a
communication construction presented in [21]. The
authors show that any function that can be represented

as V= f(x.,..x )=x @x, .. @x with being an
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associative operation can be securely computed using
a more efficient tree structure. There many operations
satisfying this description (i.e., set union, intersection,
multiplication, addition).

In the protocol of Section V.B, Phase 1 uses both
the homomorphic addition and multiplication
operations, thus this phase can be used in the tree
structure. Phase 2 1s to permute and re-encrypt the
elements, thus we can divide the set of elements into
many partittions. Note that the permutation of the
element set 15 similar to hierarchically merge all
partitions into a random permutation of elements.
Phase 3, the decryption of elements can be done
parallel, thus they can be divided into many partitions
to independently do. Therefore, this protocol can be
improved to use in the binary tree communication
structure.

VIL CONCLUSION

In this paper, we have proposed some new
protocols for privacy-preserving frequent itemset
mining in vertically distnibuted data. Basically, the
proposed protocols are based on the ElGamal
encryption scheme, ensure strong privacy without loss
of accuracy. We showed that the proposed protocols
can resist the collusion of m—1 corrupted parties

. among n parties in the protocol without using the

trusted party. Moreover, they are quite efficient in
comparison with some existing protocols. In addition,
we gave two protocols that allow the parties to be able
to select one of two privacy level corresponding to
two protocols, one of them reveals only the support
count, and the other reveals nothing. Note that the
second protocol can apply to designing other privacy-
preserving data mining algorithms, e.g, privacy
preserving for leaming of decision trees ID3 in
arbitrary distributed data.

Currently, experiments in this paper are only
simulated on PC computers without the condition of
the big distributed systems. Due to these reasons we
cannot run experiment on the big databases. This is
one of problems that we will tackle in a future
version. In addition, the current protocols only use for
semi-honest model, Therefore it is hard to compare
this work with the protocols proposed in malicious




O
@)
NS

H‘\) > .qﬁ Development and Application on Information and Communication Fechnology
4(\0\{\\0
Q° O I S : | ; . :
dhodel. Our intention is to extend the proposed [9] Oded Goldreich. The Foundations of Cryptography,

protocols for malicious model.
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