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Abstract: The application of deep learning in medical image
diagnosis has been widely studied recently. Unlike general
objects, thoracic abnormalities in chest X-ray radiographs are
much harder to label consistently by domain experts. The
problem’s difficulty and inconsistency in data labeling lead
to the downgraded performance of the robust deep learning
models. This paper presents two methods to improve the
accuracy of thoracic abnormalities detection in chest X-ray
images. The first method is to fuse the locations of the same
abnormality marked differently by radiologists. The second
method is applying mosaic data augmentation in the training
process to enrich the training data. Experiments on the VinDr-
CXR chest X-ray data show that combining the two methods
helps improve the predictive performance by up to 8% for F1-
score and 9% for the mean average precision (MAP) score.

Keywords: chest X-ray image, thoracic abnormalities, deep
learning, object detection

I. INTRODUCTION

In the last decade, deep learning has been widely applied
in computer-aided medical diagnosis (CAD) systems [1].
The main task of deep learning models is detecting or clas-
sifying abnormalities or diseases in medical images such
as X-rays, MRI, endoscopy, and ultrasound. CAD systems
assist in the diagnosis process for early disease detection
or to support telemedicine systems [2–4]. Deep learning
techniques have been intensively studied for COVID-19
detection using chest X-ray CT scan images, e.g., [5].

Difference from the detection of radiological experts
who use domain knowledge and experience to examine
the images, deep learning (DL) methods require many
images with carefully annotated labels to guide the training
process of AI models. Unfortunately, the most robust deep
learning algorithms could not learn by themselves or learn

effectively in many domains, and of course, in medical
imaging. The standard process in building CAD systems
using deep learning methods is to collect medical images
and then ask the doctor to annotate the images, usually to
mark the abnormal regions and assign the disease label to
each abnormal region.

Compared with other domains like image object detec-
tion in the wild or street image segmentation, medical image
diagnosis using deep learning faces more difficulties. The
first challenge is data collection, where the privacy and au-
thority of assessing a large volume of patient data are very
sensitive. The second challenge is the manually annotated
data. For the natural image, the annotation process could
be done efficiently, e.g., using a crowd-sourcing approach.
The annotation of medical images requires the time and
effort of domain experts with deep knowledge and years of
experience. Moreover, the third one, it is difficult to cor-
rectly identify abnormalities and disease types using only
image observation, e.g., from X-ray or ultrasound images.
At least, it is much more complex than identifying a bicycle
or a car in a natural scene. Due to the natural difficulty of
the problem, the annotation disagreement among experts
(doctors) also negatively affects the performance of deep
learning models. The label confusion in medical image data
includes the abnormality’s location and the disease type.

In this paper, we investigate and introduce two data pro-
cessing techniques to improve deep learning performance
on lung lesion detection and classification from X-ray
images. Firstly, two box fusion methods have been tried
to process the location disagreement among annotations of
domain experts. According to our statistics (Table I), up
to 39.8% of annotations in the VinDrCXR are inconsistent
in lung pathologies or location of the abnormality (as illus-
trated in Figure 1). Our experiments show that weighted box
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fusion (WBF), a technique commonly used in the prediction
phase, has an advantage over non-maximum suppression
(NMS). WBF helps improve the F1 predictive performance
by up to 5% on the VinDr-CXR dataset. To overcome the
limitation of labeled data, mosaic image augmentation was
applied to the training process. Its combination with the
label WBF helped improve lung disease detection by up to
8% in F1 score and 0.9% in MAP, a significant result in a
very challenging problem.

The remaining part of this paper is organized as fol-
lows. Section II presents the challenges and related works
in thoracic anomaly detection from chest X-ray images.
Section III introduces two methods for dealing with the
differences in data labeling and augmentation techniques
for improving the efficiency of the training phase of deep
learning. Section IV presents experiments and an analysis
of the effectiveness of the two mentioned methods. Some
conclusions will be summarised in the last section.

II. ABNORMALY DETECTION IN CHEST X-RAY
IMAGES

A chest X-ray image, which was born by a small dose of
ionizing radiation, is used to help in the diagnosis of some
lung diseases such as chest pain, cough, and pneumonia. It
is suitable for emergency treatment and diagnosis thanks to
its low cost and simplicity. With the development of deep
learning, several works have tried to apply general image
object detection models to the chest X-ray image domain
[6, 7]. Different datasets have been built for training these
deep-learning models. For example, the ChesXpert dataset
[8] consists of 224,316 chest radiographs. They labeled 14
observations as positive, negative, or uncertain for output.
The NIH [9] dataset consists of 108,948 frontal view X-
ray images with eight lung pathologies. They used deep
learning models to develop the labeler and compared it
to the prediction of radiological experts. In addition, the
VinDr-CXR [10] dataset was first proposed on Kaggle with
15,000 chest x-ray images of the training folder having
10,606 images of normalities and 4,394 images of lung
abnormalities. In 4,394 images of lung abnormalities [10],
17 radiological experts annotated the lung lesion areas with
36.096 rectangular boxes corresponding to the labels of 14
lung pathologies.

Although chest X-ray images are popular, annotating the
data is time-consuming and expensive. Many datasets were
automated automatically, e.g., using keyword matching or
an NLP model [8], [9]. However, the automatic annotation
usually needs to be clarified and corrected manually. In the
VinDr-CXR dataset, each image was annotated by three
radiologists. The multiple annotations of the same image
sometimes bring inconsistency in the anomaly or disease

label. There are two types of consistency, as shown in
Figure 1. The first type is the same region annotated with
a different type of disease (Figure 1 (a)) or the same
disease but in a different location (Figure 1 (b)). The
inconsistency in data annotation causes a negative effect
on the performance of deep learning models.

In this work, we focus on solving the problem of location
annotation differences and show that a suitable method for
fusing them could help improve the accuracy of thoracic
abnormalities detection in chest X-ray images.

Figure 1. Due to the difficulty of the problem, the same region in an X-
ray image could be annotated differently: (a) the same class of disease but
different bounding boxes or (b) the different classes and different bounding
boxes.

III. LOCATION FUSION AND DATA
AUGMENTATION FOR CHEST ABNORMALITIES
DETECTION FROM X-RAY IMAGES

1. Box Fusion algorithm

There are several techniques to solve the problem of
combining different bounding boxes of the same labels in
object detection. For example, we can group the bounding
boxes having approximate coordinates, keep one and elim-
inate the rest, or use a suppression algorithm to suppress
the bounding boxes under a predefined threshold of IOU
(intersection of a union) score [11]. For the lung X-ray
images, the locations of lesion areas are not easy to find,
so the bounding box obtained using elimination or suppres-
sion is not suitable. Besides, reducing bounding boxes by
elimination and suppression negatively impacts the model
because it eliminates valuable information in the training
phase of deep learning models.

Therefore, we propose to apply the weighted box fusion
(WBF) algorithm [12], which is popularly used to ensemble
the predicted bounding boxes of different object detection
models for better results. In our case, the WBF technique
helps produce more accurate bounding boxes and labels for
the training data to observe and have a better decision in
supervised learning during the training process and then
improve the model efficiency. It does not eliminate any
bounding box but harmonizes the annotations, so it could
help improve the efficiency of the trained model.
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The WBF algorithm worked as follows:

At first, the bounding boxes were sorted in descending
order of experts (considered as confidence score). Then,
a list of possible combinations of bounding boxes was
created and checked if any fusions matched the initial sorted
ones in cycle iteration. This procedure performed through
checking the IOU between the fusion and original bounding
boxes. If the IOU is larger than a specific threshold (IOU
= 0.55 in their paper), then a formula was used to adjust
the coordinates and confidence scores of all the boxes in
the fused boxes list. The fusing calculation was described
in Figure 2.

Figure 2. Two boxes were fused into one box by the WBF algorithm.

The coordinates of the fused box were weighted sums of
the coordinates of the boxes that form it and were calculated
by the formula:

𝐵3
𝑥1 =

𝐵1
𝑥1 × 𝐶𝐵1 + 𝐵2

𝑥1 × 𝐶𝐵2
𝐶𝐵1 + 𝐶𝐵2

, (1)

𝐵3
𝑥2 =

𝐵1
𝑥2 × 𝐶𝐵1 + 𝐵2

𝑥2 × 𝐶𝐵2
𝐶𝐵1 + 𝐶𝐵2

, (2)

𝐵3
𝑦1 =

𝐵1
𝑦1 × 𝐶𝐵1 + 𝐵2

𝑦1 × 𝐶𝐵2
𝐶𝐵1 + 𝐶𝐵2

, (3)

𝐵3
𝑦2 =

𝐵1
𝑦21 × 𝐶𝐵1 + 𝐵2

𝑦2 × 𝐶𝐵2
𝐶𝐵1 + 𝐶𝐵2

. (4)

In which, the 𝐶𝐵1, 𝐶𝐵2 and 𝐶𝐵3 were confidence scores
for the corresponding boxes.

The new confidence score for the fused box was simply
the average confidence of all boxes that form it and was
computed by the formula:

𝐶𝐵3 =
𝐶𝐵1 + 𝐶𝐵2

2
. (5)

An example of WBF implementation is shown in Figure
3.

Figure 3(a) showed the images had two lesion areas,
and their labels had three overlapped bounding boxes that
became one box after applying the WBF technique in
Figure 3(b). The WBF algorithm performs better than other
ensemble algorithms and produce better data for the model,
the results will be presented in the experiment part. The

Figure 3. An implementation of the WBF algorithm on an original chest
x-ray image in a dataset. (a) the original one presented two lesion areas
annotated by overlapped bounding boxes, and (b) the one described two
lesion regions without overlapped bounding boxes after applying the WBF
algorithm.

main parameter of the WBF technique is the IOU threshold
that is inverse proportion to the number of merged boxes,
i.e., a large number of boxes are merged with decreasing
IOU. So, we have to investigate the performance of the
model with different IOU values to find the most suitable
IOU in conformity with each dataset.

The comparison to other methods we showed in the
experiment section. In addition, the chosen IOU thresholds
in the WBF are crucial because the number of bounding
boxes also affected the performance of the training model.
Therefore, we first investigated some IOU thresholds (0.4,
0.5, 0.6, and 0.7) for the dataset and finally found out that
the IOU threshold of 0.5 is the best for the number of
bounding boxes (see in the experiment section).

2. Data augmentation

Training deep learning models requires a massive volume
of data to ensure the well-generalized ability of the trained
model. Ideally, the training data should cover all possible
variations in reality. In practice, such a requirement is
impossible for both labeled and unlabeled data. One of
the most popular techniques for overcoming this limitation
is to apply data augmentation techniques in the training
process. Data augmentation uses image processing methods
to generate labeled data increase in size and diversity. The
augmentation methods consist of photometric distortion
and geometric distortion. In photometric distortion meth-
ods, new images are created by adapting brightness, hue,
contrast saturation, and noise. In contrast, in geometric
distortion methods, the images are generated by adjust-
ing rotation, flipping, random scaling, and cropping [13].
Besides, more complex image augmentations are used for
suitable objects to make the data more diverse as Mixup,
CutMix, or Mosaic [14]. The data augmentation not only
improves the generalization ability of the trained model but
also works as a regularization technique to help reduce over-
fitting in the training models [15].
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Chest X-ray images are in greyscale with two monochro-
matic color spaces, one is the lowest value of a pixel and
interpreted as white, and the other is as black. Moreover,
a lung pathology in chest x-ray images was annotated by
bounding boxes in different sizes and unclear distribution
of its location. In this work, we first adapted the hyper-
parameter of hue-saturation-value, horizontal flip, and
scale, then continued to tune the mosaic hyper-parameter to
achieve the best performance possible. Illustrations for data
augmentations used in this study, were shown in Figure 4.
In section IV, we conduct different experiments to examine
the effectiveness of data augmentation techniques for the
detection of lung pathologies in chest X-ray images.

Figure 4. An example of chest x-ray images was applied mosaic technique.

3. Object detection model

There are two branches of deep learning models for
general object detection tasks. The first one is two-stage
detectors which conduct the first stage of region proposal
generation, followed by the second stage of object clas-
sification and bounding box regression such as R-CNN,
Fast R-CNN, and Faster R-CNN [1]. This method generally
shows a high accuracy but has a disadvantage of a slow
detection speed and lower efficiency. The second one is
one-stage detectors, which extract object classification and
bounding box regression simultaneously without a region
proposal stage as the Yolov1, Yolov2, and SSD models [1].
This method generally has fast detection speed and high
efficiency but low accuracy. Different improvements have
been proposed to improve the basic models like Yolov3,
Yolov4 [1] and EfficientDet [17] to achieve better and better
model performance. The ResNet-50 was reported as the
best model for evaluating multi-label chest X-ray image
classification [9]. In the Yolov3 architecture, the feature ex-
tractor (Darknet53) consists of a convolution neural network

and five residual blocks that give more powerful feature
extraction for the phase of multi-labels image classification.
The head of the detector took inspiration from Feature
Pyramid Network [18] architecture which designed three
scales for the prediction in three different resolutions.
Additionally, Yolov3 uses many other helpful layers, such
as con-cat, rout, and skip, to pass related feature maps to
the head of the detector. It was an actual powerful model
with a total of 106 layers. The feature maps are stabilized
by a Spatial Pyramid Pooling (SPP) module [16] that was
set up in the Yolov3 architect before sending to the head
detector. The structure of the Yolov3 model with the SPP
module [16] shows in Figure 5.

The model was fast in the extreme and saw the entire
image during training and test time, so it implicitly encoded
contextual information about classes and their appearance.
The algorithm outperformed other top detection methods
and resulted in big public datasets such as Coco and Pascal
VOC [19]. It presented an impressive performance as a
premier algorithm in terms of speed and accuracy for
detecting and determining object coordinates compared to
the other models at that time. For the above reasons, we use
Yolov3 with SPP module [16] (Yolov3-spp) as a baseline for
the experiments on the chest X-ray dataset. The obtained
results in this experiment may be the same or better in
other object detection models depending on the thorough
investigation.

IV. EXPERIMENT

In this section, we evaluate the effectiveness of the
WBF algorithm in fusing locations of lungs abnormally
marked by domain experts on the same image data and
the effectiveness of the data augmentation technique in this
domain. We used the Yolov3-spp model described above
and conducted experiments on the VinDr-CXR chest X-
ray dataset. The dataset is divided into three sets with
ratios of 80%, 10%, and 10% for training, validation, and
testing, respectively. In the following sections, we describe
the experimental setup and the results in detail.

1. Dataset

In the public dataset, the VinDr-CXR [10] comprises
4.394 images of lung abnormalities annotated by 17 radio-
logical experts. Fourteen annotated lung diseases are Aor-
tic enlargement, Cardiomegaly, Atelectasis, Pneumothorax,
Consolidation, Infiltration, Lung Opacity, Pleural effusion,
Interstitial lung disease, Pulmonary fibrosis, Pleural thick-
ening, Nodule/Mass, Calcification, Other. The remaining
images of lung normalities can be used in training on other
deep-learning models. The information of bounding boxes
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Figure 5. The structure of Yolov3 with a spatial pyramid pooling (SPP) module [16].

TABLE I
THE BOUNDING BOXES ON THE LESION AREAS OF 14 LUNG

PATHOLOGIES IN THE VINDR-CXR DATASET.

Class names Number
of
bounding
boxes

Number of
overlapped
bounding
boxes of the
different labels

Number of
overlapped
bounding
boxes of the
same labels

Peumothorax 226 16 95
Atelectasis 279 194 47
Consolidation 556 372 121
Calcification 960 340 215
ILD 1000 300 272
Infiltration 1247 703 293
Other lesion 2203 209 367
Pleural effusion 2476 1300 708
Lung Opacity 2483 713 466
Nodule/Mass 2580 259 713
Pulmonary fibrosis 4655 1302 1291
Pleural thickening 4842 1488 788
Cardiomegaly 5427 2 3031
Aortic enlargement 7162 23 3785
Total 36,096 7221 12,192

and labels are provided by a metafile enclosed to the dataset
and shown in Table I.

Table I showed that the inconsistency in the annotation
of the lesion areas on chest X-ray images was at a high
rate. Some diseases, such as Pleural thickening, Pulmonary
fibrosis, Pleural effusion, or lung pathologies in minority
groups such as Atelectasis, Consolidation, and Calcifica-
tion, had a rate of labeling overlap on other diseases up to
50%. The inconsistency in annotation among radiologists
presented on not only the chest X-ray images with the
bounding boxes of many lung diseases in the same lesion
area but also many ones of the same lung disease at the
approximate locations (Figures 6(a) and 6(b)). In addition,
the bounding boxes of the same lung disease label had
different sizes and were distributed at different locations
inn the image (Figure 6(c)).

These are challenges for deep learning models, affecting
the model performance as well as the accuracy of the
model. We shall apply the Weighted Box Fusion technique
described in Section III to remove overlapping bounding
boxes on the same label at their approximate locations. In
addition, the number of images, the various sizes, and the
distribution of bounding boxes on the same lung disease
also affect the training model because it causes over-fitting
[15].

2. Performance Measurement and Evaluation

We evaluate the model performance through the MAP
(Mean Average Precision), which was the average of AP
(Average Precision) over the classes. AP was calculated for
each class by the formula:

𝐴𝑃 =

𝑘=𝑛−1∑︁
𝑘=0

[𝑅𝑒𝑐𝑎𝑙𝑙 (𝑘) − 𝑅𝑒𝑐𝑎𝑙𝑙 (𝑘 + 1)] ∗ 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛(𝑘),

(6)
where, 𝑅𝑒𝑐𝑎𝑙𝑙 (𝑛) = 0; 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛(𝑛) = 1 and 𝑛 = number
of thresholds. Then, the equation of MAP is:

𝑀𝐴𝑃 =
1
𝑛

𝑘=𝑛∑︁
𝑘=1

𝐴𝑃𝑘 , (7)

where, 𝐴𝑃𝑘 = the 𝐴𝑃 of class 𝑘; 𝑛 = number of classes. In
addition, Precision and Recall measure how accurate were
your predictions and how good you found all the positives,
respectively. They are defined by the formula:

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
𝑅𝑒𝑐𝑎𝑙𝑙 =

𝑇𝑃

𝑇𝑃 + 𝐹𝑁
, (8)

where, 𝑇𝑃 (true positive) metric presented the times of
a positive sample that were correctly classified. 𝐹𝑃 (False
Positive) metric indicated the times of a negative sample
were incorrectly classified as positive ones. 𝐹𝑁 (False
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Figure 6. Chest x-ray images described the complexity of radiologists’ annotations on lesion areas in the VinDr-CXR dataset.

Negative) metric gave the times of a positive sample were
incorrectly classified as negative. The model was highly
evaluated if both precision and recall were high. So, a
metric called 𝐹1 score was used to measure the balance of
precision and recall, which was calculated by the equation:

𝐹1 = 2 ∗ 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙

. (9)

The value of F1 was high meant that the precision and
recall were high. Otherwise, the precision and recall were
imbalanced.

3. Experiment results

We first applied the WBF algorithm to merge the bound-
ing boxes of the same label in the chest X-ray dataset to
create a new dataset. The chosen threshold of IOU in this
algorithm was also crucial because it decided the reduction
of the number of bounding boxes in the dataset after
merging. The model performance was negatively affected
if reducing the bounding boxes so many. Therefore, we
investigated several IOU thresholds (0.4, 0.5, 0.6, and 0.7)
and then implemented them in the model to find the best
threshold for the algorithm. The results showed in Figure
7.

Figure 7. The performance of training model in some IOU thresholds of
the WBF algorithm.

TABLE II
THE ORIGINAL DATASET AND THE NEW DATASET AFTER APPLYING

THE WBF ALGORITHM FOR EXPERIMENT ON THE MODEL.

Dataset
Train Validation Test

Images Bounding
boxes

Images Bounding
boxes

Images Bounding
boxes

Before WBF 3861 28857 477 3731 496 3948

After WBF
at IoU
threshold of
0.5

3861 19236 478 2461 495 2647

In Figure 7, the IOU threshold of 0.5 in the WBF
algorithm in the dataset brought the best MAP for the
training model. It also implied that the merged bounding
boxes at the IOU threshold of 0.5 would produce the
most accurate boxes for the model. Then, we set up two
datasets for experiments on the Yolov3-spp model. One was
a dataset with original bounding boxes, and the other was a
new dataset with bounding boxes that were applied by the
weighted box fusion technique at the IOU threshold of 0.5.
The two datasets are shown in Table II.

Besides, we first adapted hyperparameters of hue-
saturate-value, scale, and fliplr augmentations and obtained
their values of 0.5 appropriate for this dataset, we also used
transfer learning from the Microsoft Common Objects in
Context [20]. The experiment results are shown in Table
III.

Table III showed that the performance of Yolov3-spp
using the WBF dataset improved better than that using
the original dataset. For the train set, the MAP increased
from 0.320 to 0.388, and F1 scores increased from 0.36
to 0.43. The MAP and F1 scores on WBF data are also
better than those on the original data. These expected results
depended on the metrics of precision and recall, which
were calculated on the confusion matrix of three parameters
(𝑇𝑃, 𝐹𝐵, 𝐹𝑁) that presented the correct or incorrect
classification of the model to lung lesion classes in the
dataset. So, it was undoubted that the WBF algorithm has
efficiency on the chest x-ray dataset and the model reduced
its confusion during the training and testing. Therefore, the

6
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TABLE III
THE EXPERIMENT RESULTS OF TWO MODELS, ONE IS ON THE ORIGINAL DATASET AND OTHER IS ON THE NEW DATASET WHICH WAS APPLIED BY

THE WBF ALGORITHM AT THE IOU THRESHOLD OF 0.5.

Models
Validation Test

P R MAP F1 score P R MAP F1 score

Yolov3-spp with original dataset, basic aug-
mentations

0.43 0.31 0.320 0.36 0.37 0.32 0.290 0.34

Yolov3-spp with WBF dataset, basic aug-
mentations

0.50 0.40 0.388 0.43 0.35 0.45 0.351 0.39

TABLE IV
PERFORMANCE COMPARISON BETWEEN THE NMS AND WBF ALGORITHMS.

Models
Validation Test

P R MAP F1 score P R MAP F1 score

NMS 0.45 0.39 0.357 0.41 0.35 0.42 0.331 0.38

WBF 0.50 0.40 0.388 0.43 0.35 0.45 0.351 0.39

model performance is increasingly improved.

Moreover, we also used the non-maximum suppress
(NMS) algorithm [20] to compare to the weighted box fu-
sion (WBF) one [12] in the processing of overlap bounding
boxes of the same label problem in the dataset. In practice,
the NMS algorithm was often used for the final prediction
to output bounding boxes of an object detection model
[12]. At first, we carried out to implement the NMS and
WBF techniques to create two separate datasets at the IOU
threshold of 0.5. The implementation of two algorithms was
described in Figure 8.

In Figure 8(b), a chest x-ray image presented three
bounding boxes of Cardiomegaly labels occurring at an area
and the same to Aortic enlargement lesion. The coordinates
of their bounding boxes were described under the image.
In Figure 8(a), a bounding box coordinate of Cardiomegaly
and one of Aortic enlargement are left after applying
the NMS algorithm, while a bounding box coordinate of
Cardiomegaly and one of Aortic enlargement are averaged
from the original ones in Figure 8(c). To find out the effect
of two techniques on the dataset, we set up two new datasets
at the IOU threshold of 0.5 for NMS and WBF, respectively,
which were then experimented on the Yolov3-spp model.
The results are shown in Table IV.

Table IV shows that the WBF technique’s model perfor-
mance was better than the one on NMS. It implied that
the merging bounding boxes of WBF gave more accurate
bounding boxes than the suppressing ones of the NMS
technique.

On the other hand, data augmentation is always the first
step to promote the diversity of images for the models.
However, it is not a crucial factor to give better solutions
because the wrong application of data augmentation may
bring negative results. So, it is necessary to analyze the

characteristics of the datasets thoroughly to use suitable
augmentation methods for the dataset. In this chest x-ray
dataset, the analysis showed us that more than half of the
images in the dataset have a distribution of lesion areas in
low and sparseness. The number of images, which had a
sparse distribution of lesion labels, were described in Table
V. Mosaic augmentation is quite suitable to apply for this
kind of image because the technique combines more than
one image into an image to create a broad view of images
and diversity of data [14]. The mosaic images brought
an extensive view of a scene instead of a single view.
Hence, they gave comprehensive, diverse observations in
a manner of an image created by the union of four images
randomly. The hyperparameter of mosaic augmentation was
specified by adjusting several parameters of probability in
the range of 0.1:1. The parameter investigation gave us the
best value of 0.7 in combination with the WBF dataset,
which meant that the mosaic technique used 70% of images
in the dataset. The results of training and testing showed in
Table VI.

TABLE V
THE NUMBER OF IMAGES HAD A SPARSE DISTRIBUTION OF LESION

LABELS.

The number of images 207 632 722 580

The number of lesion areas on
each image

1 2 3 4

In Table VI, the dataset created from the WBF technique
and included the mosaic augmentation was then trained and
tested on the Yolov3-spp model. The MAP and 𝐹1 scores in
the train set and test set gave us better results than those in
the original dataset. The last model performance achieved
the MAP of 0.418 on the train set and 0.385 on the test
set when F1 scores obtained 0.45 for training and 0.42 for
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Figure 8. Illustration of the differences between WBF and NMS: (a) The NMS keeps one bounding box that has the largest intersection with the
remaining boxes; (b) The original abnormality locations marked by three doctors; (c) The WBF harmonizes the locations by averaging all the bounding
boxes;

TABLE VI
THE EXPERIMENT RESULTS OF THE THREE MODELS.

Models Validation Test
P R MAP F1 score P R MAP F1 score

Yolov3-spp with original dataset, basic augmenta-
tions

0.43 0.31 0.320 0.36 0.37 0.32 0.290 0.34

Yolov3-spp with WBF dataset, basic augmentations 0.50 0.40 0.388 0.43 0.35 0.45 0.351 0.39
Yolov3spp with WBF dataset, basic augmentations,
and mosaic augmentation

0.49 0.45 0.418 0.45 0.39 0.46 0.385 0.42

testing. The results are high for this challenging dataset,
especially since the values between precision and recall in
training are high and not too far from each other, and as a
result, 𝐹1 scores were high, too. This meant the imbalanced
classes were significantly mitigated.

V. CONCLUSION

In this paper, we investigated the data limitation and an-
notation inconsistency problems in detecting abnormalities
from chest X-ray images. Based on intensive experiments
on a publicly available dataset, we show that the WBF
algorithm effectively solves the overlapping bounding boxes
of the same disease label due to the inconsistency among
radiological experts. WBF is also more effective than other
methods like NMS or without processing the differences in
disease locations.

Overall, the quantity and quality of data used in deep
learning models are still major and popular challenges,
especially in the chest X-ray image domain. It requires
non-stop improvement in deep learning methods and the
artificial intelligence field in the future during data analysis

and pre-processing play a key role therein. In the future, we
will continue to find more solutions to solve the remaining
challenges in this field.
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Abstract: Maximum clique graph problem is a combinato-
rial optimization that applies science and engineering such as
social networks, telecommunication networks, bioinformatics,
etc. Maximum clique is a problem of class NP-hard. There
are many approaches for solving the maximum clique graph
problem such as algorithms to find the exact solutions,
heuristic algorithms, metaheuristic algorithms, etc. In this
paper, we survey the approach for solving the maximum clique
graph problem in the direction of metaheuristic algorithms
and evaluate the quality of these research based on the
experimental data system DIMACS. This survey can be useful
for further research on maximum clique graph problems.

Keywords: maximum clique problem, social networks, heuristic
algorithm, metaheuristic algorithm, DIMACS, soft computing.

I. INTRODUCTION

1. Definitions

This section presents some basic definitions for the
maximum clique problem [42, 44].

Definition 1: Clique
Given a connected undirected graph 𝐺 = (𝑉, 𝐸); where

𝑉 is the vertex set and 𝐸 is the edge set. The vertex set
𝐶 ⊆ 𝑉 is said to be a clique of the graph 𝐺 if every pair
of vertices (𝑢, 𝑣) in 𝐶 is an edge in the set 𝐸 ; i.e. vertices
belonging to the clique will be the vertices of a complete
graph.

The number of vertices (also called the size) of a clique
is denoted by |𝐶 |. If a clique 𝐶 contains vertex 𝑣 then
|𝐶 | ≤ 𝑑𝑒𝑔(𝑣) +1; where 𝑑𝑒𝑔(𝑣) is defined as the degree of
vertex 𝑣.

Definition 2: Maximal Clique
𝐶 is said to be a maximal clique of a graph 𝐺 if 𝐶 is

a clique and 𝐶 does not belong to any other clique of a
graph 𝐺 that has more vertices than it does.

Definition 3: Maximum clique
𝐶 is said to be a maximum clique of a graph 𝐺 if 𝐶 is

a clique and 𝐶 has the most vertices among the cliques of

𝐺. The number of vertices of maximum cliques in a graph
𝐺 is denoted by 𝜔(𝐺) and it is called the clique index of
the graph 𝐺.

A maximum clique is a maximal clique; however a
maximal clique is not necessary in a maximum clique.
A graph can have multiple cliques of the same size as
maximum cliques.

Definition 4: The maximum clique problem

Given a connected undirected graph 𝐺 = (𝑉, 𝐸); where
𝑉 is the vertex set and 𝐸 is the edge set. The problem
of finding maximum clique (Maximum Clique Problem
- MCP) is the problem of finding a maximum clique in
a given graph. In the general case, the proven maximum
clique problem belongs to the NP-hard class [23, 44].

If 𝐺 = (𝑉, 𝐸) is an unweighted graph, then 𝜔(𝐺)
=max{|𝐶 |: 𝐶 is a clique of the graph 𝐺}. If 𝐺 = (𝑉, 𝐸) is
a weighted graph (on vertex), then the size of the largest
clique 𝐶 (clique weight) of 𝐺 denoted 𝑤(𝐶) is equal to the
sum of the weights vertices of 𝐶; then 𝑤(𝐺) =max{|𝐶 |: 𝐶
is a clique of the graph 𝐺} [11, 37, 39]. In the scope of
this paper, we only consider the maximum clique problem
in the case of unweighted connected undirected graphs.

Example:

Given a connected undirected graph with 9 vertices and
28 edges shown in Figure 1; a maximum clique found for
this graph is the vertices {1,2,4,5,7,8}.

Figure 1. Graph illustration and a maximum clique with vertices
{1,2,4,5,7,8}
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2. Application of maximum clique problem

The MCP problem can be applied in a number of the
fields of science and engineering; such as social networks,
telecommunications networks, bioinformatics, scheduling
[2, 8, 18, 36, 48].

For example, in a social network: each member can
connect with one or other members (the connection criteria
could be the same interests, for example). The problem is
to find a community which has most members (or to find a
community with k-members) and each member in this has
a (direct) connection to all other members.

In networks: Finding and collecting information about
calls, call frequency, groups of callers with high association
is important because it is possible to evaluate customer
patterns and optimize system performance.

In bioinformatics: The maximum clique algorithm is used
to find the community for biological networks, the problem
of chemical molecular structure matching.

3. Some studies related to the MCP problem

The MCP problem has been interested by many research
groups [1, 12, 13, 21, 22, 25, 34, 51, 52]; These studies
can be divided into three approaches:

The first direction is algorithms to find the exact solu-
tion with branching algorithms [3, 19, 23, 27], dynamic
programming algorithms [33, 44]. The advantage is to find
the exact solution. However, it can only solve problems
with small graphs. In addition, this approach is also an im-
portant basis for evaluating the accuracy of approximation
algorithms. Correctly solving the MCP problem is a big
challenge in combinatorial optimization theory [8, 42, 44].

The second direction is heuristic algorithms. Heuristic
algorithms refer to specific experiences for finding a so-
lution to a particular optimization problem. The heuristic
algorithm usually finds an acceptable solution in the given
time, but it is not certain that it is the exact solution; even
heuristic algorithms are unlikely to be efficient on all data
types for a particular problem. The outstanding advantage
of heuristic algorithms in solving MCP problems is the fast
running time [6, 14, 16, 18, 36, 42, 50]. The result of the
heuristic algorithm can be used as the branching condition
in the branching algorithms.

The third direction is metaheuristic algorithms. The
metaheuristic algorithm uses many heuristics combined
with auxiliary techniques to explore the search space; The
term "metaheuristic" often refers to individual algorithms
such as local search algorithm, simulated annealing al-
gorithm, tabu search algorithm, etc. or population algo-
rithms such as Genetic Algorithm (GA), Particle Swarm
Optimization (PSO), Ant Colony Optimization (ACO), bee

swarm algorithm, bat swarm algorithm, etc. Metaheuristic
algorithm belongs to the class of optimal search algorithms.
Some typical publications solving the MCP problem in this
direction are the local search algorithm [10, 15, 20, 41, 43],
the tabu search algorithm [33], the variable neighborhood
search algorithm. [32], genetic algorithm [7, 33, 40], bee
swarm algorithm [9, 45], ant colony optimization algorithm
[24, 38], etc. Until now, metaheuristic approach to solving
the MCP problem gives the best solution quality among the
approaches to approximate solving the MCP problem.

In this paper, we will examine the approach to solving
the maximum clique problem mainly in the direction of
metaheuristic algorithms. We evaluate the quality of these
studies based on standard experimental data system DI-
MACS [4].

II. METAHEURISTIC ALGORITHM SOLUTION OF
OPTIMIZATION PROBLEM

1. General diagram of metaheuristic algorithms to
solve optimization problems

General diagram of metaheuristic algorithms to solve
optimization problems includes the following steps [30, 46,
47].

1 Initialize the initial solution (the solution can be an
individual/or a population);

2 Define reinforcement strategies;
3 Define diversification strategies;
4 Calculate the fitness for each solution;
5 while (stopping condition is not satisfied)
6 {
7 Implement reinforcement strategies;
8 Implement diversification strategies;
9 Update best solution;

10 }
11 Return the best solution found;

2. Initialize the original solution

In metaheuristic algorithms, the initial solution is initial-
ized randomly or according to one or several individual
heuristics of the problem. Generally, the initial solution is
randomly initialized to increase the diversity of the solution
instances.

3. Solution intensification Strategy

The primary purpose of intensifiction is to explore deeper
regions of the potential solution space in the hope of finding
better quality solutions. The intensification strategy is usu-
ally implemented by applying the search strategy towards
the best neighbor. To be more specific, if the intensification
is too high, it can cause premature convergence problems;
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local optimal solutions are found to be highly skewed or
meaningless; conversely, if the intensification is too low,
convergence will be slow.

Solution Intensification is often performed based on
neighborhood search strategies. Depending on the char-
acteristics of the problem, different neighborhood search
methods can be applied. The intensification strategy is used
throughout the course of the algorithm.

4. Solution diversification strategy

Regarding the purpose of diversifiction, it is to explore
new regions of the search space to avoid the search falling
into the local optimization trap. It is usually accomplished
through the use of randomness and can be combined with a
number of heuristics specific to each problem. Particularly,
if the diversification is too high, there will be many regions
of the solution space that are randomly mined, thereby
slowing down the convergence of the algorithm; On the
contrary, if the diversity is too low, the space of solutions
to be explored will be limited, therefore the solutions found
tend to converge locally or make no sense.

When a solution is given successive neighborhood
searches in some ways, after a number of iterations, the
quality of the solution will no longer improve. If you
continue to search for neighbors in that direction, it will
not be possible to upgrade the quality of the solution.
Diversification strategy is often used when the quality of the
existing solution is not improved after a specified number
of iterations.

A metaheuristic algorithm is considered efficient if it is
capable of generating a variety of solutions for efficient
mining of the search space. At the same time, it also needs
to be able to effectively enhance the neighborhood search
around good solutions. Reinforcement and diversity are two
somewhat opposing components, utilizing the combination
between them is the key to the success of any metaheuristic
algorithm [28–30, 46, 47].

5. Stop conditions of metaheuristic algorithms

There are many stopping conditions that have been ap-
plied in metaheuristic algorithms. Normally, three of them
are used: first, the best found solution of the problem does
not improve after a predetermined number of iterations;
second, the number of iterations of the algorithm reaches a
predetermined value; third, the algorithm runs for a prede-
termined amount of time (these parameters are suggested
from the parameter experiment).

6. Criteria for evaluating the quality of metaheuristic
algorithms

Metaheuristic algorithms are often evaluated based on the
quality of the solution (the goodness of the solution) and
the corresponding computational time to get that solution
through experimenting on the standard datasets (bench-
marks) of the problem.

The criterion for evaluating the quality of the solution is
recorded as the best value (and possibly the mean and the
standard deviation value) after a number of runs for each
data set.

The time criterion can be assessed indirectly through
the number of solutions examined. Currently, the work
of Jack J. Dongarra [17] is often used to compare the
computation time of algorithms on computers with dif-
ferent configurations. This work uses the unit of measure
Mflop/s (Million Floating-point Operations Per Second –
million floating point operations per second) to measure
the performance of computers. The results of the study
are tables of speed data measured in Mflop/s for each
computer configuration. Using these dashboards we don’t
need to reinstall someone else’s algorithm. Comparative
computation time of algorithms on computers with different
configurations is approximate; However, these time com-
parison tables provide an essential reference view of the
computation times of the algorithms.

III. SURVEYING SOME METAHEURISTIC
ALGORITHMS TO SOLUTION MAXIMUM CLIQUE

1. Experimental data

We chose to investigate algorithms to solve the MCP
problem with 37 datasets in the DIMACS experimental
data system [4]; as detailed in Table I. In DIMACS graphs
have the number of vertices in the range 125 to 4000 and
the number of edges in the range 6963 to 5506380. The
MCP problem was a big challenge for the research teams.
The goal of studying the approximate solution of the MCP
problem is to improve the quality of the solution and the
running time corresponding to the quality of that solution.

Table I has the following structure: The first column
(Instance) is the names of the data sets in the standard
experimental data system DIMACS, the next columns
NODES, EDGES, DEGREE𝑚𝑖𝑛, DEGREE𝑚𝑎𝑥 and Best
known record the information respectively: the number of
vertices, the number of edges, the number of minimum
degrees, the maximum number of degrees of the vertices of
the graph, the best known clique size of the graph (this is
the best record updated on the experimental record update
websites for the MCP problem [4, 5] to 2018). For data
sets where the found record is already the optimal solution,
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TABLE I
EXPERIMENTAL DATA SETS IN DIMACS SYSTEM

Instance NODES EDGES DEGREE𝑚𝑖𝑛 DEGREE𝑚𝑎𝑥 Best known
C125.9 125 6963 102 119 34*
C250.9 250 27984 203 236 44*
C500.9 500 112332 431 468 57
C1000.9 1000 450079 868 925 68
C2000.9 2000 1799532 1751 1848 80
DSJC1000_5 1000 499652 447 551 15*
DSJC500_5 500 125248 220 286 13*
C2000.5 2000 999836 919 1074 16
C4000.5 4000 4000268 1895 2123 18
MANN_a27 378 70551 364 374 126*
MANN_a45 1035 533115 1012 1031 345*
MANN_a81 3321 5506380 3280 3317 1100
brock200_2 200 9876 78 114 12*
brock200_4 200 13089 112 147 17*
brock400_2 400 59786 274 328 29*
brock400_4 400 59765 275 326 33*
brock800_2 800 208166 472 566 24*
brock800_4 800 207643 481 565 26*
gen200_p0.9_44 200 17910 165 190 44*
gen200_p0.9_55 200 17910 164 190 55*
gen400_p0.9_55 400 71820 334 375 55*
gen400_p0.9_65 400 71820 333 378 65*
gen400_p0.9_75 400 71820 335 380 75*
hamming10-4 1024 434176 848 848 40*
hamming8-4 256 20864 163 163 16*
keller4 171 9435 102 124 11*
keller5 776 225990 560 638 27*
keller6 3361 4619898 2690 2952 59
p_hat300-1 300 10933 23 132 8*
p_hat300-2 300 21928 59 229 25*
p_hat300-3 300 33390 168 267 36*
p_hat700-1 700 60999 75 286 11*
p_hat700-2 700 121728 157 539 44*
p_hat700-3 700 183010 408 627 62
p_hat1500-1 1500 284923 157 614 12*
p_hat1500-2 1500 568960 335 1153 65
p_hat1500-3 1500 847244 912 1330 94

the clique size in the corresponding Best known column is
marked with *.

Through the survey of the experimental data sets in Table
I, we realize that: The graphs in the DIMACS system are
all thick graphs [26], there is no graph with vertices of
order smaller than the size of the clique found, obtained by
known greedy algorithms. Therefore, the graph reduction
in the direction uses a greedy algorithm to find a maxi-
mum clique; then traversing the vertices of the graph and
removing vertices of order less than the size of maximum
clique is not feasible.

2. Experimental results

The quality of the algorithms is noted to solve the
MCP problem on the DIMACS data system as shown in
Table II; in which the first column (Instance) records the
names of the data sets in the DIMACS system, the next
two columns Heu1, Heu2 record the record of heuristic
algorithms found [31], the GEN column records the Genetic

algorithm record by Elena marchiori [10], the HGAMC
column records Bo Huang’s algorithm [7], the ANT column
records the ant swarm optimization algorithm of Serge
Fenet and Christine Solnon [38], the KLS column records
the algorithm’s record by Kengo Katayama et al. [20], the
PLS column records the algorithm record of Wayne Pullan
et al. [43], the BLS column records the algorithm record
of Una Benlic and Jin-Kao Hao [41], the Heu column
algorithm record of Bharath Pattabiraman et al. [6], ICA
column record algorithm of Golkar Mohammad Javad et
al. [14], column RDMC record algorithm of Ricardo C.
Correa and associates [35], VNS column records the record
of variable neighborhood search algorithm [32]. In some of
the above works, if we do not experiment with certain data
sets, in the corresponding cells we will record the value -.

3. Evaluation of experimental results

From the experimental results in Table II above, we
have the following evaluation comments: With the heuristic
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TABLE II
ACHIEVEMENTS ACHIEVEMENTS OF ALTERNATIVES WHEN EXPERIENCE WITH DIMACS SYSTEM

Instance Heu1 Heu2 GEN HGAMC ANT KLS PLS BLS Heu ICA RDMC VNS
C125.9 34 34 34 - 34 34 - 34 - 34 - 34
C250.9 42 43 44 - 44 44 - 44 - 43 44 44
C500.9 53 54 56 - 56 57 57 57 - 54 - 57
C1000.9 60 64 66 - 67 68 68 68 - 66 - 68
C2000.9 66 62 72 - 73 77 78 80 - - - 77
DSJC1000_5 13 14 14 - 15 15 15 - - 14 15 15
DSJC500_5 13 13 13 - 13 13 - - - 13 13 13
C2000.5 14 16 15 - 15 16 16 16 - - - 16
C4000.5 16 16 16 - 16 18 18 18 - - - 18
MANN_a27 126 125 126 126 126 126 126 126 125 126 126 126
MANN_a45 343 342 343 339 341 345 344 342 341 341 345 345
MANN_a81 1096 1096 1097 - 1092 1100 1098 1094 - - - 1096
brock200_2 11 12 12 - 12 11 12 12 10 12 - 12
brock200_4 16 17 16 - 17 16 17 17 14 17 - 17
brock400_2 24 24 24 - 29 25 29 29 20 27 29 29
brock400_4 24 33 25 - 33 25 33 33 22 31 33 33
brock800_2 19 20 20 - 21 21 24 24 18 24 24 24
brock800_4 19 19 20 - 20 21 26 26 17 24 26 26
gen200_p0.9_44 38 42 44 - 44 44 - 44 - 44 44 44
gen200_p0.9_55 43 51 55 - 55 55 - 55 - 54 - 55
gen400_p0.9_55 50 50 55 - 55 53 55 55 - 52 55 55
gen400_p0.9_65 48 50 65 - 65 65 - 65 - 63 65 65
gen400_p0.9_75 52 54 75 - 75 75 - 75 - 71 - 75
hamming10-4 34 33 40 - 40 40 - 40 - 40 - 40
hamming8-4 16 16 16 - 16 16 - 16 16 16 - 16
keller4 11 11 11 11 11 11 - 11 11 11 - 11
keller5 23 27 27 27 27 27 - 27 22 27 - 27
keller6 43 49 55 55 56 57 59 59 45 - - 59
p_hat300-1 8 8 8 8 8 8 - 8 8 8 - 8
p_hat300-2 25 25 25 - 25 25 - 25 24 25 - 25
p_hat300-3 35 35 36 - 36 36 - 36 26 36 36 36
p_hat700-1 11 11 11 11 11 11 - 11 9 11 - 11
p_hat700-2 44 43 44 - 44 44 - 44 26 44 44 44
p_hat700-3 60 62 62 - 62 62 - 62 - 62 62 62
p_hat1500-1 11 11 11 12 11 12 12 12 - 12 12 12
p_hat1500-2 64 53 65 - 65 65 - 65 - 63 - 65
p_hat1500-3 91 70 94 - 94 94 - 94 - - - 94

algorithms Heu1 [31], Heu2 [31] and Heu [6], the Heu2
algorithm is better or equivalent to the Heu algorithm up
to 94.1%; Heu2 algorithm is 100.0% better or equivalent
to Heu algorithm on 17 data sets where all three of these
algorithms have published results.

With algorithms GEN [10], ANT [38], KLS [20], VNS
[32], Heu1 [31], Heu2 [31] when experimenting on all 37
datasets in DIMACS [4], the algorithms GEN, ANT, KLS,
VNS, Heu1, Heu2 calculations achieved 59.5%, 70.3%,
75.7%, 94.6%, 24.3%, 35.1%, respectively compared with
the best known results (ie compared with the Best known
column in Table I above).

4. Discuss on running time of algorithms

We also recorded the running times of several algorithms:
The running times of the Local search algorithm [15] and
the neighborhood search algorithm varied [32] across 10
representative datasets for each data group. as shown in
Table III; where the time_LS_MCP column records the time

of a run as published [11]; the time_VNS_MCP column
records the time of a run as published [32].

The work [32] also tested the dynamic programming
algorithm on 37 datasets in the DIMACS system with
the program source file published at [49]; in which only
11 data sets give results after 7200 seconds; namely,
the datasets C125.9, keller4, brock200_2, brock200_4,
gen200_p0.9_55, hamming8-4, p_hat300-1, p_hat300-2,
DSJC500_5, p_hat700-1, p_hat1500-1. Finding the right
algorithms to solve these data sets is a challenge for current
MCP research teams.

IV. CONCLUSION

In this paper, we have presented some empirical investi-
gations on the maximum clique problem, the metaheuristic
approaches to solve the maximum clique problem and a
standard experimental data system consisting of 37 data
sets. We have surveyed and compared the results of some
heuristic and metaheuristic algorithms to solve maximum
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TABLE III
PROGRAM RUNNING TIME TO PERFORMANCE DATA SET (IN SECONDS)

Instance time_LS_MCP time_VNS_MCP
C125.9 5.12 1.34
DSJC1000_5 10.35 5.98
MANN_a27 14.55 20.18
brock400_2 5.03 4.86
gen200_p0.9_44 10.82 3.20
hamming8-4 18.23 1.08
keller4 15.08 0.75
p_hat300-1 3.46 0.61
p_hat700-1 15.36 2.27
p_hat1500-1 123.34 6.42

clique. The heuristic algorithms give acceptable results
in fast time, while the metaheuristic algorithms give the
solution with the best quality known but much slower time.
We also investigated the running time of some algorithms
on this standard experimental data system. The results of
the other surveys and surveys in this paper can be a source
of reference information for further studies to solve the
maximum clique problem.
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Abstract: Image retrieval with traditional relevance feed-
back encounters problems: (1) ability to represent hand-
crafted features which is limited, and (2) inefficient with
high-dimensional data such as image data. In this paper,
we propose a framework based on very deep convolutional
neural network autoencoder for image retrieval, called AIR
(Autoencoders for Image Retrieval). Our proposed framework
allows to learn feature vectors directly from the raw image
and in an unsupervised manner. In addition, our framework
utilizes a hybrid approach of unsupervised and supervised
to improve retrieval performance. The experimental results
show that our method gives better results than some existing
methods on the CIFAR-100 image set, which consists of 60,000
images.

Keywords: image representations, CNNs, autoencoder, rele-
vant feedback.

I. INTRODUCTION

Content-based image retrieval aims to find similar images
through image content analysis. Hence image representa-
tions and similarity measurements become important to it.
In order that image retrieval is robust to geometrical and
visual changes, the similarity between images is calculated
based on the content of the images. The content of the
images such as color, texture, shape, etc. is represented
in the form of a feature descriptor [1]. The similarity
between the feature vectors of the corresponding images
is referred to as the similarity between the images. There-
fore, the performance of any content-based image retrieval
method also depends on the representation of the image’s
features. Any feature representation method is expected
to be discriminatory, strong, and low-dimensional. Many
feature representation methods have been studied to calcu-
late the similarity between two images for content-based

image retrieval. Feature representation using visual cues
of manually selected images based on need [2–6]. These
approaches are also referred to as hand-crafted feature
descriptions. Moreover, in general, these methods are unsu-
pervised learning because they do not need data to design
the feature representation method. Hand-crafted features for
image retrieval is a very active research area. However, its
performance is limited because the hand-designed features
cannot represent the image properties in a precise way [7].

For the last decade, we have seen the shift of feature
representation from manual design to a learning-based
approach, especially with the emergence of deep learning
[8, 9]. In this shift, learning based on convolutional neural
networks has replaced traditional hand-designed feature
representation. Deep learning is a technique for learning
abstract features from data that are important for applica-
tions and data sets [10]. Depending on the type of data
to be processed, different architectures have emerged such
as artificial neural networks, multilayer perceptrons [11].
Convolutional Neural Networks (CNNs) for image data
[12, 13] and Recurrent Neural Networks (RNNs) for time
series data [14]. Progress has been made for image retrieval
using the power of deep learning [15, 16].

Deep learning progressions are supervised and would be
difficult to apply to a problem with a small number of
labeled samples such as an image retrieval problem with
relevance feedback. In this problem, the number of user’s
feedback samples is quite limited. From the perspective of
unsupervised deep learning, Hinton and Krizhevsky [17]
proposed an autoencoder algorithm with application for
image retrieval, which was then used for a number of
other tasks such as face alignment [18]. When we train
an autoencoder deep neural network, it does not require
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labeled samples. An autoencoder can be thought of as
a multilayer sparse coding network. Each node in the
autoencoder network can be viewed as a prototype of
the object image. From the bottom to the top layer, the
prototype contains rich semantic information and becomes
a better representation. After the autoencoder network is
learned, the weights obtained by image reconstruction are
based on the prototype, which are used as features for
image retrieval and matching. Because the autoencoder
can adaptively learn features when training, it can get an
extremely good for image retrieval.

However, the image retrieval methods, using the above
autoencoder, face the problem of poorer feature discrim-
inability. The reason is models are often trained for classi-
fication while image retrieval needs to learn features for
matching. Besides, these methods also lose information
due to feature quantification [19]. Furthermore, deep neural
networks suffer from the problem of vanishing/exploding
gradients and computational complexity. Because autoen-
coders have multiple convolutional and deconvolutional
layers, information is lost and performance is degraded
when reconstructing images.

To overcome the above limitations, in this paper, we
propose a semi-supervised framework based on convolu-
tional neural network autoencoder for image retrieval with
relevance feedback (AIR). This framework overcomes two
problems: (1) the ability to distinguish the poor features
of the previous methods because we integrate the relevance
feedback mechanism and ranking via the SVM support vec-
tor machine, and (2) solve the problem of vanishing/explod-
ing gradients and computational complexity through the use
of shortcut connections in the autoencoder architecture and
make it possible to use very deep autoencoders.

This article is organized as follows. We briefly review
related work in section II. Section III presents our proposed
method. Finally, the experimental results are described in
section IV. Conclusions are made in section V.

II. RELATED WORK

Through supervised learning, data is passed from the
input to the top layer for prediction. By minimizing the
value of the cost function between the target value and the
predicted value, the back-propagation algorithm is used to
optimize the parameters that connect each pair of layers.
Specifically, CNN [12] is a neural network-based transform,
which is used to represent features through supervised
learning. CNN is often performed in image analysis, speech
recognition [20] and text analysis,.... Especially in image
analysis, CNN has achieved great success such as face

recognition [21], scene analysis [22], cell segmentation
[23], and brain injury segmentation [24, 25].

In unsupervised learning approaches, unlabeled data is
used to learn features, while a small amount of labeled
data is used to tune the parameters, such as the Restricted
Boltzmann Machine (RBM) [26], Deep Belief Network
(DBN) [27], autoencoders [28] and stacked autoencoders
[29]. Kumar et al have proposed an autoencoder approach
for unsupervised feature learning [30]. Kalleberg et al.
proposed a convolutional autoencoder approach to image
analysis [31]. Li et al. have designed an RBM-based
approach for classification [32].

Autoencoders were developed to learn efficient features
for image content representation. It exploits a neural net-
work to learn the representations of a given sample in
order to minimize the reconstruction error. Feature learning
with unsupervised learning algorithms that reconstruct input
samples based on predefined rules. Autoencoder [33] can
learn representative features to reconstruct input samples
with minimal reconstruction error. Autoencoders are uti-
lized to combine sounds (audio) and lyrics for musical
mood classification [34]. Autoencoders and their variants
have also been applied to multimodal representation learn-
ing [35, 36]. The authors in [17] proposed an autoencoder
network to learn the latent representation between textual
and visual content, minimizing the correlation error be-
tween the latent representations of the two methods. The au-
thors in [37, 38] took advantage of a denoising autoencoder
to learn representative features in an unsupervised way and
applied it to train dominant detection models from raw
image data. However, these methods face the problem of
poorer discriminant ability of features because models are
often trained for classification while image retrieval needs
to learn features for matching. Besides, these methods
also lose information due to feature quantification [19].
In addition, these methods do not take advantage of the
very deep architecture of neural networks and their training
process converges slowly.

III. PROPOSED METHOD

Figure 1 shows the proposed framework. Our method has
three components. The first component is the unsupervised
training of a very deep neural network autoencoder on a
subset of the image set. The second component is to apply
the learning model from the first component encoder to
extract low-dimensional features from the database image
set. Note here that both the first and second components
are taken offline. The third component is to retrieve images
that are similar to the query image based on the relevance
feedback. The very deep convolutional neural network
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model autoencoder is trained on a subset of the database
image set. In this case, we use the CIFAR-100 image set.

1. Learning image representations with a very deep
convolutional neural network autoencoder

This section describes the very deep convolutional neural
network architecture autoencoder and training parameters.

A supervised approach is available for data-driven fea-
ture learning, when the connection weights are updated
through a back-propagation algorithm. Compared with the
supervised learning approach, the unsupervised learning
approach can directly receive unlabeled input data, reducing
the labor for labeling. Autoencoder extracts output data to
reconstruct input data, and compares input data with origi-
nal input data. After a number of iterations, the value of the
cost function reaches the optimal level, which means that
the reconstructed input data can approximate the original
input data.

Figure 1. Proposed framework for image retrieval.

• Convolutional neural network autoencoder:

The convolutional neural network autoencoder combines
locally connected convolution with the Standard autoen-
coder, which is a simple operator to add reconstruction in-
put to the convolution operator. The procedure that converts
the convolution from the feature map input to the output is
called a convolution decoder. Then, the output values are re-
constructed through the inverse convolution operator, which
is called a convolution encoder. Furthermore, through the
unsupervised greedy training autoencoder, the parameters
of the encoding and decoding operators can be calculated.
In the autoencoder convolution operator, 𝑓 (·) represents the

convolutional encoding operator and 𝑓 ′ (·) represents the
convolutional decoding operator. The input feature maps
𝑝 ∈ R𝑛×𝑙×𝑙 , which are obtained from the input layer or the
previous layer. It contains 𝑛 feature maps, and the size of
each feature is 𝑙 × 𝑙 pixels. The autoencoder convolution
operator consists of m convolution kernels, and the output
layer generates m feature maps. When input feature maps
are generated from the input layer, 𝑛 represents the number
of output feature maps from the previous layer. The size of
the convolution kernel is 𝑑 × 𝑑 with 𝑑 ≤ 𝑙.

Let 𝜃 = {𝑊,𝑊, 𝑏, 𝑏̂} represent the parameters of the
autoencoder convolution layer, which need to be learned.
Where, 𝑊 = {𝑤 𝑗 , 𝑗 = 1, 2, . . . , 𝑚} and 𝑏 ∈ R𝑚 repre-
sent the parameters of the convolutional encoder, where
𝑤 𝑗 ∈ R𝑛×𝑙×𝑙 is defined as a vector 𝑤 𝑗 ∈ R𝑛𝑙2 . Besides,
𝑊 = {𝑤̂ 𝑗 , 𝑗 = 1, 2, . . . , 𝑚} and 𝑏̂ represent the param-
eters of the convolutional decoder, here 𝑏̂ ∈ R𝑛𝑙2 , and
𝑤 𝑗 ∈ R1×𝑛𝑙2 .

First, the input image is encoded so that each time a
patch of 𝑑×𝑑 pixels 𝑝𝑖 , 𝑖 = 1, 2, . . . , 𝑘, is selected from the
input image, and then the weight 𝑤 𝑗 of the convolutional 𝑗

used for convolution calculations. Finally, the neuron value
𝑎𝑖 𝑗 , 𝑗 = 1, 2, . . . , 𝑚, is calculated from the output layer

𝑎𝑖 𝑗 = 𝑓 (𝑝𝑖) = 𝜎(𝑤 𝑗 · 𝑝𝑖 + 𝑏). (1)

In equation (1), 𝜎 is a nonlinear activation function, in this
paper, we use Rectified Linear Function (RElu)

RElu(𝑝) =
{
𝑝 if 𝑝 ≥ 0
0 if 𝑝 < 0.

(2)

Then the 𝑜𝑖 𝑗 output from the convolution decoder is en-
coded that 𝑝𝑖 is reconstructed through 𝑎𝑖 𝑗 to produce 𝑝𝑖

𝑝𝑖 = 𝑓 ′ (𝑎𝑖 𝑗 ) = 𝜙(𝑤𝑖 · 𝑎𝑖 𝑗 + 𝑏̂), (3)

𝑝𝑖 is generated after each convolution encoding and de-
coding. We get the patch 𝑃 obtained from the reconstruc-
tion operator. We use the mean square error between the
original patch of the input image 𝑝𝑖 , 𝑖 = 1, 2, . . . , 𝑝 and
the reconstructed patch of the image 𝑝𝑖 , 𝑖 = 1, 2, . . . , 𝑘 as
cost function. In addition, the cost function is described in
equation (4), and the reconstruction error is described in
equation (5)

𝐿 (𝜃) = 1
𝑘

𝑘∑︁
𝑖=1

𝐸 (𝑝𝑖 , 𝑝𝑖), (4)

𝐸 (𝑝𝑖 , 𝑝𝑖) = ∥𝑝𝑖 − 𝑝𝑖 ∥2 = ∥𝑝𝑖 − 𝜙(𝜎(𝑝𝑖))∥2. (5)

• Pooling layer:

Similar to in CNN, the convolution layer is connected to
the pooling layer [12]. In the convolutional neural network
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architecture autoencoder, the max pooling layer is placed
after the convolution layer

𝑎𝑖𝑗 = max(𝑝𝑖𝑗 ). (6)

Each input feature map is divided into 𝑛 non-intersecting
regions according to the size of the pooling region. In
equation (6), 𝑝𝑖

𝑗
represents the 𝑖th region of the 𝑗 th feature

map, and 𝑎𝑖
𝑗

represents the 𝑖th neuron of the 𝑗 th feature map.
The number of input feature maps is equal to the number of
output feature maps in the pooling layer. The neurons in the
feature map can be reduced after performing the pooling
operator, so the computational complexity is also reduced.
In the experiment of this paper, we empirically evaluate
the autoencoder architecture including the setting with and
without the pooling layer.

• The proposed convolutional network architecture au-
toencoder:

As we all know, deep neural networks suffer from
vanishing/exploding gradients problems and computational
complexity. Because autoencoders have multiple convo-
lutional and deconvolutional layers, information is lost
and performance is degraded when reconstructing images.
Inspiring by the residual neural network consisting of
shortcut connections [13], we add shortcut connections
to the autoencoder network as shown in Figure 2. These
connections make it possible to send feature maps from the
first layer of the encoder to several later layers directly. The
reason for using sortcut connection is because: first, when
the network is too deep, image details can be lost, while
feature maps passed through sortcut connections carry a
lot of image detail. Second, the sortcut connections make
the training process of deep neural networks to converge
faster [13]. In addition, using sortcut connections obtains
the benefit of feature extraction for image retrieval through
increasing the depth of the network.

Figure 2. Proposed network architecture autoencoder for feature extrac-
tion.

• Training parameters:

Through the stochastic gradient descent (SGD) algo-
rithm, the errors are minimized, and the autoencoder con-
volution layer is optimized. Finally, the trained parameters
are used to generate feature maps that are passed to the
next layer.

We use 50,000 unlabeled samples to train the convo-
lutional neural network autoencoder through unsupervised

learning at the convolution layer, the gradient is calculated
through the cost function in (4), and the parameters are
optimized by SGD. Each batch has a minimum of 150
samples, and the number of iterations per batch is 20. The
number of channels is set up in equation (2) for the con-
volutional encoder and equation (3) for the corresponding
convolutional decoder.

2. Retrieve images with relevance feedback using
support vector machine

• Support Vector Machine:

In this paper, we choose a support vector machine (SVM)
[39] for image ranking. The reason for choosing SVM
is: first, it is a powerful classifier, especially for binary
classifier, and the image retrieval problem with relevance
feedback is a two-class problem. Second, through the found
optimal hyperplane, we can use the distance from each
sample to the optimal hyperplane as the value to rank the
images.

• Image retrieval:

As the framework shown in Figure 1, after training
the convolutional neural network model autoencoder in
Component 1, we proceed to remove the decoder part and
keep the encoder part to have the learning model as in
Component 2. Use the learning model in Component 2 of
the framework for the extraction of low-dimensional feature
vectors to obtain a set of 𝑛 feature vectors ( 𝑓0, 𝑓1, . . . , 𝑓𝑛).

During the retrieval process as in Component 3 of the
framework, the user provides a query image 𝑞, the feature
vector of the query image will be passed the encoder
learning model to obtain the feature vector of the query
image (𝑞0, 𝑞1, . . . , 𝑞𝑛). The initial retrieval process will
compare (using Euclidean distance) the vector of the query
image with the vector of each database image to obtain
the retrieval result set. On this result set, the user selects
relevance and unrelevance images to get the feedback set
(this feedback set includes samples with negative and posi-
tive labels, they are also training samples). SVM learning is
applied on the training set to obtain the SVM classification
model. Apply the classification model on the feature vector
set of the image database: the predicted positively labeled
images that have the furthest distance from the optimal
hyperplane will be ranked at the number one of the resulting
list. Along with that, images that are predicted to have
positive labels, which are the second furthest from the
optimal hyperplane will be ranked at number two of the
resulting list,... This process repeats until the user stops
responding.
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IV. EXPERIMENT RESULTS

1. Dataset

Image dataset CIFAR-1001: This dataset is a subset of
80-million tiny images. It contains 60,000 color images and
the images in this set are grouped into 100 classes (600
images per class). The size of each image is 32 × 32. In
our experiment, 10,000 images are taken as a set of query
images. This query image set is generated by randomly
selecting 100 images from each of the 100 classes. The
remaining 50,000 images of CIFAR-100 were used as
training set.

2. Evaluation Metrics

Average precision (𝐴𝑃): refers to the coverage below
the precision-recall curve. A larger 𝐴𝑃 implies a higher
precision-recall curve and better retrieval precision. 𝐴𝑃 can
be calculated as follows:

𝐴𝑃 =

𝑁∑
𝑘=1

𝑃(𝑘)rel(𝑘)

𝑅
, (7)

where 𝑅 represents the number of relevance results for the
query image from a total of 𝑁 images. 𝑃(𝑘) is the precision
of 𝑘 retrieved images, and rel(𝑘) is an index function that
has a value of 1 if the 𝑘 th image in the ranking list is
relevant and 0 otherwise. Mean average precision (𝑚𝐴𝑃)
is accepted for the evaluation on all query images.

𝑚𝐴𝑃 =
1
𝑄

𝑄∑︁
𝑞=1

𝐴𝑃(𝑞), (8)

where 𝑄 is the number of query images.

3. The results on the image dataset CIFAR-100

To demonstrate the effectiveness of the proposed autoen-
coder architecture for image retrieval, we experiment with
image retrieval by Euclidean distance, called Baseline, as
follows:

At the beginning of the retrieval, the Euclidean distance
in 128 dimensions is used to rank the images in the
database. The reason that we use 128-dimensional feature
vector is the appropriate dimension of many image retrieval
methods [40, 41]. The results of the initial access (when
there is no feedback) according to the different depths of the
network on the set CIFAR-100 are shown in Figure 3 below.
Figure 3 shows the 𝑚𝐴𝑃 in five different configurations
for the 10, 20, 40, and 60 layers of the network. The
first configuration, called classic, is an autoencoder that
uses the pooling layer and has no sortcut connection. The

1https://www.cs.toronto.edu/∼kriz/cifar.html

second configuration, called Sortcut(con-decon), is
an autoencoder using the pooling layer, and has a sortcut
connection, which is a symmetric connection [42]. The
third configuration, called NoP_sortcut(con-decon),
is an autoencoder that does not use the pooling layer
and has a sortcut connection, and it is also a symmetric
connection. The fourth configuration, called Sortcut, is
an autoencoder that uses the pooling layer and has a sortcut
connection but it is not a symmetric connection. The final
configuration, called NoP_sortcut, is an autoencoder
that does not use the pooling layer and has a sortcut
connection, and it is also not symmetric (see Figure 2).
The reason we experimented with configurations of net-
work architectures with both pooling and without pooling
because we wanted to test performance on images as small
as those in the CIFAR-100 (32 × 32).

Looking at Figure 3, we see that the optimal number of
layers of the autoencoder network architecture for image
retrieval on the CIFAR-100 set (with all architectures) is
40 layers. Also from this Figure 3, we see that the network
configuration using the pooling layer is effective on deeper
network architectures.

The network architecture in [42] (in-
cluding the Sortcut(con-decon) and
NoP_sortcut(con-decon) configurations) for
precision is lower than that of our network architecture
(including Sortcut and NoP_sortcut). The reason
is that although both the Sortcut(con-decon) and
NoP_sortcut(con-decon) configurations of the
network architecture in [42] use a sortcut connection, they
use a symmetric sortcut connection. Network architectures
using symmetric sortcut connections are more suitable for
image noise removal than image retrieval. Out of the 5
configurations, two in our network architecture give the
best results for all layers. This proves that the integration
of asymmetric shortcut connection in autoencoder has
effectively generated autoencoder deep networks for image
matching.

Figure 3. Results of image retrieval at different depths of autoencoder
network.

Basing on the above experiment, we see that the optimal
number of layers for autoencoder network architecture with
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sortcut connection is 40. To demonstrate the effectiveness
of the proposed framework for image retrieval, we test
the framework with relevance feedback on this network
configuration as follows:

After the user provides relevant feedback, the Baseline,
AIR, EDSSCIR (Encoder-Decoder with Symmetric Skip
Connection for Image Retrieval) in [42], and SSCAIR
(Feature extraction using self-supervised convolutional au-
toencoder for content) [43] methods are applied to rerank
the images in the database. We choose EDSSCIR method
for performance comparison, it uses feature learned from
convolution autoencoder with symmetric skip connection,
because we want to demonstrate the efficiency of feature
learned by our method in image retrieval.

Figure 4 shows the Mean average precision of the four
methods (including Baseline (Non-RF), AIR, EDSSCIR,
and SSCAIR) for the first three feedback iterations. From
Figure 4, we see that the Baseline method gives the
lowest precision. The reason is the Baseline method has
no learning mechanism, it only calculates the Euclidean
distance between the feature vector of the query image and
that of the database image. Our AIR method gave better
results than the other three methods on all iterations. The
performance of the AIR method is significantly better than
that of Baseline, which indicates that the relevant feedback
provided by the user is very helpful in improving retrieval
performance. AIR performs better than EDSSCIR because
our method obtains a good feature representation.

Figure 4. Performance comparison (in mAP) of the three methods for the
first three iterations.

V. CONCLUSION

In this paper, we have presented an effective framework
for image retrieval. This framework overcomes two prob-
lems: first, the poor discriminating ability of the existing
methods, and second, mitigating the problem of vanish-
ing/exploding gradients and computational complexity. The
very deep convolutional neural network model autoencoder
is utilized to learn efficient feature representations for image

retrieval through the use of sortcut connections in the
autoencoder architecture. This learning model is used to
generate feature representations of database images. On
the basis of these feature representations, we designed a
relevance feedback learning mechanism using a support
vector machine to take advantage of labeled samples from
user’s feedback. The training samples, which were obtained
from the relevance feedback mechanism, were fed to the
SVM classifier which enhanced the ability to learn the
discriminant features that are used for retrieval. As a result
of this framework, we have obtained good quality ranked
lists, which both overcome the shortage of labeled samples
and take advantage of very deep neural networks.

The experimental results performed on the CIFAR-100
set with 60,000 images have proved that our proposed
framework produces results with higher accuracy than some
current methods.
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Abstract: The diffusion layer of the SPN block ciphers is
usually built on the basis of the MDS (Maximum Distance
Separable) matrices which is the matrix of the maximum
distance separable code (MDS code). MDS codes have long
been studied in error correcting code theory and have ap-
plications not only in coding theory but also in the design
of block ciphers and hash functions. Thanks to that im-
portant role, there have been many studies on methods of
building MDS matrices. In particular, the recursive MDS
matrices and the symmetric recursive MDS matrices have
particularly important applications because they are very
efficient for execution. In this paper, we will give an estimate
of the number of MDS matrices, recursive MDS matrices
and symmetric recursive MDS matrices built from Reed-
Solomon codes. This result is meaningful in determining the
efficiency from this method of building matrices based on
the Reed-Solomon codes. From there, this method can be
applied to find out many MDS matrices, secure and efficient
symmetric recursive MDS matrices for execution to apply in
current block ciphers. Furthermore, recursive MDS matrices
can be efficiently implemented using Linear Feedback Shift
Registers (LFSR), making them well suited for lightweight
cryptographic algorithms, so suitable for limited resources
application.

Keywords: MDS matrix, recursive MDS matrix, RS codes,
number of MDS matrices.

I. INTRODUCTION

In [17], C. Shannon introduced that diffusion and con-
fusion are two must-have properties for the operation of
any secure cryptographic algorithm. In classical ciphers,
these two properties are achieved using substitution or
permutation ciphers. In modern cryptography, the ciphers
also use substitution and permutation in the form of SPN
block ciphers.

The diffusion layer of SPN block ciphers is often built
on top of MDS matrices because they provide maximum
diffusion, making the block cipher resistant to many strong
attacks such as: linear attack, differential attack. That is
why MDS matrices have been used in many well-known
block ciphers such as: AES, Twofish, Square, Shark, GOST
R34.12-2015, Kalyna. etc

Currently, many methods have been studied to build
MDS matrices such as: methods based on MDS codes
(Reed-Solomon codes [5, 15], Gabidulin codes [4]), or
based on particular matrices such as: Cauchy matrix, Van-
dermonde matrix, Hadamard matrix, circulant matrix, etc.

Recently, researchers are interested in recursive MDS
matrices (power of a companion matrix) because they are
very efficient for hardware and software implementations.
There have been many works in the literature about re-
cursive MDS matrices as in [1, 2, 3, 6, 7, 8, 9, 10, 16,
18]. In particular, Gupta et al., and Augot et al. have
studied the construction of recursive MDS matrices and
symmetric recursive MDS matrices [2, 6, 7, 8, 9] based on
on the BCH codes. The authors also give an estimate for
the number of symmetric recursive MDS matrices obtained
by the BCH codes [6]. In general, the construction based
on BCH codes is very complicated. In [11], we present a
very simple and efficient method of building MDS matrices
and recursive MDS matrices using Reed-Solomon (RS)
codes that can obtain matrices of arbitrary size. In [12,
13], we presented methods to build symmetric recursive
MDS matrices using RS codes. These matrices are very
efficient for execution and our approach based on RS
codes is extremely simple. Recursive MDS matrices can be
efficiently implemented using LFSR registers, making them
well suited for lightweight cryptographic algorithms. On
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the other hand, symmetric recursive matrices are extremely
efficient for hardware implementation, since one can use
exactly the same LFSR in both encryption and decryption,
saving on execution costs [9].

In this paper, we will give an estimate of the number
of MDS matrices, recursive MDS matrices and symmetric
recursive MDS matrices built from RS codes. This result is
meaningful in determining the efficiency from this method
of building matrices based on the RS codes. We also
present some examples and experiments illustrating the
above estimates and methods. From there, these methods
can be applied to find out many MDS matrices, secure and
efficient symmetric recursive MDS for execution to apply
in current block ciphers.

Our contribution: In [19], we gave an estimate for the
number of MDS matrices of size m over the general field
𝐺𝐹 (𝑝𝑟 ), but we have not given an estimate for the MDS
matrices in general, or recursive MDS matrices, symmetric
recursive MDS matrices from a particular construction
method. In this paper, we make these estimates when
building those matrices from RS codes, and compare how
they are built from RS codes with other codes such as BCH
codes or Gabidulin codes. From this work, it can be seen
that our main contribution is to give a specific estimate for
the number of MDS matrices, recursive MDS, symmetric
recursive MDS matrices from RS codes. From there, we
evaluate and compare our method with related works to
see that building these matrices from RS codes is very
efficient and simple. This makes a lot of sense in practice
when the designer needs an efficient method and tool to
find MDS matrices with good cryptographic properties,
especially with low implementation cost in hardware and
software, such as symmetric recursive MDS matrices from
RS code.

This paper is organized as follows. In Section 2 presents
preliminaries and related works. Section 3 gives an estimate
of the number of MDS matrices, recursive MDS matrices
and symmetric recursive MDS matrices built from RS
codes and some examples. Section 4 is the conclusion.

II. PRELIMINARIES AND RELATED WORKS

1. MDS matrix

In error correcting code theory, for any linear code
𝐶 (𝑛, 𝑘, 𝑑) where 𝑛 is the length, 𝑘 is the dimension, 𝑑

is the minimum distance of the code, then there is a limit
to be called Singleton bound: 𝑑 ≤ 𝑛− 𝑘 +1 [14]. And when
this minimum distance 𝑑 is equal to 𝑛− 𝑘 +1 then the code
is called MDS code. In coding theory, there is the following
important theorem:

Theorem 1 ([14, page 321]). A code [𝑛, 𝑘, 𝑑] with a
generator matrix 𝐺 = [𝐼 |𝐴] where 𝐴 is a 𝑘×(𝑛−𝑘) matrix is
MDS if and only if every square submatrix (generated from
any i rows and any i columns, for any 𝑖 = 1, 2, ..., 𝑚𝑖𝑛{𝑘, 𝑛−
𝑘} of 𝐴 is nonsingular.

Thus, the MDS matrix is a very special matrix whose all
square sub-matrices are nonsingular.

2. Recursive MDS matrices

The recursive MDS matrix [6, 9] is a matrix defined as
a power of a companion matrix, that is, 𝐴 = 𝑆𝑙

𝑓
, where

𝑆 𝑓 is a companion matrix corresponding to the polynomial
𝑓 (𝑥) ∈ 𝐺𝐹 (𝑞) [𝑋] of degree 𝑙.

If the polynomial 𝑔(𝑥) is monic and has symmetric
coefficients, then 𝐴 is called a symmetric recursive MDS
matrix [9].

In [11], we presented the Algorithm 1 to build MDS
matrices and the Algorithm 2 to build recursive MDS
matrices over 𝐺𝐹 (2𝑚).

These two algorithms are presented again below.

Algorithm 1 ([11]).

INPUT: Size of the MDS matrices is 𝑙, the finite field is
𝐺𝐹 (2𝑚) where 𝑚 ≥ 𝑙𝑜𝑔2 (2𝑙 + 1).
OUTPUT:𝑙 × 𝑙 MDS matrices over 𝐺𝐹 (2𝑚).

Detail of steps as follows:

Step 1: Constructing a 𝑅𝑆[𝑛, 𝑘, 𝑑] code where 𝑛 = 2𝑚 − 1
by the following way:

• Select a value d satisfying: 𝑙 + 1 ≤ 𝑑 ≤ 2𝑚 − 𝑙.
• Calculate the dimension of the code: 𝑘 = 𝑛 − 𝑑 + 1 =

2𝑚 − 𝑑, (≥ 𝑙).
• Find the generator matrix of the code.

Step 2: Change the generator matrix of the RS
[2𝑚 − 1, 2𝑚 − 𝑑, 𝑑] code to the echelon form 𝐺 = [𝐼 |𝐴].
Matrix 𝐴 obtained is a (2𝑚 − 𝑑) × (𝑑 − 1) one. Then, it
can be taken any 𝑙 × 𝑙 submatrices of 𝐴. They are all MDS
matrices of size 𝑙 over 𝐺𝐹 (2𝑚).

The following is the Algorithm 2 in [11].

Algorithm 2 ([11]).

INPUT: Size of the MDS matrices is 𝑙, the finite field is
𝐺𝐹 (2𝑚) where 𝑚 ≥ 𝑙𝑜𝑔2 (2𝑙 + 1).
OUTPUT: a 𝑙 × 𝑙 recursive MDS matrix over 𝐺𝐹 (2𝑚).

Detail of steps as follows:

Step 1: Select 𝑑 = 𝑙+1 (satisfying the condition 𝑙+1 ≤ 𝑑 ≤
2𝑚 − 𝑙 of the Algorithm 1). Construct a 𝑅𝑆[2𝑚 − 1, 2𝑚 −
𝑙 − 1, 𝑙 + 1] code (where 2𝑚 − 𝑙 − 1 ≥ 𝑙 or 2𝑚 − 1 ≥ 2𝑙
according to the Proposition 2).
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Step 2: Change the generator matrix of this code to the
echelon form 𝐺 = [𝐼 |𝐴] where 𝐴 is a (2𝑚 − 𝑑) × (𝑑 − 1) =
(2𝑚 − 𝑙 − 1) × 𝑙 matrix.

Step 3: Get the square submatrix 𝐴1 of size 𝑙 at 𝑙 first rows
of 𝐴.

Then 𝐴1 is the 𝑙 × 𝑙 recursive MDS matrix over 𝐺𝐹 (2𝑚)
that we are looking for. In addition, denote the serial matrix
corresponding with 𝐴1 is 𝑆 of size 𝑙. This matrix has the
elements in the last row coinciding with the elements in the
first row of 𝐴1 and these matrices satisfy: 𝐴1 = 𝑆𝑙 .

III. ESTIMATING THE NUMBER OF MDS
MATRICES, RECURSIVE MDS MATRICES, AND
SYMMETRIC RECURSIVE MDS MATRICES FROM
RS CODES

In [11], we gave the Algorithm 1 to construct 𝑙× 𝑙 MDS
matrices using RS codes over 𝐺𝐹 (2𝑚), provided that 𝑚 ≥
𝑙𝑜𝑔2 (2𝑙 + 1) and 𝑙 + 1 ≤ 𝑑 ≤ 2𝑚 − 𝑙. Now, the number
of 𝑙 × 𝑙 MDS matrices obtained from a class of RS codes
according to the Algorithm 1 is estimated by the following
proposition:

Proposition 1. Let 𝐶 [2𝑚−1, 2𝑚− 𝑑, 𝑑] be a RS code class
over 𝐺𝐹 (𝑞) for 𝑞 = 2𝑚. Then, the number of 𝑙 × 𝑙 MDS
matrices (for 𝑚 ≥ 𝑙𝑜𝑔2 (2𝑙 + 1) and 𝑙 + 1 ≤ 𝑑 ≤ 2𝑚 − 𝑙)
obtained from the above code class is: ≤ M(𝑚) × (𝑞−1) ×
𝜑(𝑞 − 1) × 𝐶𝑙

(2𝑚−𝑑)𝐶
𝑙
(𝑑−1) .

Proof.
First, calculate the number of MDS codes (RS codes)

obtained from the code class 𝐶 [2𝑚 − 1, 2𝑚 − 𝑑, 𝑑]. The
RS code 𝐶 [2𝑚 − 1, 2𝑚 − 𝑑, 𝑑] over the field 𝐺𝐹 (𝑞) where
𝑞 = 2𝑚 and its primitive polynomial of degree 𝑚 and 𝛼

is a primitive element, will have the following generator
polynomial :

𝑔(𝑥) = (𝑥 − 𝛼𝑏) (𝑥 − 𝛼𝑏+1)...(𝑥 − 𝛼𝑏+𝑑−2) (1)

where 𝑏 is a preselected value (𝑏 ∈ N, 𝑏 ≥ 0).

Denote the number of primitive polynomials of degree
𝑚 is M(𝑚). (2)

For each of these primitive polynomials of degree 𝑚,
there will be a corresponding number of primitive elements
is 𝜑(𝑞 − 1). (3)

Since the degree of 𝛼 is 𝑞 − 1, so 𝑏 ≤ 𝑞 − 1, however
the case 𝑏 = 𝑞 − 1 coincides with the case𝑏 = 0 in (1), we
consider: 0 ≤ 𝑏 ≤ 𝑞−2. Then, for a preselected value of 𝑑,
it is possible to generate 𝑞−1 RS codes 𝑅𝑆[2𝑚−1, 2𝑚−𝑑, 𝑑]
with different generator polynomials as (1) corresponding
to 𝑞 − 1 values of 𝑏. (4)

From (2), (3) and (4), the number of MDS codes (RS
codes) obtained over 𝐺𝐹 (𝑞) is denoted by L𝑅𝑆 calculated
as follows:

L𝑅𝑆 = M(𝑚) × (𝑞 − 1) × 𝜑(𝑞 − 1) (5)

Next, for a particular RS code [𝑅𝑆[2𝑚−1, 2𝑚−𝑑], 𝑑], we
find the number of 𝑙× 𝑙 MDS matrices that can be obtained
from this code.

According to the assumption, 𝑚 ≥ 𝑙𝑜𝑔2 (2𝑙+1) and 𝑙+1 ≤
𝑑 ≤ 2𝑚 − 𝑙, apply the Algorithm 1 [11], we get a matrix 𝐴

of size (2𝑚 − 𝑑) × (𝑑 −1). Then, any 𝑙 × 𝑙 square submatrix
of 𝐴 can be taken, which are all 𝑙 × 𝑙 MDS matrices over
𝐺𝐹 (𝑞).

The number of square submatrices of size 𝑙 × 𝑙 (in any 𝑙

rows and 𝑙 columns) of 𝐴 is given by:

𝐶𝑙
(2𝑚−𝑑)𝐶

𝑙
(𝑑−1) (6)

From (5) and (6), it follows that the maximum number
of 𝑙× 𝑙 MDS matrices that can be generated from RS codes
over 𝐺𝐹 (𝑞) is M(𝑚) × (𝑞−1) ×𝜑(𝑞−1) ×𝐶𝑙

(2𝑚−𝑑)𝐶
𝑙
(𝑑−1) .

Since among these MDS matrices, there may also be
cases where there are duplicate matrices, so the number
above is the largest possible number. □

Corollary 1. Let 𝐶 [2𝑚 − 1, 2𝑚 − 𝑑, 𝑑] be a RS code class
over 𝐺𝐹 (𝑞) where 𝑞 = 2𝑚. Then, the total number of MDS
matrices of size ≤ 𝑙 (for 𝑚 ≥ 𝑙𝑜𝑔2 (2𝑙 + 1) and 𝑙 + 1 ≤ 𝑑 ≤
2𝑚 − 𝑙) obtained from the above code class is: ≤ M(𝑚) ×
(𝑞 − 1) × 𝜑(𝑞 − 1) ×∑𝑙

𝑖=1

(
𝐶𝑖
(2𝑚−𝑑)𝐶

𝑖
(𝑑−1)

)
.

In the following, we will estimate the number of recursive
MDS matrices and symmetric recursive matrices that can be
obtained using RS codes through the following proposition.

Example 1. Consider the RS [255, 241, 15] code class
over 𝐺𝐹 (28). (Note that, in this example 𝑑 = 15, consider
𝑙 = 8 < 𝑑). Choose a primitive polynomial of degree 8 of
𝐺𝐹 (28) is: 𝑥8 + 𝑥4 + 𝑥3 + 𝑥2 + 1, where 𝛼 is a primitive
element of 𝐺𝐹 (28). Construct a RS [255, 241, 15] code
over 𝐺𝐹 (28) with this primitive polynomial according to
the Algorithm 1 [11]. We get the generator matrix of this
code in the echelon form 𝐺 = [𝐼 |𝐴]. In which, 𝐴 is a
241 × 14 matrix. Then, any 8 × 8 submatrices of 𝐴 can be
taken, which are all 8×8 MDS matrices over 𝐺𝐹 (28).

Figure 1 is a 14 × 14 submatrix in the top corner of the
matrix 𝐴. This matrix itself is also an MDS matrix. We
can also take any 8 × 8 submatrix of this matrix to obtain
8 × 8 MDS matrices.

With this primitive polynomial, we can choose another
primitive element of 𝐺𝐹 (28) and construct the correspond-
ing RS code, to obtain a different matrix 𝐴.

We can also choose other primitive polynomials of
𝐺𝐹 (28) and do the same. Therefore, the number of 8 × 8
MDS matrices that can be obtained from the RS code is
very large, as shown in Proposition 1.

Proposition 2. Let 𝐶 [2𝑚 − 1, 2𝑚 − 𝑑, 𝑑] be an RS code
class over 𝐺𝐹 (𝑞) where 𝑞 = 2𝑚. Then, the number of 𝑙 × 𝑙
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recursive MDS matrices (for 𝑚 ≥ 𝑙𝑜𝑔2 (2𝑙 + 1) and 𝑙 +
1 ≤ 𝑑 ≤ 2𝑚 − 𝑙) obtained from the above code class is:
M(𝑚) × (𝑞 − 1) × 𝜑(𝑞 − 1).
Proof.

According to the proof of Proposition 1, the number of
MDS codes (RS codes) obtained over 𝐺𝐹 (𝑞) is L𝑅𝑆 =

M(𝑚) × (𝑞 − 1) × 𝜑(𝑞 − 1). On the other hand, according
to the Algorithm 2 in [11], from each RS code like this,
we can generate a recursive MDS matrix of size 𝑙. So the
proposition is proved. □

The number of symmetric recursive MDS matrices that
can be obtained using RS codes will be estimated by the
following proposition.

Figure 1. A 14 × 14 MDS matrix

Proposition 3. Let 𝐶 [2𝑚 − 1, 2𝑚 − 𝑑, 𝑑] be an RS code
class over 𝐺𝐹 (𝑞) where 𝑞 = 2𝑚. Then, the number of 𝑙 × 𝑙

symmetric recursive MDS matrices (for 𝑚 ≥ 𝑙𝑜𝑔2 (2𝑙 + 1)
and 𝑙 +1 ≤ 𝑑 ≤ 2𝑚 − 𝑙) obtained from the above code class
is: M(𝑚) × 𝜑(𝑞 − 1).
Proof.

According to the results of [12, 13], we showed that,
from a particular RS code over 𝐺𝐹 (𝑞), there is only a
single value of b that makes the generatore polynomial of
the RS code of the form (1) symmetric. Combined with
the proof of Proposition 1, inferring that the number of
symmetric recursive MDS matrices that can be obtained
using the RS code class [2𝑚 − 1, 2𝑚 − 𝑑, 𝑑] over 𝐺𝐹 (𝑞) is
M(𝑚) × 𝜑(𝑞 − 1). □

Example 2. Consider the RS [255, 247, 9] code class
over 𝐺𝐹 (28). (Note that, in this example, 𝑑 = 9, 𝑙 = 8
satisfy the condition 𝑑 = 𝑙 + 1 of the Algorithm 2 in [11]).
We have the number of primitive polynomials of degree

8 over 𝐺𝐹 (2) is: 𝑀 (8) = 16. The number of primitive
elements of 𝐺𝐹 (28) is 𝜑(255) = 200. Then the number of
possible RS codes of this code class is: L𝑅𝑆 = 16 × 255 ×
200 = 816000. It follows that the number of 8×8 recursive
MDS matrices generated using these RS codes is equal to
the number of RS codes and is equal to 816000 matrices.

The number of 8×8 symmetric recursive MDS matrices
generated using these RS codes is 16×200 = 3200 matrices.

Example 3. To construct 4 × 4 recursive MDS matrices
using the RS codes. We build the RS [255, 251, 5] codes
over 𝐺𝐹 (28) with the generator polynomial of the following
form: 𝑔(𝑥) = (𝑥 − 𝛼𝑏) (𝑥 − 𝛼𝑏+1) (𝑥 − 𝛼𝑏+1) (𝑥 − 𝛼𝑏+3)
where 𝑏 ∈ N, 0 ≤ 𝑏 ≤ 𝑞 − 2. Because the number of
possible recursive matrices in this case is 816000, so it is
very large. Therefore, for illustration, we choose 𝑏 = 1.
Since the field 𝐺𝐹 (28) has 16 primitive polynomials, we
experiment on Maple to build recursive MDS matrices
using RS [255,251,5] codes over 𝐺𝐹 (28) corresponding
to these 16 primitive polynomials with the value of 𝑏 is
1(𝑏 = 1) according to the Algorithm 2 in [11]. We obtain
16 recursive MDS matrices of size 4 presented in the Table
I.

Example 4. To construct 8×8 symmetric recursive MDS
matrices from the RS codes, we build the 𝑅𝑆[255, 247, 9]
code class over 𝐺𝐹 (28). Then the value of 𝑏 for the
generator polynomial of the RS code being monic and
having the symmetric coefficients is 𝑏 = 124 [12]. Choose
the primitive polynomial of 𝐺𝐹 (28) to be 𝑥8+𝑥6+𝑥5+𝑥3+1,
where 𝛼 is a primitive element of 𝐺𝐹 (28). We build a
corresponding RS code [255, 247, 9] according to the Al-
gorithm 2 [11]. Then we can obtain a symmetric recursive
matrix and the corresponding companion matrix as follows:

01 1𝐵 45 𝐹3 8𝐸 𝐹3 45 1𝐵
1𝐵 2𝐷 𝐵3 62 𝐴6 𝐴9 5𝐵 69
69 𝐷𝐶 67 𝐴𝐵 3𝐵 𝐵𝐸 𝐸3 9𝐶
9𝐶 𝐷3 𝐸3 47 77 1𝐵 81 59
59 59 57 4𝐷 2𝐵 𝐷9 9𝐹 44
44 𝐸𝐴 82 26 𝐸𝐵 5𝐴 02 2𝐶
2𝐶 2𝐵 3𝐸 18 57 71 8𝐸 6𝐷
6𝐷 87 1𝐶 51 𝐴𝐵 38 46 25


and

0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 1
1 1𝐵 45 𝐹3 8𝐸 𝐹3 45 1𝐵


We can choose 15 other primitive polynomials of 𝐺𝐹 (28)
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TABLE I
LIST OF 16 RECURSIVE MDS MATRICES USING RS CODES

No Primitive polynomial 4×4 recursive MDS matrices Corresponding Companion matrix

1 𝑥8 + 𝑥4 + 𝑥3 + 𝑥2 + 1


74 𝐸7 𝐷8 1𝐸
𝐵1 𝐴1 82 91
𝐹𝐹 7𝐸 70 𝐷𝐴

𝐴8 10 50 29




0 1 0 0
0 0 1 0
0 0 0 1
74 𝐸7 𝐷8 1𝐸


2 𝑥8 + 𝑥6 + 𝑥5 + 𝑥3 + 1


𝐶𝐷 7𝐵 𝐷8 1𝐸
𝐸5 1𝐵 71 𝐸5
𝐹2 72 9𝐹 1𝐹
28 5𝐹 𝐴0 𝐵𝐶




0 1 0 0
0 0 1 0
0 0 0 1

𝐶𝐷 7𝐵 𝐷8 1𝐸


3 𝑥8 + 𝑥7 + 𝑥6 + 𝑥5 + 𝑥2 + 𝑥 + 1


52 0𝐸 𝐷8 1𝐸
27 𝐸6 𝐷𝐷 6𝐵
𝐹𝐹 2𝐶 7𝐴 1𝐷
𝐷1 59 70 𝐸𝐵




0 1 0 0
0 0 1 0
0 0 0 1
52 0𝐸 𝐷8 1𝐸


4 𝑥8 + 𝑥5 + 𝑥3 + 𝑥 + 1


97 𝐸𝐸 75 𝐴7
21 44 85 30
04 68 𝐷8 𝐹3




0 1 0 0
0 0 1 0
0 0 0 1
𝐴𝐶 𝐵𝐷 𝐷8 1𝐸


5 𝑥8 + 𝑥6 + 𝑥5 + 𝑥2 + 1


𝐹1 6𝐹 𝐷8 1𝐸
𝐹3 𝐸𝐴 1𝐷 𝐸9
28 58 65 9𝐵
1𝐴 𝐸6 54 𝐸𝐵




0 1 0 0
0 0 1 0
0 0 0 1
𝐹1 6𝐹 𝐷8 1𝐸


6 𝑥8 + 𝑥6 + 𝑥4 + 𝑥3 + 𝑥2 + 𝑥 + 1


23 21 𝐷8 1𝐸
03 1𝐶 𝐴8 𝐷3
3𝐸 𝐶4 6𝐵 𝐹3
7𝐷 𝐹𝐴 98 11




0 1 0 0
0 0 1 0
0 0 0 1
23 21 𝐷8 1𝐸


7 𝑥8 + 𝑥7 + 𝑥6 + 𝑥 + 1


8𝐴 46 𝐷8 1𝐸
17 42 𝐶2 4𝐹
𝐹5 5𝐷 78 𝐸4
𝐴2 4𝐵 0𝐹 11




0 1 0 0
0 0 1 0
0 0 0 1

8𝐴 46 𝐷8 1𝐸


8 𝑥8 + 𝑥6 + 𝑥5 + 𝑥 + 1


𝐸𝐹 65 𝐷8 1𝐸
𝐹2 26 2𝐵 𝐸𝐹

𝐶7 3𝐹 06 𝐷9
𝐶𝐹 𝐵𝐶 𝐵9 56




0 1 0 0
0 0 1 0
0 0 0 1

𝐸𝐹 65 𝐷8 1𝐸


9 𝑥8 + 𝑥7 + 𝑥2 + 𝑥 + 1


95 𝐶𝐸 𝐷8 1𝐸
37 0𝐶 74 0𝐵
05 8𝐸 3𝐹 𝐴6
5𝐴 𝐶3 𝐷6 83




0 1 0 0
0 0 1 0
0 0 0 1
95 𝐶𝐸 𝐷8 1𝐸


10 𝑥8 + 𝑥7 + 𝑥6 + 𝑥3 + 𝑥2 + 𝑥 + 1


𝐴2 09 90 61
𝐸𝐹 55 𝐶𝐸 𝐸𝐴

57 68 𝐵𝐸 𝐴5
𝐴𝐶 𝐵7 11 𝐵9




0 1 0 0
0 0 1 0
0 0 0 1
𝐴2 9 90 61


11 𝑥8 + 𝑥6 + 𝑥3 + 𝑥2 + 1


79 14 0𝐷 29
1𝐴 𝐷7 9𝐶 35
92 49 𝐷3 0𝐹
3𝐷 5𝐸 02 09




0 1 0 0
0 0 1 0
0 0 0 1
79 14 0𝐷 29


12 𝑥8 + 𝑥7 + 𝑥3 + 𝑥3 + 1


25 23 1𝐷 7𝐸
6𝐹 39 6𝐸 4𝐹
78 𝐹𝐴 2𝐹 𝐶3
2𝐹 4𝐸 80 𝐴2




0 1 0 0
0 0 1 0
0 0 0 1
25 23 1𝐷 7𝐸


13 𝑥8 + 𝑥7 + 𝑥6 + 𝑥5 + 𝑥4 + 𝑥2 + 1


3𝐸 2𝐴 𝐷8 1𝐸
8𝐵 𝐷8 33 79
0𝐷 𝐷3 64 𝐵6
𝐶𝐴 𝐹6 08 𝐵7




0 1 0 0
0 0 1 0
0 0 0 1

3𝐸 2𝐴 𝐷8 1𝐸


14 𝑥8 + 𝑥7 + 𝑥5 + 𝑥3 + 1


31 59 2𝐶 𝐶𝐸

40 81 𝐶𝐷 𝐹𝐷

𝐴𝐵 𝐴𝐴 𝐶𝐹 6𝐸
7𝐶 72 𝐹4 10




0 1 0 0
0 0 1 0
0 0 0 1
31 59 2𝐶 𝐶𝐸


15 𝑥8 + 𝑥5 + 𝑥3 + 𝑥2 + 1


𝐵1 𝐴𝐴 16 𝐸4
6𝐶 43 80 48
𝐷𝐶 𝐹2 48 25
𝐷𝐴 𝐴8 1𝐹 6𝐸




0 1 0 0
0 0 1 0
0 0 0 1
𝐵1 𝐴𝐴 16 𝐸4


16 𝑥8 + 𝑥6 + 𝑥5 + 𝑥4 + 1


97 71 42 7𝐸
𝐴𝐵 5𝐹 81 18
𝐵4 𝐷𝐹 𝐷𝐷 14
𝐸𝐸 𝐹𝐴 1𝐶 𝐵𝐴




0 1 0 0
0 0 1 0
0 0 0 1
97 71 42 7𝐸


and do the same, and for each primitive polynomial we
can choose other primitive elements. Then according to

Proposition 3, we can obtain 3200 symmetric recursive
MDS matrices like this. These matrices are very efficient
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for execution.

Remark. Although the number of recursive MDS matri-
ces and symmetric recursive MDS matrices are significantly
smaller than that of MDS matrices when they are all
generated using RS codes. However, it can be seen that
the number of recursive MDS matrices and symmetric re-
cursive MDS matrices is quite large. It is very convenient to
construct these matrices using RS codes . It also shows that
building these matrices from RS codes is extremely simple
and efficient. Designers can select many good candidates
from these matrices, especially those that are efficient for
implementation and have low implementation costs.

IV. COMPARE WITH THE RESULTS IN [6]

In [6], the authors constructed symmetric recursive and
recursive MDS matrices based on BCH codes. With the
assumption 𝑞 = 2𝑠 , in the case of 𝑛| (𝑞 − 1), [6] showed
the number of BCH MDS codes of length n and dimension
(𝑛−𝑘) over F𝑞 equal to 𝑛

𝜑 (𝑛)
2 and the number of symmetric

(matrix) solutions in 𝑆𝑛 equal to 𝜑 (𝑛)
2 , and also showed the

corresponding generator polynomial given by (detailed in
[6]):

𝑔
(𝑛)
(𝑖,𝑙) (𝑋) =

∏𝑘−1
𝑗=0

(
𝑋 − 𝛽

𝑙+ 𝑗
𝑛,𝑖

)
(*)

where 𝛽𝑛,𝑖 = 𝛼𝑖 and 𝛼 is the root element of the group
of 𝑛 − 𝑡ℎ roots of unity in F𝑞 , 𝜑(𝑛) is the Euler’s totient
function that is the number of positive integers less than 𝑛

and co-prime to 𝑛 .

In general, the construction based on the BCH codes is
very complicated (as shown in [4]), while the construction
based on the RS codes is very simple, only needing a
primitive element 𝛼 of the field, and a given parameter
𝑏 to be able to build the generator polynomial of the RS
code according to the formula (1). From this, it is possible
to generate a large number of recursive and symmetric
recursive MDS matrices.

On the other hand, by the method of [6], for 𝑛 =

𝑞 − 1, the number of BCH MDS codes of [6] obtained is
(𝑞 − 1). 𝜑 (𝑞−1)

2 , the number of the monic and symmetric
polynomials in [6] is only 𝜑 (𝑞−1)

2 , while our result is
𝜑(𝑞−1). Therefore, our monic and symmetric polynomials
are twice as high as theirs for the case 𝑛 = 𝑞 − 1.
Furthermore, according to the Proposition 3, we also obtain
M(𝑚) × 𝜑(𝑞 − 1) recursive and symmetric recursive MDS
matrices by RS codes. The efficiency and simplicity of
building these matrices from RS codes can be demonstrated
through Algorithm 1 and Algorithm 2 ([11]). Both of
these algorithms have the complexity of approximately
O(𝑑𝑙𝑜𝑔𝑑) + O

(
(𝑛 − 𝑑 + 1)3) where 𝑛 = 2𝑚 − 1 with the

finite field is 𝐺𝐹 (2𝑚) and 𝑑 < 𝑛. Therefore, these two

algorithms run very fast. On the other hand, the implemen-
tation steps of these two algorithms are also quite simple.

Therefore, in practice of generating recursive MDS ma-
trices, symmetric recursive MDS matrices from RS codes is
very convenient and efficient. However, in [6], the authors
use BCH codes to generate recursive MDS matrices but
their algorithms are very complex. In [3, 4], the authors
used Gabidulin codes to generate the MDS matrices and
recursive MDS ones. However, the Gabidulin codes are
built over 𝐺𝐹 (𝑞𝑚) that is a 𝑚-order extension of the finite
field 𝐺𝐹 (𝑞). Therefore, the construction of this code is
also much more complicated than the RS codeS. With
our method, designers can select many good candidates
from these matrices, especially those that are efficient for
implementation and have low implementation costs.

V. CONCLUSION

In this paper, we give estimates for the number of MDS
matrices, recursive MDS matrices and symmetric recursive
MDS matrices built from Reed-Solomon codes. We also
present some examples and experiments illustrating the
above estimates and methods.

These results show the efficiency from this method of
building MDS matrices, recursive MDS matrices and sym-
metric recursive MDS matrices based on Reed-Solomon
codes. From there, this method can be applied to find
out many MDS matrices, secure and efficient symmetric
recursive MDS matrices for execution to apply in current
block ciphers. In particular, recursive MDS matrices can be
implemented efficiently using LFSR registers, in addition
symmetric recursive matrices are extremely efficient for
hardware implementation, since one can use exactly the
same LFSR in both encryption and decryption. Therefore,
they are well suited for lightweight cryptographic algo-
rithms, suitable for limited resources applications.
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Abstract: This paper presents the state of the arts in
security risk assessment of web systems. The process of
assessing security risks and the process of developing and
operating information systems in general, web systems in
particular, are depicted step by step, showing how the risk
assessment is performed during the deployment and the
operation of web systems. Based on this analysis, different
methods related to the manual and automatic risk assessment
are reviewed, focusing on the methods using probability
theory and Bayesian networks. The techniques developed for
quantitative and qualitative assessment are presented and
compared in terms of their objectives, scopes, and results
to pick out advantages and limits. Finally, the approaches
dedicated to assessing the risks of web systems are presented.

Keywords: security risk assessment, DevOps, web system,
bayesian network

I. INTRODUCTION

In recent years, the explosive development and wide
application of web systems in all aspects of life has
brought great benefits to organizations, businesses as well
as individuals. The richer information and services the web
systems deliver through Internet web technologies, the more
complex the web systems to be developed and operated
become, making securing web systems more difficult.

Security becomes one of the focuses in the processes
of developing, deploying, and operating these systems.
Security is not an one-time job, it is a continuous process
associated with the web system’s life cycle. Various security
countermeasures have been implemented in organization to
control potential security threats. However, web systems
still face the security risks that arise from their intrinsic
vulnerabilities, particularly when moving them from the
development environment (i.e., test environment, staging
environment) to the production environment. Successful

exploits of such vulnerabilities during the operation of web
systems can cause a loss, damage, or destruction of their
assets, such as data leaks, service interruptions, or other
violations of CIA (confidentiality, integrity, availability)
triads. Practical experience in cyber security shows that the
effectiveness of security countermeasures is not only based
on the technical aspects of these countermeasures, but also
depends on the security risk management process, in which
the security risk assessment plays the critical role.

The risk assessment process aims to discover possible
risks and analyze what might happen if risks arise, in-
cluding the likelihood of successful intrinsic vulnerabilities
exploits and their potential impacts. The risk assessment
is performed at different stages of the web system’s life
cycle and is conducted by different stakeholders of the
organizations developing, owning, and using them. Risk
assessment in general, security risk assessment in particular
is a combination of measurable and quantitative calcula-
tions with the in-depth expertise and expert knowledge on
uncertain and incomplete data. As a result, the approaches
to security risk assessment differ from the business pro-
cesses, the tools or techniques used for assessment, and the
contextual characteristics of the system being assessed.

In the case of web systems, some of their unique char-
acteristics compared to other types of software systems
make the security risk assessment more difficult. First, web
systems provide functions for both anonymous users and
authenticated users with broad accessibility through many
different entry points inside or outside the systems. This
causes complexities in identifying and modeling threats.
Second, web systems often include many software or ap-
plication components that are developed with diverse tech-
nologies and architectures and using different programming
languages and frameworks. These expose web systems
to a wider range of vulnerabilities in their components.
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Third, the technologies used to deploy and operate web
systems are now inexpensive and available from third-
party vendors. However, the audit reports or declarations of
compliance with international standards from these vendors
are not detailed enough to their customers to establish an
effective security risk response plan for the web systems.
Fourth, web systems reside on the network and must
deliver their services continuously. For that, the selected
security risk assessment approaches in different stages of
the life cycle of web systems must be aligned with the
business process of the web systems and relevant to the
context of the organization developing, owning, and using
the web systems. As there have been numerous solutions
with different approaches to assess risks of web systems in
different application domains, these approaches need to be
systematically aggregated from specific perspectives to help
organizations select an appropriate security risk assessment
strategy.

This paper gives an overview of current approaches in
security risk assessment to address the following research
question: “How to perform the security risk assessment
during the development and operation of web systems?”
The aim of the review is to provide a clear description
of the risk assessment stages performed by organizations
developing the web systems and those performed by orga-
nizations operating the web systems. Based on this descrip-
tion, stakeholders from organizations deploying, operating,
and using a web system could easily identify the gaps in
their security risk assessment results and easily conduct
a suitable security risk assessment technique for a web
system before its deployment.

Our approach is to conduct a literature search about secu-
rity risk assessment for web systems, filter and select the 60
most relevant papers according to their titles, abstracts, and
keywords. We synthesize data from these selected papers
to outline their commonalities and differences according
to different perspectives: process, degree of automation,
techniques, and web system characteristics. The literature
results are classified and explained as follows. First, risk
assessment stages are identified through the standardized
assessment processes or those defined by security organi-
zations. Then these stages are mapped to different stages
of software development and operations processes. Next,
the approaches realizing these stages are considered and
classified by their degree of automation. These approaches
are also classified based on the characteristics of their
assessment outputs (whether quantitative or qualitative).
Finally, these approaches are classified based on the char-
acteristics of developing and operating web systems.

This paper is organized as follows: Section II introduces
different security risk assessment processes and discusses

how they are related to the software development life
cycle in general, to the web system development life
cycle in particular. Section III describes two approaches
to manual assessment and automatic assessment of web
systems’ security risks. Section IV summarizes qualitative
and quantitative security risk assessment techniques, with a
focus on techniques based on Bayesian networks and their
ability of application for assessing web systems’ security
risks during the phases of their life cycle. Section V is
the analysis of the specificity of the field of application
in the security risk assessment process of web systems.
Section VI suggests a framework for the categorization
of risk assessment for web systems. Finally, Section VII
presents our conclusion.

II. PROCESS

This section synthesizes studies on security risk assess-
ment from the perspective of web systems development and
operations.

1. Security Risk Assessment Processes

Security risk assessment processes could be divided
into 2 groups. The first group includes the international
standards such as ISO/IEC 27001 and ISO/IEC 27005.
The second group is composed of the processes that are
defined by security organizations such as NIST 800-30,
and the processes that are dedicated for specific application
domains. Examples of the latter are HIPAA Security and
Privacy Rules1 for health care systems, PCI-DSS2 for
payment card and banking systems, etc. In this section, we
focus on the ISO/IEC 27005 and the NIST 800-30.

a) Standards

ISO/IEC 27005 [1] is a member of the ISO/IEC 27000
standard family, describing the best practices to conduct
information security risk management. The intention of
ISO/IEC 27005 is to specify recommended processes for
organizations to ensure the quality of their risk management
methodology. ISO/IEC 27005 provides an iterative process
of assessing and monitoring security risks, as is illustrated
in Figure 1a. This process contains three stages: risk
identification, risk estimation, and risk evaluation, in which
risk identification and risk estimation belong to the risk
analysis process.

Risk identification: The objective of this stage is to
discover and identify risk factors forming the causes of
security risks, including the assets of the organization, their
vulnerabilities, and their potential threats.

1https://www.hhs.gov/hipaa/index.html
2https://www.pcisecuritystandards.org/standards/
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Figure 1. a. ISO/IEC 27005 process [1], b. NIST SP800-30 revision 1
process [2]

Assets. According to [3], assets extend beyond physical
goods or hardware, and include software, information,
people, and reputation. Examples of assets in web systems
include servers (hardware and software), data, and network.
To identify assets in a web system, the study [4] proposes
a structure of 4 inter-dependent layers: the application’s
configuration; relationship between network, hardware and
software; information; and organization environment (func-
tions inside organizations to justify the application’s exis-
tence). The value of each asset is then rated using security
criteria such as availability, integrity and confidentiality
with a specific qualitative assessment scale. This structure
allows identifying the main assets of a web system, but does
not allow considering assets in different phases of the web
system life cycle. The value of assets can also be calculated
based on their importance to the organization [5]. The loss
in value of these assets can be used to quantify the risk
impacts on the organization.

Vulnerabilities. The security risk is defined by the threats
that might take advantage of the vulnerabilities of the
assets. The work [6] synthesizes approaches to analyze vul-
nerabilities for web applications. Two popular methods are:
(1) building models of known vulnerabilities and matching
the models against web system components; and (2) build-
ing models of normal web application behaviors in advance
and use these models to analyze anomalies that could cause
security risks. The former is easier to implement because of
diverse sources used to identify vulnerabilities: the result of
penetration testing, vulnerability scanning tools, previous
risk assessment reports or public vulnerability databases
like Common Weakness Enumeration (CWE) 3, National

3https://cwe.mitre.org/

Vulnerability Database (NVD) 4. Another common ap-
proach to detect vulnerabilities in web systems is to analyze
the source code of the application. The study [7] combines
source code analysis and data mining techniques to predict
false positives in candidate vulnerability sets for improving
accuracy. Experimental results applied to web applications
written in PHP programming language are compared with
available tools showing the effectiveness. The challenge
of the method is the complete definition of the formal
specifications of the programming language used to develop
web applications.

Threats. Several methods are made available to analyze
threats and match them with related vulnerabilities of the
assets [8]. Threats can also be detected through threat
classification systems such as STRIDE [9]. STRIDE models
threats based on attack attributes but it lacks context infor-
mation. When applying this threat model to a web system
it is necessary to map to the specific functions of the appli-
cation as well as consider the platforms and technologies
in a particular attack scenario. The study in [10] uses the
knowledge base to define rules for identifying relationships
between concepts of asset, threat, and vulnerability for the
efficiency and accuracy of risk assessment.

Risk estimation: In this step, the risk value, i.e., the
likelihood of the risk and the impact of the risk, is measured
by using qualitative, quantitative, or hybrid methods [11]
[12]. The risk estimation is based on the modeling of
the relationship between the risk factors identified in the
previous step. Risks are estimated either qualitatively using
a risk matrix representing both likelihood and impact on a
scale of 1 to 5, or quantitatively by numbers representing
the risk levels.

Risk evaluation: In this stage, the organizations make
decisions of rating risks using the results of the analysis
phase. The identified risks are prioritized, and their severity
is determined, leading to one of the following decisions on
handling the risks:

• Risk avoidance, meaning elimination of threats and
vulnerabilities that can negatively affect the assets of
the organization.

• Risk mitigation, the consequences of the risk are con-
trolled, and the risk level is reduced to an acceptable
level.

• Risk transferring, the risks are shifted to a third party.
• Risk acceptance, the organization understands the con-

sequences of the risk and does not take any measures
to avoid the impact of the risk happening.

ISO/IEC 27005 has not focused on technical details of
the risk assessment processes. Thus, the standard can be

4https://nvd.nist.gov/
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implemented in every type of organization and combined
with other standards or methods to fulfill the organization’s
needs. ISO/IEC 27005 also provides a framework for other
security risk assessment studies and approaches to develop
standard-compliant products.

b) Organizations

NIST 800-30 rev. 1 [2] has been developed by NIST fea-
turing a step-by-step information risk assessment guideline
as is illustrated in Figure 1b. This guideline was designed to
assess the risk factors in a straightforward way with simple
calculations. NIST 800-30 is consistent with the ISO/IEC
27005 standard. It starts with preparatory work towards
conducting assessment steps that can be corresponded to
the stages of the standard as in Table I.

TABLE I
ISO/IEC 27005 VS. NIST SP800-30 REVISION 1

ISO/IEC 27005 NIST SP800-30 rev. 1
Risk
identification

Identify threat sources and events
Identify vulnerabilities & predisposing conditions

Risk
estimation

Determine likelihood of occurrence
Determine magnitude of impact

Risk evaluation Determine risk

NIST 800-30 describes the way risk management pro-
cesses can be performed in support of each phase of the
system life cycle. It was produced as a set of guidelines
for the organizations to follow. This enterprise-oriented
approach allows customization to suit the complexity of
systems and the constraints of security budgets. The deci-
sion as to what type of risk assessment should be performed
depends on the particular organization. An organization
may choose a simplified approach obtaining basic security
risk assessments. These results will be the first step to
provide an overview for further in-depth assessments. The
organizations applying these standards and guidelines to
their risk management processes still need a lot of work
to develop an appropriate methodology. The combination
approaches of ISO/IEC 27005 and NIST SP800-30 are re-
viewed in several works such as [13], [14]. Other enterprise-
oriented approaches include: Operationally Critical Threat
and Vulnerability Evaluation (OCTAVE) [15], Factor Anal-
ysis of Information Risk (FAIR) [16], COBIT 2019 [17]
and OWASP Top 10 [18]. OCTAVE version 2.0 defines
a risk-based strategic assessment and planning technique
for security to effectively manage operational risks. COBIT
2019 is a framework for the governance and management of
enterprise information and technology (I&T). This frame-
work supports enterprise to improve the value they get from
all their IT processes and manage risks at the same time. For
enterprise, the I&T risk assessment in general, the security
risk in particular, is guided in the COBIT core model by

considering which I&T-related issues it currently faces.
OWASP provides awareness of important security risks for
web applications. It is often chosen by organizations and
developers to build solutions to reduce the security risks of
their web systems.

2. Software Development and Operation Process

Effective security risk management processes must be
integrated into the web system life cycle to minimize
negative risk impact on the organization. With modern fast-
paced software development models, the phases of the web
system life cycle are no longer separate, but continuously
connected.

As the system life cycle is considered from different
perspectives, there are many approaches to integrate the
security risk management.

From the technical perspective: ISO/IEC/IEEE
15288 [19] identified 14 technical processes related
to the life cycle of a system. There are: business
or mission analysis process; stakeholder needs and
requirements definition process; system requirements
definition process; architecture definition process; design
definition process; system analysis process; implementation
process; integration process; verification process; transition
process; validation process; operation process; maintenance
process; and disposal process. NIST 800-160 Volume 1 [20]
extended these processes with systems security engineering
aspects.

From the system providers’ perspective: A System De-
velopment Life Cycle (SLDC) typically consists of five
stages: initiation, development or acquisition, implemen-
tation, operation and maintenance, and disposal. SP800-37
Rev. 2 [21] describes how the NIST’s risk management
framework relates to system development life cycle pro-
cesses and stages.

From the consumers’ perspective: In general, system life
cycles can be described by development and operations
processes called DevOps processes. These processes en-
compass the deployment, i.e., the work of making software
work on a test environment, on a staging environment, on
a production environment or on a user’s device. This work
could be attached as the ending stage of the development
process or the initial state of the operations process. Ac-
cording to [22], there are 3 ways to consider the DevOps
process (c.f. Figure 2). The first way corresponds to the
principles of flow thinking, that enables a left-to-right flow
of work from development to operations to the customer.
The second way refers to the principles of feedback, that
amplifies the feedback loops so necessary corrections can
be continually made to prevent problems from happening
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again, or enable faster detection and recovery. The third
way sticks with the principles of continual learning, that
fosters continual experimentation, taking risks and learning
from failure; and understanding that repetition and practice
is the prerequisite to mastery.

Figure 2. Three ways of DevOps

As the development side and the operation side are
distinguished in these 3 ways, the security risk assessment
is differently conducted in these sides.

From the development side, the security risk management
is integrated into the test phase and is called risk-based
testing. The latter uses risk (re-) assessments to steer all
phases of the test process in order to optimize testing
efforts and limit the risks of the software-based system
[23]. This approach is the assessment of the functional-
ities of the software that has the highest impact on the
probability of software failure. Security risk assessment
is especially meaningful to consider in security testing as
some security requirements can be difficult to design test
cases for it. For example, given a security requirement
such as “Outside attackers should not be able to change
the data of the website”. The functional test cases defined
for this requirement must be all the trusted ways that
an attacker can change the system data. With risk-based
testing, only a risk scenario is defined and then tested
for each security requirement. Risk-based testing could use
security risk assessment results including threat modeling,
vulnerability identification to reduce testing efforts. Risk-
based testing activities can be integrated into main phases
of a normal test process, as in [24]. The vulnerabilities
that may exist in the source code of web components
during the development process are also one of the main
inputs for the security risk assessment. The study [25]
has introduced techniques for static analyzing the source
code of web components during the programming phase
to detect vulnerabilities. The shortcoming of the proposed
method is not yet tied to the testing phase to confirm the
removal of vulnerabilities. Research [26] has built a secure
development paradigm based on a combination of security

practices and agile methodology for web applications. The
development model allows web developers to reuse defined
security goals from previous projects as a basepoint for
the development process. However, this approach does not
consider the connection to the deployment and operations
process of the web system’s life cycle.

From the operational side, managing security risks is
very important to ensure the business continuity of the
organization. Selected risk management strategies must
follow the existing risk management practices and standards
and consider risks from all the involved stakeholders. They
are analyzed and assessed from an operational perspective,
such as attacks according to usage scenarios, the risk impact
on the reputation and financial aspects of the organization
or choosing the countermeasures regarding the available
resources of the enterprise. Studies [27] [28] show that
security risk management frameworks should be integrated
with the organization context proactively.

Figure 3. DevOps security risk challenges

As illustrated in Figure 3, the DevOps process also
faces new security risks due to the continuous integra-
tion of development and operation processes. One of the
challenges is the gap or the lag between development
and operation activities. Security risks can be introduced
by either development or operations process (or both), in
which security risk assessment in the deployment phase,
a transitional phase as mentioned above, has not received
much attention from researchers. Most studies tend to
analyze the continuation of the two processes, whereas
the results of the security risk assessment of deployment
phase allow the combination of developer, vendor, and user
perspectives in a comprehensive security risk management
strategy. As the DevOps process focuses on speed, it might
not give proper attention to security issues or security risk
assessment results. It often takes a long time to decide the
selection of security countermeasures.

The principle to ensure process continuity is automation,

36



Vol. 2023, No. 1, March

where the term Continuous Deployment (CD) means au-
tomatically deploying system changes into the production
environment. The difference between the test environment
in the development process and the production environment
in the operations process makes the CD might not be fully
automated. The manual operations might cause security
issues including misconfigurations (e.g., opening unused
ports, leaving default credentials embedded in configuration
files, granting redundant privileges) and dependencies on
third parties without evaluating their potential security risks
(e.g., reusing codes or installing new tools from unreliable
sources). Automated deployment environments with cloud
service providers containing malicious or vulnerable con-
tainer images and repositories are also security risks.

Study [29] has specified a method of risk analysis and
assessment in the DevOps process. The targeted method is
associated with optimizing DevOps-related criteria includ-
ing cost, speed and quality of the assessment. In [30], the
authors built three case studies for different configurations
of DevOps toolchains in order to identify the impacts on
security from both positive and negative aspects. The results
show that choosing the right tools contributes decisively
to ensuring the security of the stages in the life cycle of
the system. To deal with the long-time problem in the risk
assessment process, the work [27] proposed a lightweight
approach, a rapid risk assessment framework, targeting
rapid-release cycles and high flexibility.

III. DEGREE OF AUTOMATION

Risk assessment methods could also be regrouped by
degrees of automation. By this way, there are two groups:
manual assessment and automatic assessment.

1. Manual Assessment

With manual assessment, information security experts
will perform the audits, following standards and detailed
procedures mentioned above with the support of automated
vulnerability scanning tools such as Nessus 5, OpenVas 6,
Nmap 7, etc., vulnerability classifier (CVE - Common
Vulnerabilities and Exposures), an information technology
product name checker (CPE - Common Platform Enumer-
ation dictionary), and a Common Vulnerability Scoring
System (CVSS) [31]. The quality of a manual assess-
ment depends on how systematically this process has been
performed and documented. To describe the scope of the
assessment and identify a list of critical assets, the experts
need clear definitions and criteria in the context of the

5https://www.tenable.com/
6https://www.openvas.org/
7https://nmap.org/

organization. Manual analysis of security risk factors is also
arduous because a complete list of the potential threats and
vulnerabilities that would endanger these assets, is rarely
available. The support of scanning tools and public vulnera-
bility databases can help the experts reduce processing time,
but with large amounts of information, this is still a costly
task. The study [32] argued that each tool could report
thousands of vulnerabilities, of which only a small number
are actually related to security risks. Thus, if this process is
repeated for each asset, then it still requires human inspec-
tion. In addition to the expert reviews, gathering data for the
assessment process from a historical perspective through
stakeholder interviews is also an important feedback about
security risk. Security incidents occurred and resolved and
decisions taken by managers may not be fully documented,
causing information shortages for organizations to apply the
manual assessment process.

The manual security risk assessment is still very useful
when it is used as a high-level risk discovery approach.
In [27], the rapid risk assessment framework consists of 4
phases: (i) Gathering information, (ii) Establishing a data
dictionary, (iii) Identifying and measuring risks and (iv)
Making recommendations. The framework uses a risk table
to decompose measurements into 3 areas: confidentiality,
integrity, and availability. This table is used to consider
the risk impact to the reputation, finances, and productivity
of the business. Each assessment is conducted with the
participation of trained risk analysts and relevant people in
an associated meeting which takes between thirty minutes
and one hour with well-designed templates of spreadsheets
and documents.

2. Automatic Assessment

The second approach is automated security risk assess-
ment. Many frameworks have been proposed to overcome
the inefficiencies of the expert-based manual assessment
approaches, but the results have not been put into practice
as commercial tools [33], [34], [35], [36]. To automatically
assess the risks, following approaches are considered:

• Automatic assets management. Studies in this group
aim to identify and classify assets of the organization
into appropriate critical levels. If an asset is not
identified or classified as non-critical, it is unlikely
that it will be taken into account in a security risk
management strategy. [37] has proposed a fuzzy-based
framework for classification and labeling information
assets according to ISO/IEC 27001 security standard.
Assets are classified according to the values of the
attributes confidentiality, integrity and availability in
a six-phase framework for security risk assessment.
Studies [38] [39] have built models to evaluate assets
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value, one of the main parameters used to calculate
the risk impact. These models also considered depen-
dencies between assets and business processes.

• Automatic threats and vulnerabilities analysis. This
includes knowledge-based methods to model and an-
alyze these two essential factors of security risks.
The results considered different aspects of threats and
vulnerabilities and the relationship between them. For
example, [40] presented a novel automated architecture
for threat modeling and risk assessment for cloud
systems using ontology knowledge bases. [41] intro-
duced an automatic approach for scoring vulnerabil-
ities based on machine learning algorithms. These
automated knowledge-based approaches have proven
effective when it comes to assessing new security risks
that may not yet have sufficient detailed analytical
information.

• Automatic assessment workflow. Diverse approaches
involve determining the likelihood of occurrence and
assessing the impact of security risk on the critical
assets. It is essential to deal with the uncertainty
associated with the assessment results. [33] [35] used
probability theory and Bayesian networks - described
as an expert system of uncertain facts - to cope with
the challenge. [34] and [36] have built the solutions
based on fuzzy decision theory.

• Others. Some works are geared towards tracking and
trending security risk assessment. Risk assessment
results will be continuously recorded and monitored
throughout the acquisition process, providing the abil-
ity to connect to recommendation systems for further
risk mitigation. [42] attempts to assess insider threats
by technical and behavioral monitoring. The former
is built on the principles of need-to-know, least privi-
lege, and segregation of duties. The latter focuses on
insiders with malicious intent. [43] provides a model
for securing healthcare data confidentiality, where risk
monitoring strategy is built on a machine learning
approach.

Each approach, whether manual or automated assess-
ment, has its own advantages and disadvantages. Manual
methods must find solutions for efficiency. Automated
methods face data volume and computational feasibility
problems. A combination of the two, where automation is
imperative as much as possible, can be a suitable strategy
for keeping the organization safe from threats.

IV. TECHNIQUES

In the risk analysis phase, the organization needs to
choose a particular technique which is used to measure
risk factors including the value of assets, the effect of

vulnerabilities, the risk likelihood, the risk impact, and so
on. The risk likelihood denotes the chance of a prospective
risk occurring, whereas the risk impact denotes an estimate
of the potential losses connected with a detected risk.
Existing risk assessment techniques could be classified into
qualitative techniques and quantitative techniques. Quali-
tative risk assessment is based on subjective analysis of
different threat-vulnerability scenarios. Quantitative risk
assessment is based on objective processes and metrics of
different risk assessment components. Following criteria are
used to compare these techniques: their approaches, their
hypothesis and constraints, their underlying algorithms,
mechanisms or models, and their obtained results.

1. Qualitative techniques

A qualitative approach rates the magnitude of these
elements as relative values or ranks. The former are usually
represented by numerical ranges (e.g. 0 to 5 or 0 to 10). The
latter are usually expressed on a descriptive scale of levels
(e.g. low, medium, and high). The risk levels are estimated
using a matrix or table with one element represented by the
rows and the other element represented by the columns of
the table. Figure 4 illustrates the levels of risks in the rapid
risk assessment (RRA) framework [27].

Figure 4. Levels of risks are expressed as ranks [27]

Many organizations use these qualitative approaches for
preliminary risk analysis, because the simplicity of these
methods can make them less complicated to understand and
implement the assessment. CORAS [44], CIRA [45] are
model-based methods for conducting security risk analysis
using the idea of qualitative assessment. The NIST SP800-
30 method [2] is also mainly qualitative because it is
described as the guidelines and the processes to assess and
mitigate security risks rather than a specialized method.
The downside of a qualitative approach is the subjectivity
of the assessors because the assessment results depend on
their knowledge and experience. Another limitation with
the qualitative methods is the lack of measurable detail to
support cost-effective decision making for management or
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to compare the associated risk assessment results. Accord-
ing to ISO/IEC 27005 [1], a qualitative analysis should be
conducted first giving an overall indication of risk levels
and major risks. Followed by assessments using actual
data that can be measured mathematically or via other
computational techniques.

2. Quantitative techniques

A quantitative analysis uses specific formulas and cal-
culations to measure the value of the risk elements. The
objective assessment results often require knowledge of
mathematics, statistics and probability theory. The ongoing
research is interested in computational models for the
occurrence probability and the financial impact of security
risks. The calculated impact, together with the probability,
forms a quantitative risk estimation.

Quantitative methods are also known as ”expected loss”
analyses where the expected loss to the organization caused
by security risk is used to evaluate its impact. There are
three classic quantitative security risk nalysis formulas:
Annual Loss Expectancy (ALE), Single Loss Expectancy
(SLE), and safeguard value [46]. Factor Analysis of Infor-
mation Risk (FAIR) [16] is a well-known risk assessment
framework in academic research and industry. The FAIR
framework integrates the FAIR taxonomy structure and
quantitative reasoning algorithms to determine the inter-
actions between risk factors and calculate the financial
losses. In a different approach, [47] proposes a quantitative
methodology utilizing CVSS metrics to define the risk
metrics, risk metrics values and the detailed risk assessment
formulas for different risk views. Quantitative methods
often come with increased complexity and cost in the cal-
culation process. There is also the importance of providing
enough data to yield reliable results, such as asset value
information and historical security incident data.

Due to the advantages and disadvantages of both quanti-
tative and qualitative methods, several hybrid methods, also
known as semi-quantitative methods, have been proposed.
Among them, Bayesian network-based methods are receiv-
ing more attention because of the effective combination
of objective and subjective perspectives (i.e. beliefs are
represented by probabilistic values, allowing quantitative
risk estimation results to be interpreted). A Bayesian
Network (BN) is a graph-based probabilistic model for
the representation of an uncertainty domain where each
node corresponds to a random variable and each edge of
the graph represents a conditional probability. Bayesian
networks can be constructed as static or dynamic net-
works. The studies [35] [48] [49] use static Bayesian
network to assess the risk severity following two aspects:
the likelihood of a threat exploiting a vulnerability and

the impact level of the vulnerability being exploited. [50]
uses a dynamic Bayesian network, showing the ability to
change network parameters at different points in the risk
assessment process. Table II summarizes the main features
of risk assessment techniques.

V. SPECIFIC WEB SYSTEM’S FEATURES

The works mentioned in Sections II, III and IV allows
clarifying information about the stages, the elements and
the techniques that could be used to build a security risk
assessment process for web systems in general. However,
such a process still needs to be refined to adapt to the tacti-
cal features of a specific web system in a given developing
or operational context of the organization. In this section,
features of web systems that are related to their architecture,
their development process and their application domain and
that need to be considered in security risk assessment are
presented.

Web system architecture. In deployment and operation
view, this is the skeleton describing how to instantiate
the web system components and how they interact with
each other. The web servers host network-associable web
application modules processing the client’s requests. They
provide an operational environment including infrastruc-
ture, system software and platform services such as op-
erating systems. The web systems with a large number of
concurrent users might contain multiple copies mirroring
web servers. One of them has the role of load balancer
dealing with the scaling requirements. Other servers include
database server and optional service servers (e.g. caching
service, job queue service, search service) which are not
directly visible to clients. These web components interact
with each other through a network connection. Web servers
and web applications are directly accessed by clients, so
they are the most critical sources of security risk to the
organization. Study [51] examines the security approaches
in four case studies which are industrial and open source
projects. The results recommend the adoption of security
frameworks from an early stage of system development
and deployment. [52] proposes an approach to improve
security of web servers in IoT systems by self-monitoring
vulnerabilities mechanism. The work [53] addresses the
security challenges of service-oriented architecture (e.g.
RESTful, Web services) and proposes measures to mitigate
security risks regarding business and technical impact.
Communication between the client-side web browser and
the server-side web components may require the implemen-
tation of callback function calls, such as the implementation
of AJAX (Asynchronous JavaScript And XML) techniques.
The carelessness of the programmers in implementing
these functions creates a vulnerability that allows access to
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TABLE II
THE MAIN FEATURES OF RISK ASSESSMENT TECHNIQUES

Study Technique Hypothesis / Constraints Contents Outcomes

CIRA [45] Qualitative
Stakeholders, strategies,

utility factors, initial values

- Focus on the human-related risks

- Multi-criteria decision analysis

Strength of stakeholders’ incentives or

changes in utility that generates risks

CORAS

[44]
Qualitative

Asset, vulnerability,

threat scenario,

risk evaluation matrix,

likelihood scale

- CORAS language for risk modeling

based on UML models and tools

- Security risk analysis is conducted in

eight steps

Identify and assess potential risks

for strong business and asset

orientation

NIST

SP800-30

[2]

Qualitative
Overall risk management in

information system

- General method and complete guide for

defining all aspects of an effective risk

management

Identification and evaluation of assets,

Identification and evaluation of threats,

Safeguard selection

RRA[27] Qualitative
Small or medium services,

associated meeting,

well-designed templates

- Four phases

- Risk areas: confidentiality, integrity,

and availability

- Impact areas: reputation, productivity,

and finances of the organization

Service notes, data dictionary,

threat scenarios, recommendations

Bayesian-

based

[35], [48],

[49], [50]

Quantitative
Causal relationships between

risk factors, sample data

- Network structure (construction, update)

- Network parameters (conditional and

prior probabilities)

- Bayesian inference

Integrate risk assessment results with

uncertainty ratings

CVSS-

based [47]
Quantitative

High level risk metrics,

attack graph, CVSS metrics

- Asset and vulnerability centric model

- Quantify the risks of both individual

assets and the vulnerabilities at the assets

Asset and system risk metrics

Product risk metrics

Attack path risk metrics

FAIR [16] Quantitative
Taxonomy of the distinct

factors that constitute risk

(FAIR taxonomy)

- Analyze, measure and understand

cybersecurity and operational risk

- Top-down risk approach: assess risks

specific to their environment

The assets of business, threat actors

and threat vectors, the financial impact

of threats

resources via callback function calls without the necessary
privileges. Study [54] proposes a framework that supports
analyzing the source code of web applications to detect
vulnerability in the implementation of callback functions
and make suggestions to modify these functions in a more
secure way. The experimental results of the framework
allow detecting SQL injection attacks on web systems
through complex queries.

Web system deployment process. There are many types
of deployment: deploying a new web system (for the first
time), replacing or upgrading new functionalities for an
existing web system. Starting just after the completion of
the product testing phase, the deployment process consists
of 4 stages: (i) business analysis and identification of
technical requirements, (ii) logical design, (iii) architec-
tural design and (iv) implementation [49]. The deployment
scenario summarizes the deployment design, deployment
activities and the security requirements of the deployed web
system. Study [55] supports the selection of a cloud-based
web application deployment model that matches security
and privacy requirements. Problems arising during the
deployment process such as the selection of older versions
of software, errors in the configuration of components or

default user accounts will pose high security risks to the
organization.

Web system application domain. Web-based systems are
the basis for different business solutions from e-transport,
e-health to many other e-solutions. The security risk as-
sessment process needs to be associated with a specific
business solution so that the assessment results are relevant
to the context of the organization. The work [56] indi-
cates the need for ensuring optimal security of healthcare
web applications, it proposes a security risk assessment
approach through adaptive neuro-fuzzy inference system
during the development of web application. [57] outlines
the four quantitative security risk analysis models for cloud
computing systems supporting decision makers to select the
suitable models regarding cost and brand of the organiza-
tions. The study [58] introduces a secure risk management
approach for e-commerce web applications. The security
risk management stages follow ISO/IEC 27005 and use the
OWASP top 10 list as input. To assess the impact of security
risks on e-commerce web systems, this study uses the FIPS
199 impact category scale [59]. Although the approach is
aimed at e-commerce web systems, it does not tie the risk
management process to the characteristics of these systems.
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The security risk management model for e-learning systems
in [60] uses the Mean Failure Cost metric to quantify
security risks in terms of the losses per stakeholder (system
administrator, teacher, student, and course administrator) to
bear when a security incident arises. The results can also
be extended to make more detailed diagnoses.

Security risk assessment for web systems. A compro-
mised web system can be harmful in many ways, from
exposing customer data to a defaced homepage that indi-
rectly damages an organization’s reputation. The OWASP
Top 10 [18] provides a classification of the security risks
associated with web applications. Security risk assessment
for web systems also includes basic stages: (1) identify-
ing assets and security objectives, (ii) analyzing vulner-
abilities, threats, and countermeasures and (iii) assessing
security risks. Web system deployment scenarios provide
the necessary input to the assessment process, possibly
automating part of the assessment activities, or providing
data for quantitative assessment. OWASP also provides
a risk assessment framework that could be integrated in
the DevSecOps toolchain to help developers to write and
produce secure code.

VI. DISCUSSION

We propose a framework for linking the security risk
assessment with the deployment and operation (DevOps)
of web systems as shown in Figure 5. Two main stages of
the ISO/IEC 27005’s security risk assessment process (i.e.,
establish context and risk assessment) could be associated
with DevOps’ stages. A web system could be assessed
either from the development perspective or operational
perspective. From the development perspective, the asso-
ciated stages are plan, test, release. From the operational
perspective, the associated stages are deploy, operate, mon-
itor. The assessment could be performed by using either a
generalized approach or an in-depth approach to meet the
assessment objective and the expected level of details at a
given time in the associated stage. The assessment results
are fed back to the same associated stage of the DevOps.
This means that risk assessment is performed iteratively
in the web system’s life cycle. The next sections present
in detail the web systems’ artifacts in each stage of the
mentioned security risk assessment process.

1. Establish context

In this stage, the scope and the criteria for the security
risk assessment process are defined. The context of the
risk assessment includes the factors that can influence the
formation of a security risk such as tactical features of a
specific web system in a given developing or operational
context of the organization.

Figure 5. Security risk assessment framework for web systems

Organization-related context: Criteria relevant to the
context of the organization including the value of the
business process, critical levels of assets, the relationship
between information security attributes and the business
activities of the organization. Risk acceptance criteria are
also defined for risk response in the next phase. These
criteria depend on financial and organizational business ob-
jectives, security and legal policies, operating requirements
and technology of the web system, and social and human
factors.

Development-related context: Web systems are char-
acterized by the source code of the web components
in development. Software requirements are inputs to the
development process. It includes statements about the re-
quirements to ensure the security properties of the web
system under development. The test results at the end
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of the development process determine the fulfillment of
these security requirements. Web component source code
is constantly evolving. It is developed by diverse technolo-
gies, tools and programming languages. For example, the
front-end components use css and javascript libraries, the
back-end components are built on java, php, python, or
other programming languages. Differences in development
technology can yield different results in identifying vulner-
abilities of the source code of web components. Artifacts
in the web system development process that can be used
to provide input for the security risk assessment phase
include software requirements, development tools, source
code vulnerabilities, and test results.

Deployment-related and operation-related context: Web
systems are characterized by finished products operating in
a given environment. An operational environment includes
infrastructure, platform services and other services. Web
systems can be deployed on-premises, i.e., the system is
installed and executed on servers on the organization’s
premises, rather than at a remote site. The operating en-
vironment of web systems can also be built on top of
cloud infrastructure services provided by third-party ven-
dors. Operational vulnerabilities are identified by analyzing
web components combined with operational environment
information such as servers, configurations, and networks.
Security incident reports during operational monitoring are
also an important source to support identifying new threats
or update the security risk assessments. Artifacts in the web
system operation process that can be used to provide input
for the security risk assessment phase include web deploy-
ment scenarios, operation environments, security policies,
server and network vulnerabilities, and incident reports.

2. Risk assessment

This stage contains three steps: (1) Identify security risks,
(2) Estimate potential impact and likelihood of risks, and
(3) Evaluate and prioritize risks. There are two approaches
with different assessment techniques. The result of the risk
assessment is the likelihood and impact of the security risks,
from which the risk level is determined.

Generalized assessment approaches: These are used to
detect general security risks for web systems. These results
can be used to develop a security risk management plan and
support identifying groups of protected assets within a web
system. The main input sources for assessment are expert
knowledge. In addition, the goals of the high level assess-
ment process include both speed and simplicity. Therefore,
suitable techniques include qualitative assessment, manual
assessment combined with semi-automatic tools and forms.

In-depth assessment approaches: There is detailed anal-
ysis of security risks that examine the attack of exploiting

specific vulnerabilities of web components. The identified
web attack scenarios include relationships between assets
and their vulnerabilities. This result allows us to identify the
weakest parts of the web system and the specific impact of
security breaches. In-depth assessment can select qualitative
assessment techniques combined with expert knowledge,
automated tools and available vulnerability databases to
reduce complexity and implementation time.

VII. CONCLUSION

There are diverse security risk assessment approaches
today, bringing both flexibility and difficulties for orga-
nizations in choosing the proper method to assess the
security risk of a given web system. This study analyzed
security risk assessment methods according to the assess-
ment process, degree of automation of assessment activities
and assessment techniques. These methods are applicable
to information systems in general, to web systems in
particular.

From the process perspective, the selection of a stan-
dardized security risk assessment process is the important
first step that enables an organization to define the stages,
the activities to be performed, and the possible outcomes.
An enterprise-oriented security risk assessment process can
be developed in accordance with the mentioned standards
to achieve compliance. However, the standards are of-
ten general and lack detailed guidance for the successful
implementation of the assessment process. Therefore, the
combination of standards with enterprise-oriented processes
will be the solution for adapting to the context of the
organization. Beside, the security risk management process
is an integral part of the development and operation pro-
cess of a web system. Security risks can appear at any
stage in the web system’s life cycle. Early detection and
assessment of these risks is critical to a comprehensive
security strategy of the organization. Deployment phase,
where many changes occur as the system moves from the
development environment to the operational environment,
is an appropriate stage for performing in-depth security risk
assessments.

From the implementation perspective, stages in a security
risk assessment process could be performed manually or
automatically. The manual assessment focuses on simplicity
and coverage, suitable for initial security risk discovery. The
automatic assessment is about leveraging knowledge bases
and automated computations to reduce time and costs for
quick and precise assessments.

From the analysis perspective, security risk assessment
techniques could be divided into 2 groups: qualitative and
quantitative techniques. These two groups of techniques
differ in how they assign values to inputs and outputs
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of risk estimation. Qualitative techniques provide relative
assessments from the subjective view of the assessors.
Quantitative techniques provide the calculation of the risk
likelihood or risk impact that are specific numerical values.
This allows the organization to use the evaluation results for
comparison and improvement. The challenges with these
techniques are computational power and uncertainty where
probability-based techniques receive much attention.

From the system specific perspective, the results of
the analysis about architectural features, deployment and
operation models and application domain support the orga-
nization to determine the suitable processes and techniques
for security risk assessment of web-based systems.

The proposed framework shows the security risk assess-
ment of web based systems during its deployment and
operation from all mentioned perspectives.

Further research focuses on (i) tuning the proposed
framework so that the security risk assessment is conducted
accordingly to detail analysis of features of web system
to be assessed, and (ii) dealing with the accuracy and the
uncertainty of the risk assessment results.
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